RAE2EHR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

[doi: 10.13328/j.cnki.jos.007665] [CSTR: 32375.14.jos.007665] http://www.jos.org.cn
O A B S BT RSB Tel: +86-10-62562563

XY [XY s o Y *
BRFF IR mKENEMBER R
R, BAER™
RN TR SRR SR (G IRE HB), ST BEBH 550025)

YRR KBE 515 B TR AR, St $1FH 550025)
JEE1E#: HA 5%, E-mail: youliangtian@163.com

T8 B BRIRF A A A KB F ] ik, R ERY A P B A A SR £ A 0 Bl B AT AL 4. R d, 3K
HF3) % AL AR XGEERAENK SR D% RAEE SR E R AL 428 —F B BT A IRE . AR L
Falhih B P sk M T B8 KEP TR, FINT B P 3% 4 W AFiR Ak s TTREP AL Ao 3 AR AR E (federated
dynamic weight adjustment , FDWA) J.i%, #ARGEAE P 3% 09K EP A v — bk, JEARA T KEp A RIEA, ERERF
AERLR A A KB ik K 4G ) AT B AT B P R A MM B, IR REA, A7 R AR E X LR
B9 )BT, AR PRAFAR AL M AY, B F IR KPR E, PR AR, AL BN ERREF IR E TR R
B T RIF D AI ) ot AT bk, A BARBA BURAR.

KRR BRI F 3 FAMRY; 5 [TKEP; BBOKEp; LR FE 4

FEESY S TP309

s RS FhARR, B 5. B 2] A 2OK BN S B 75 . A 4. http://www.jos.org.cn/1000-9825/7665.htm

35| F#%0: Sun YX, Tian Y-L. Distributed Watermarking and Anti-attack Scheme in Federated Learning. Ruan Jian Xue
Bao/Journal of Software (in Chinese). http://www.jos.org.cn/1000-9825/7665.htm

Distributed Watermarking and Anti-attack Scheme in Federated Learning

SUN You-Xin', TIAN You-Liang'?

'(College of Computer Science and Technology (Guizhou Confidentiality College), Guizhou University, Guiyang 550025, China)
*(College of Big Data and Information Engineering, Guizhou University, Guiyang 550025, China)

Abstract: Federated learning (FL), as a distributed machine learning method, enables model training while protecting user privacy and
data security. However, the involvement of multiple parties and the widespread exposure of models in FL can easily lead to copyright
leakage. This study proposes a watermarking scheme with ownership verification, model leakage tracing, and lazy client detection. The
proposed scheme introduces a client identity-based backdoor watermark generation mechanism and federated dynamic weight adjustment
(FDWA) to ensure the uniqueness of each client’s watermark and resolve watermark conflicts. Model fidelity and watermark trigger rates
are significantly improved, while also achieving better performance in detecting lazy clients. Experimental results show that the scheme
provides more comprehensive protection while maintaining model performance, significantly improves watermark trigger rates, and
effectively resists various attacks such as fine-tuning, pruning, quantization, and collusion attacks, thus enhancing the security and fairness
of the FL environment and providing effective copyright protection for models.

Key words: federated learning (FL); property rights protection; backdoor-based watermark; parameter-based watermark; model aggregation
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o34 JR K ENE RS M. FL AP K BT SRS RY 4 JR /K B AR AP, 25N 7 o 45 2 bR 250

Li=L,+alL,=1L, +a(CE(Y;,M(XiT))) (17)

Hp, L, RRFIHAE SR REL, o RFKEMIRN RIS, L, AEER/KERNES R KR L, CEC,) 1%
TICAE N, M(-) ARARAE L .
422 ZREEMES

TR B, MRS AR s A2 7 i b AR AR BB I SR G A 2 /R, REMIEFE RS RENEERS
(federated dynamic weight adjustment, FedDWA) %1% FedDWA({M!}X | {D}}E ) — M.

o 5 18 B BOTIUBCHS P12 s Y, 4% PR Py =

o 55 2 H T BN BUTEARAR b 257 P 3 0K ETVI R 32 V. 5 5 7 S A6 8 8 B,
RS A A AL, A% P38 B E 5040 LR FE LT Py ARSI Py SERABLIR
5% ORI RAGAUE, H1F SR, MR . PRI WM, BT B4

1 — KXPpye
Pi = Pbasc+chlm = Pbasc+(1 T4; )X—ba (18)

Z(l - T4,)

Hodr, 74 RFEKEN R Z, JEEIN 0-100%. IEREAE KIS HTEHEZE 0 & % %, BN E N %v



10 BB AR R B B )

423 JRIBIELURA

AT NG FRBUK N BN JZ IR M2 2 8 bR 30 R, R U B A0 B Xy, RO ARHEFE B, TR0 R RN SNIE 1
s H, Hob v RIKENKE, N REFRHRASESE R, b RRIDATE.

TEFRSUE R B, IR%5 28 B 6 IR 4 AND-ACC Hidbitgnid i A B 4 il K MR8 & (K A% P i),
R EIRES RN — N 0 S PIME— AR MR AL N T B 5 AT H R SO, LA (13, 4, 1)-BIBD 54 Ry

101010101010 1]
01 1001100T1T1°Q00
0001111000011
0000000O0T1T11100
1001100110011
01 010101010710
(13,4,1)-BIBD=|0 0 1 1. 0 0 1 1.0 0 1 1 0 (19)
1110000111100
1100110011001
101010101071 0°1
01 1001100T1T1T00
0001111000011
loooo0o000T1 111 10|
Hoh, 5 R —FARE— N B GETRSUE B, KEHK R v oA
b, =1,0,0,0,1,0,0,1,1,1,0,0,0
b,=0,1,0,0,0,1,0,1,1,0,1,0,0
: (20)
b, =0,0,1,1,1,1,1,0,0,0,0,1,1
b3 =1,0,1,0,1,0,0,0,1,1,0,1,0
NT BRIRSUE ., Sl FIA TR UE B 1 0 JUER U -1, B2
e =1,-1,-1,-1,1,-1,-1,1,1,1,-1,-1,—1
¢ =-1,1,-1,-1,-1,1,-1,1,1,-1,1,-1,—1
: (21)

cp=-1,-1,1,1,1,1,1,-1,-1,-1,-1,1,1
c;=1,-1,1,-1,1,-1,-1,-1,1,1,-1,1,-1

R X . 1
BB A CL 5 C2 JLiE, XU REUZR M IR SR mg, 15 BIPhiE R f = 5@ +¢,)=[0,0,-1,-1,0,0,-1,1,1,0,
0,—1,—1]. #R3E AND-ACC H B KB R, T AL P

1, ifc,+c,=1
= k 22
£ {0, otherwise @2)

3 3 e M — 2w 5 1] & [0,0,0,0,0,0,1,1,0,0,0,0], %M & R A EXR P C1 A C2 I [E S 53 Kt 4 6
AR TE (13, 4, 1)-BIBD ACC A&, W LLRAIR 2 3 AN, ST X e3E R B0 thitfr g, | HILMALE A
XTI AR A M — 1.

CLZE P 1 124 13 S, AT A rRgdift s sk 2 fion.

TEFREUR NI BE, 48 F R S48 BUR N 515 FlnsertM!, F,) — ﬁ %A BRIV H bR B R S SR, SR
FEHE X 528w MRS RIS — AN TR RS A5 Ta 800 RALE RS AL A R, B sgn(XW?) = F.

-1, x<0

sgn(x) = { ’ (23)

1, x>0

HEMEMAME Gt — BN ZHy (L&), Hil @ BN SHR T MR w e RY, S HA & w e UL & AR
X fea, RABRE T BEIRENSGSEUE, RS8R w R IR AR X 192 A5HT 17 8 5 )= iR 80T 5 AR S A



FIEGR S BRI FE S oA XK B IR EF & 11

7, 35 B R AR SO R, BB ME L, R
L,(W")=MSE(;; - fi}) (24)
oo, b, AR B, = X,W7 1935 0. A9 T b FEA A 5 HO B, R 1R PRI S SR ARA L, 705 5350 51
A PRAATBEIE R W5, R AR N S PR 76 I 2, o RE A EI A 06 B PR 1] L, A ET
R 23 FEBE R S B .
£ OB L 120 13 MIREOLR)

i/ v R 1 2 3 4 5 6 7 8 9 10 11 12 13
Client 1 1 -1 -1 -1 1 -1 -1 1 1 1 -1 -1 -1
Client 12 -1 -1 1 1 1 1 1 -1 -1 -1 -1 1 1
Client 13 1 -1 1 -1 1 -1 -1 -1 1 1 -1 1 -1
Colluders(1, 12) 0 -1 0 0 1 0 0 0 0 0 -1 0 0
Colluders(1, 13) 1 -1 0 -1 1 -1 -1 0 1 1 -1 0 -1
Colluders(12, 13) 0 -1 1 0 1 0 0 -1 0 0 -1 1 0
Colluders(1, 12, 13) 0 -1 0 0 1 0 0 0 0 0 -1 0 0

T HI3AT 9% P, JE 44T 9% P 3L

424 LRERS K
FELERY B, BR 55 26 & AT PR SO 43 1) 93 45 ok 2 P s, LEUR BRI AR IR, % P i IF 4G FL R — MRk
R, KT S, R S M BUR TR BIA, R B Bk BN R 2 F B

5 SCIEAR

51 LWRE

o BRI S AR SOG4 R ONIN-4P % MINIST 3 S 47 1 45; SRR T BN J2 1 AlexNet!™ [ 2% X
CIFAR-10 ¥4 P47V 5.

o I S VW B NI 2 2] 3 55, ATV 2 P o AN B BB E D 104 204 30 . BRERVISR, % P iR A
HkARP AL, F R E N 0.01. FA% ) v H R 1050 42 IR R A

o JKENFIFREL: XF T4 & J5 T 1K B, AT AREAN 2 7 bty 40 Bl — AT R /K Bl R 28, I ZRad b, J 11K B
NBRJFEE N 0.005; 5T AR L, HATER— (31, 6, 1)-BIBD fE B4, MASA hIRELMIFBSOK E Ny 31t
R, N T BERUKEDI B R 22 Ak B LK Y RN 128 L.

o WLt % I FedTracker JEATARELRE . T AU IIE g J1 5T L MY FedIPR E4T i 25 7 v U T REXT LE.
52 REE

ARSCMAR T AE 104 20 30 A% P i B T B 2 STREAY (S /K B MR AERS =, s SCH 5 B, 2k,
BATE R N AR B R AR 5 B AR AT K BN (No WMY) (RN ZRB R IEAT LU A, B 25 S0 B 18 o, AR 7R o
RIS A T, TREREREAR KT 1%, FIR, BAT SR BRE R EFIEMAT T H sz, sein R, Z5E R
e TR, HET IR 20 2%. B:J5, 55 FedTracker AH Lk, 2 77 & (IR (R BLRE J L SFAH 24, A /MiE FER A,
53 BREWUIEINAE

BT BUIRAE RO AR SCIAR T 7E 10 204 30 AN i 50t T IR IEIR 2% SR RL ) /K B fid & 26, i s S0k 3 BT
TR, B i BRI 3 n, K BN Ak R R BT BRI, (H R B R AERELE 95% LA I, X SR HIIK BT LA 258 T
HRGAE D RE. FoIk, ST EhAS B E R A FIRIHMT R, SRR, ZHEIRE E RS VKR R, TR
298 17.5%. )5, 55 FedTracker A b, 407 S IA/K BVl R SR AETHIA &2, 29°H 12%.
5.4 HIEE FuhNThEE

WP 7 P A A SR T SR B P AN [ A 2 B SR T S P s A T L, B 6(a) D9SRB R A g



12 il‘i'f‘f"—?—l’ifﬁ ****‘éf_g‘g**ﬁﬁg**;ﬁﬂ

FOIEREEEZ 545, 18 6(b) JRICT- 206 D& b6 2 5125, K 6 i R 7R 1208 Freerider. JIk 55 &5 71
CLFE I R SR BOAS: 0 80 K S 2 i ) 7K B0 ik 5 5 i 2 7 i ) 7K EDV i A SR 2283 50%.

100 88

9924 0012
99 4 9878 9877 9873 9868 87 1

86.32 86.28
86.11 86.18 86.02

86.01

% 1 8562 8574

86

Ne
~
o
W

Accuracy (%)
Nel el
W N

Accuracy (%)
o0 oo
& =

o
S
oo
S

93 81
92 A 80 1
91 79 4
90 78 4
10 20 30 10 20 30
Number of clients Number of clients
(a) CNN-4 on MNIST (b) AlexNet on CIFAR-10

Bl 5% B NoWM I Without FDWA MMl FedTracker
Bl S AFEE T R i 200 t

3 OAE104 200 30 NESIRECE T ANETT R IETIKEMlAR R (%)

A ES 10 20 30
ENES 99.70 98.25 96.33
CNN-4 on MNIST FedTracker 84.70 86.90 81.00
Without FDWA 80.50 80.10 79.90
ENES 95.90 95.70 95.70
AlexNet on CIFAR-10 FedTracker 89.50 82.50 80.06
Without FDWA 80.00 78.10 77.07
100 100
80 80
M 60 M 60
& 9&
% %
20 20
0 0
0 10 20 30 40 50 60 70 80 0 25 50 75 100 125 150 175 200
Round Round
(a) SRH = e 75 P ad b 2 51 45 (b) SRILCT- 5080 FE O3 16 2 2 5111 45

6 TKENflA RANE DL (L E e % ) o)



INEK 4 BRI 3] oF A KoK Sk & 13

B, A SO0 3 25 AL FE B SEUE AT T IE RS, RN 2 ) 2 5 75 AN BB BN 20 (L i 2 7 i o
EE 25%), or Ui 15 356 BN S I ZREE KT 50%—60% &, filt & 3 BE B 40%, HEAT T 10 IKSEH. & 43 6 LUR
EHREFERE R R TR T Rt 2 sl i 00, Seie R i, sh BB R & Hikitm 7 s & - i i
Rl 2, BEAR T s % 7 i (KR ) 2. RIS, 55 FedIPR AR EL, VB AN 7 ST LA 56 S M I 4 B A it s 2 o,
{H FedIPR W] fE2 MBI H SIE 2 i (K 4, T A 77 5 mT AR 56 &R,
R4 ARTTRAMEH] FDWA X% sier Pl 6 17 1t 5 OARTTFRAE FDWA X 2 7 s A i 175 0

Al RO S U RO S A BONIRSEES R B R
ST N 123 27 SO N RS 150 0
SN P 1 49 SO 1 0 50

% 6 FedIPR X 2 7 i K6 00 175 40

HsE TSR o TR A s & i
HLSON IR i 139 11
HCSONE 2 P 0 50

55 &%

R HR 7K BN AN SURE 75 1 e 3 T . TE SR RSzt rh, AR SO IR T 42 R /K EVRD S 3 P 40, SR B0
BB, EALFIK N 55 B 1X 4 Fp oy 2R 2500 /K B S T-Buh 46 3R, 35 H 0 A T 17 000 P G o — 7, TR
JKENERHE SR EFE 1): (1) K EVFIHE SR Bk Jo AR H 0B 2 50, JLA5 4R AT DA IE & s 38 E AIE WA (2) 7K
ENRIHR S0E Bt J5 AR UL B F R, ShBEA T, R, 5 R A AR b, b ok iy i e B B R %, 6
TREAT IR UG TAEAT 5.

551 &RKEIEREN

o TR Tt 2 45 10 FH SR R P i (AL B A B R AT BRI . TE RO B 26 R, FRATTBENLIE N 5 4
& P o AR A 0 AT 30 $ HOBRAIGE, FH IS4 Rk BNl ik Z A4k, Il 7 fis. BAR A RVK BNl 32
HILB AN H /NI T B, (H SR G i {E, IX R B AR 7 2R M4 JR 7K IR %o ol ks A .

100 100 —
95 ‘ ™ 95 | IR PRUNA g
—_ ‘,‘/\\ N ’/‘/:::;‘\\ N A —_ «
S 90 N LN S 90 |
3 85 3 851
& &
& 80 & 80 |
= =
% 75 % 75 |
IE IE
f - Client 2 | - Client 2
70 Client 8 4 70 Client 8
65 | — Client 14 65 | — Client 14
- Client 20 | - Client 20
- Client 26 - Client 26
60 - . - . - - 60
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Epochs Epochs
(a) CNN-4 on MNIST (b) AlexNet on CIFAR-10

K7 o ety N 4 RZK il 2K AR A
o BRI R AR S D B EURF R RS S B AR R A S b, AT 1 3 FASIR] i 2R, float32.
float16 1 int8, £5RUNZE 7 fror, BEAE AL FE IR i, B ) S 55 A 3 A0 42 JRy /K B Ak e 30 I 2 52 BB L A ol

(RIS, X 2 A TS SR 10 4 JR) 7K B s BEAL Bt R 1.
o SR SEI Y, FATE S BARAR L1 U S BUATRB IR R 0 25 1 8 JEoR 1 B BCRAE



14 RAFF AR SR g K o e il

0-50% =[] 4 Jey 7K BN i A 3 A0 AR 35 A R b B 8 W, 4R K EIVAE T B B e ek, ik b R > BT 2 1
Fie, RIS, RERLLE 3 AR 55 HERA R 32 BEORRE W, N REIEEEIL 7 10%. BT A07 Al R AR BUR, R ik
KT 50%, HESA SIHGIERCR. 5 8 BIBR ) w] R, XA — A R By, IR AT R 60 4Ry K BN
BB AT R B R

R7T BATGE T B AR S HETA R A A R/KENA R (%)

Model Metric float32 floatl6 int8
NN on MNIST FARS MR 99.47 99.47 99.39
-4 0n N
A JR K ERfi R 98.40 98.40 98.40
AlexNet on CIFAR-10 FARS MR 86.02 85.95 85.95
exiNet on - N
A JR K ERfi R 97.00 97.00 97.00
100 —— . 100 ; .
T— - FAELHETE _ - FAELREHE
95 T ARKEN R 2 95 | -~ A JRKENfi R R
90 : T 90 |
= 85 ~ 85|
s s | T S
80 @ 80 | T
75 75 |
70 70 |
65 65 |
60 60 L : ; 4 :
10 20 30 40 50 10 20 30 40 50
Pruning rate (%) Pruning rate (%)
(a) CNN-4 on MNIST (b) AlexNet on CIFAR-10

K8 BRI A 55 HE A 3R 4R 7K B A R AR A 1R L

552 REfearer

FEROA B A, A SCRENLEEL 5 A% 7 i A MR R ) SHe PRI 8 28 7 s o o2 PO A 50 84T 30 #& A9 Bem Il
gk, WK 9 o, BT E iR SURTE R FSS ARH RE, JLTASZ RO T (ORS00, IR 3R A5 S 10 = 5B 18 B2 X R 2
.

[
I 120 | e
- Client2 -~ Client 20 . .
Client 8 - Client 26 -~ Client2 - Client 20
- Client 14 Client 8 - Client 26
-~ Client 14
) )
%] |
=100 =100
| e
80 80 L. . . . . . A
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Epochs Epochs
(a) CNN-4 on MNIST (b) AlexNet on CIFAR-10

9 I TR RS FSS RALTE I
FESAL Bt b, BATR T 3 FpAS A (s 252 float32. floatl6 il int8, 45 RN 8 Fiw, i S AL FEFE 1)
&, B AT S5 HEDA R AN FSS R o BRI 520, X R WIATT S 1 5 S R SUR N B AL M 1 1.



INEK 4 BRI 3] oF A KoK Sk & 15

R 8 BTG T I AR S AER AN EHR S FSS

Model Metric float32 floatl6 int8
CNN-4 on MNIST FEAEF R (%) 99.47 99.47 99.39
-ron FSS 90.30 90.30 90.30
AlexNet on CIFAR-10 FAESHEHT (%) 86.02 85.95 85.95
exiveton . FSS 94.13 94.13 94.13

FEBY R ML b, ASCH R RO BN J2 BRI RCR, 1A B O 4 BN JZ BT, FF A2 520 R i fig 4L
W 10 Piow, BEE BT RCR I3 5, FSS A AL ST HERG AT T T 1%, H AR MEmR T BRI R, XEWE
BRI B2k T UME, Rk, XA — ORI R B . IR WIS G2 R R SR X B B & R .

100
105 90
95 { T 80
85 70
75 60
@ 65 a 50
# 55 & 40
45 30
35 | - TAESETIE (%) 20 | BTSSR (%)
95 | FSS 10| FSS
15 L. . . . . . 0L . . . . .
0 10 20 30 40 50 0 10 20 30 40 50

Pruning rate (%)

(a) CNN-4 on MNIST
BYRE ik T 1 AT 5 HER 2R 0 R i 8L FSS AL

K 10

Pruning rate (%)
(b) AlexNet on CIFAR-10

IR SRy S S RTE AR SUE D AT AR, ey 2 mT OGS I B ) 4R 8U(E SR 1 R AT AR SUE B A ik

B, Bk N ITHE SUE BAS AL A TR 2UE B AL E, Bt v RE BB A S 0 (1) B8 S RAEEA
AL E. RGO, AT7 RO T ek P RARE )5 (2) 8 m Xl K AEFEAR R AL B X2 SRR A 100, 02
ANEEER R A G O, TEX PRI DL T, B 7 75 SO IR 9 B (FRSUR NI ZRAE IR) BN, $8 80 P 1R 1 Be 70 22
N BANZ P i FSS ARIE LA 11, BAR FSS 23 RN o5 o 1M PR, (HI8 3 R D) 3 AR SRIA 3 100%. 1X 2 H
T s B BARNT FSS B KNG R0, {H XG5 FSS 2 18 A KN midse /s, BI R K1 FSS AR R ik 1H
TREFAAS. ] L, A5 G X Ao 5% A0 T 78 36 MU AR IR R — B Hkhifg

| & - Client 2 | . - Client 2
120 T Client 8 120 N Client 8
100+ - ~ Client 14 100 | ==y ~ Client 14
30 - Client 20 80 | ’ - Client 20
- Client 26 - Client 26
60 - 60 - »
40 X 40 | S
a 20| \ a 20 | - N
0 0 .
-20 =20 |
—40 —40
—60 —60 |
—80 | —80 |
~100 - : . : : ~100 - : . . . .
0 2 4 6 8 10 0 2 4 6 8 10
Epochs Epochs

(a) CNN-4 on MNIST
B i Ui R RS FSS AR

K11

(b) AlexNet on CIFAR-10



16 R Sk AT S A

553 Prititiemoine
Lt ) DR HE AR T A DR B T AT SR AR I I 43 B AR 2 S ER A SR R AR L, 18 B

BAHS 5T, B DUAT PR R S s e AR TR U ACC-BIBD B4, M3tilis 5 & /N T IR A &
B, AT R e R IR A LIRS 57 AL BRAIA BRI ES 5T EE 20, AN KK ER SR, DL
(31, 6, 1)-BIBD RS Ay, X T AN FIHCE WAL HES 5 7713 B0 Sk #E il [ iR 9 .

%9 AFABELRELTS 577 T R ER 8 W%

Number of colluders 1 2 3 4 5
JRINZE (%) 100 100 100 100 100

5.6 REM

TEARTT R, @i R K IR AT G I BN EAUE 4345 A B 32 5508 K ED AN AT L), B 1k Bt 2 46
BRI K EE B, WL T 2t ER. i 12 A 13 FioR, 4 H T CNN-4 F1 AlexNet [f) BN JZRE IS
4346 BLJT . X AlexNet, #ix A\ J5 HIALE A LLATIER] 96.93%; XFF CNN-4, # N J5 BRI EABARE 3] 97.09%.

700

250
600
_ 200
& 500 z
& 400 g 150
[} [}
& 300 &
[0} o
= £ 100
200
100 ] 20
0 0!
0 025 050 0.75 1.00 1.25 1.50 1.75 2.00 0 025 0.50 0.75 1.00 1.25 1.50 1.75 2.00
Weight value Weight value
(a) R NHT (b) AR
Bl 12 HRAIKENTHT)S B CNN-4 AU B 7
600
400
500 _
& &
= 400 3 300
Q Q
5 5
% 300 § 200
=200 P
100
100
(U 0|
0 025 050 0.75 1.00 125 1.50 1.75 2.00 0 025 050 0.75 1.00 125 1.50 1.75 2.00
Weight value Weight value
(a) HRNHY (b) NG
Bl 13 A JKENHTJS ) AlexNet AUE B 7 &
5.7 EYE1FFEH

SZIGIEATIC B N Intel(R) Xeon(R) Gold 5220 CPU+NVIDIA RTX 2080Ti GPU, 1% B W 4 A 7Y 5 $am 42 45 1, 43
FIIR 104 204 30 ANE ST BB AT IE]L W& 14 FIoR, J7 R SR IETANT 8 1 BN Rk 2 R k4
Wk, bk £ MARFIHR SO, Fe b 24 s e AN I i B P AT — Ik, RS BN IR BT — X,
i B HINNESMTAE LR 4%.



INEIR FF: BRIRF 3 oA KoK Sk &7 R 17

Clients

I Base training Ml Trigger training W Trigger test WM Trigger generation M Fingerprint

47.0

0 10 20 30 40 50
Time (s)
(a) CNN-4 on MNIST
57.0

0 10 20 30 40 50 60
Time (s)
(b) AlexNet on CIFAR-10

14 AS[R] M B (8] 44

6 B &

AR T — P BT XTI 22 IR KK BN T 58, 15 AR DR AT UG AIE G20 0 S5 36 91 0 e 2 i A5 0

S5 i) R, 3 A 3 TR BN AR B FE SRR, %75 SR BERE A AR IR (1 AR A, 18 B R it 5 () 95
Sk SRS REW, % RAEZ AT R T R RSB R IO, Re A RO . B8 A
TR SR Iy F B, B, %05 S04 e 5 LA e TR A AR T 500 Bk BT 2 o, 80 ORIBCHS 7 ST RZ A P4 ROR Y
BFFEAT BAE— A K BT A2 AT RN T7 3K, 32 iR 7K BTN PR 8, DU X B8 B2 24k (R i S5 MR T 7 oK. R AT
B, ASCHR 77 SO SIS P OB RO R R 3t T — P R i T R, BN TR N 4. AT
RIS S S R

References

(1

(2]

(31

(4]

(5]
(6]

(7]

(8]

(9]

[10]

McMahan B, Moore E, Ramage D, Hampson S, Arcas BAY. Communication-efficient learning of deep networks from decentralized data.
In: Proc. of the 20th Int’l Conf. on Artificial Intelligence and Statistics. Fort Lauderdale: PMLR, 2017. 1273-1282.

Deng J, Dong W, Socher R, Li LJ, Li K, Li FF. ImageNet: A large-scale hierarchical image database. In: Proc. of the 2009 IEEE Conf. on
Computer Vision and Pattern Recognition. Miami: IEEE, 2009. 248-255. [doi: 10.1109/CVPR.2009.5206848]

Li QB, Wen ZY, Wu ZM, Hu SX, Wang NB, Li Y, Liu X, He BS. A survey on federated learning systems: Vision, hype and reality for
data privacy and protection. IEEE Trans.on Knowledge and Data Engineering, 2023, 35(4): 3347-3366. [doi: 10.1109/TKDE.2021.
3124599]

Fraboni Y, Vidal R, Lorenzi M. Free-rider attacks on model aggregation in federated learning. In: Proc. of the 24th Int’l Conf. on
Artificial Intelligence and Statistics. San Diego: PMLR, 2021. 1846-1854.

Lin JR, Du M, Liu J. Free-riders in federated learning: Attacks and defenses. arXiv:1911.12560, 2019.

Uchida Y, Nagai Y, Sakazawa S, Satoh SI. Embedding watermarks into deep neural networks. In: Proc. of the 2017 ACM on Int’l Conf.
on Multimedia Retrieval. Bucharest: ACM, 2017. 269-277. [doi: 10.1145/3078971.3078974]

Chen HL, Rouhani BD, Fu C, Zhao JS, Koushanfar F. DeepMarks: A secure fingerprinting framework for digital rights management of
deep learning models. In: Proc. of the 2019 Int’l Conf. on Multimedia Retrieval. Ottawa: ACM, 2019. 105-113. [doi: 10.1145/3323873.
3325042]

Luo YL, Li YZ, Qin S, Fu Q, Liu JX. Copyright protection framework for federated learning models against collusion attacks.
Information Sciences, 2024, 680: 121161. [doi: 10.1016/j.ins.2024.121161]

Fan LX, Ng KW, Chan CS. Rethinking deep neural network ownership verification: Embedding passports to defeat ambiguity attacks. In:
Proc. of the 33rd Int’l Conf. on Neural Information Processing Systems. Vancouver: Curran Associates Inc., 2019. 424.

Li GB, Li S, Qian ZX, Zhang XP. Encryption resistant deep neural network watermarking. In: Proc. of the 2022 IEEE Int’l Conf. on
Acoustics, Speech and Signal Processing (ICASSP 2022). Singapore: IEEE, 2022. 3064-3068. [doi: 10.1109/ICASSP43922.2022.


https://doi.org/10.1109/CVPR.2009.5206848
https://doi.org/10.1109/TKDE.2021.3124599
https://doi.org/10.1109/TKDE.2021.3124599
https://doi.org/10.1145/3078971.3078974
https://doi.org/10.1145/3323873.3325042
https://doi.org/10.1145/3323873.3325042
https://doi.org/10.1016/j.ins.2024.121161
https://doi.org/10.1109/ICASSP43922.2022.9746461

18

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

R R Sy

9746461]

Liang JC, Wang R. FedCIP: Federated client intellectual property protection with traitor tracking. arXiv:2306.01356.

Darvish Rouhani B, Chen HL, Koushanfar F. DeepSigns: An end-to-end watermarking framework for ownership protection of deep
neural networks. In: Proc. of the 24th Int’l Conf. on Architectural Support for Programming Languages and Operating Systems.
Providence: ACM, 2019. 485-497. [doi: 10.1145/3297858.3304051]

Zhang J, Chen DD, Liao J, Zhang WM, Hua G, Yu NH. Passport-aware normalization for deep model protection. In: Proc. of the 34th Int’l
Conf. on Neural Information Processing Systems. Vancouver: Curran Associates Inc., 2020. 1896.

Adi Y, Baum C, Cisse M, Pinkas B, Keshet J. Turning your weakness into a strength: Watermarking deep neural networks by
backdooring. In: Proc. of the 27th USENIX Conf. on Security Symp. Baltimore: USENIX Association, 2018. 1615-1631.

Tekgul BGA, Xia YX, Marchal S, Asokan N. WAFFLE: Watermarking in federated learning. In: Proc. of the 2021 40th Int’l Symp. on
Reliable Distributed Systems (SRDS). Chicago: IEEE, 2021. 310-320. [doi: 10.1109/SRDS53918.2021.00038]

Yang WY, Shao S, Yang Y, Liu XY, Liu XM, Xia ZH, Schaefer G, Fang H. Watermarking in secure federated learning: A verification
framework based on client-side backdooring. ACM Trans.on Intelligent Systems and Technology, 2023, 15(1): 5. [doi: 10.1145/3630636]
Lukas N, Zhang YX, Kerschbaum F. Deep neural network fingerprinting by conferrable adversarial examples. In: Proc. of the 9th Int’l
Conf. on Learning Representations. OpenReview.net, 2019.

Zhang JL, Gu ZS, Jang JY, Wu H, Stoecklin MP, Huang HQ, Molloy I. Protecting intellectual property of deep neural networks with
watermarking. In: Proc. of the 2018 Asia Conf. on Computer and Communications Security. Incheon: ACM, 2018. 159-172. [doi: 10.
1145/3196494.3196550]

Lansari M, Bellafgira R, Kapusta K, Thouvenot V, Bettan O, Coatriecux G. When federated learning meets watermarking: A
comprehensive overview of techniques for intellectual property protection. Machine Learning and Knowledge Extraction, 2023, 5(4):
1382-1406. [doi: 10.3390/make5040070]

Li X, Deng TP, Xiong JB, Jin B, Lin J. Federated learning watermark based on model backdoor. Ruan Jian Xue Bao/Journal of Software,
2024, 35(7): 3454-3468 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6914.htm [doi: 10.13328/j.cnki.jos.006914]
Li BW, Fan LX, Gu HL, Li J, Yang Q. FedIPR: Ownership verification for federated deep neural network models. IEEE Trans.on Pattern
Analysis and Machine Intelligence, 2023, 45(4): 4521-4536. [doi: 10.1109/TPAMI.2022.3195956]

Nie HW, Lu SF. FedCRMW: Federated model ownership verification with compression-resistant model watermarking. Expert Systems
with Applications, 2024, 249: 123776. [doi: 10.1016/j.eswa.2024.123776]

Shao S, Yang WY, Gu HL, Qin Z, Fan LX, Yang Q, Ren K. FedTracker: Furnishing ownership verification and traceability for federated
learning model. IEEE Trans.on Dependable and Secure Computing, 2025, 22(1): 114-131. [doi: 10.1109/TDSC.2024.3390761]

Chen JY, Li MJ, Cheng Y, Zheng HB. FedRight: An effective model copyright protection for federated learning. Computers & Security,
2023, 135: 103504. [doi: 10.1016/j.cose.2023.103504]

XuY, Tan YL, Zhang C, Chi K, Sun P, Yang WY, Ren J, Jiang HB, Zhang YX. RobWE: Robust watermark embedding for personalized
federated learning model ownership protection. arXiv:2402.19054, 2024.

Wagner NR. Fingerprinting. In: Proc. of the 1983 IEEE Symp. on Security and Privacy. Oakland: IEEE, 1983. 18—18. [doi: 10.1109/SP.
1983.10018]

Wu M, Trappe W, Wang ZJ, Liu KJR. Collusion-resistant multimedia fingerprinting: A unified framework. In: Proc. of the Security,
Steganography, and Watermarking of Multimedia Contents VI. San Jose: SPIE, 2004. 748-759.

Yu YS, Lu HW, Chen XS, Zhang ZG. Group-oriented anti-collusion fingerprint based on BIBD code. In: Proc. of the 2nd Int’l Conf. on E-
business and Information System Security. Wuhan: IEEE, 2010. 1-5. [doi: 10.1109/EBISS.2010.5473676]

Fereidooni H, Marchal S, Miettinen M, Mirhoseini A, Méllering H, Nguyen TD, Rieger P, Sadeghi AR, Schneider T, Yalame H, Zeitouni
S. SAFELearn: Secure aggregation for private FEderated learning. In: Proc. of the 2021 IEEE Security and Privacy Workshops (SPW).
San Francisco: IEEE, 2021. 56-62. [doi: 10.1109/SPW53761.2021.00017]

Han S, Pool J, Tran J, Dally WJ. Learning both weights and connections for efficient neural network. In: Proc. of the 29th Int’l Conf. on
Neural Information Processing Systems. Montreal: MIT Press, 2015. 1135-1143.

Wang ZJ, Wu M, Zhao H, Liu KJR, Trappe W. Resistance of orthogonal Gaussian fingerprints to collusion attacks. In: Proc. of the 2003
IEEE Int’l Conf. on Acoustics, Speech, and Signal Processing (ICASSP 2003). Hong Kong: IEEE, 2003. IV-724. [doi: 10.1109/ICASSP.
2003.1202745]

Toffe S, Szegedy C. Batch normalization: Accelerating deep network training by reducing internal covariate shift. In: Proc. of the 32nd Int’l
Conf. on Machine Learning. Lille: JMLR.org, 2015. 448-456

Ong DS, Seng CC, Ng KW, Fan LX, Yang Q. Protecting intellectual property of generative adversarial networks from ambiguity attacks.


https://doi.org/10.1109/ICASSP43922.2022.9746461
https://doi.org/10.1145/3297858.3304051
https://doi.org/10.1109/SRDS53918.2021.00038
https://doi.org/10.1145/3630636
https://doi.org/10.1145/3196494.3196550
https://doi.org/10.1145/3196494.3196550
https://doi.org/10.3390/make5040070
http://www.jos.org.cn/1000-9825/6914.htm
http://www.jos.org.cn/1000-9825/6914.htm
http://www.jos.org.cn/1000-9825/6914.htm
https://doi.org/10.13328/j.cnki.jos.006914
https://doi.org/10.1109/TPAMI.2022.3195956
https://doi.org/10.1016/j.eswa.2024.123776
https://doi.org/10.1109/TDSC.2024.3390761
https://doi.org/10.1016/j.cose.2023.103504
https://doi.org/10.1109/SP.1983.10018
https://doi.org/10.1109/SP.1983.10018
https://doi.org/10.1109/EBISS.2010.5473676
https://doi.org/10.1109/SPW53761.2021.00017
https://doi.org/10.1109/ICASSP.2003.1202745
https://doi.org/10.1109/ICASSP.2003.1202745

INEK 4 BRI 3] oF A KoK Sk & 19

In: Proc. of the 2021 IEEE/CVF Conf. on Computer Vision and Pattern Recognition (CVPR). Nashville: IEEE, 2021. 3629-3638. [doi: 10.
1109/CVPR46437.2021.00363]

[34] Lecun Y, Bottou L, Bengio Y, Haffner P. Gradient-based learning applied to document recognition. Proc. of the IEEE, 1998, 86(11):
2278-2324. [doi: 10.1109/5.726791]

[35] Krizhevsky A, Sutskever I, Hinton GE. ImageNet classification with deep convolutional neural networks. Communications of the ACM,
2017, 60(6): 84-90. [doi: 10.1145/3065386]

[36] Krizhevsky A. Learning multiple layers of features from tiny images. 2009. https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf

MiHr sz & 30k
[20]  Z=3ik, XK, RE 40k, 4%, MRibh. TR RS 1T AR 2% ST K ED. SR 2491, 2024, 35(7): 3454-3468. http://www.jos.org.cn/1000-
9825/6914.htm [doi: 10.13328/j.cnki.jos.006914]

EEEN
FNAERR, Wk Az, CCF 2 AE 22 0, 1 B FC U0 N L BERBL LR
BAE=, @1, Bz, W24 500, CCF 254 0y, LR AGECA IR, Hid2E 5 2Pl REAER R R,


https://doi.org/10.1109/CVPR46437.2021.00363
https://doi.org/10.1109/CVPR46437.2021.00363
https://doi.org/10.1109/5.726791
https://doi.org/10.1145/3065386
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
http://www.jos.org.cn/1000-9825/6914.htm
http://www.jos.org.cn/1000-9825/6914.htm
http://www.jos.org.cn/1000-9825/6914.htm
https://doi.org/10.13328/j.cnki.jos.006914
https://doi.org/10.13328/j.cnki.jos.006914
https://doi.org/10.13328/j.cnki.jos.006914

	1 相关工作
	2 基础知识
	2.1 后门水印
	2.2 模型指纹
	2.3 ACC和BIBD
	2.4 分布式水印导致水印冲突问题

	3 方案构建
	3.1 方案概述
	3.2 算法定义
	3.3 威胁模型
	3.4 防御方假设和目标

	4 详细方案
	4.1 初始化阶段
	4.2 训练阶段
	4.2.1 本地模型训练与全局水印嵌入
	4.2.2 全局模型聚合
	4.2.3 局部指纹嵌入
	4.2.4 全局模型分发


	5 实验分析
	5.1 实验设置
	5.2 保真度
	5.3 所有权验证功能
	5.4 懒惰客户端检测功能
	5.5 鲁棒性
	5.5.1 全局水印鲁棒性
	5.5.2 局部指纹鲁棒性
	5.5.3 抗共谋追溯功能

	5.6 安全性
	5.7 时间开销

	6 总　结
	参考文献

