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Survey on Secure and Trustworthy Data Factor Circulation
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'(School of Computer Science and Information Engineering, Hefei University of Technology, Hefei 230601, China)
*(School of Cyberspace Science and Technology, Beijing Institute of Technology, Beijing 100081, China)

Abstract: With the rapid development of the digital economy, data, as an important productive factor, plays a central role in fostering new
forms of productive forces and ensuring the efficient functioning of the economy and society. The efficient utilization of data as a
production factor, along with its orderly, secure, and compliant circulation among various entities, is essential to realizing its full value.
However, data circulation is confronted with significant security risks and trust-related challenges, including leakage, tampering, and
unavailability. At the same time, the requirements for data authenticity and circulation transparency are becoming increasingly important.
To address these issues, technologies such as cryptography, blockchain, and trusted execution environments are widely applied. However,
these technologies still face limitations such as high costs and insufficient flexibility, and current research often focuses on specific stages,
lacking a holistic perspective. Therefore, this study is structured around the full life cycle of data factors, develops an analytical framework
comprising six stages: data collection, data transmission, data storage, data processing, data publication, and data traceability, and
systematically analyzes the security and trust-related challenges at each stage. For the first time, this study explicitly proposes two

evolutionary models: the “three-line differentiation and collaborative integration” model for security technologies and the “verification-depth
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progression” model for trustworthy technologies. This study aims to offer systematic solutions to key issues in this field and outline
directions for future research.

Key words: data factor; data circulation; data authenticity; security; trustworthy
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ST 58 P 0 5 0O, K A A OR R R ¥ S T ).

3.13 F=EOEMSM%e s

55 =05 Bz FV U FH A5 9 45 € el S B 450 SR 4 07 2 DR O /M B TR, 25 5 2 BT 4. 9, 0k o ] e O
AR DS R GURAEHNR A, 38 o A a) A\ 57 BRSO, sl 547 2030 48 IR 55 BUt iR R G5 T I . ok fi
AT B R G AR TR SO0 K B 2 A 1 e N 2R AR 8.

TERAGIERIAC 2 T, A5 RBRAE T 2 W p 37 BB, HoA% O AR S A% B0id FA AR I X R U7 1) B AT 15
SEIGHIE. 140, Hong 25 NPT K (M BASAT R G e A HELE SysFlow 3 i i 4 A5 77 30N 2 Geil shith AT 80 & e i,
SO EHE R RESHAE, HARATET B RS0, Bl R, &M T E 4355 FE: DRy &k, 40, i F
FARHRFEAT ] M 5 SR DT TR, 78 ORI Rl RS ok — a2 1 M g £ 4.

25 b, BEATE RGN RIR AL T — Bl WL 2 4 )5 i, B2 4 5 (5 AT AR A DU S B 0 22 4= B 4, 3@ F
SR 0 RGEIR . (B AR AR PR A T e P4 v 2R 3 5 KRB I T R Ok ) S5 3 e A A

52 HAMAR e Ao 28, T AT 0 LR AR I A U B LB SRS vE B 3. 5T HTTPS 7 APT 4 FH H 11)
F: FHAT, Karapanos % A\ PR H T SISCA ML, JBILEIE 1D 56:11F AN HR 25 S IR A4S 25 SRR A B 1 5 15 A0 m ) A3
. %7 FREE R AL, (BRI PR Pt 140 W3 8, £ ZETH ) HTTPS, #i LA%E 35 %] HTTP. WebSocket. gRPC 2% fi )
PEIE PS8

SARSR, P BRI T RO R B S, X 3 ST IR B AL AL S I, R AR R B AN T,
AL TR R T &, (R IB AN 2
3.1.4 /N &

B REM B 2 4 RIGRAE 2 Ak VAR5 A 2 I B, AR RO 2 4 3.

1) S AR E B SR & 5, e AR IE M AKHURT i i (1 TEE [7] 58 355 (¥ 400 S B0 Sk
X R 2R 10 3 B, TE S AR S = 2 A R TR B 5 3 282 5 B R 385 i 40 20 1 o 0 2 % 19 B S .
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2) BRAE SRR AR, TEIR R R AL TEE i& 2R U, FRARIIL 7 o0& B B IR 52 PR 3% s oof iR 5 P e
IR AL.

3) H R BB B EI B A a0 B RS PR RR B 45, DR W A AT 220 5 SO H S R I B, S (]
TR T YRR &

KA R, HEREN BN Z AR IE NS B, 2400 RE S R, AHERT
FHOR B AERS ysod AR G — 1 BN R, NACSKIREG GUHTa 81 707 . X HR B, B — ORI 2k O M
DL A2 55 3K, A [F] 6 24 18] A i [R] R © BN B K 22 4 R R A SR 77 ).

3.2 BURMEHIMER

BARAL R BUW 22 A O AE T ORBE SR ML Ve SeBEVEAN AT M. AEAE S AR b, Bl miE 5T 2k,
FRBUEIR M, JLFORTEF A4S, 7 6t 5 80U Bt R B E i . I B SN a . e8I e
2 AR AL 5 T 22, 12 55 2 P 2% B B8 e AT TR WG 1 5 P8 v AT I 1 A 2 PR 1) . AR 19 0% BBl G A S s G W Bl 7
AL 56 BR3P B AL S ] MR ORBRIX 3 AN D5 TH R T,

32,1 AEEEAR ST

B G T R B AL T B A L B By —, JE R BN 22 A P ESOH SEIIRR 51 . D9 RN I ) R, 3
R SR I B VSO S T v B i %, ARUHC 22 A VEAE 3B S S22 T 38 T I R AR

LEPMY S JE ), BRI T E A S 24 S0 B0, &% )2 224 (transport layer security, TLS) 1.3 3
WOEGE L 0-RTT L3 38 T 2 4P AR ) (H 6 AP 3ERI I (public key infrastructure, PKI) ¥4 38 i
T RGMNLE & 2. RN, 78 R IRAZ RIS P, TLS fO4E TR 0S5 145 7T /e 5 308 32 1 e i .

1E T2 SEERJZ T, PRARUAR I LB MEF5 1. 51201, 2 44 1) Heartbleed I B % {3 Moo # BT i E TLS 4%
SR EdE PO A p S R B BB, Machren 25 A PP T — R T 41 A IR A IR TR TLS-Anvil, figtvk 7
TLS SE3 A F A0 5 1) R, 52 i SR BL i) I M A mT Sk, T A B8 0E TR SR B8 R BILVE TE 1Y) 22 4 1) /L, {ELAT)
SRR 78 AeYE A PR 22 SJ TR S (0 R RS S S Bk, PR T RS R .

2R LFTR, AR5 51 T B JE WA SR B T e SRR PSR H e, (B R 2K
BEUR PR A4 QRS S5 AR AT o 2 Bt RO a5 M. Q] 5 BRI T VA, 2 SR SR 9 75 2 S 1Y) R 1) R
3.2.2 AL TR LR

B S SR S R M T I 1 S R, M R N BB R (A N B A TR B SR I i, 2015 4,
Superfish | 55 80l 2 B FH P BB Fh 2 26 AR 2 A ARAIE 15 M7 Sl P P o B O%. AR B Bl e B IR R
AL FR L T A A B B VH BAAERY (message authentication code, MAC) I3 T AEX R B R R I B 7B L FAR.
SR, X LEFARTE S bR S T I A B G Ay TR PR AR DL B M DL R s Bk S8k R, Dy it 5 BB 0
PSR AT R Fe - THI 19) BE 5 52 BR 37 55 1R 8 A DA R T 1) A SR U 1) Bt i T

o RV SERMEIOUE IR LR, B 7ET RN SR IhRE . (R A& K. 4, Rao %5 A D@ i & il BLAKE2b
WA VR 4 G B th 2R B S 4, TEARTDAE IR % 1SS R A I 28 44 S IR IE . k28 5 v A% O R TE AR UE R A 22 4
PERIETIR T, R RE 45 5@ (5 4, B A T 00 224 5 R RE T

o P T e BRI ZL, B IR B IR AE ST E R B, A, HRERR T ETREFHY
ff) 5 BEMEIGAEF A, 5140 Ducas 25 A FOUR Hy — R B4 10544 J7 % Dilithium, T NIST 49N 5 & T 3 AR e
B Ty 28, R H R 22 Ak iy, (RABOK IR A8 44 B BE AT B30 52 2% FEE 4TS A2 224 i 0 28 TR M 1) AR i AL

XS 2 S T 2 HTRE S (R 64 1) L. 5 20, ML RO Z SN 2A5E L RE 77, Ak DLARE B . 4% B i 4k,
HAT IR, HOR, 82 G — PP bR e, IR ZE LR G L. RSk B AL B &R, @r g — il &, DL
RS PEAET B,

3.2.3  fEhuar H L ORR
&4 v T 2 W R P T I ) 32 B, R Eh R £ B EORE B R A B K. A, 2021 4F Fastly 5804 BROK & W)
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SRR A R T, B T 2 A A A Pl g% B SR TR T R R A% 0 R BN TU AR S L, G A
FH ERIFAT B8 A2 SR B B 5t .

IR 2 B AR A A R % SEAR A S AL S, 9, Zheng %5 N\ PR H IO BT R SR BIAE R DM O R £ B4R 5 618
B E AR, G RERTE T AR AT S, AR, TUAR 5 R B SRS AR AR B RAE T FE 98 5NV 8 B 5 % AN A1
B, I BN R B ) = TR

AL LA, AL 4T R R B R A S5 A B v )R] SR S AR R ST < (R AT AU AR SR 5 5 1Al 4E T ik
AR ERENRTH LS, DUEARA RA ST B (1) ] F M ORRE, 4570 2 78 RS A P 2 1 .

324 N 4

AT H SR R B LA e SE R R AT YRR TT 3 i W] BUR IR, 5 808 R AR B BR S ABL, LA R T S 1
TR FRIRE TR AR A PERR L A IA) TR, (H A B AR IR R R

o2 G B o R PSS IR I e BEPE ORI e B R B AR, 3 R R DR B R SO AR T
SR I B4, #1107 R —/ M, BB E R RIS B R it RE . ToZE A R A 4 X o
J7 %, N E ORERT A

MBS sk, w5 S B AR B R, 3 TR R R s B A = K B . AR
()22 A G ) LR A 3 BT L 35

RLTRISR, B A i B I A AP T AL R 2 A R I [ B eV RE AL AR, RSk R TR A AT R
F1Ry 3 87 A4 T S B, AR Ko S 2% 22 738 FHY 1) 286 B 5 MIAN M 11 22 4 Jg
3.3 BURTFHEMER

BARAAE I B 2 A M BUR T HLE 1 L SERE AN T I, 5 TE HOAR PR 4050 B ks 5P 0 8- 350 00 B0 it %
B Ek IR 5 A . B BOR T R FER T %2 i (hardware security module, HSM) FIINZEf7 % B #8815
HAR. T BB RS (interplanetary file system, IPFS) 158 8t fr37 DA S 1 AT FHAZ i 4844, SR, X e 5 vA TR
A S TERE (R AELE [ R, A5 K S Bt B B 3 . A EEE S 97 Aritvr R PR DR X 3 A
W22 @ L, HIHT HphiR S g s &

3301 A EHE R 4

Bt B R B A B B 32 B 2 A B, R G B ARBUE AN R R TR, B0, 2020 4, TREK A
ElasticSearch 45 #5 1% A i B A1 158, T3 2.5 125678 7 IR 45 $dim it i 1. S St ik gy, 304 WF 78 L% P78 o 1
fF FEAEIX 3 AR R IRBT A 2.

o FERGAFJZ T, 3 B8 L A 25 59 F) 2 R 2 B A B LR A9 . 120, Dauterman 25 A "4 Hi ) SafetyPin
FRGF ) HSM R HE 4 BB AT, BI040 B4 48 T8 10 e AR B 0HE 22 4, A BHRARI R DR et K R ek
e, (H R A A 58 il A PERR ] 7 2 R .

o TERNEZTH, %0 AE T18 F % A 2 BOR IR HE DL S T U208, RN 3 CREE £ 2% 38 N R 45 R H
HIRSS . R RAIT T8 R J& B S W (33t 7 3. — D7 1D, WF 908 10 2R BRI S50 2 N R 37 5, it T R ER I S S
A if) 5 R W @ Gt oA ML SRR P B A BB AL, S — 7T, A T SRR B R R, B
VR T SR AR A . BhASTEHT. I 1) B U o LA R SR 7R 375 08 T4 A 6 388 R 22 4 8 1Ll )y 5
BB T A, (A E RN 5 R 5 450 R T W38 BT 8, PRI T 78 5208 52 FRIFEE T I RLA. S5 & 2R 11
B2 F 254, Shen 256 N PR H 7 S e foc S e A2 B0 225 140 1100 P I 277 2%, R PR B 500 5 Mg it e 1 i P S EOR RS
B I R, AR ORAIE 22 2 M 1) TR I 2 2 4R T 7 i 2R 6.

o TEYIH Z M WAFAEIMEF Z 2B, G R — B AR BB, (08 18 i B R R, 451
1, 2019 4 H A28 ) B BURF B R &8 NS B, 200 54k 65 52 B, B1 057 25 2K il A1, H5odis 4 SRR CUpk
BRI . H AT, B BRARAE NIST SP 800-88r 1P I Py 4 RIS T/CAICT 80-2024 241 T 6 F 43 /i ¢
RSB AR S, A L. AR 2 RSy 3 I TR SRR E M AN R L 1AV HE LIS, 4078 o ik
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EE AR, T A v R (E AR ),

SRR, S HTEE A VLB R A2 B IR &, (R TIEBER. & 5, HLEIE 1, RRIBA
L= G — 1SRG BAESL, FoR, BRI 5 B AR IR A, e S A AR I JE AR
fR U, SR A G — RS ERHELE, PR AT I B T 4.

332 EEEERE BT

B S O o A A R R e B I, Mo T I S AN S AR AD R R A A R S B, B, sE s ORI AL
1E M AMHR 56 1) P B IE AR =38R (2R 3 FToR).

F 3 AEEEIRE TR R R

RFBA__ BUBE i % W G
ks AR g B RIS R s, saaRg La S D R E g, m

'ﬂﬁﬂ& PANG 3 s DN paeny
PRIVENEN HoE, R EHE IR, BTEPER

S8R B0 IE AT
WHBELE fig 454, ATk
SERIALIG A B IE

G5 1 AR B A AR 0 S T B0 A B AR BT, 0 S R G R 56 T B I 1) MACTY. 7R
BT, Bdle 5 H e SRR I 43 B, 75 B AT IR B8 = 0 AT A B S B, T IPFS JF B T AR B T,
SEREVEIGAE PR T 1A 45 A B ) R oL R P 25 T ik 5 65 A A A5 BEE,, B RSCHE 75 A7 BT 2 B A5, 26 R
ME— ) N B FRIRTF (content identifier, CID), I F il M4 A & A B4 . BB MR 0 N8 T8, HEUNER TR E WG
& (directed acyclic graph, DAG), B> 11 s F WG 7y (B MR T34 775 55, B 20 B PT B0 UE OB 45 440 AT S B8
B SRR RS E, AT TN B2 5 G 75 [ A8k, B KRR B G 77, 1EH T 2 5 th R 2 e
35, SR, AR SR T B k. AR T TE KRR G B A AR IR AR, A RGN T S
PRIERE, HARSGM E T RSO SE2dm Ik & Kk, IPFS B7E 58 3 E IR FE B Ya R, (B R arae. &
GAER AR S AU Bk — 2P 53, LIS I iz 1 SO 8 R R
3.3.3  FEff T HITEORRE

P A7 2R Ge ] P PR PR BN F 2L A0E A S it — B0 52 B B e, B30 e DA 1 B AR, s 4
A v . 4T, R ORBE AL 3 AR SR TUAR SEIURE BN A B, IR A AN W] R .

R SCHEN R, BV R AR R AR B . 2 RIS — SO P A R )
RS SRR LIS v I, B DR BI04 19 R B AR AR 55 R 42, 3 12 B T TUAR I 3 A 4t — AR Y
SRS ST, A 0 2 2 AN B AS B DR AE B2 1 s B R RS, RAUR IR Re g i FiAh B A SR AR 55 72 A
PR AR AL 7T, Liu 25 N VBRGS0 A T — ANl B MO A 28 D7 W il RS g A $0d0s T
P, DT AR 7= A R A, 7 v 5040 T R PR 08D — Bt 4 b R i AR

EAR ERHURIER T 7 A0 T R, B BRAR. — 07T, 2 RIS B R R AR ), (R B IRTHFE A 4E S k
AHL e, 3 J7 T, B LA S iR N 3 LB Z 32 B AR R . R AT — PR R R AL A B YR R
FERERY 5] ANLES S ST SEE0R, SEILSR Y 20 T 51088, TR T R S R BR8N i) m] .

334 /N4

AN SEREMAT T X 3 A TR EL T HUR AP B 0 E E 2 2R S AR R, BARE, #
WA 22 A AERT PR BE A AR T B AN % R, (L, T s AL I PR 455

HT YA R LR — B 2] 2 2 U, BRI R 9 A SR TR A . BE A S 2 AN ST, B e R
Pt e AR SR 1) N AR EE, BRGS0 QT E BT 2k ) B R AR T LR VR B R A A U, N 5 P R R B
MR E SR L TR R

SR, ISR AAAE IR R — 7 T, B 4P 44 SR Ak, BRI Z Gi— B iR, BB I 8 A B, 53— J7 i, 7T H
T OR R AR 22 B A TC R R B0 55, AR FHARAERE 0, 2070 R AE M BT URVR 2o A — B4 3 A, [FIR), LA 7%

1 =K
e AR AL
4 3l 2% 35 . —E’: iz . . I
66, P FHE S LML B0 S R, 5L Zﬁfﬂ;‘i‘ Etﬁfg RLE NSk
WARBUMTR BT SR o e B R
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R (AR SR S, 2 Sl RN B A A AL A R, A DLREX B AR s AR 5.

gi b, BRI R R GE . sl ) 3 AR AR AU 5 AR T HOR R & AR T4 BE 70, ¢
S FAAAIE R B AR 5 43 AT sCAE M R BR B W R], AR IR R A T-HLA8 2% IR N LR Be (0 E3h Tl 5 3 re B 45 ML,
SEILE AR R REAT T SRR A7 i 1 4
3.4 BARALIEMER

Ky A PR B 75 A2 1847 I P85 rp B H S8, BUli oK, JUHAE 2 A MBI R S5 AR R, X
PUETE S BEPEATA] M A R IR OC o G BE. AT R AR R AL B FR B 4 . B A BB 4B 4. B A 3 ] R
REiX 3 K224 HAR, 20T EIRBOR AR S5 RN RCR, TGN LR 7] 385 Bk
341 BAEAC T EE B

HCHE M5 2 2 4 B A B AT R T K L B —, URAE S TR Z A BT, BUREHREAE A AR )
7K 53 . I, Spectre BCi A CPU 43 S 5N I AT WL, 368 300 425 308 4 000 P9 77 b (0 RS P, 2
A, TEE 5 [EZ5 % (homomorphic encryption, HE) #& tL i B A AR ML PR ERIE, 0 BN S 5% 5085
ANYERE R, AR T U 2 5 AR, N3 4 B,

x4 BRI Bt EE B4R HORYS E
R 120 AR VORI PERE (] o bHkR N 5

g PEERRRL TR o0 W AT R B, S WSS pife 2 o 0 0
s oy fenclaverchy 12T DR G e s b, SR SR, B B BB
PR SAHBALE  EEAEEIES B MEEA G
R ©ATE HE v, 1S BP0 HOEELABEED B8 g s gy
o oo g ORI O s JEEBICE T fermk rem DRSLES BT

FLPETSE B DL A2 S R > BT HIERTIE T

TEE J#id 75 A B 2% iP5 AR P IR 25 X (enclave), B (St 75 b 1 4 28 5 F2 ANl i PR B4 1) 7Y
FARSLHLALHE Intel SGX'? Intel TDX'™'. AMD SEV®, ARM TrustZone'"%%, CL7F = HH AL S it 5125 B
B B, Li 258 A CSI5EF SGX K P20 ZE (UL IS 248 B T enclave T, 4 23K 7 RS 1 5 AL & deds, ELItkfE
B RIS N3 S B A TH R T 52, AR, 1207 UG F T 8070 P IR R, SR RBAE vk 22 AL 375 T 1A 2 1) 7L

W5 TEE 76 = °F & A 2 A0 7 R 45 A 1 B PR 75 SR, i 76 6 SR A4 B2 R 0 w42 T 75 CR B A [ 7 [0 P B
B, B SRR AR T ) SRR IR . A RIS =P B 2 P LS enclave AT RE TR VG2 A it 55 55 2 4 KUK, Wang
S NOMRWT Liveries HiAR, #3d 51 N R B H HATAER enclave 35 7 bR B ML, FREIZFEBR, HAEH )
B o S B A HEAT S B VAT A ST B, AT A RUPRAK T 2 FH 1 32 enclave B 22 4 KU, AHER TS0 5 &,
Liveries fiff tht 1 %243 52 ) JL, {HL th PR HL A9 2% (1 B U U B a8 AT 4 o8 17 T R B8 1 TR

B AR TEE AR K R, (H AT HL A 3 DA 38k (1) R BR 4 15, TEE (1) N A7 R il Xt I 2 AC FH 58 7784 B3 3
X, TEE W Bt 32 BIE T8 Bods 10 B, 5 B0 i F2 s PR, X 2877 AT R e A7 &, 308 RIS R E.

5 TEE A, R IN% 581 R vr SR 7E 2 SORA FHAT U8, MRS b b T BURSHE B 88 TR BRI R
5. DA Gentry gt \ SR 4 B 25 i 25 (fully homomorphic encryption, FHE) 77 % AJEAH, 1T 5 I HF S B RCR
AT BEHREY 2 gl k. GfE LRSI RIEHIX 3 BN, B85 s

FESIFJZ 10, Cheon 25 N VOV 8 45 ORI AL RS AR, S35 52 w0 1 3 40 [R) A In 38 A sk, 4542 2 7 451 S .
A S HERR ANHE e A S5 5 O T R

fEGnFE TR 2T, Viand % AUV HH HECO 9 728 BE 541 i i & 2R 7 B 3 5 4y e 20 HE S23E.
HECO 2T Z i h AR R BT, &8-S0 S B as 4 2 SR b B0, B> T I K K2 I 5
TES MRS MK, 55 Cheon % A VR TIRZE RIS B IEMR A, HECO ¥ 4% B2 10 A sl e 5727 &
ik, SR T T T R AU Y E g AR AE 2.

FERARRLF I, Li 26 N U S A, 52— Fh 2 2SR SR 3R, SRR ) A5 0 2 R R LR SE L T
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ZA SN, TR E B R SRS NS R IEF T S RaAAE, UEW] T RS HLHIE bR R 55 R S8 A AT .
X3 TULAE S RINR RS JT R TR % Z D) 1 HE #SEHI L BERE.

R HE HRES T B35k, EIseHhiR kAR . FHE A S it R R R iR e T 6
F 110 R A DA B AT 5 SO0 R AR 55 G5 R (RO, LRI BR ) 7 el A . AT HE BOR BAE Ry 2 A1 55 1 R SEH
P, AR KRR F V505 T Tl 5k e 5 2R e = 1 10 P R DL A PR k.

MR, TEE 5 HE 730 I AR 1 Al 2ot AC BB B 5 9738 AT I 2ol 0 YK R i 2k, —F AR 224
P VEREAE VO 507 &G 9, ARRUMAIAESE . RGUAN 2 1 SEEL B R, A7) /2 12 40Uk 3 BRI 52 77 ).
342 HAEAHEHE

s E SR RAR AL B B S — D E RN 2 A g, H R RS RN . Bl A PR AR g R AR
{9l4m, 7€ Hadoop~ Spark 45 KHHRAHELL th, ARZUE ) F P AT $R A0 R A olk, HRd Ab B AR sl B i 4 SR 72 B i
), AT B4 7 58 R B BR ) . BT K B AT O AGHI, 20 ) AV FORARL - AT 22 [ R4 IS AT I AT 24
FOX 3 MEFEIE (WE 4 ).

BAA I
BTN
(RIS N

AN || SRIL
BB ) iR

g ST ol
4t i e TR gﬁ
e SN AR .

EE CE
B LB

K4 Bl db B 5e Bk AR B A &

R F2 256 1 TR, B 7RIl AU R BAE I SR 1. B R nI 2 T A AW U7 7] 3% (role-based access
control, RBAC) 4l F* 43 Bt 2 LR AR 2, PR JLE AL TR AE P 0 0 ), FLAT SeB (AT 2 s 0CER A von (s A, 15 51
T2 N0 NS A 2% 7 R AR 200 R PR RS L R, Ying 5 A VMRS T SRR S R L 5 25 BT 5 S
JEMENIE (ciphertext-policy attribute-based encryption, CP-ABE) HLifil. %77 ¥4 U7 M i HlZ AN % 30, VP
PEFEG Ve Ui 10 SR, UG R SR 1 (0 R P A R AL SRR, 3 — B4R T CP-ABE 1E & I BUE AL B )
SRR 5B E AL /. 5 RBAC ANF, CP-ABE K17 in) S8 BLEE N T8 50, SEHL 7 N8 5 B BR 1) 35 45
58, TG 2 v B A FEASE . SR, IS ER AR I T BT RO, BRI 2% (1% BR A BERT iy 50 1) DB M OB T, X BR 1)
T HAES AR E 5 R AR, T 3 — 25 1858 2 o RO U e P ) 0 RS T, Wang S5 N USHRH T A AT
S SCI WAIE i 25 HE SR, Ao e P B T A RLCE A AR5 R 15000 SE 0T 2 SCAR A, AT SEBIL T SE 00K 82 1) B 25 U ) 3
W& B, A7 RO T ShASFREL T 1) SN T AE R

AR BB SR I, PATRREAENEE 2 B4R, M AL B AT 55 B T 2 5 38 ok By b AN 4E. #il i Mi
25 N VORI PR BB B 4R, o e 48 M EERR T o ) B A2 AR (KRR AUMIL, B AR T o R A BB AR I AR . B
75 IR P AT 12 48, (EH & B R0 8 AR 5 BT, JC R IR R 50T, BRI T o3& F VE .

F A TR R 4% ] 5 AT B 5 X DA A8 AT I IR B A B, BRI, 36T 3 4 AT DR AT e U B AN mT Bk 11 3
AANFE. i, Sharma 25 A U7 H 3T I0 MR B 2 ST FAT MRS i, Sk A M I RE R SRR ) P . XK
Ji B A& B IERLRE 77, H G Rk e BRI S T R I GREOE, B T R AR S IR Bk, AR SRR 5T 5 1A 7E T
AN RSB R, EAER TR SRS TR, SR EHAT IR B IRCE, AT A I R It 52 A RE 7).

A LU, ST S A B e R, P — R LI RN RS IO RR I ST R B S s HAT AR 7 B
[FEIRREBI A R, Him G 55— & B2 L 2.
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3.4.3  FAE b EE AT R AR

B T P R R A T 2 A ) B AR A B Ak PR R 5 A0 A T o A 1 M P R R e R B AT 24T
2 T ol 0 A 4 IR 25 B0k FR YR S G B0 A IR A B R AR St T AR i ) g, d s o3 T g o A
AT TR N A7 3545 5010, Saxena 25 N VSR 9 V5 FUNE 22 A 0% TR AR 55 2 R U5 R P 26 01 SE IR BN A 1R B, 0
&R T B A S e Sl ST TR A7 28 0 B Ak B3 5, 0 sE BRI AR BRI R AT 45

SR, 51 3 SE B0 1A FOUIN 5 vR A7 A [ PR . 7 5, %07 Ve LA RIS A R sE, X T 58 AT 451 R sk B o
I, TR B AT G 2 R0, S B0 BEm SIS . IR, X AN S SR A A Y, S Z NHE S AR B AT N RHIE R
AW, JEI o HE e IRV REAT 552 IE O 5508 R A (U d20 R 7). BRIk, A AL 72 SR AN gy Akt v]
P B B 7 AT A 2. KRR — B S5 G AR S5 AT A7 4 5 B A UL, 440 R 108 Jak i gl J 11 88 e 5 0 O
FEREZE, S TR A4 20 3 BI85 480 1 35 4L
344 /N 4

AT SRR A R B L L SE BRI AT MR 3 KA B bR, REMEE T R0 BB AR B4R
FIEARTMIRE, RN T H G FIBLSPhR. SARE, SR B 24 B LUR LM

T o, Bt R B B 3 T AR R B S A A TR KRR R 2R TEE @i A TH AT 45 1) e Bl 3 DXk, Sl
BRIIB AT I 2 A b3, 38 P 5o S AR A2 A BRI =, (BEZ B MG B R R IR 2R &7
YA R, HE WISCRESE SO, BRR 1Al SEIl A 2 A OR4P, (IR TS 2 B . R G4 Uil P 4 55 07 T 7S T I

A AE T — 38 1 W R il 5 R — k1.

Fok, R e B R TR 2 EY AR R, BFESES WBERIES . AT S AN 11T JyRrl. SRz 1
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B o 1) e /MR SR PR T I FERCSR [ R, SR, A PR35 I E VA L0 A1 P SRR BRI I S 14708, ik, TEE #AR
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(local differential privacy, LDP) # —Z42 7 1 B3 TRA7 R 77, i 7825 7 i A M A D0 7, A 28007 1 U B4 53
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BER TR, VR M i nB I %, MR AR e 3. 1% T AR o 1 A B SN VR R e i A 2
o ORI T IR R A TR T RAERIN AR B,
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BEGELED maE ORI B R /R B RIZ5 4.
37 B &

B TEERAE T IR A B B I T I 52 44 1 22 A by, BLAS TR BRI M7 47 56 SR S ARSI 7. AR 5%F 6 NFY
BT R 2 ki IUE 90 AR KA AR R BEHEAT T R AR 508, BARWE 6 fs.

F o6 HREFRMBEMEB LN, DA I AR LA ) 3

WA PR LE HORERER BRI ] B2 2R TR fige U 1] L

. - e TR EOR R A, T TS
- HSZ = >
B o2 ey IR g5 5h 5t i, B R

R 6 Witk 5% 4
RS T BRGNS (BULRSE, G101, ABSRO(), n TEISIIFE R A DL A
[29] Wk WASUEK SIS SRR R
s e ) SR TP P, SR T A,
ey ggﬁg B FAE I PR By b
SR y . R B 7 5 5% W B 07 2 TR
FEH [32) e Ak, RO filidedi
[ FT ML, 19 01 SC AR [34] 03 26 B . e
HORMEEE  (3334]  BURWRAE  HLELO(1)+4 4 O()+it EMAC O(1)+ ﬁ%%ﬁ;ﬁ ;?@ngﬁﬂmﬁi@
T T WAEO(K), KK PRI S
e BFOR)HIEBEERAFOm W BIRAER | o iy - b s
o MEEOR s AR O, NI, R K, p IR T RS SR
waE M PO BT AT
e voa0l H gy DO IRIEOUR), KB HIKIE (UL FIN 26508 4 0 7K SR i T
gy (39400 & ECDSA/EADSA % f51) FAEPERERERCE b 12 B I

© VBRI hupy/wew. jos. org. cn



2624 HAFFIR 2026 F5F 37 A% 6 &
F 6 FIERTERIRB S B A ME ., DA LA A (52
VORMEL I WL LIE BORERZ R ] 522 PR
i ) % B T I 2 B A SR T3 T 5
feagy AT 2] ti R, R T SR TF R
P B L R, B AN
I5
WE [(4552] WEAERIL HOENREOM), mA B K I A B A S B B
s (5455 WIES RIS M@ (VRS e S ) SR ) Fas P 5 RO A BT
B s TRt ey A LA 5 R AL 5
2 kg e T = s Ju B3 e L g S T A2l AP R
Sk et e GO, AT 5 P e F R
B AR P RS 5 30 2 7 A A 5 11
w0k Tk, AT 1 G B
. .  TEEZ 75 WP IR  ( RU
TEEf# ) 3 Henclaveld] 5& FF 4501+ B AR AT I . o b terr 53 = )
IR [62-67] HAEALEE  B5O0(n)), FNTEEHZEE %’%»Z:%gﬂ}i' st TR e 558 R s
e
s sesn g EOGEEOG) EOGH ik W BB, UK R L
[48.68-71]  WAAVE o) sy e 7 S50 4 M e B 2
B [74,75] Vi HIpLH] 0(1)-O(m), mNFLRF & EEE@ETE%%E%&EQE&@%&
i
S TTe: A ; ) 7 B 5 DL S R VAR 5 VR IT
o [76] AR Ae5i%, RGPITRY Pt
- - TR 5 LR S B A PR SR T
[77] A7 Al AR AR ? iy !
el i 5 . BT o B A DR 9 R 5 o R
R [78]  THE SIS EHIE, REDITEH X, SE R
ey e e CL IR 122 2R e T
811 ML femsrioo, waftisicrr RS
qy  TEEDD0 % thenclavel A TRO VHRITIT fAiby BT B HE. W
Rt | SHHEEN HIO(fn), FTEERIE S I 55 5 B A PR
T HRDTE . A, A L B 2 T 1
2 (3] ol R 5 2 i
5 A (84] TG BT DX T BB e R 5 o BT E
(85.87) BOEMGEL  HNO(M) HEIROG), R K B T A8 5 A A P RE I
o N e DU 04 B 25 HE I T o, 0 71
P — [88,89] R o(n), n NEHRE K BRI EE UG
B (5 BT EARR o ) e o RS TR T 5 S EONE T, Ak b
091) gy 7 IO EOC), mNBARKIE e 1) oot
sy MTEIRHCI B OCn) BB A5 OGn), BT e DUBINE 5,74 B 1931 5115
wwrr 000 @ Koy R TR
M oo Acentamppy XTI Ok TR ABRRLOM. s sy ke s AR IMLY
I, 191 0 SRR (93], B 5 e
I e EEO(RH TN O(logn): KEO(L), MR Ll 5, 77 4 H A5 AT 1 38
%ﬂg Ifﬂggf?ﬁ 93,981  HLUCHIE e o SRR LRI (5 R
W R e
[99,100] [XEEEHE B AOGLR); BiO®L), LNEEKIE 24 FAEMRA R 53R B AT R4
: R, B SCRR (98], KO AT 2 A 0 o AR AT B et
s 05100 ERERI o000 ) B, NIIRE 8% e
AR o1 03] magiy REI BIESGIRIOTI, 36RO, Z3EUER SR SBIKOLE 129, Pt

n R AR

DAAE IR 5 T DR it

© P EBEEG T

http:// Www. jos. org. cn



TR F T B L RE 2625

4 BRERRE SO

FERR EE R POE I R v, T3 A ORI s 22 3 A e ORI FH 0 OG8RI A5 Il 5 22 4 I JUAR SR P A
[F). 22 4 E BORUER R R OT . BLCCERASER, T AT {5 S RV A A A AR IR A EL St . T SEdE, wl T B o 4
R B BL, ELAERE M LE R AR I RCR, 0B 6 s,

|
k) (memes)  (Ewmey)  (Gswi ) (dessk

it e

Yk ) (qn%ruw) (mg sirt) () D) Bl

2 < "
%ﬁ%&mé& %ITEFE% %MET it Ak Bl R A AR

(B K s

(
|
—
(i

ot i e i

it

B2 s ity
B2 st

B2 #dmi

Iy
- |
g

>

K6 Kl 2L UE S BORT {E 1A

4.1 BUERREMER

HOHE R A W B AT {5 170 /88 =2 L8 J0OH SRR 1 ] S P RN P 2 00 S, SRS I BH Bl i 22 £ 9 A0 1
{EATIEAD. I 7 & BRI RETE M, H W AFTE T ERIAEAE A R M DUIE T 437 e S5 1) L. AR 0t
ANERES 5, o3 A5 PRk B Sx 7714
4.1.1 B RE

15 B ZNAREE R, BE AR i ] S 32 BARIILTE SR AR 15 4% T S Pt R SR AR 5 TT S P A D7 T 49, B 5 ]

R DRIt Ak B 4 9 AR Dt B 1Y, SR 5 4 Mo S 3508t 2R 20U itk TR T T 2R [ S AR ML

B 15 £ B O i ) 830, 2 R A B AR A 1 7 5 A B2 THD A A 1 4 TR AN T SR A1) A 1. 451 4, Guin
2t N UOSTRI P A BE LA 1 % 7 2 (100 It WL A0 B A 22 46 R ¥ 46 6 480, H4) 0 B8 S W] 32 I B K (physical unclonable
function, PUF), SEHUIC AR . @l SERARAE S0 UGIE, & T4 &35 BIERME AR T, B&HE
FAEE BAT G PR, H PUF 7 AN RS IR IE B4 5 0 BUSC M, TGI8 B 1k v % DRl e P s il e L% R B

F oA SR S AL I BRI AR B — W& BT, M T3 ERNGIEARR. R TR
ol A R P RS B B0, L 25 A OV 35 T (X e ) 2 rp UM AT 2R, B S VRIS I R 0 41
{E1H, REMEHRAR 78 SO R W T A% R B, & T KRR M B 45 B R, (E 85 5 A AT R 5 R
BSR AT IR, KRR SN VR ) B XS S RS, KB 2 R AF %, Fhah A UL Sy i AR AR A
PR R, S A A BT SO SR BB BTN, & A B S A E M m 3 5. X0 B RSN /AT
N, BT U RIS TR BE 77, (E RIS v SRR A5 BE IR 3 e oK.

ML -, SRR AT E AR E iR S S AIE, TR E, @A W&, HIhaeE IR, 548 ST (X s
G BB M E AN AAT A, B THE R4 R — B0, B BE I Bk B m, M DL B TR 2 R s 4% 3
B DA 2 RFE R RAT AR, KRN — D7 A FE AT @, 2 Bhas T ga ik 1.

412 ANIEA

NS NSO AT 435 1 B A2 T0 2 R AR RS I, b T I 20 5 P 3 b, R LR VE B 75 AR A BTN T E B3

%5 PN B I HE VR BT B R e EE R B, e AT AR A AR R SR L A8 IE S . i, Shi 28 A1

© PEFEERK IR s/ www. jos. org. cn



2626 HAFFIR 2026 F5F 37 A% 6 &

P T — Pl T BT 3 R AR A SIS T, Re s DA FE B S 7 SRAR BRI . VR R R
H ZN TR, (H AR T SR I8 AT, 3 LASE R 85 A o, B % 5 fh it a5 k.

AN A BN 2 0 S RE B EOE FNAT Dy, e yE TR AT I ] U ERAE T H, T A ST A P A . i,
Li %5 N COVBF S A2 3 55, S X B 10 S O AR (1 10 0 B0 DARA (58 A2 s T3l By 1k e (B AL R
B AEX P 7 VAR B NV BERIBS AL CRY 7 A E PR R, — R AE SSE Bt~ 5 LML RIS, —R1EW KUk &
U5 BB, 8 Fid S AT AR T B AL .

g5 b, ABEVE ST VIBEEM R T RIS vl (5 I E R R, AT F IR SR &, EE TR, fx A
BIH AT AR« T2 ARE AN B B IR, SRR AT 5] NS AT #8 2 o) S5 VR IR FHE M. BEx IX B T R, AT
RFEE TN RG] ZKP SRR, 7ELRER AT o T 1 (0 R A PR b 57 3 B Rl XU
413 F=JiEOAA SRR

LR SR B AT RS =TT I, AT KR N, 25 R e SR B TR, 45 5 5 NAS AT SRR, R
AR, 30— 25 BRAR A w45 1 O A SR T 2 A T 0 SR S i R T [ A P 2 A e S

o T [Fa) SR A R ) 77 923 3 B T SRS R RE ) ¢ 4 M SR SR el T A5 . 0, Zhang 25 N U H) Town
Crier R4t, 10t 2 R IF LE AT SGX (B 25, B (R A 75 R SE R 46 TE I 72 o 1) sE B0k, I 50 BE & A3 T 48
IR R IR, %05 IR T R AR RE M AT (S, B TE TR0 AE B ) 25 A LS. T B R A — ok 2
#ill, TEE tHICVER . Hhabh, S B A s B il 1 30 37 F S .

o T [ B0 P9 725 010 7 92 000 2 30 AR SR B v 110 5 5 B0 338 43 81, Tran 25 N U VR B Hp B A A A AR AE 45 ]
F LA VA AR, 4R R R 00T T LR I 0 ok 5 AR, AR 0 R 5 Tk (B (EAR SR e U 4R
H, XTI X P IS AR, %3805 5 LA S IR, M AR AR R (9 e R .

RARKTE, TEE J7 ZER0 5 5 A0 43 St 5 SRS i AR RN B33 P9 25 4R (1L B A TER 3& & % e B i 5o 3 M Rk sy
M35, AP, TR A NLE & 1 A& B LR RS REE. AT 0F 706 Z X S 385008 5 & 10 R G,
SR T 51N BRI A LA SEAT VIR SE v, AR T MR AT 15 PR VA 00 AT AR M R0 B AR R
414 /N

ARG 3 M BIHAE RS T, /A T Hol (S5 MR 5 N SRg. S RE, AN FE SRR BEHERERE IR
R A [R] AR B AR FA B EE o [ B 4 R A T AR 25 ATAR . — 2 DL PUF AR AIBE A m] (S AR, SO
FRAS B O VIE; R B T X 1 o0 A SR L, SEILX R 4 B AT A RE SR IPAl . I nT(EEEL A SR R, 1X
I T B RAEHT BLIE A — 14 S 4 AT IR UE W25 [RAT 9 T B0 TIE E 5 7.

TEN TFNFIEE =05 B i 5, 0 HE N ) 25 00 B A J& A7 N TR A AR T S0iE P, N TS N B3 B2
W A BB TR AR, 7R 45 G 1T N e 8 B 3. 58 = 7 SR IEE T 5 A e T+ A AT S, [
I o it P2 e 4 P AR, S PN 2 S A R P U R 3. P MR S ST RS AT AL, AR 2 25 A S @ i3 A7 4
JRER R FR RN, R B TR 22 5 3 S DA BRT SRIE ( BE B = SRR,

25 b, BOE R AR B AT {5 PRI, 2 0T 2 70 B8 IR RS L P SR TR, RSR A B RS SalS AR, 1)
BESES. TN ARESEE TR PSR, BRI A L R 4 IR SRR,

4.2 HUREMMEL

TE S AR B, 1% o il R 375 1% 5 420 ) T 30 B P R P B 4 A AT N R T e T B SR A 0 TR R
1, J5 2 T B0 &% AR, B IEE . ERICRER L. WA T RL KM XYEE. TEE M ZKP SHA, BEHERE.
FE8Y S S R R BE NV S5 7 TRIATY AT PR AR, [RIE, S H A% i BR PR AN BT S0 30F M B AR N 715 Baa 3%, A&k P i
FABRE:. TR, G fa] 76 AR 1% 22 0 T 15 1k A [RDEH4 FP BaRl, BROM 24 TR 70 A S, A 1 BBl S I 6 (] A AT 1+ i
421 fEEAEE ST AE

AR RIS 222000 Z AT 0, TS A UK T2 5 R 10 32, SE IR T 300 R B S EH
B, XX FEMIZ S B EmBuRia Rt vER, G TR IR SHTIB . SR04 58 4% B SR Z 52

© PEBEBPHIFST  hip:/www, jos. org. cn



K F 2 TENHES T RE SR 2627

FANTT SAT ISR TT S, M DA X B8 TSR, Sk, B ORT B EAR T R PR R A T A A X

o LT3 A SR A 4 o o AR . 2SR DX R L0 S A U AR S 1 B 4%, 51140, Dwivedi 25 AU PIBET
(X e, )220 e A 2006 B 78 4571 0 AL SR VR AT 10 3%, T3 I SR U AR P10 SN m] Bk, SeBedls ve e bk
WA A ACGAE SRR S S IR, IR AR R A NE VI S et EAFEZIME. EAEENEHR.
EAE AR B AL S0, X BB AE B AT SR AT B8 AIE 75 T 7T R T 1 o R A0 47 R 30

o JHL T 8 1 A A AR, AR R TEE B, (6 RN o 3 45 s 78 S B A AR 4 R SR B rh 1, JF
A AT SR AOAT R, B0, Liu 25 N U OSR H TEE A 5AEAL Hic s R S, 385 A EAC SR IR 450
B, SCHLERVE A A SER, 3R TE RGUECRAY TR E. M LG X Bk, 2 aQAE IR A Seid M B, & A A A
R S5, A FEAOBR s BT &, ELA0E 5 44 BRI, 7 TGN T8 Bk 56 20 4 B W s AT A7 1 XU

SF Lok, XHUEERT TEE #AE SCBLECE (& 5 i ml s v, (B0 2 A AN IR] . X Bk 1 4 S5 — S0 R0 o] s
EAZ T MES R, TEE SK3E s RAT RUEH, MW A se it t, S3E & SRR BRI M 1 R 4. EEY R
kRS b 22 00 B RSR TR 20K X M (i 1188 11 5 TEE BB BT SE &, M FHUT. B EIIERR &
By, SR RG-S AT R T A
422 BREMRYTE

AR X HLRE AN TEE $2 7 1 A% 4 42 10 AT 38 B e A4S s AT N BT 87 Tk, (B 7 10 SRR 6 TIE o 2 mp AN W g b
e FH P BURAS IS, A7 CEBRRATIEER JXURS:. DAL bk, ] 5 S0 A) o 1 0 [ R R A7 i P BRORL AT e S B B . B A T 7 42
2P AR B, AT EEA AP B 4w LR RE R RA T SR AL

o [E Al H L. ZA L S RSB AT STRAT IR IE )[R B, S5 K PR FRE BRGER F B 40 B B8 Py 2. i,
Li %5 N PG R 3 5P 45 A B XBRBE . B RIRIE IR TEE RSS20, SCBL T BB A& 5 i B (R b 5 vl a i
P, EE RS MR, (ARG AR GEIFA RO, B — 51, Li N VR I i 2otk IR 4
J5 %, B S AE B E AE M, SEILRRAL (R T IBhA ANE 5T, 3E A TS . S b A S R R T AT i
(137 5, (EG 25 AR A FRT 2R 8 )0 B R e .

o G BRI SEHLE]. 35400 7C SR E b 4502 AR TH R, B0, Guo 28 AU T — Rk T AR
I 28 1) Bl 58 5 IRAP T 1, 5 30 A TF IX B IR 2 5 i RHU LA B b TR AN R A 34, 3&
T X B b 5, (ETE I8 M55 5 A7 AE— & R PR

I FECHE 1) 8 FE SR, B 46 T 87 THHLH S8 R 7E OR3P F P USRI T (R B3 R i RE ), R EEIF A
J7 1605 TR G0 M SR, B LR FARE S L 4R T —FhaR S Ak A R B A2, A SRAIF 70 vT R0 75 28 L 1
fl 5 AN, DUE— 25 e A 36 M R B AL G
423 /N 4

TR AR B B AT N B 5 T, 4 AT 78 B R B T o A SO IR A 4 e A T X (X Bt 5 %) AT
T AL B 20 1)1 A AIE WA S (TEE A %), XA REH T2 A UME. EMSTME R, A4S R e A
L0 TEE J7 5200 25 A Hb 488 A1 W] 3630F M R vy R AL B, B3 A 5 Mk R AN S PE SR | N . B S B LS, R4S
S BR Ta SRIEAT BB R . X B FATL A SR S AN ), AHAR R 2R A2 1 A e A S5 K47 S R BRAIE W R,
BEE B T FE B S A

TERGRNRA J7 T, ZRANRE R 1 BR2S 4 ANBE b g A0 A0 55 J7 10 ZE e m] o TR0 P P RO 77 T A — g ik
JB, BFE RGER . PEREALIE A M _E A Bk, A FINLEI M E S AH, BT MBS —BAR B L.

BARRE, B A5 B AT {5 (R 1E 0 E [ Rl 2 Fh e WU I E 2 R L, RORIE 7T T itk — D 32 Tk B
N BERL R (K1 T4 i 77, AN T 56 36 0 4 S RIS I 52 2% 9 4 A 55 f ] P 92
43 BBFHEMER

AR AR BRI M, 32 By E 72 0 A28 an A HE S AR S IE R, BARELEE 3 A5 — 2 HdR A
RSB, B RIS SO TS P 2 R AT A sE R, B RO B B ek O = R A A (A

© TEBREEEEIEDT  htp/ www. jos. org. cn



2628 HAFFIR 2026 F5F 37 A% 6 &

—EUE, B IR S RIACIRS RS A xtix s 8, OF 2 M7 KR, BRI, AT HEM KRR E R0
ST AR AZLERAR. AT 2047 224 5 32 B2 4 0] {5 1 () R B o of i F it 7 2.
43.1  H¥EARE AT IE W It

TEAF i R G, BARIE T 241 2 UGB, IR 58 A o] 38 B 2 OR PR 258 {35 1 1) B8 B R . ST m s i
5 BEE SR N A AUS BOE 3% DU i S o TR ST AR IS B, SR, — LS A7k R B R B S R A IS B RME Bl
S AR X —HkK, — A BT AR B AL T S5 AT 9 H TP I EAT RRR A 4

X TN 2500, BIF 3 ) X B AR b 57 LR W] SL0% 0 B 1P 1. 49020, Nyaletey %5 A M0 o 44
AP LE TPFS 25 RG0H, B SO AR RIS S0 5 5 N IX BB, T R AT I8 30 0 = 08, SEBL T X AP e fE e
BE. X HE A% O EAE TICRAIERIR S Bk, WERSEAE, ATt A8 HE, EHFxHE
BH 1 R T 3 . SR, 120 V2 T e A7 i A G AR 7 P 390458 1) R, I LA TR AT B B IS A, PR AR RO 32
TEPRAR. AR AT IS B T iC SR 3 2 45 1 55 U7 A TR RS 2 40 b 11 3 P 1.

432 [HENATEME

TEARAT R B, B e B R (S M E BN R, o =T, F A BSR4 2 7 B
AEAEER, AETE RO A B OB R RV, 2 B AH DGR 9T 2 BB T 4 T P 28N A R AR AR PR 28 T 98 1IE A7k il R,

o JE T H A e RO B L AR B I e — 28 WL AT BGAIE A7 A% U v, I S S A, P BES = 0 AT LA A A
JIR 5528 AR Pk ik, IR 55 o T A A R0 FEAIE LATIE 3% 5 6 4. 510, Anthoine 25 A\ 2O H T — R T BRI i
BLER M AR IR J7 S B B Bh A8 TR R PEUE B 7V, 1X —J7 v B8 A JF AT 38U M, Bef8 i O 7 RIE =88 =7 Rk
IS UE B A I R R T B . Z T R ARG, EREMLE =07, Bt SEEITFHEK.

o BET-) B R B OB E . 107 R F TEE #3004 56 % 11 50 1F 3 85 e 32 R AR R 11 enclave Y, 4L T
Bt IR BT B B0, Zhou 25 N "R TEE RORE 22 4tk S e 2 250008 5 B MR B0 IE, JE BRI 7 AP 0 i
TG 1% VR AE DR IR A B T S0 UF (09 (5 B 228 B 7 T T B A0 0, TG T WG T, #8770, TEE AR B 771E
TEAE BB AR T IRz, ST 38 28 2% PR S SR A 1, o DAAE K90 PRl S A T A 58 R 4

RARKE, ] BAIEA7 i B8 A PR AR se Bk, @ H T AN G . B 7 R ke, LHREEE =TT,
TEEAF 7 AR LR AN 5 R P 5 TRV AR 3. R SR TR 2R R A iy RIATL A, 76 CRUE IR TIE R 77 1 [F) B BRI BIR T FE.

433 oA IS T s — i

TEZ 7 R AT A R, SR — S0 2 ST {5 RS Y 5L, A0SR RTE T sl ha . W28 4y X Bk
U 1] B TV TR A5 R AR fp 2R A — B, AT AT T {3 PEOR R # 8 ARE.

RFREHIX — 0], LA Paxos' . Raft!' ™12 A3 1 — bk U U2 B, S P 0 i 26 A R H &
SR, ARSI /A s0A7 i R G5 — B0k 1Y, — S0k Vb U 0 A AP v A5 A O R R, BRG BLl. B
T3z SR, Qofel e — B RIS S RSB, DR OBk, Ak T S s AR R AL B AL T, sedil s s
ATAE A — Bk,

434 /N 2

AT NEAR AT SE R 77 i P9 2 5 B RN A A IR R RO BE — B IX 3 AN T BR AR AR B
MG ERRR. SR E, WA EERIVH LT 3 M.

1) 532 SRR I R G5 B RG] 52 24 TS 75 SR B B 2R T 7 1) B Rl 3 e ST 0 A U1 TS B0 P T, S
WIhRE B0 THUME, 7B T2 T KRG 00 R IS PR O] 441k,

2) KFEEARAIER, A A J7 S50 56 Bk LRI 1 43 N A SAAIE W RP AR 50 10 B P 2 42 (B4R 1Y
ANE), BRI RGN A PERER I LR 3N, R 7 21 1IN ) B AU R 3R

3) DAEHE — B SO % O I A7 SRR SRR R, PSR AT it 7 IR S S5 A U TR s S
Ak, Bk T LRI E S W] .

g5 b, AIEAAE BB ET B —H R F B A 2 HAR R Bk W R G TR, HEBZ A A 5 K R .

© PEBEBPHIFST  hip:/www, jos. org. cn



B F 2 TENHESR T RE SR 2629

4.4 BIBALIEMER

A AL FEBY B RIS M 1) A B (E A S 5 0T AR E . RS DSEENETE R L . FHRECRE O
TRIFEE M S R ARRR I, J5 A SeiE 2 5 UM TP AT B 1R T AT AR IX  [) BRTCVE A R U, AN R IR AL B
iR IERYE, B2 HIFEH X REEE. HAr, BF 732 B8 kT R . R B RN X P 45 5 VA B
oF, AELTE S o I #4779 T I 4 B T4 RN S & 2 25 ol it
441 BEW{EM

B AT, IR A LA IR JLATE P 32 B I K. — R B e, B A s FE AN
WA, MECLSRABAE AT, R M S ) B, RRLE R N R AT RS ™ B . 140, Hendrycks 258 A U2 H 7 — b
SFPUPE SR R, @ i 0 i LSRR A, R T E VAR B LE AR 37 5 P IR S5 M, XRS5 M S SO B R R e
I T RS . ik, B 508 AT AR S S B A A R, SR H 2R R MR T &

FEAR T AT SRR J5 1D, AR S AR B T8 2% VR I U SR, 45 A8 3% B B {51 4, Nohara 25 A\ U214
TR EET AR 55 5 FCEE 1R (1) Shapley NI MRRE 7%, fERE T B AR TH UL SRR AL, 4078 T RHIE S 45 R 2 (Al
BIER R, M E ARG . BB G55 1, 01 90 3% AR TR BRI St RIHRAR bt B e 7. i,
Levi 25 N\ U7 T — Bl F 7 1%, RENEAE 50 et EARKS B LT AN 32 5 i 1 . B KRR T+ b bk

EAMH RS T B AW, (MR SL RS R, AT AR R e . SRR R PE Bl = 3 R X AL, S ml e 1
3R T O T ALk B A RO R T % B T A T A A A BT A, I AT A AR IE T UL R
RUMERE, AR, TR HE AN [R13% 5 5 SR 4 5 ~F 40, A60ER T {5 R B0 AL BIARE B, W 2 S nT (5 M AL B S L 7 11,
442 ZH5ITNAERE

o TEHHE KB I ME Fo b, S 577 Z M W] BEAFLE B RAT Jy, BN ECHE A0 3 00 TE AR 1 R 2 P 9 4, S
TR W] BRI I B O SR AR G T LA B, BT M A SR M, AT A 2 5 05 RIS, AR,
X PR, DA FEEE R T 2 Mt BoR . MRAE HAZ LIS TR B AR B [, X 25 R 5 5 0 T il B 4
FOEMTE . TSR AT (S M DA Z B R I s AR T B AR [ 5 ), FexS b an sk 7 s

F7  ZHHERLIAT S REES AR LY
FRBH BUEHAR (BN RRARY R PERE 5 A L (A2 37 & 5%
TR HELE F%,ETfEZ<ﬁi§§ %fi%fﬂﬁﬁﬁiiFﬁﬁﬁﬁ, %ﬁ%ﬁﬁhﬁ%ﬁ?aiﬁ Ei#ﬁ?ﬁﬁi?iﬁﬁ‘ L Ei%%?fﬁiﬁth\
W R ﬁ?ﬁ@iﬁk%w%h%éﬂg%@ﬁﬁﬁyﬁf?ﬂﬁﬁ,ﬁ% %%ﬁ\g%%%ﬁﬁﬂﬁﬁ\%ﬁ
EEE R DUl R st st M EEIE R o)k

o IRIRE R T T R TR, TR AR AR SCRFSE A A B, [T ZGE s, gt
W) B, BASCUE AL, A R, TR AE B TR, EH BTG . E A SRR R

AT I (A2 NAFETRIRE] 2R S %
?&WE%&WEﬁﬁﬁﬁ%ﬁﬁﬂ?éﬁﬁﬁ%@?ﬁ%%ﬁlﬁﬂﬁﬁ
WA, |WEE G AERAKR, I AW, PR S TR P8 b L]
HPERAAEIA MEIE R e SR i+ 5B Tt RS2 IR

o E X B gl B IE R 56 AIE, ZKP FA] 38AIE 115 (verifiable computation, VC) FiAR# ) V2 H, EATREFE
YEFEAG 7 0N 2 B AR B L T, 1 oA 7 R B s A IR . 500, Sun 5 N USRI ZKP B0AIE IR A
ST IR R, SEELAE AR S00E RO Y BEORA (0 R B, IF BH A 0 2 U1 23 R 0 B i ik 4R ZKP H AR S
TR, 2B RIS IEIE AR 45K, FLIE A PRS2 R T BB Rk A8 7, A LA 2 S s = sk, ve i — 2
P IET ZKP MRS, RVEEHR G 7 0T O R A 4L IR 58 (B 48 IE BT T UL B4, Fiore %5 A U@ it
ISR AR E M R RS 4, SO T 7R S UGIF SR B (R wT SGIE T, HPEREFE W 2 i D1 4uit 45
Y R RERTIA 7k ML ZKP, &7 VETEEE B 3 B 185 & FRIVEm L. (2 VC WAL RBR, ikt
B IR RSN, RN TEA IS4 S 5 7 R R VIR 1B S 1) RS M 3 T

o BB EA S (K 1T {5 P 1ol f, TEE A M AR T A BT vl (5 42 41 T IRASF B, fl4, Chen S5 N2 H T —
AL EENR % (confidential computing as a service, CCaaS) 77 %%, B i il £F K 25 AL B PR H B2 i R 9 B 0h, It

AEHAT T
HE RN

e Ak
ARTEK R

Ei. 207

ki %

© VBRI hupy/wew. jos. org. cn



2630 HAFFIR 2026 F5F 37 A% 6 &

R FE A 38 T U B AL, 6 AT 45 5 U UE PR AR S5 B AL 78 L7 B L P 5, AT 384 588 P P BRORMRAP . 1207 V2 5 s v 3 8
PERG TR, 3G T 2 F P SR B B B A B AR 45 45 SR I S, kA N R T R S I RRE W A A
TR 4% 5 SR IGAIE 7735, 4 TEE XHRHD . $AAT 1 FEAN 5 SR 147 B B 5 000F, (R T+ S 3R I mI A5 1. SR T IX
FF T T &, H 552 015108 2 5 .

o SSCILIME D] S A AT b, 207 MEMR R N X HUEERAR . X SRRl il g — b MERRAE, Sl e
T (1325 A RIAN AT B0, SR AR AR B ) A R o U, 3 2B 1 57 BB AT . BT, Peng 2 N PR T —Fh
BT X HUEE 2 G0 0 AT B0 AL S T 2 ST HESE, @i 2 R s TR R DL K AE X HURE b e ST B0 IEIE B, SR B
T G 3 2 1 ) BIE M R R o 1, IR 2 o RGBT A5 CR R 12N AE B AR A S A . W R
A 3% 5, (LR 00 S5 A0 o ml e AU Y B B, B 1 iC S B B M RN, BLAh, Zhang 5 AN B G AT
[FI SN2 (B AR LA L . ZKP DA R BT 2k i, 42— P T X BBk (¥ 3 4808 07 €, B R T Behnd FR I vl 5
PEABIZ T TR 2%, W 2 R RG24, M AR F B b B b B R . AP R A 2 5 A8 R I A
55 S e A, ke A R N PSR BT [ SM2 SR 22 i OB TG B A 4 T R, B I TS i 4 44 K AL
SR A E, JRERE G T S T Rt 5 . AR 2 T IME A PR R, R & iR RcE 5
¥R, NSRS B A ME S LML T B A A .

25 FATR, A REUEH AR E S S5 717 NS AR L AR, WIT AR TSR ME D 5, Tk
TZERM SRR, REEHLHFIE G BRI R RS F4Y 2 A 1715 B AU . R SR 70 B 5 T3 FH L
MOEE AR G EC AT AT L My I, M RGBS RV 5 RS, UGN R R 2B S5 MMEZHE.

443 /N 2

25 BB Ge A5 A 1) T {5 1 () R, AR 5 A B 22 5 D7 B A IR THIREAT 2 BT, A SGHIF 90 32 B DR R RRAE.

1) FESVE AT AZ PR 7 1T, 15 B G RI A 55 M 1), P e P RN R MR B T R AR 2 IR R (R IX i 5 Sk g
2 R)H AL M LS DAL, G fRTAR AR . FH 3 5 S A B Ay, ARy E .

2) (5 5T ARG MRER T 1T, 2P 5 28I R WSS R ERYE . T EIRE R B BMED
SRR AT B R SR, 4200 FARYE A H AR U RIS, R IR B A R A IR 4 2R R B R VR B (3
ok, BVERE SE MR T 4T A TTAE, T 25 B LR TR U AE 3t — 2B SEIL T A T3 A% 0.

25 b, BOR A FRI B TS PREE IR IR0 OGRS — e N 2 HAR. 22K, HAWE U R4 TR
NI TT TR T AE BRAR R ST RS RTHE T, SLBUSA RS YR 2 5547 AT MR B R BT
4.5 BWEZHMER

B A B 1% L BT A T RBAE TIF BA R AT B Y B S . A R v, Bdi P RE PR D o L SO BRI AN B
7 BEAR BT A5 BE, AN M B0 A5 FH 25 54T, B T REXT R AT 45 18 iR 5. AR Wi — Il 1, B0A A 5 6 2L P
FRAR: — R FH B A S L) B U I B R A B U RV 1, R A B AN RIS YR AT BAIE
451 HEBRIUEHLH

ELAEI UL B 7E AT AT S8 Sk, ST i 25 i 27 Bl AR 58 RSO B0 S 1 1 UIE. JHrh SURT BAGH 43 it
RATE G A FVRAT NS 8 LI PN 24 B (R E A

o EFX R AT B I BGAIE, U724 BOR C O R B AT 3 3 50 VI 10 8 11 AT B o S a0 B
24, RSO SRV 0 T S, IR AR (B Ek. 15 9 mTE B0 K A i R A ERL, B CUR1S T 12 R,

o EFXF R AT A 25 @ M B8 IE, ZKP B A AR B A J& PSR T T B, RO R AT BEAE AN R LR N 2
FR 5 25 IS SAE A B 10 e 1, BT ECS PR BGIE A R 451140, Wan 5 N PR I F4 8 Zk-SNARK HriX i) Zk-
AuthFeed, L 7 Z AR VAEBE T BRI, Fri 7 X HUEE R A SO0 B AL AN B s it (R RS sl B A
B BRI N, A R IE A B R, RGP RE OIS, AR T SR R R BAL ZKP B S AT
BIRYEIE R, DR HAEIE AR R A SR s s 5 R
452  ANERISUEHLE]

2 EIEAEHLEA B DUESLASATET, 5INA ST B0AIE R — Fh B AN 783X — B AR BT R L T BT

© PEBEBPHIFST  hip:/www, jos. org. cn



& S AT NSRS ARG 2631

TR M r L ) 25 FR LA R EE

A {F 55 =77 (trusted third party, TTP) tAIIE —Fi O AL A TEAL ], HBUBCBBLAL AT 5 F & SR AL 8 F sk
PEESS = D5 UE WA, Bl B RS S B, R A I A R A S 17 B RN I 1) RO 25 44, IR W O LR S I
TR) 55 A7 E PN S8 B 10 SRR TP Fy (5 s BEARR T UER LS, B Z 3B W, — ELOAGIE N LA 52 ek s
Azt 9%, FANIESS AT FEVE T RE 2 250 M. 25 AL TS LB B 78 8 o X B 37 5t vh BE AP H0E R S0 S )
R T DX U A B T B R U B AN (RS IS AE), TS ML R G 51 NN R, St 7 —Fl
HIAE B HE A A\ 5 5K

B XIRBEROR B AR, Do v b8 RE & 20 a0 i 22 4t S5 T S S tH R et A L A T, 9905 ML A T A
BB A A O B4, SKREUR B — ) TTP. F W TAEGI W Zhang %6 A\ W7 o vF F P 768 A {5 A
B 55 S IS R O T, UE BT I TLS iS00 il A B0 7 SR B AR 22 19Xl T AS 22 e 5080 1 B AR A 2. T
LA Chainlink 2.0 A1 H BB A B2 125 thO A T DL, I 22 Fa b 15 25 SR GoRIm AL 28 o) 2%
THEITE B, I H SR ATE PAT I R N, ANT ST 188 B Buledm A RO TS 1. 2870 2% p AL S WL 2 A1
RIOFER, FEHIAETEREA 2, JUHAE T Z s R K357 .

BTE 2, AMBEAENUEIZ DT T WAEAE B — B EME AR S T A E ] 5 SRR 2B U AR, i 7 s, Rk
WEFE ATt — AR R B 2L 5 A B A SR, DA AT 5 HLAE 3R X DB 305 v s e i, JF B 73
FERAI SN Rt AT 5T RS0 AR S E 1

i (TTP) E izl (Oracle)
(AT B — U AR A SRR

(AR 3
Bl 7 ShEREs S AL

453 /N 4

AT SR R AT BRI O RIS WEHET T RGMEL. B AT, MSH AR EERETHRNRERETE, 45N
BEEESUEHLEI AN SMBAEN L], % 5 RIS R R e .

BEERUEALH T, R SEI E 2 AL G S I ES & 205400 P9 258 1 1 B AR 3R IE . IX 2807 EAN
Fe 0% B A A 1 A A4, 38 TT DATE ARSI 3 TR A s I R R R, 1F WSO R e SR M, IR RRE TS HR DR
T B0 54T RMTERE, TN KR P92 T IAE AR B, AT EE TR R R A A 2R B e B R R T

HIEIGAE AL 7 T, 56T 58 =07 BOSSUEALE ) 22 J3 T A A S A B 380 25 m o0 AL FE AL 11 2R AR S P
AR (AR B 0 T U R AT A T RIS CRE ), B T AR 5 S8R L Z A RE M E ISR T HE
AR, AFAF IR T T0 75 58 A5 AT R AT AR RV T 56 UE 008 SUSE vk, (R BT tH5 SR T PERE P AN R G B 2 M 5558 11
PR, BN 2 IR 5T 75 B R S IR

o5 b, B R ATBY B AT AE AR IE R 3 R AT B R ORI g ) R, [ B THT I 2 B8 s 1 52 A P R A
JE 7. RR, w2 R 5 LB BT, K B A — 25 R R ) Sk B ).
4.6 HAEHIFEMEL

Bl nIRpY BOR 0 s B, G BRI AR . R AN AR o AR, HnT S M R e e O E . Iy
B A% O 1] RS P2 B 2 B, T I B TS 1, 2 B 3 KB — S onE sk, B a] 5 1 B4
SEONIG; O RHE M 2 TEREE, W IR ST A S I 2 B A Y, =R R AACRAP 5 W VR I BA R I 5%, B SR AT

© PEBEERKCEIFR  htps/www. jos. org. cn



2632 HAFFIR 2026 F5F 37 A% 6 &

B3, B HURE B AT ESER 3 T E LRI R HER, R Rk T .
4.6.1  JRHE T ARRR

A g A s S P RO g Sk ) S B AR A, 70 B P B ST R B R T A e ) A, A R e b, B
AL DI R AE R By BRSO TR R EARN T B S B Tk ) SRR, S BRI S R . BRI, A eT R O A
5 STARAEAT NI SR OGP BN SRR R, AT 7 2 TSR FH A AR B 2 SR S B e A B S AR B

PR B 2 T T 2 T O R O] A AR, T I B mT BAIE Ty AR B G B 4 A RN SR e A 4
1, Yang 25 N\ "L H Dasein S UFHESS, AT S5t (0 BR w0 AR R HEAT YA B0AIE . AT I IRV GRAIE I ). 2 2284 5
BEMINE, LRAFRBEE . BiZ A K2 282 M R, 5K, BT ey B
TERARAZ 3550, Liu 26 N VS ZKP M @30 ] PRS0 IEAR 3R, Fo v SE 07 1628 5) B 56 UE $00E B8Pk (B ZKP
F167 25 R RIN 362 VI BRAS 88 o, A B0 45 P 5 2% B T, AR GE MR R A, IR Ah, X BT 2 SR T
st BT B TR RS IR E %R,

I Tl A B 2 R B AT R A PR T ME B AR, O T 0@ L o R - e A, ORI TG B A AR
BT {5 2. 13 Weng 5 A U VERHLAS 2 >) v A4 38 AL IR, 7E SGX T {5 $IAT #1858 Hh AL o3 45 4403
BRI A AT B0 UE B, 58 A T ELAE LR 0045 38 B0t U . Aman 258 A VSR A PUF AR T {5 AR A B DGR B
W, SEIU RS AR, VAR M — MR, (AR e 5 52068 75 T3, A7 AE TR AL MR

25 b, BT %A AR AT (S A0 T TEE MR 5 AN [F) 2 TR AL S RE. JT# RIS TR R, 5% &
BB, AR T — 25 T R B T B 0 2 SRR AL, T B M IR E (e Ak s PERE 5 3E Rk,

4.6.2 ¥ M2 5 R I AIE

B 1 251237 T H50HE 4 A o A KR B, S SRR ) R R AR (A E R AR AR R, RS
RRAE PRI S AR L M B4 2 B BUE G A BK BN AR LUB B e 5 1 2k 2 . B0, 76 AT ISR, 5 VR8T
VI ZREHE 512 (1 G IBC, At AW VR RS 28 R L. BRI, S 360 52 2R 08 3 3 1 (9 L 2% SE 48, A 500 R T {3
PEM DG, B AT ERBEE M AR 5 S @B B H AR IR NI HAR, Stk 8 Fir.

F 8 AR ML B AR L
AR W% 0 J5 T SEGEER S B e N 154 i
. s AP MR R A, S HE R ety SRS
IR GEAT A s R P B B et h P £

RN e e DL IEABORIR o e B B e o i, =
e %W&zﬁﬁﬁhﬁﬂﬁwi m%ﬁ@%ﬂmmﬁ‘ﬁmﬁﬁ %ﬁﬂ%ﬁﬁﬁiﬁﬁyé%

LIPS

o BASRIB A R R A AT B FLAE LSRR R4, STTUATIBIE. 5 R AT BRLFE K EDE B
0, A 07K B PR S SR A 5L, B A O A e 7 sk SO AEE Y, LA UE R S I 0 452
{9401, Backes A 5 th g LIME HEZ, A bk R (AL SR B B 2 M A e S TSR IL, JF 45 57
G REAGR RV 4 WL, SR REFR B R BT A T HRAE, ST T4 50 RV 2 024 %5 .. Sablayrolles
285 AUV 0 O P SO BEAR, LA VI 5B ACHEAT A TR O, (o UE VI 5 P SRS, B
FIEL B V46 R, 4 5 0 PR LR A2 75 PR AR, IR B U 25 L B, 5KV 0
JE R R 0T R B R P, DR, P £ M 5 R 0 R S0 R L.

o IEENSITEA: BB A B, LWL 57 RGEAT 9B I9 508 1 4, 9140, Chen %5 A1)
BB L SR 55 HE A o, P Rust #0255 0L L MIRAL 53 BT 5CH b3, S 2B 8 S0 76 3 679 IOV, o5 i
B, (E AR AT, 7T AR B 2. Tang %5 A USHBRL IR 44 50T 5 IS AT 300, HURLRE B 508UR 55
BTSRRI, B T RG0AT MU RR L 45 M, 8 RO VBB 2, P MBI R EBLPERR RO 00 4. 3 %70k
1 92 R AE T8 T AL € SRS SR RO OB, #6650 7 7 S22 RS, B AT WP A oo Lol FTHL

RGN B

© PEBEBPHIFST  hip:/www, jos. org. cn



K F TN HESR T RE SR 2633

MHE &, MELLEH TEBHL. FHrahg5R.

R0 B AR 32 B R AR IE R N2, 2207 20 5 A 1 R AT 36 I P 5, {H AT B T R A9
BRI R AERANATT X AR EAE T8 2 R, B Ak T & BUS AT I 23 A, 3 DUIE B 3 f A5 36
5Kk, ARG Z IR RS0 8 ARSI G AR, AFRBUIIE R 0 AEHR M E; AR AR BT IR R
P G R0 2 AL, @ SR PR B T [ 1M 5% e B B0 R RE .

4.63  FRFARY S5 TR

AR R, BRI SIRE SRR G, — T, (PN RILFEA NG BRI S
BREAREE A4k, (AT e S EBOMIE(E B K 5 — 5T, 588 TC 5 T RE R BURAS B Bk, i 7E K FA Ry
SRBEAR R SR, RO PSR NS A B, I — S, SRR R T R R 1 R R L

LA BR3P S R L) 3 I S B R 2 D LSS B B RL (R 0, Li 25 N i 4 A R R T S A
G R ALK P AR B, DU SE R RE S R BUR 3, ST ARA GRS (. Canovas Sanchez %5 A PR i B
2 AEEANEAERE B U ARIE B, BECRIP B AAE B, SRV RV MR 258 . 1X 207 RIS A I ke fA &
SRR, AH TR SRS B A TR, RIGHEARE, LSRN E 2. sha& iR 5 k.

— LU FIRER T N RS A ER X, i B ST R (R S5 RS B FE . 0 Deutch 25 A MO R
AT IVRAE B8O 5 A RRORL I R AURUA, 4R HR IR R AN E, R A B A B R VAl B RA B R, AT FE HHE T R
5B FA R 2 1) F 3 B A0 T 126 Rt 90 sk P AN B RA VML B8 AT A T R Ak, BRIV TE FUSR A T IRAE. (B 1%
RN RLZRTHES. BB, EahE8EE. ZHENSE R R N CFra R, Sebrp gD,

RCORE, B RS 5 m 4 3008 (A B IE B . WM E M sha . SRR RU. Aok Bl Sesh & s ms A i /M ik
Fa JEN, 25 A BERL-BIVEURUAE 23 Mr, M 7 S R i 2 AR 22 R 2 0 A AT R VR, (s BRRL (R 3P S T s YRR R
4.6.4 /N 4

ARG T AR IERY B 3 KRB PkAR. & 5, AR n BSOS R RR S T, I HOR ) B T RS A U
T8 R AT (5 RS AT {5 B (OBR B O] 45, W Z AR5 ARFERE . PRREA BT B RIm 1k B & BAL S, Kok il i fd & se
BRI P 22 A PR AT R

FEE 2B B b, 8 E BN XA RN TR 7 2 RN ST IR & H 1, (2] Be e S0 280 ;
BRI EEE T, (552 IR T SR EE. Qo] T 16 ek eGP ek A 2 ATk 1) S S ¥ A /EBRAL PR D7 T, B
PR B SRR AT BN, BT NERAS . NIMERVT R dl s st s T &k B FA- ORI AU A AL, HEsh B FA R
RN RGN AR I ) L X R AR RE AR AR R, BERE S AR IS Sl A R I, R R R R 5
AN 5 U 233 s o A 1) B B

SVASRE, BRI AT (5 OR R I O B RS . TR 22 A Hd R A A v B I A5 22 A 28 X I ST
R R ARG TR OR IR AR, LB, RIE . B B W IRk &Rt
4.7 B 2

AATEEAERE . (L. g, E. KA 6 MBI SRR U EAR T 5 K& R E o n)
BB TR 9. EE M BT EHR T, T B A& — @ NIRRT, (AAH T AM BB &, A s H B0 56
WA ZR. AR SR8 SRR B T ) 285 B 1 B B, 51X L = ML 7E e S5 4R A 3N,

RO Bl GUE S BORTAE 8 BUAT W FC AR LR AR ok )

TENE B WALl RARA SRR 5 A R
e ) - LB B T A6 SOR e e 15
g 10 e PUFHIAZO(1) PR
W Gt o RO X BEEOCER )  ZIIFR  R A AT E
Ak [107,108]  BCREERAEWA o pr oo B 5 AR
RECER pooy  gumbee R TR RO R sy whinmismie 2

© VBRI hupy/wew. jos. org. cn



2634 HAFFIR 2026 F5F 37 A% 6 &

RO BHEERGUE S BOE M BT B A AR AR R A e e L (45%)

il S W LAE PR S T 1] 52 4% HEfgE e ]

[86] X Yot K A7 AIE TFIFOGEIR), WA EIO(1) EPE NN 5 U b AR

" e TEEMA 1 2 %4 3k Henclaveldl & A5 O(1)+ B AR & H 6 52 BE, B TEEH AREEMIE
B REHEER (112) VAL FIPRIOUn) ANTEERHEE I A A i

T St A A :
013 ddEsaky BB, BIISYMONOMA), S0 ) e s v by it i M0
W B KB, A
T — i}ﬂ\%%ﬂﬁwﬁom),kmuae% Egﬁﬁﬁﬁ?ﬁﬁ’ﬁ%k%)\%ﬂéﬁg
i TERRF AT HonclavelE FHION) R3S  AE AT B TR,
O2U6] gt FIFMO), HTEEFIZHE  msE Ak
ﬁﬁ%ﬁﬁ o — ig){;(ﬁi;ggﬁo(k),k%ﬂ%ﬁ Sgﬁ%%ﬁ%%?wg)\mﬁ
D ETIFBRCHEE EHETEOxogn 5 B fFOUogn i1 5 5 5 TF X . 3068 11 1
MR AEfEsE e [120] ERA THO(n), n B S 4 B G 2
whE SiE 1y TEEBMH{7RsE I henclavelFlE I RIO()«HL K34 SLUE ot B E DU MR K I,
(121] BMEIRTE  ATIFRIO(n), FITEERRIZS A LL7E SR ER e p A A i
I ATRAE R e BB, B RafuPaxos (1K) % % §E30 15 &5 1 & 5l B, AL
Sy (122.123] BECSHEERL o  as ST RY R

PR 45 SR SRR AL A S Mk 5 A 2 4 %

) (AU 77, SRR g TR :
{ R 1 N ’ [P i ,ﬂ z ‘$~% [N
GRS [126]  BIEATfRERAEIR T SRR gg;umﬁﬂmﬁr SEmt. 4
frstt o sty TOBULIETIE, SR MBLAL I LT e 0 I X DL e X1 B
. (1271 SRRTLIER i T T TR B 5 TT48 R
ﬁﬁ 25 1agn METZKPHISLE 03, 2E OGO (BT b1 51530 {2 77 4, A A B AR
[128129] ™ g ippeit ] Grothl6), nJly FBR £ o KO I S iE
WSATRE ST TERAGMIEL i HhenclavelH € JFRIO( - BRI 5 O fF It M B P TR R M,
{5t [30) " gaccwept oy 43 9F450(An)), SHTEEIZ B A
3t P _ o S 110 7E B UM R A e 2
pazsa BT maosamasmon e e
135 CETZKPIEURA B, £ RO+ UEO(T) (W41 A S5 90 TF 4 i, M 7K ML
] SHHEUEY)  Grothl6), iy BEAACHCE L EHIE 5
Bl RACHIRIC  JETTTPRISNRE i tenclavelsiETFHIO(HLIRIL by b O, 115 £ 1 515
seti getkaEmy 136 SPREW] AFIFHIO(n)), SUTEEIZ B WS
[137,138] %ﬂzﬁjﬂﬁgw AT = AL 2% 3R i;;;gﬁiﬁ?}zﬁﬁﬁﬁ%xﬁu

io.1a0 MET RSB U V1A RO(ogn) K Ollogn) (] % 4676 4 5 LK1 51 T3
(1391400 " wpbmsir  fnMerkle tree), o C L MR 240 TF4Y, B5 R4 R IR

Hpn At AT 0
‘ e o e )+ g s Y :
T TR 1 2 S L(ZZI)}”\,?A;J]?S )gﬁz+ﬁ% F@Eklgjjtgmgg Ty NS Bty o A

[1a1.142] BoiiE (bl TEE ) 8 LA DL B § SR P
AKEBHA O+ EFFEIROG), 9 AF Bl B\ 2% 15 24 T e S0 R

[143,144] BB

Bl BdEm s HEK DT 7 A e 5 B A 18
W R - R 52 T & B se AT, AT A
[130,145]  FEERARSI W R AA S T TR Ve . BSULE RIS
[86.95]  FEYERARLERIHLH iﬁgﬁomﬁﬁ%ﬁ%ow, nA ig%%iﬁuﬂﬁg%ﬂﬂ&%ﬁﬂﬁ
%‘ i (=} | X n
S 01y <q), KIS GBI, DT

T EAE R, EENE S 2

el ER-IE TR o o
fag)  PERIIRTH o i i 4 R, oy

i I 5 e

© HFBIERAIEIFIDN  hipsswww. jos. org. en



& 5 AT NSRS ARG 2635

5 REESRE

Kl ER VOB 2 4 5 5 WS L A B, 0 ROBORR AR . Al AR, AREEL RATATIIINZ 6
B BL A SCHE SR80 ER LB A AN FIR B, RGO T BB B 42 5 R A P 1R 8 LR A A T PR A AR A R
W ZR 658 14 0T, 2R G EORAE R P iR 2R T % 4 55 T R R DR, (B E e T R 2
FE EAETTE B AL 3 A N EE., Dy B B A FEARLAET, 2% 10 X SEHORBEAT 1R IR0 B R 25 AT ik —
o5 MR BICHE B AU ) R R B 4G, BT 4 B4R AR R ) R BBk, X AR 07 1A AT R 2.

R0 ZE5GAERBEBAR X T
HARR LB AE THHRIRE GBS EEH s sy

AR, %4, AN AEW; G TR AR R, SR TEN. K

Herds Wi fie I emmam-pmibarg | AN LR
i R BURRIE. TR LERAN TR, & ) LB BRI RAE. AR
i £ B A T Tt 1]
s S e s ssoi e v A1 R SRR
e ARG, BE L uE. BB, Ak SRR RS AR, 5
1 e kb 4 g R G 2 3 4 e
ARG WREKANI oo A enclavelUO. 7o {77 B e, SRR o 3 By DU
g P8 Py Yot B X
‘ e EMRAREERE. R
N =y i) W A2 7E T A2 \i‘ﬁ,‘} 1] ‘E’l N Vs
ATy ETUMEIARE e g T RURIEDORE G g e it
ek
. — 5 CE) S R I B AT R R 5 B 6 L% 2
FHRUER] AR R/ EIE B BE G i ¥ S
it IR ERER B G EOVEREFRECS DGR BRIEA I SR I 1
% VEGER. SR AT (RETT) 95 B S B8 3 2
wRL EHMABAMED g PRREBER, 5 5rH Ao T (5 B A
5 WA i g YRR AL T
LR XHRIL. " o m e B L. R REG AR
,Zﬂ%% %ﬁé%?"]ﬁﬁjr EF' =1} ;jx:l//l:{ﬂ]g\ XEJ%M:%%EIE %—Féﬁé%?fﬁjﬁﬁ
TR AR, et VIBARAE BFR A DRiEse AR IR SR e A, B T
1 ] i I ey R ast ﬁﬁgggﬁ%@ﬁﬁ BRI
rE
TS e S AR BB, WS 5 AT B T U R ST T T
EAER s e B g o
— o - B TR R ) AR B O AT W B G b L B
MK KE AR Befic e G S
g P RRREL P T R N A T T e I
e B AR AR TR R S LB B R
s AL AR (o OUEHILR b AECLBTV TS P S

ST BHL I PR R AR OB R T B 75 A A ARTH IR R A 5

51 BIBEZRBRELREL

T IA 2R RGN, ASCRAE 15 1 W5 A =2t ThIRIAL & 22 e R,
7R T B I 2 A ORI AT G 3 i 2 (1 B — SRR B e T 0, D N B A5 A B R R Bk, 3B b Y R AL
SRR PRI R R 2 R AT AU TIB WG 280X 3 SR ERIFAT AR, S A ME, AR LEHRIX 3 KL
MIER LA X5 O [l i, foe A i — R ) A % 2 A ORI AR R (W 8 s,

(1) FEAtk: g m g o 5 Bl 2 4

TRIEHAE DR EE U 22 A R A, 5 TR e 78 A7 08 A0 A B R o (L 1k 5 e B, D AR/ X

© PEBEERKCEIFR  htps/www. jos. org. cn



2636 HAFFIR 2026 F5F 37 A% 6 &

IE . A BUE AR TLS S5 PN, MR T s 2 A 5 1 A B 2R, (R e AR A DA OR I A £8 T A AR B A
BRI 2 A, DRHESD TR BRI R RS

Y s
e85 T

NS
Bhile: PEREFFAI
AT FIPE AT
(s
ey B B 3? %
G (34 P REAR T Bl s kRS .
Kl 2 4 SHREA 1A

Pole: RARE )7
FEAENINETE I 7 XS

I AT a2

P Ll
DI QI PR
ol FHRRCEAK.
e E AP

B8 Kt TR 2 A R R R

(2) FATERZE: IR TR RIS R

N TSI A R HAR IR, KR 3 A% ORISR, 535 AN IR 4 BE R0 ) A5 T i A o 1) e s Bk k.

1) BRAAIEBR IR 2R (RPEZTH): 1% LR HE &2 75 ZKP SR8 240775 UL K 28 4y Bafh S5 7 i N ARER,
SR /i 0 o = | B/ W R e ey 81 7 o ol = I N U ek L = B R e 5 W s i e NI 4 e
P BRI 7] 7.

2) T {F e B e £ (RE(FJZT00): LA TEE J9ARER, 85 @ 7 W FR R 8 1) 22 4z X, AR AR R as ML s 1 5 e 3
PE. MR T AR 5, FESCRRE AT, (R 2 VOB T ) 3, HARCE (5 2 ok S5 XU

3) AR ATE WIS 4 (JEH)ZT): DAX S IPFS. HUr /K BRI A AR, FIR 2 O Ak SRR 9 5 44
AT EAR OB SR AR B ORI F e 70, R 2 5 E T IS AT ) . AR I SR8 eR AN A A S5 Bk

() KleaHh

KRR JR A RN 22 Pl R PR LR IR FE Ry, R T8 55 R A A A R A 00 b [ 2 Ak R T, SRR 45 & (n
£ TEE Fig A7 A THE WA, S RE 5 2 4%) ZHORIE (gl & X PaE IR 15 0 2 /K Btk 88 BUIE ) 5. B 2%
H AR RAG S5 R )18, TR A BB BRI 2 AR IR & . DUA B 7L O R 00 H B R (A& R AE, BRI
NEATR 3 A5,

1) XHUHE+TEE S2BLBE N 54 ERAE MBS % XV BE Al AR mr . VB RICRAR I 9 3, B AT (o
X B 3 it en U2 56T TEE (T 30 daic s ') R TEE 76 5% T i 25 B Hh A 8 5008 S8 F 2508 8, 1
P45 R aiE i RBE. X PRl A BECR B T X BRI A nT B, SR TEE ff ik 7 M BB STUR B FA LR 37 7] R4

2) BEFR 2 ST+ B AL/ (X BB S P (7] 5 B RO R B B — O TPE S 2 S 470 1T I s FEE ik XU, 17 Wed 25 ALY
24 2y W FL S IR 2 31, 6 A MR R B 37 rh R s 7 DA 11 BRAAHENT; Peng 25 N U2 45 & [X Ll 5 IR 22 51,
FIFEE R Re A At A R I R, Mk T RO RS 2R AN PSR BV S R AN P 8 314 ) .

© PEBEERKCEIFR  htps/www. jos. org. cn



& 5 AT NSRS AR S 2637

3) BT 7K B+ 2 S B A B S B B AR R e BT X AR SEK BN G R R . B SCOK EE SR Y el A, SC
Wk [86] H i 0 i A BOR 5 57 /K NS &, A5 T NI B 0 bR, BEERIIE 7 /KBNS B AOLE VR, SCSeBl 7
Kot it 7 5 10 STEE .

REEGRGIR Y, B BORBR L OO USRI B, BOR R E IEAE SO DA RE- 22 -Fa A 7P T8 B0 R 42
SR, X — R A R AU IR BOR (BB AT e 22 R e P RE T8 L O A FE ph R, 3l 1 2844 B8 SEBLAS
(7 45 AR B 2 PR D0 325 EL A I T A T 2 ) T RESE AL,

52 WRERRBARBLREL

B R i) L, S X B AR T SRR, A SCHE— DL 158 1 4R A IR R IR B R AR,
R T B R R TR T SRR R B B O T AR, R 1) S aT IR AE, AR W 1), S RS
B0 2) AT T IAIE, A pReAT 9 75 A R B A, R B DR 3) A T IR, it ok Bdls A B K LA 2
NI, S A S R 2 R W] 9 i, 31X 3 AN BOZ R ik, AN S: T BORA R I S,
NARNMRIRFE TS AR R 559 T 7 1.

PSR RT3

- KR A 1 SR L 75 A 5 B A

IERILRSE S BORSICHE: BRUSEDT . 0 4% i s oy s s

PrigiEs HORA R AR
1R

R DEAT R TR 5 R HY [
BORSCHE: WAFRRRS . A UL IRAE

Sy AT B AIE
fif TR R R R i)
R Y PRI, $7%4 . PUFZ:

B9 Bl ZEE U 5 R R BR 4L

(1) St rT9s R B

R Bz o THREIERIES 577 (A Wk RS0 B S0 TE, RUE e fR 2 i R L BoR 1
T ER T w6 TR, B A E 5 = S B A . PUF S8 AR B L E (4 2V LR, JWHk
o i 5 S R B O A AR AR R 2.

(ELZ Y B e BE MO oAU, 7 B i B RS A ARG, LIS IERE T AR TS S 0, Tei R e EARTE B &S
S EAT AT AE, HE DL AR SR BRI S K.

(2) T AT B IERT B

WEE B NARER R ATSEIAT, IS AR R RS B 0 R B BT, W0 I B A AT R 5 A .
DR RIE — ) B, R T Ak RSB R 2L,

o JETHEAFRR B B 2. UL TEE JARR, ek B8 25 A 22 4= DXl O A b ZEAT D9 AN A ™ A% 1% € AU 30T,
I T8 I S REAE WAL SMIE SEHAT ) S8 1. AZ B EREAT 0 I AT A5 e AEREAF ) R 3R AR T (S AR L

o ST AT SR I 2. DL BB R AR AR, R Bl 1 OGB48 AR T s e 2 A UKAS |, SEBL s po Ol it
FEd U, BN B B A QL RS TTAT N, AR AT NI RS VR VAR 2 S 53 LR A R E.

PR B 2 3R T T R R AR A5 B S T . SR T, TEE T B 0F-1- 5 A 5 TE i 55 22 4 XU, T
X BRBER AR I A2 TP RE . Ty AN A B Ak 1 25 A Bk k.

(3) WA TT B e R B

TE 53 54T NG R BE RN b, WIS BORBE— 20 K e 2 U0 UE KR A A AR B B 9 A B (0 LSk, e R AR LR
K AL ATSE R RTRIE B AT ] BiE TS AR Ry B i A BOR, (8 HE A 7 REAE AN FR FERL O DL T, IE W%

© PEBEERKCEIFR  htps/www. jos. org. cn



2638 HAFFIR 2026 F5F 37 A% 6 &

PERIR VT ELE AR R e SR . B 2 S5 IR BRI 1 SR BRSO A A R A R . ISR
W12, AR P 25 B S M SR UE R IR A 11 S RE.

ZW BORIRER T T R 9 A B S R ORI R g, (BTG PR AR, — 5T, ZKP A1 VC 385 FHEEOK, Fm
MBI B 53— D7 T, H0 55008 R R T 4 SR B, 5 2 BE T AR 77 A 1) R 2 4 ) /g2
M. SR THIRUE R . AT 1, A TR A RE S TS, A AR A SR AT 7T 2 p.

4 Keash

W& R LB R H 8 T BT T RIETE, " ERAER AR IERZER. Bt A R 7 iR R, Rk, X
PR ARAG RS B0 AT AR AR S 4ERIERE ), WE R BRe. B R IEEE v {5 IS b R R, 584 S
P 2 2R MR @ R R
53 RESAEMNESRE

RUEARICEE 3. 4 MR T HIR ERRET RPN 250 EHEAR, (AEHIE ERRIB N LT, =
H R AR AN T GBS HAE I B A AHIE R R,

TN R R TG RA LRI, F1 a0, 26 Z e 505 inl 6 1R, 7S B E RS s, §
GRS AT 3, BT TEE 0 P 7268 B, 1847 3 P B 56 5 18 488 AT Re gl B i, BUEAT AT 28k, 2, AT{E L
1) DU A B AAF 22 4 SR A A5 1) D T B i 4 YR T DA T R TR AR AR REROA R AR, AT TR Rt
AP A RIGUE. —FERARE TR Y L AR R TS . TS IR A 1 R ARG L.

SR, 75 S22 A AR5 1R (RIS )43 A B 28 A0 75 0 T N i J2 1) v 5 5 AT, S P J 2 IR DA o 3 AR B
FELAR 3 MR,

(1) FHEATAR AR5

i, o3 A5 FPTE W 2R (X B A% O R R 25 DA B AT, BT 22 7 S PR T Rt S — SR R R 1
TR B 25 B 28 (W0 TEE) AAS AT AR DU 8 2 76 58 (R 1)1 X — s b i b, MIX3BE 5 TEE 454 (W0 TEE TS Al
B N I, REMEE IR S R AE AR RN B4, B AR 22 i RGN RE R TEE Al J2 1 V) ¥ 05
T 5 804 R 5T A 3. Wl 78 51 NBE AR 1 R, RREER 23 43 SRS 00 2 O S AT, S b & 3 p w1 1)
R

(2) BB L Thae H AR BT

T2 AR ) BRRL 1 8 R 202 A A SR PR R AR A RS 2R T M 5 00 B 20 ) SR o M (TR T 2 3. TE3
W RATHY B, 45 R FH 22 43 B RL VA 0 M 75 R R4 B R, 1T 6 2 B SR 030 /K B s 8 2 38 201 SE 48 1k, S ECIR ML i) 2%
B R, 58T I8 B SR R N e R, X AT R 5 RN R 1 R A SR UL v 53X e A - S VR 1 1R 2,
fHE45 SR — Rl A7 S L [ B 2 e 08 P P e A PR 5 TR FEE 1 A

(3) ST E R S HARMERERI T &

Kb 8 Xt ST B SRS G, T R e B P A S AR A A B BRSSOl (S A, 40, [RIAnE RE AR
UEBA BARBIR 58 %, (H HTH R G e B LU SO B R BN B . #00 Bl 3 e A AR B X et |, 4 F
BRI RE S5 B R Gas 28K SO AR AT RSN, S ARSE T B SR T F, Tk AMBESIEE R
1 TR AT
54 XKEHESHRKMZTSE

TE 224 ] A R B 2 3R I R, R AAAE DA A 75 20 A R e 1) =8 LB,

(1) ZAM SRR AR ETE. — 70, T 55107 M AR At 5T M 5E 2 (R B
5T, X P AT (R R TE = Ak 3 = T T 14 RS, BR ) FE SRR R .

(2) DA 77 AT THI R 2 4 Bos . 81l 2n, TEE BRI T 32, (HAKSR 55 52 A5 18 Bk RO R (R R 5, Ja 4
YoM 22 4. A G 2 OS2 B BT S0 O, T R ) B S R R . A S T Rk T e
SR, SRR

© PEBEBPHIFST  hip:/www, jos. org. cn



K F TN HEE T RE SR 2639

(3) FRAAORY B A B Y3 0 W B RA PR 5 ) R 2 18] R . 22 70 Bl s i A 55 07 v BLAR BE TR Bl
b, EAEAE & BEAR KR T . X R BESEHORAE AL R 97 J7 TR AF A2 SR B [T, i it 55 ) (036 301 A0 ST AR I 2
A, B B AL AL B

(4) AT He T AR Ak 900 AR AE 3 AN W 7 T 475 A7 b . B S0 SR B0 s 0 e X e 6wl i 5
JERAR, 38 FEAN A SRR AN AR B ) ) 5 PR I0 I A 52 BR T PR REANBE AR A, B, BT 58 =7 B0 s = 3B 4,
e VA SE A A AR 7oK 25 T TS AL SR UE A AR AA ML RETT4Y, JF TR 3R XHRBE USRI N T 37 5. BB A il
Yt Hai 2%, 25 LA W, %40 505 B A0 i o7 58 6 BLR & S PR REAIE NERE 7, IF Bk — PR ER
B I FEIHLA.

RAKHFFERT LML 5 AT T

(1) B T8 B A 22 A ) T B 55 3 A5 T

YA A R A N3 A2 HEAT AR 2 13z S IR 1 e 35 SO K AN T 55 52 2% P2 2 AR B g I A 1 e, S 350 Hoe P W ST B
18, S LASZ ST Blia viol. R, 2242 2 7 v S KT s B ) PR A7 AE e B I IBAS R O A, RRIIETT 5 B AR
THETREAF D ) FHE 04 3845 &R/ ME I MPC PhsCBeH 48, AR YR s Bss 25 A1 S 43 #3755 R PR Re AN vT
F i 7.

(2) BT RN 530 5 B o S

SR TEE 4 2N H, {H Spectre. Meltdown A H AR AL 1 3 T Gl S8 R 0004 T8 el m] 257 328 0ok 1 15
[, 200 Z A RSA. BCC S5 AP R InE 5115 Shor SIAK B, AR TN B G E PR 151
SVEAERR U PP R G G, DA TR 5y A P AE AN LA N SR (U538 TEE 28R 801t

(3) fiEt R BERA PR B A FR B A - 0 PR A A8 A A e

A 2253 B AL 75 A0 2 s A B30 B R 2 A i I, D9 DRAE RS R TSR AE 51 NI 2 e 7 | 2 K T I
VR B AR 5 PR 2R T 00 2 A1 TR 9 3 2 R 7S AN AL ) LA R P58 F) R B R, A 507 J2 T A 7k %1
A A B R DR 37 500 P 5 s A < TRV 5, i Al SR i e Bk ) 2 B 4.

(4) MU SRR I Al 5 PERIE IR &

TR UE 2B A AL, DXCHREE R DL B U0 R B T ) B SR ) S, TEE s LS S b O | R 57
BAR. RRFH T2 PO AL TS LI 2% (0 e R, DL 6 TEE S0 48— REUE I P, DL B e 75 85
S i i R R A AR R

(5) LB ARRE Y B R Ak

AR BN ERAR A W, BB Bk & A&, f7hk. B, ARG — a5
R PRFEHEZY, M R B BB A AS AL 1D 0 AL, TE Rl e 2 i o) SUD ) 22 4 T A5 AR 2.

References

[1] Draft expert group on definitions in the data field. Interpretations of common terminology in the data field (first edition). 2024 (in
Chinese). https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf

[2] Kocher P, Horn J, Fogh A, Genkin D, Gruss D, Haas W, Hamburg M, Lipp M, Mangard S, Prescher T, Schwarz M, Yarom Y. Spectre
attacks: Exploiting speculative execution. In: Proc. of the 2019 IEEE Symp. on Security and Privacy. San Francisco: IEEE, 2019. 1-19.
[doi: 10.1109/SP.2019.00002]

[3] Bates A, Hassan WU. Can data provenance put an end to the data breach? IEEE Security & Privacy, 2019, 17(4): 88-93. [doi: 10.1109/
MSEC.2019.2913693]

[4] LiJH, YinY, Li SY, Lin X. Review of big data security and privacy computing technologies. Journal of Cybersecurity, 2024, 2(6): 1-15
(in Chinese with English abstract). [doi: 10.20172/j.issn.2097-3136.240601]

[5] Zhong ZY, Zhu CH, Li JZ, Zhang MH. A survey on blockchain-based trusted data elements circulation. Frontiers of Data and
Computing, 2023, 5(5): 46-62 (in Chinese with English abstract). [doi: 10.11871/jfdc.issn.2096-742X.2023.05.005]

[6] Wang LP, Guan Z, Li QS, Chen Z, Hu MS. Survey on blockchain-based security services. Ruan Jian Xue Bao/Journal of Software,
2023, 34(1): 1-32 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6402.htm [doi: 10.13328/j.cnki.jos.006402]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://doi.org/10.1109/SP.2019.00002
https://doi.org/10.1109/MSEC.2019.2913693
https://doi.org/10.1109/MSEC.2019.2913693
https://doi.org/10.20172/j.issn.2097-3136.240601
https://doi.org/10.20172/j.issn.2097-3136.240601
https://doi.org/10.20172/j.issn.2097-3136.240601
https://doi.org/10.11871/jfdc.issn.2096-742X.2023.05.005
https://doi.org/10.11871/jfdc.issn.2096-742X.2023.05.005
https://doi.org/10.11871/jfdc.issn.2096-742X.2023.05.005
http://www.jos.org.cn/1000-9825/6402.htm
http://www.jos.org.cn/1000-9825/6402.htm
http://www.jos.org.cn/1000-9825/6402.htm
https://doi.org/10.13328/j.cnki.jos.006402

2640 HAFFIR 2026 F5F 37 A% 6 &

[7] Zhang YF, Zeng D, Luo JL, Xu ZL, King I. A survey of trustworthy federated learning with perspectives on security, robustness and
privacy. In: Proc. of the 2023 ACM Web Conf. Austin: ACM, 2023. 1167-1176. [doi: 10.1145/3543873.3587681]

[8] Jing XY, Yan Z, Pedrycz W. Security data collection and data analytics in the Internet: A survey. IEEE Communications Surveys &
Tutorials, 2019, 21(1): 586-618. [doi: 10.1109/COMST.2018.2863942]

[9] Shan ZH, Ren K, Blanton M, Wang C. Practical secure computation outsourcing: A survey. ACM Computing Surveys, 2018, 51(2): 31.
[doi: 10.1145/3158363]

[10] Hong QA, Yu RD, Yu SB, Long XY. A review of data element circulation for intelligent connected vehicles. Information and
Communications Technology and Policy, 2024, 50(3): 27-34 (in Chinese with English abstract). [doi: 10.12267/j.issn.2096-5931.2024.
03.004]

[11]  Hou JW, Qu LL, Shi WC. A survey on Internet of Things security from data perspectives. Computer Networks, 2019, 148: 295-306.
[doi: 10.1016/j.comnet.2018.11.026]

[12] Liu LW, Fu CH, Sun ZK, Zhou Y, Ruan N, Jiang CJ. Privacy key technologies in whole stages of data circulation: Current situation,
challenges, and prospects. Ruan Jian Xue Bao/Journal of Software, 2026, 37(1): 301-325 (in Chinese with English abstract). http://www.
jos.org.cn/1000-9825/7478.htm [doi: 10.13328/j.cnki.jos.007478]

[13] State Administration for Market Regulation, Standardization Administration of the People’s Republic of China. GB/T 37988—2019
Information security technology—Data security capability maturity model. Beijing: Standards Press of China (in Chinese).

[14] Lyu GX, Liu P, Lu YM, Wang TY, Kang XG. A data middle platform architecture based on microservice serving power grid business.
In: Proc. of the 8th IEEE Int’l Conf. on Cyber Security and Cloud Computing (CSCloud)/ the 7th IEEE Int’l Conf. on Edge Computing
and Scalable Cloud (EdgeCom). Washington: IEEE, 2021. 219-224. [doi: 10.1109/CSCloud-EdgeCom52276.2021.00047]

[15] LiBS, Hu QG, Chen XF, Gao BQ. Research and design of data platform for power grid enterprise. Electric Power Information and
Communication Technology, 2019, 17(7): 29-34 (in Chinese with English abstract). [doi: 10.16543/j.2095-641x.electric.power.ict.2019.
07.006]

[16] LiuK, Wang SL, Cheng W, Yang WB, Yang SZ. Research on middle platform construction and large data analysis of power enterprises
based on Aliyun. In: Proc. of the 2022 Int’] Seminar on Computer Science and Engineering Technology (SCSET). Indianapolis: IEEE,
2022. 326-329. [doi: 10.1109/SCSET55041.2022.00080]

[17] LuX, Zhang ZJ, Zhou T, Niu T, Li M, Guan ZT, Ma T, Zhu LH. Decentralized fair IoT data trading via searchable proxy re-encryption.
IEEE Internet of Things Journal, 2024, 11(11): 19485-19499. [doi: 10.1109/JI0T.2024.3365832]

[18] Hu DH, Li YF, Pan LX, Li M, Zheng SL. A blockchain-based trading system for big data. Computer Networks, 2021, 191: 107994.
[doi: 10.1016/j.comnet.2021.107994]

[19] Lyu QY, Zhou YL, Ren YZ, Wang Z, Guo YC. Toward personal data sharing autonomy: A task-driven data capsule sharing system.
IEEE Trans. on Information Forensics and Security, 2024, 19: 9760-9774. [doi: 10.1109/TIFS.2024.3472529]

[20] Lu YL, Huang XH, Zhang K, Maharjan S, Zhang Y. Blockchain empowered asynchronous federated learning for secure data sharing in
Internet of vehicles. IEEE Trans. on Vehicular Technology, 2020, 69(4): 4298—-4311. [doi: 10.1109/TVT.2020.2973651]

[21]  Chatziantoniou D, Kantere V, Antoniou N, Gantzia A. Data virtual machines: Simplifying data sharing, exploration & querying in big
data environments. In: Proc. of the 2022 IEEE Int’1 Conf. on Big Data. Osaka: IEEE, 2022. 373-380. [doi: 10.1109/BigData55660.2022.
10020508]

[22] Peng S, Sun D, Zhu LK, Zhou HT, Zhang XS, Cui CC. Enhancing cross-border data sharing in blockchain networks: A compliance-
centric approach ensuring anonymity and traceability. In: Proc. of the 3rd Int’l Conf. on Computer Science and Blockchain. Shenzhen:
IEEE, 2023. 200-204. [doi: 10.1109/CCSB60789.2023.10398873]

[23] Rahman MS, Al Omar A, Bhuiyan MZA, Basu A, Kiyomoto S, Wang G. Accountable cross-border data sharing using blockchain under
relaxed trust assumption. IEEE Trans. on Engineering Management, 2020, 67(4): 1476-1486. [doi: 10.1109/TEM.2019.2960829]

[24] Malhotra P, Singh Y, Anand P, Bangotra DK, Singh PK, Hong WC. Internet of Things: Evolution, concerns and security challenges.
Sensors, 2021, 21(5): 1809. [doi: 10.3390/s21051809]

[25] Huang JY, Bai JX, Zhang X, Liu Z, Feng YH, Liu JC, Sun X, Dong MX, Li M. KeystrokeSniffer: An off-the-shelf smartphone can
eavesdrop on your privacy from anywhere. IEEE Trans. on Information Forensics and Security, 2024, 19: 6840-6855. [doi: 10.1109/
TIFS.2024.3424301]

[26] Guan L, Liu P, Xing XY, Ge XY, Zhang SZ, Yu M, Jaeger T. TrustShadow: Secure execution of unmodified applications with ARM
TrustZone. In: Proc. of the 15th Annual Int’l Conf. on Mobile Systems, Applications, and Services. Niagara Falls: ACM, 2017.
488-501. [doi: 10.1145/3081333.3081349]

[27] Han S, Jang J. MyTEE: Own the trusted execution environment on embedded devices. In: Proc. of the 2023 Network and Distributed

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1145/3543873.3587681
https://doi.org/10.1109/COMST.2018.2863942
https://doi.org/10.1145/3158363
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
https://doi.org/10.1016/j.comnet.2018.11.026
http://www.jos.org.cn/1000-9825/7478.htm
http://www.jos.org.cn/1000-9825/7478.htm
http://www.jos.org.cn/1000-9825/7478.htm
http://www.jos.org.cn/1000-9825/7478.htm
https://doi.org/10.13328/j.cnki.jos.007478
https://doi.org/10.1109/CSCloud-EdgeCom52276.2021.00047
https://doi.org/10.1109/CSCloud-EdgeCom52276.2021.00047
https://doi.org/10.1109/CSCloud-EdgeCom52276.2021.00047
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.1109/SCSET55041.2022.00080
https://doi.org/10.1109/JIOT.2024.3365832
https://doi.org/10.1016/j.comnet.2021.107994
https://doi.org/10.1109/TIFS.2024.3472529
https://doi.org/10.1109/TVT.2020.2973651
https://doi.org/10.1109/BigData55660.2022.10020508
https://doi.org/10.1109/BigData55660.2022.10020508
https://doi.org/10.1109/CCSB60789.2023.10398873
https://doi.org/10.1109/TEM.2019.2960829
https://doi.org/10.3390/s21051809
https://doi.org/10.1109/TIFS.2024.3424301
https://doi.org/10.1109/TIFS.2024.3424301
https://doi.org/10.1145/3081333.3081349

MK F TN KER T RE SR 2641

System Security Symp. San Diego: Internet Society, 2023. [doi: 10.14722/ndss.2023.23041]

[28] Du DD, Yang BC, Yu Y, Xia YB, Ding ZH, Zhao YW, Zhang L, Zang BY, Chen HB. SegTEE: Trusted execution environment for
lightweight edge devices. Chinese Journal of Computers, 2025, 48(1): 188-209 (in Chinese with English abstract). [doi: 10.11897/SP.J.
1016.2025.00188]

[29] Khan MN, Rao AS, Camtepe S. Lightweight cryptographic protocols for IoT-constrained devices: A survey. IEEE Internet of Things
Journal, 2021, 8(6): 4132—4156. [doi: 10.1109/JI0T.2020.3026493]

[30] Hazum A, Mana O, Wernik I, Melnykov B, Efrati C. COVID-19 goes mobile: Coronavirus malicious applications discovered. 2020.
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered

[31] Gavazzi A, Williams R, Kirda E, Lu L, King A, Davis A, Leek T. A study of multi-factor and risk-based authentication availability. In:
Proc. of the 32nd USENIX Security Symp. Anaheim: USENIX Association, 2023. 2043-2060.

[32] Song WN, Ming J, Jiang L, Xiang Y, Pan XC, Fu JM, Peng GJ. Towards transparent and stealthy Android OS sandboxing via
customizable container-based virtualization. In: Proc. of the 2021 ACM SIGSAC Conf. on Computer and Communications Security.
ACM, 2021. 2858-2874. [doi: 10.1145/3460120.3484544]

[33] Hong SM, Xu L, Huang JW, Li HD, Hu HX, Gu GF. SysFlow: Toward a programmable zero trust framework for system security. I[EEE
Trans. on Information Forensics and Security, 2023, 18: 2794-2809. [doi: 10.1109/TIFS.2023.3264152]

[34] Karapanos N, Capkun S. On the effective prevention of TLS man-in-the-middle attacks in Web applications. In: Proc. of the 23rd
USENIX Security Symp. San Diego: USENIX Association, 2014. 671-686.

[35] Rescorla E. The transport layer security (TLS) protocol version 1.3. 2018. https://www.rfc-editor.org/rfc/rfc8446 [doi: 10.17487/
RFC8446]

[36] MITRE. CVE-2014-0160. 2014. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160

[37] Machren M, Nieting P, Hebrok S, Merget R, Somorovsky J, Schwenk J. TLS-Anvil: Adapting combinatorial testing for TLS libraries.
In: Proc. of the 31st USENIX Security Symp. Boston: USENIX Association, 2022. 215-232.

[38] Lenovo caught installing adware on new computers. 2015. https://thenextweb.com/news/lenovo-caught-installing-adware-new-
computers

[39] Rao V, Prema KV. Light-weight hashing method for user authentication in Internet-of-Things. Ad Hoc Networks, 2019, 89: 97-106.
[doi: 10.1016/j.adhoc.2019.03.003]

[40] Ducas L, Kiltz E, Lepoint T, Lyubashevsky V, Schwabe P, Seiler G, Stehlé D. CRYSTALS-Dilithium: A lattice-based digital signature
scheme. TACR Trans. on Cryptographic Hardware and Embedded Systems, 2018, 2018(1): 238-268. [doi: 10.46586/tches.v2018.i1.238-
268]

[41] The Guardian. Fastly says single customer triggered bug that caused mass outage. 2021. https://www.theguardian.com/technology/2021/
jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage

[42] Zheng L, Zhang X, Zhang SJ, Chen XH. Research on multi-path network in cloud computing based on SCTP. In: Proc. of the 8th IEEE
Int’l Conf. on Cyber Security and Cloud Computing (CSCloud)/ the 7th IEEE Int’l Conf. on Edge Computing and Scalable Cloud
(EdgeCom). Washington: IEEE, 2021. 30-35. [doi: 10.1109/CSCloud-EdgeCom52276.2021.00016]

[43] Winder D. Microsoft security shocker as 250 million customer records exposed online. 2020. https://www.forbes.com/sites/daveywinder/
2020/L01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/

[44] Dauterman E, Corrigan-Gibbs H, Maziéres D. SafetyPin: Encrypted backups with human-memorable secrets. In: Proc. of the 14th
USENIX Symp. on Operating Systems Design and Implementation. Berkeley: USENIX Association, 2020. 1121-1138.

[45] Li M, Chen YF, Zheng SL, Hu DH, Lal C, Conti M. Privacy-preserving navigation supporting similar queries in vehicular networks.
IEEE Trans. on Dependable and Secure Computing, 2022, 19(2): 1133—1148. [doi: 10.1109/TDSC.2020.3017534]

[46] LiM, Zhu LH, Zhang ZJ, Lal C, Conti M, Alazab M. User-defined privacy-preserving traffic monitoring against n-by-1 jamming attack.
IEEE/ACM Trans. on Networking, 2022, 30(5): 2060—2073. [doi: 10.1109/TNET.2022.3157654]

[47] LiM, Zhu LH, Lin XD. Privacy-preserving traffic monitoring with false report filtering via fog-assisted vehicular crowdsensing. IEEE
Trans. on Services Computing, 2021, 14(6): 1902—-1913. [doi: 10.1109/TSC.2019.2903060]

[48] Li M, Chen YF, Gao JB, Wu JY, Zhang ZJ, He JL, Zhu LH, Conti M, Lin XD. Accurate, secure, and efficient semi-constrained
navigation over encrypted city maps. IEEE Trans. on Dependable and Secure Computing, 2025, 22(3): 2642-2658. [doi: 10.1109/TDSC.
2024.3521396]

[49] LiM, Zhang MW, Zhu LH, Zhang ZJ, Conti M, Alazab M. Decentralized and privacy-preserving smart parking with secure repetition
and full verifiability. IEEE Trans. on Mobile Computing, 2024, 23(12): 11635-11654. [doi: 10.1109/TMC.2024.3397687]

[50] LiM, Gao JB, Zhu LH, Zhang ZJ, Lal C, Conti M. Time-restricted, verifiable, and efficient query processing over encrypted data on

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.14722/ndss.2023.23041
https://doi.org/10.11897/SP.J.1016.2025.00188
https://doi.org/10.11897/SP.J.1016.2025.00188
https://doi.org/10.1109/JIOT.2020.3026493
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://research.checkpoint.com/2020/covid-19-goes-mobile-coronavirus-malicious-applications-discovered
https://doi.org/10.1145/3460120.3484544
https://doi.org/10.1109/TIFS.2023.3264152
 https://www.rfc-editor.org/rfc/rfc8446
 https://www.rfc-editor.org/rfc/rfc8446
 https://www.rfc-editor.org/rfc/rfc8446
https://doi.org/10.17487/RFC8446
https://doi.org/10.17487/RFC8446
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://thenextweb.com/news/lenovo-caught-installing-adware-new-computers
https://doi.org/10.1016/j.adhoc.2019.03.003
https://doi.org/10.46586/tches.v2018.i1.238-268
https://doi.org/10.46586/tches.v2018.i1.238-268
https://doi.org/10.46586/tches.v2018.i1.238-268
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://www.theguardian.com/technology/2021/jun/09/fastly-says-single-customer-triggered-bug-that-caused-mass-outage
https://doi.org/10.1109/CSCloud-EdgeCom52276.2021.00016
https://doi.org/10.1109/CSCloud-EdgeCom52276.2021.00016
https://doi.org/10.1109/CSCloud-EdgeCom52276.2021.00016
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://www.forbes.com/sites/daveywinder/2020/01/22/microsoft-security-shocker-as-250-million-customer-records-exposed-online/
https://doi.org/10.1109/TDSC.2020.3017534
https://doi.org/10.1109/TNET.2022.3157654
https://doi.org/10.1109/TSC.2019.2903060
https://doi.org/10.1109/TDSC.2024.3521396
https://doi.org/10.1109/TDSC.2024.3521396
https://doi.org/10.1109/TMC.2024.3397687

2642 HAFFIR 2026 F5F 37 A% 6 &

cloud. IEEE Trans. on Services Computing, 2024, 17(3): 1239-1251. [doi: 10.1109/TSC.2023.3311586]

[51] Wang Q, Hu DH, Li M, Yang GM. Secure and flexible wildcard queries. IEEE Trans. on Information Forensics and Security, 2024, 19:
7374-7388. [doi: 10.1109/TIFS.2024.3430056]

[52] Shen H, Yu CG, Susilo W, Chen YT, Zhang MW. An efficient graph encryption scheme supporting shortest path fuzzy queries. IEEE
Trans. on Information Forensics and Security, 2025, 20: 8687—8700. [doi: 10.1109/TIFS.2025.3599388]

[53] Kyodo News. Japan local gov’t hard drives with personal info sold in online auction. 2019. https://english.kyodonews.net/news/2019/12/
e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html

[54] Kissel R, Regenscheid A, Scholl M, Stine K. Guidelines for media sanitization. National Institute of Standards and Technology, NIST
SP 800-88r1, 2014. [doi: 10.6028/NIST.SP.800-88r1]

[55] China Association of Communication Enterprises. T/CAICI 80-2024 Data security requirements and evaluation methods for Data
Destruction in storage media. 2024 (in Chinese). https://www.cssn.net.cn/cssn/productDetail/0751693eb1eb67025c4d2ddba83b952a

[56] Reardon J, Basin D, Capkun S. SoK: Secure data deletion. In: Proc. of the 2013 IEEE Symp. on Security and Privacy. Berkeley: IEEE,
2013.301-315. [doi: 10.1109/SP.2013.28]

[57] Ma A, Dragga C, Arpaci-Dusseau AC, Arpaci-Dusseau RH, Mckusick MK. Ffsck: The fast file-system checker. ACM Trans. on
Storage, 2014, 10(1): 2. [doi: 10.1145/2560011]

[58] Mykletun E, Narasimha M, Tsudik G. Authentication and integrity in outsourced databases. ACM Trans. on Storage, 2006, 2(2):
107-138. [doi: 10.1145/1149976.1149977]

[59] Shi RZ, Cheng RZ, Fu YQ, Han B, Cheng Y, Chen SQ. Centralization in the decentralized Web: Challenges and opportunities in IPFS
data management. In: Proc. of the 2025 ACM Web Conf. Sydney: ACM, 2025. 4068—4076. [doi: 10.1145/3696410.3714627]

[60] Dong HW, Zhang C, Li GL, Feng JH. Survey on cloud-native databases. Ruan Jian Xue Bao/Journal of Software, 2024, 35(2): 899-926
(in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6952.htm [doi: 10.13328/j.cnki.jos.006952]

[61] LiuJW, Shen HY, Chi HM, Narman HS, Yang YY, Cheng L, Chung W. A low-cost multi-failure resilient replication scheme for high-
data availability in cloud storage. IEEE/ACM Trans. on Networking, 2021, 29(4): 1436-1451. [doi: 10.1109/TNET.2020.3027814]

[62] McKeen F, Alexandrovich I, Berenzon A, Rozas CV, Shafi H, Shanbhogue V, Savagaonkar UR. Innovative instructions and software
model for isolated execution. In: Proc. of the 2nd Int’l Workshop on Hardware and Architectural Support for Security and Privacy
(HASP). Tel-Aviv: ACM, 2013. 10. [doi: 10.1145/2487726.2488368]

[63] Intel®. Intel® Trust Domain Extensions. 2022. https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-
final9-17.pdf

[64] Kaplan D, Powell J, Woller T. AMD memory encryption. 2021. https://docs.amd.com/api/khub/documents/ZcsCCmeL80dbtuf VIGpvw/
content

[65] Pinto S, Santos N. Demystifying ARM TrustZone: A comprehensive survey. ACM Computing Surveys, 2019, 51(6): 130. [doi: 10.1145/
3291047]

[66] Li M, Chen YF, Lal C, Conti M, Martinelli F, Alazab M. Nereus: Anonymous and secure ride-hailing service based on private smart
contracts. IEEE Trans. on Dependable and Secure Computing, 2023, 20(4): 2849-2866. [doi: 10.1109/TDSC.2022.3192367]

[67] Wang WH, Liu WJ, Chen HB, Wang XF, Tian HL, Lin DD. Trust beyond border: Lightweight, verifiable user isolation for protecting in-
enclave services. IEEE Trans. on Dependable and Secure Computing, 2023, 20(1): 522-538. [doi: 10.1109/TDSC.2021.3138427]

[68] Gentry C. Fully homomorphic encryption using ideal lattices. In: Proc. of the 41st Annual ACM Symp. on Theory of Computing
(STOC). Bethesda: ACM, 2009. 169-178. [doi: 10.1145/1536414.1536440]

[69] Acar A, Aksu H, Uluagac AS, Conti M. A survey on homomorphic encryption schemes: Theory and implementation. ACM Computing
Surveys, 2019, 51(4): 79. [doi: 10.1145/3214303]

[70] Cheon JH, Kim A, Kim M, Song Y. Homomorphic encryption for arithmetic of approximate numbers. In: Proc. of the 23rd Int’1 Conf.
on the Theory and Applications of Cryptology and Information Security. Hong Kong: Springer, 2017. 409-437. [doi: 10.1007/978-3-319-
70694-8 15]

[71]  Viand A, Jattke P, Haller M, Hithnawi A. HECO: Fully homomorphic encryption compiler. In: Proc. of the 32nd USENIX Security
Symp. Anaheim: USENIX Association, 2023. 4715-4732.

[72] MITRE. CVE-2018-8009. 2018. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009

[73] Zhang YH, Deng RH, Xu SM, Sun JF, Li Q, Zheng D. Attribute-based encryption for cloud computing access control: A survey. ACM
Computing Surveys, 2021, 53(4): 83. [doi: 10.1145/3398036]

[74] Ying ZB, Jiang WJ, Liu XM, Xu SM, Deng RH. Reliable policy updating under efficient policy hidden fine-grained access control
framework for cloud data sharing. IEEE Trans. on Services Computing, 2022, 15(6): 3485-3498. [doi: 10.1109/TSC.2021.3096177]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1109/TSC.2023.3311586
https://doi.org/10.1109/TIFS.2024.3430056
https://doi.org/10.1109/TIFS.2025.3599388
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://english.kyodonews.net/news/2019/12/e4d56ade9dd3-local-govt-hard-drives-with-personal-info-sold-in-online-auction.html
https://doi.org/10.6028/NIST.SP.800-88r1
https://doi.org/10.6028/NIST.SP.800-88r1
https://doi.org/10.6028/NIST.SP.800-88r1
https://www.cssn.net.cn/cssn/productDetail/0751693eb1eb67025c4d2ddba83b952a
https://doi.org/10.1109/SP.2013.28
https://doi.org/10.1145/2560011
https://doi.org/10.1145/1149976.1149977
https://doi.org/10.1145/3696410.3714627
http://www.jos.org.cn/1000-9825/6952.htm
http://www.jos.org.cn/1000-9825/6952.htm
http://www.jos.org.cn/1000-9825/6952.htm
https://doi.org/10.13328/j.cnki.jos.006952
https://doi.org/10.1109/TNET.2020.3027814
https://doi.org/10.1145/2487726.2488368
https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-final9-17.pdf
https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-final9-17.pdf
https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-final9-17.pdf
https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-final9-17.pdf
https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-final9-17.pdf
https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-final9-17.pdf
https://www.intel.com/content/dam/develop/external/us/en/documents/tdx-whitepaper-final9-17.pdf
https://docs.amd.com/api/khub/documents/ZcsCCmeL80dbtuf_VlGpvw/content
https://docs.amd.com/api/khub/documents/ZcsCCmeL80dbtuf_VlGpvw/content
https://doi.org/10.1145/3291047
https://doi.org/10.1145/3291047
https://doi.org/10.1109/TDSC.2022.3192367
https://doi.org/10.1109/TDSC.2021.3138427
https://doi.org/10.1145/1536414.1536440
https://doi.org/10.1145/3214303
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://doi.org/10.1007/978-3-319-70694-8_15
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8009
https://doi.org/10.1145/3398036
https://doi.org/10.1109/TSC.2021.3096177

K F TN HES T RE SR 2643

[75] Wang YZ, Zhang MW. Witness encryption with updatable ciphertexts. Science China Information Sciences, 2025, 68(3): 132109. [doi:
10.1007/311432-024-4214-0]

[76] Mi ZY, Li DJ, Chen HB, Zang BY, Guan HB. (Mostly) exitless VM protection from untrusted hypervisor through disaggregated nested
virtualization. In: Proc. of the 29th USENIX Security Symp. USENIX Associatio, 2020. 1695-1712.

[77] Sharma B, Pokharel P, Joshi B. User behavior analytics for anomaly detection using LSTM autoencoder—Insider threat detection. In:
Proc. of the 11th Int’l Conf. on Advances in Information Technology. Bangkok: ACM, 2020. 5. [doi: 10.1145/3406601.3406610]

[78] Saxena D, Singh AK, Buyya R. OP-MLB: An online VM prediction-based multi-objective load balancing framework for resource
management at cloud data center. IEEE Trans. on Cloud Computing, 2022, 10(4): 2804-2816. [doi: 10.1109/TCC.2021.3059096]

[79] Kiayias A, Tang Q. Traitor deterring schemes: Using bitcoin as collateral for digital content. In: Proc. of the 22nd ACM SIGSAC Conf.
on Computer and Communications Security. Denver: ACM, 2015. 231-242. [doi: 10.1145/2810103.2813698]

[80] NBC News. Stolen NASA laptop had space station control codes. 2012. https://www.nbcnews.com/id/wbnad6591267

[81] Chen YA, Alhanahnah M, Sabelfeld A, Chatterjee R, Fernandes E. Practical data access minimization in trigger-action platforms. In:
Proc. of the 31st USENIX Security Symp. Boston: USNEIX Association, 2022. 2929-2945.

[82] Chen YX, Zheng QH, Yan Z, Liu D. QShield: Protecting outsourced cloud data queries with multi-user access control based on SGX.
IEEE Trans. on Parallel and Distributed Systems, 2021, 32(2): 485-499. [doi: 10.1109/TPDS.2020.3024880]

[83] Alneyadi S, Sithirasenan E, Muthukkumarasamy V. A survey on data leakage prevention systems. Journal of Network and Computer
Applications, 2016, 62: 137-152. [doi: 10.1016/j.jnca.2016.01.008]

[84] Hao F, Clarke D, Zorzo AF. Deleting secret data with public verifiability. IEEE Trans. on Dependable and Secure Computing, 2016,
13(6): 617-629. [doi: 10.1109/TDSC.2015.2423684]

[85] Hu DH, Wang Q, Yan S, Liu XJ, Li M, Zheng SL. Reversible database watermarking based on order-preserving encryption for data
sharing. ACM Trans. on Database Systems, 2023, 48(2): 5. [doi: 10.1145/3589761]

[86] LiM, Chen YF, Lal C, Conti M, Alazab M, Hu DH. Eunomia: Anonymous and secure vehicular digital forensics based on blockchain.
IEEE Trans. on Dependable and Secure Computing, 2023, 20(1): 225-241. [doi: 10.1109/TDSC.2021.3130583]

[87] LiM, Shen YZ, Ye GX, He JL, Zheng X, Zhang ZJ, Zhu LH, Conti M. Anonymous, secure, traceable, and efficient decentralized digital
forensics. IEEE Trans. on Knowledge and Data Engineering, 2024, 36(5): 1874—1888. [doi: 10.1109/TKDE.2023.3321712]

[88]  Yoon J, Drumright LN, van Der Schaar M. Anonymization through data synthesis using generative adversarial networks (ADS-GAN).
IEEE Journal of Biomedical and Health Informatics, 2020, 24(8): 2378-2388. [doi: 10.1109/JBHI.2020.2980262]

[89] Zhu LH, Li M, Zhang ZJ, Qin Z. ASAP: An anonymous smart-parking and payment scheme in vehicular networks. IEEE Trans. on
Dependable and Secure Computing, 2020, 17(4): 703—715. [doi: 10.1109/TDSC.2018.2850780]

[90] Dwork C, Roth A. The algorithmic foundations of differential privacy. Foundations and Trends® in Theoretical Computer Science,
2014, 9(3—4): 211-487. [doi: 10.1561/0400000042]

[91] WeiK, LiJ, Ding M, Ma C, Yang HH, Farokhi F, Jin S, Quek TQS, Poor HV. Federated learning with differential privacy: Algorithms
and performance analysis. IEEE Trans. on Information Forensics and Security, 2020, 15: 3454-3469. [doi: 10.1109/TIFS.2020.2988575]

[92] LiM, Chen YF, Zhu LH, Zhang ZJ, Ni JB, Lal C, Conti M. Astraea: Anonymous and secure auditing based on private smart contracts
for donation systems. IEEE Trans. on Dependable and Secure Computing, 2023, 20(4): 3002-3018. [doi: 10.1109/TDSC.2022.3204287]

[93] Hasan R, Sion R, Winslett M. Preventing history forgery with secure provenance. ACM Trans. on Storage, 2009, 5(4): 12. [doi: 10.1145/
1629080.1629082]

[94] Lauinger J, Emstberger J, Finkenzeller A, Steinhorst S. Janus: Fast privacy-preserving data provenance for TLS. In: Proc. of the 2025
Privacy Enhancing Technologies. Washington: PETS, 2025. 511-530. [doi: 10.56553/popets-2025-0028]

[95] Canovas Sanchez JL, Bernabe JB, Skarmeta AF. Towards privacy preserving data provenance for the Internet of Things. In: Proc. of the
4th IEEE World Forum on Internet of Things (WF-IoT). Singapore: IEEE, 2018. 41-46. [doi: 10.1109/WF-I0T.2018.8355229]

[96]  Sultana S, Shehab M, Bertino E. Secure provenance transmission for streaming data. IEEE Trans. on Knowledge and Data Engineering,
2013, 25(8): 1890-1903. [doi: 10.1109/TKDE.2012.31]

[97] Pan BF, Stakhanova N, Ray S. Data provenance in security and privacy. ACM Computing Surveys, 2023, 55(14s): 323. [doi: 10.1145/
3593294]

[98] Zawoad S, Hasan R. SECAP: Towards securing application provenance in the cloud. In: Proc. of the 9th IEEE Int’l Conf. on Cloud
Computing (CLOUD). San Francisco: IEEE, 2016. 900-903. [doi: 10.1109/CLOUD.2016.0132]

[99] Liang XP, Shetty S, Tosh D, Kamhoua C, Kwiat K, Njilla L. ProvChain: A blockchain-based data provenance architecture in cloud
environment with enhanced privacy and availability. In: Proc. of the 17th IEEE/ACM Int’l Symp. on Cluster, Cloud and Grid
Computing (CCGRID). Madrid: IEEE/ACM, 2017. 468-477. [doi: 10.1109/CCGRID.2017.8]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1007/s11432-024-4214-0
https://doi.org/10.1007/s11432-024-4214-0
https://doi.org/10.1007/s11432-024-4214-0
https://doi.org/10.1007/s11432-024-4214-0
https://doi.org/10.1007/s11432-024-4214-0
https://doi.org/10.1007/s11432-024-4214-0
https://doi.org/10.1007/s11432-024-4214-0
https://doi.org/10.1145/3406601.3406610
https://doi.org/10.1109/TCC.2021.3059096
https://doi.org/10.1145/2810103.2813698
https://www.nbcnews.com/id/wbna46591267
https://doi.org/10.1109/TPDS.2020.3024880
https://doi.org/10.1016/j.jnca.2016.01.008
https://doi.org/10.1109/TDSC.2015.2423684
https://doi.org/10.1145/3589761
https://doi.org/10.1109/TDSC.2021.3130583
https://doi.org/10.1109/TKDE.2023.3321712
https://doi.org/10.1109/JBHI.2020.2980262
https://doi.org/10.1109/TDSC.2018.2850780
https://doi.org/10.1561/0400000042
https://doi.org/10.1109/TIFS.2020.2988575
https://doi.org/10.1109/TDSC.2022.3204287
https://doi.org/10.1145/1629080.1629082
https://doi.org/10.1145/1629080.1629082
https://doi.org/10.56553/popets-2025-0028
https://doi.org/10.56553/popets-2025-0028
https://doi.org/10.56553/popets-2025-0028
https://doi.org/10.56553/popets-2025-0028
https://doi.org/10.56553/popets-2025-0028
https://doi.org/10.1109/WF-IoT.2018.8355229
https://doi.org/10.1109/WF-IoT.2018.8355229
https://doi.org/10.1109/WF-IoT.2018.8355229
https://doi.org/10.1109/TKDE.2012.31
https://doi.org/10.1145/3593294
https://doi.org/10.1145/3593294
https://doi.org/10.1109/CLOUD.2016.0132
https://doi.org/10.1109/CCGRID.2017.8

2644 HAFFIR 2026 F5F 37 A% 6 &

[100] Ruan PC, Dinh TTA, Lin Q, Zhang MH, Chen G, Ooi BC. LineageChain: A fine-grained, secure and efficient data provenance system
for blockchains. The VLDB Journal, 2021, 30(1): 3-24. [doi: 10.1007/s00778-020-00646-1]

[101]  Zhang ZJ, Liu XY, Li M, Yin H, Zhu LH, Khoussainov B, Gai KK. HCA: Hashchain-based consensus acceleration via re-voting. IEEE
Trans. on Dependable and Secure Computing, 2024, 21(2): 775-788. [doi: 10.1109/TDSC.2023.3262283]

[102] Liu XY, Feng KY, Zhang ZJ, Li M, Chen X, Lai WQ, Zhu LH. Dolphin: Efficient non-blocking consensus via concurrent block
generation. IEEE Trans. on Mobile Computing, 2024, 23(12): 11824-11838. [doi: 10.1109/TMC.2024.3399772]

[103] Zhang ZJ, Liu XY, Feng KY, Wan MC, Li M, Dong J, Zhu LH. Phantasm: Adaptive scalable mining toward stable BlockDAG. IEEE
Trans. on Services Computing, 2024, 17(3): 1084-1096. [doi: 10.1109/TSC.2023.3322203]

[104] Khan F, Al-Atawi AA, Alomari A, Alsirhani A, Alshahrani MM, Khan J, Lee Y. Development of a model for spoofing attacks in
Internet of Things. Mathematics, 2022, 10(19): 3686. [doi: 10.3390/math10193686]

[105] BBC. Energy smart meter issues creating north-south divide. 2023. https://www.bbc.com/news/articles/cq52382zd1no

[106]  Guin U, Singh A, Alam M, Canedo J, Skjellum A. A secure low-cost edge device authentication scheme for the Internet of Things. In:
Proc. of the 31st Int’l Conf. on VLSI Design and the 17th Int’] Conf. on Embedded Systems (VLSID). Pune: IEEE, 2018. 85-90. [doi:
10.1109/VLSID.2018.42]

[107] LiuY, Zhang C, Yan Y, Zhou X, Tian ZH, Zhang J. A semi-centralized trust management model based on blockchain for data exchange
in IoT system. IEEE Trans. on Services Computing, 2023, 16(2): 858-871. [doi: 10.1109/TSC.2022.3181668]

[108] Liu DD, Jin R, Wei SJ. Distributed Internet of vehicles node reputation management system based on consortium chain. Computer
Engineering, 2025, 51(10): 191-202 (in Chinese with English abstract). [doi: 10.19678/j.issn.1000-3428.0069457]

[109]  Shi X, Prins C, van Pottelbergh G, Mamouris P, Vaes B, de Moor B. An automated data cleaning method for electronic health records
by incorporating clinical knowledge. BMC Medical Informatics and Decision Making, 2021, 21(1): 267. [doi: 10.1186/s12911-021-
01630-7]

[110] BBC. Tay: Microsoft issues apology over racist chatbot fiasco. 2016. https://www.bbc.com/news/technology-35902104

[111]  Gao MN, Chen W, Wu LF, Zhang BL. Survey on backdoor attacks and defenses for deep learning research. Ruan Jian Xue Bao/Journal
of Software, 2025, 36(7): 3271-3305 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/7364.htm [doi: 10.13328/j.
cnki.jos.007364]

[112]  ZhangF, Cecchetti E, Croman K, Juels A, Shi E. Town Crier: An authenticated data feed for smart contracts. In: Proc. of the 2016 ACM
SIGSAC Conf. on Computer and Communications Security. Vienna: ACM, 2016. 270-282. [doi: 10.1145/2976749.2978326]

[113] Tran B, Li J, Madry A. Spectral signatures in backdoor attacks. In: Proc. of the 32nd Int’l Conf. on Neural Information Processing
Systems. Montréal: Curran Associates Inc., 2018. 8011-8021.

[114] Whang SE, Roh Y, Song H, Lee JG. Data collection and quality challenges in deep learning: A data-centric Al perspective. The VLDB
Journal, 2023, 32(4): 791-813. [doi: 10.1007/s00778-022-00775-9]

[115] Dwivedi SK, Amin R, Vollala S. Blockchain based secured information sharing protocol in supply chain management system with key
distribution mechanism. Journal of Information Security and Applications, 2020, 54: 102554. [doi: 10.1016/j.jisa.2020.102554]

[116] Liu LF, Li J, Yuan TT. TEE-based mutual proofs of transmission services in decentralized systems. In: Proc. of the 2020 IEEE
INFOCOM Conf. on Computer Communications Workshops. Toronto: IEEE, 2020. 754-759. [doi: 10.1109/INFOCOMWKSHPS50562.
2020.9162764]

[117] Li M, Ding HN, Wang Q, Zhang MW, Meng WZ, Zhu LH, Zhang ZJ, Lin XD. Decentralized threshold signatures with dynamically
private accountability. IEEE Trans. on Information Forensics and Security, 2024, 19: 2217-2230. [doi: 10.1109/TIFS.2023.3347968]

[118] Guo ZY, Li X, Liu JM, Zhang ZJ, Li M, Hu JJ, Zhu LH. Graph-based covert transaction detection and protection in blockchain. IEEE
Trans. on Information Forensics and Security, 2024, 19: 2244-2257. [doi: 10.1109/TIFS.2023.3347895]

[119] Nyaletey E, Parizi RM, Zhang Q, Choo KKR. BlockIPFS—BIlockchain-enabled interplanetary file system for forensic and trusted data
traceability. In: Proc. of the 2019 IEEE Int’l Conf. on Blockchain. Atlanta: IEEE, 2019. 18-25. [doi: 10.1109/Blockchain.2019.00012]

[120]  Anthoine G, Dumas JG, de Jonghe M, Maignan A, Pernet C, Hanling M, Roche DS. Dynamic proofs of retrievability with low server
storage. In: Proc. of the 30th USENIX Security Symp. USENIX Association, 2021. 537-554.

[121]  Zhou WC, Cai YF, Peng YQ, Wang S, Ma K, Li FF. VeriDB: An SGX-based verifiable database. In: Proc. of the 2021 Int’l Conf. on
Management of Data. ACM, 2021. 2182-2194. [doi: 10.1145/3448016.3457308]

[122] Lamport L. Paxos made simple. ACM SIGACT News (Distributed Computing Column), 2001, 32(4): 51-58.

[123]  Ongaro D, Ousterhout J. In search of an understandable consensus algorithm. In: Proc. of the 2014 USENIX Annual Technical Conf.
Philadelphia: USENIX Association, 2014. 305-319.

[124] Howard H, Mortier R. Paxos vs Raft: Have we reached consensus on distributed consensus? In: Proc. of the 7th Workshop on Principles

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1007/s00778-020-00646-1
https://doi.org/10.1007/s00778-020-00646-1
https://doi.org/10.1007/s00778-020-00646-1
https://doi.org/10.1007/s00778-020-00646-1
https://doi.org/10.1007/s00778-020-00646-1
https://doi.org/10.1007/s00778-020-00646-1
https://doi.org/10.1007/s00778-020-00646-1
https://doi.org/10.1109/TDSC.2023.3262283
https://doi.org/10.1109/TMC.2024.3399772
https://doi.org/10.1109/TSC.2023.3322203
https://doi.org/10.3390/math10193686
https://www.bbc.com/news/articles/cq52382zd1no
https://doi.org/10.1109/VLSID.2018.42
https://doi.org/10.1109/TSC.2022.3181668
https://doi.org/10.19678/j.issn.1000-3428.0069457
https://doi.org/10.19678/j.issn.1000-3428.0069457
https://doi.org/10.19678/j.issn.1000-3428.0069457
https://doi.org/10.1186/s12911-021-01630-7
https://doi.org/10.1186/s12911-021-01630-7
https://doi.org/10.1186/s12911-021-01630-7
https://doi.org/10.1186/s12911-021-01630-7
https://doi.org/10.1186/s12911-021-01630-7
https://doi.org/10.1186/s12911-021-01630-7
https://doi.org/10.1186/s12911-021-01630-7
https://www.bbc.com/news/technology-35902104
https://www.bbc.com/news/technology-35902104
https://www.bbc.com/news/technology-35902104
http://www.jos.org.cn/1000-9825/7364.htm
http://www.jos.org.cn/1000-9825/7364.htm
http://www.jos.org.cn/1000-9825/7364.htm
https://doi.org/10.13328/j.cnki.jos.007364
https://doi.org/10.13328/j.cnki.jos.007364
https://doi.org/10.1145/2976749.2978326
https://doi.org/10.1007/s00778-022-00775-9
https://doi.org/10.1007/s00778-022-00775-9
https://doi.org/10.1007/s00778-022-00775-9
https://doi.org/10.1007/s00778-022-00775-9
https://doi.org/10.1007/s00778-022-00775-9
https://doi.org/10.1007/s00778-022-00775-9
https://doi.org/10.1007/s00778-022-00775-9
https://doi.org/10.1016/j.jisa.2020.102554
https://doi.org/10.1109/INFOCOMWKSHPS50562.2020.9162764
https://doi.org/10.1109/INFOCOMWKSHPS50562.2020.9162764
https://doi.org/10.1109/TIFS.2023.3347968
https://doi.org/10.1109/TIFS.2023.3347895
https://doi.org/10.1109/Blockchain.2019.00012
https://doi.org/10.1145/3448016.3457308

K F TN HEE T RE SR 2645

and Practice of Consistency for Distributed Data (PaPoC). Heraklion: ACM, 2020. 8. [doi: 10.1145/3380787.3393681]

[125] Hendrycks D, Zhao K, Basart S, Steinhardt J, Song D. Natural adversarial examples. In: Proc. of the 2021 IEEE/CVF Conf. on
Computer Vision and Pattern Recognition. Nashville: IEEE, 2021. 15257-15266. [doi: 10.1109/CVPR46437.2021.01501]

[126] Nohara Y, Matsumoto K, Soejima H, Nakashima N. Explanation of machine learning models using Shapley additive explanation and
application for real data in hospital. Computer Methods and Programs in Biomedicine, 2022, 214: 106584. [doi: 10.1016/j.cmpb.2021.
106584]

[127] Levi M, Kontorovich A. Splitting the difference on adversarial training. In: Proc. of the 33rd USENIX Security Symp. Philadelphia:
USENIX Association, 2024. 3639-3656.

[128] Sun HC, Bai TH, Li J, Zhang HY. zkDL: Efficient zero-knowledge proofs of deep learning training. IEEE Trans. on Information
Forensics and Security, 2025, 20: 914-927. [doi: 10.1109/TIFS.2024.3520863]

[129]  Fiore D, Tucker I. Efficient zero-knowledge proofs on signed data with applications to verifiable computation on data streams. In: Proc.
of the 2022 ACM SIGSAC Conf. on Computer and Communications Security. Los Angeles: ACM, 2022. 1067-1080. [doi: 10.1145/
3548606.3560630]

[130] Chen HB, Chen HH, Sun MS, Li K, Chen ZF, Wang XF. A verified confidential computing as a service framework for privacy
preservation. In: Proc. of the 32nd USENIX Security Symp. Anaheim: USENIX Association, 2023. 4733-4750.

[131] Zhang S, Zhang Y, Zhang W, Huang G. Method of data service integrity verification based on remote attestation. Ruan Jian Xue
Bao/Journal of Software, 2024, 35(11): 4949-4972 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/7001.htm [doi:
10.13328/j.cnki.jos.007001]

[132] Peng Z, Xu JL, Chu XW, Gao S, Yao Y, Gu R, Tang YZ. VFChain: Enabling verifiable and auditable federated learning via blockchain
systems. IEEE Trans. on Network Science and Engineering, 2022, 9(1): 173-186. [doi: 10.1109/TNSE.2021.3050781]

[133] Zhang ZJ, Lu X, Li M, An JC, Yu Y, Yin H, Zhu LH, Liu Y, Liu JM, Khoussainov B. A blockchain-based privacy-preserving scheme
for sealed-bid auction. IEEE Trans. on Dependable and Secure Computing, 2024, 21(5): 4668-4683. [doi: 10.1109/TDSC.2024.
3353540]

[134] Zhang MW, Fan TY, Wang YZ, Zhu TQ, Yang B. Multiparty chained adaptor signatures based on the SM2 algorithm. Scientia Sinica
Informationis, 2025, 55(6): 1406—1427 (in Chinese with English abstract). [doi: 10.1360/SSI-2025-0009]

[135] Wan ZG, Zhou Y, Ren K. Zk-AuthFeed: Protecting data feed to smart contracts with authenticated zero knowledge proof. IEEE Trans.
on Dependable and Secure Computing, 2023, 20(2): 1335-1347. [doi: 10.1109/TDSC.2022.3153084]

[136] Adams C, Cain P, Pinkas D, Zuccherato R. Internet X.509 public key infrastructure time-stamp protocol (TSP). 2001. https://datatracker.
ietf.org/doc/html/rfc3161

[137] Zhang F, Maram D, Malvai H, Goldfeder S, Juels A. DECO: Liberating Web data using decentralized oracles for TLS. In: Proc. of the
2020 ACM SIGSAC Conf. on Computer and Communications Security. ACM, 2020. 1919-1938. [doi: 10.1145/3372297.3417239]

[138] Breidenbach L, Cachin C, Chan B, Coventry A, Ellis S, Juels A, Koushanfar F, Miller A, Magauran B, Moroz D, Nazarov S, Topliceanu
A, Tramer F, Zhang F. Chainlink 2.0: Next steps in the evolution of decentralized oracle networks. Chainlink Labs, 2021, 1: 1-136.

[139] Yang XY, Wang S, Li FF, Zhang Y, Yan WY, Gai FY, Yu BQ, Feng LK, Gao Q, Li YZ. Ubiquitous verification in centralized ledger
database. In: Proc. of the 38th IEEE Int’l Conf. on Data Engineering. Kuala Lumpur: IEEE, 2022. 1808-1821. [doi: 10.1109/
ICDES53745.2022.00181]

[140] Liu ZW, Hu CQ, Xia H, Xiang T, Wang BL, Chen JJ. SPDTS: A differential privacy-based blockchain scheme for secure power data
trading. IEEE Trans. on Network and Service Management, 2022, 19(4): 5196-5207. [doi: 10.1109/TNSM.2022.3181814]

[141] Weng JS, Yao SL, Du YF, Huang JJ, Weng J, Wang C. Proof of unlearning: Definitions and instantiation. IEEE Trans. on Information
Forensics and Security, 2024, 19: 3309-3323. [doi: 10.1109/T1FS.2024.3358993]

[142]  Aman MN, Basheer MH, Sikdar B. Data provenance for IoT with light weight authentication and privacy preservation. IEEE Internet of
Things Journal, 2019, 6(6): 10441-10457. [doi: 10.1109/JI0T.2019.2939286]

[143] Backes M, Grimm N, Kate A. Data lineage in malicious environments. IEEE Trans. on Dependable and Secure Computing, 2016, 13(2):
178-191. [doi: 10.1109/TDSC.2015.2399296]

[144]  Sablayrolles A, Douze M, Schmid C, Jegou H. Radioactive data: Tracing through training. In: Proc. of the 37th Int’l Conf. on Machine
Learning. JMLR.org, 2020. 8326-8335.

[145] Tang MJ, Shao SS, Yang WQ, Liang YB, Yu YY, Saha B, Hyun D. SAC: A system for big data lineage tracking. In: Proc. of the 35th
IEEE Int’l Conf. on Data Engineering. Macao: IEEE, 2019. 1964—-1967. [doi: 10.1109/ICDE.2019.00215]

[146] Deutch D, Frankenthal A, Gilad A, Moskovitch Y. On optimizing the trade-off between privacy and utility in data provenance. In: Proc.
of the 2021 Int’l Conf. on Management of Data. ACM, 2021. 379-391. [doi: 10.1145/3448016.3452835]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1145/3380787.3393681
https://doi.org/10.1109/CVPR46437.2021.01501
https://doi.org/10.1016/j.cmpb.2021.106584
https://doi.org/10.1016/j.cmpb.2021.106584
https://doi.org/10.1109/TIFS.2024.3520863
https://doi.org/10.1145/3548606.3560630
https://doi.org/10.1145/3548606.3560630
http://www.jos.org.cn/1000-9825/7001.htm
http://www.jos.org.cn/1000-9825/7001.htm
http://www.jos.org.cn/1000-9825/7001.htm
https://doi.org/10.13328/j.cnki.jos.007001
https://doi.org/10.1109/TNSE.2021.3050781
https://doi.org/10.1109/TDSC.2024.3353540
https://doi.org/10.1109/TDSC.2024.3353540
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1109/TDSC.2022.3153084
https://datatracker.ietf.org/doc/html/rfc3161
https://datatracker.ietf.org/doc/html/rfc3161
https://doi.org/10.1145/3372297.3417239
https://doi.org/10.1109/ICDE53745.2022.00181
https://doi.org/10.1109/ICDE53745.2022.00181
https://doi.org/10.1109/TNSM.2022.3181814
https://doi.org/10.1109/TIFS.2024.3358993
https://doi.org/10.1109/JIOT.2019.2939286
https://doi.org/10.1109/TDSC.2015.2399296
https://doi.org/10.1109/ICDE.2019.00215
https://doi.org/10.1145/3448016.3452835

2646 HAFFIR 2026 F5F 37 A% 6 &

B Fh 32528 3k
[1]  HHE A0k 44 ] 8 R be B & 5K 201 3R 40U % ) 44 1A AR (B — i), 2024. https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-
93de5a43-0194-1b18a0c6-037e.pdf
[4] ZEadte, 8, 2250, k47 KB 24 SRR T RBOR SRR, W46 25 /] 4 AR 22 2441k, 2024, 2(6): 1-15. [doi: 10.20172/j.issn.2097-
3136.240601]
[5] Bh7E, KRR, 2R, 03 E BT X PR 0 50 2R T (S B R R S50k BOR 5 EUR R AT, 2023, 5(5): 46-62. [doi:
10.11871/jfdc.issn.2096-742X.2023.05.005]
[6] TEFIM, K&, 29, BReh, SHIAE. XHBEE0E 22 2 RS 450 B33, 2023, 34(1): 1-32. hitp://www.jos.org.cn/1000-9825/6402.
htm [doi: 10.13328/j.cnki.jos.006402]
[10]  #hese, TR, TR, . B EEMBOR £ ERRIBLE. 5 BBEHARSEUR, 2024, 50(3): 27-34. [doi: 10.12267/j.issn.
2096-5931.2024.03.004]
[12]  XISZAH, fEEE, ANEERE, Rk, B, 95 B R, B8 Z R M IB A R PR A SR AR R, PRk 3. W54, 2026, 37(1):
301-325. http://www.jos.org.cn/1000-9825/7478.htm [doi: 10.13328/j.cnki.jos.007478]
[13] MR NE A5, SRS T 7 4. GB/T 37988—2019 15 B 222 AR $ii 22 4068 /1 iR AR Jb 5t b ke il
fi Ak, 2019.
[15]  ZJFAk, 45, MR hig, s sk am. M EuR T & Wt 5350k, BIEE S@EEHER, 2019, 17(7): 29-34. [doi: 10.16543/
3.2095-641x.electric.power.ict.2019.07.006]
[28] kL&A, BEER, g, HEOR, THE, K, ik, BOR T, PR, SegTEE: T ) /N Y i il ¥ & 1 WS BT FR I R 4. 1HEML
241, 2025, 48(1): 188-209. [doi: 10.11897/SP.1.1016.2025.00188]
[55]1 HEEAE 4. T/CAICI 80-2024 17 /i G HUHE 4 55 22 4 TSR AN 75 ¥ . 2024, hitps://www.cssn.net.cn/cssn/productDetail/
0751693eb1eb67025c4d2ddba83b952a
[60] FERIC, KR, FE R, G, o R AR E SR, A 2E), 2024, 35(2): 899-926. http:/www.jos.org.cn/1000-9825/6952.htm [doi:
10.13328/j.cnki.jos.006952]
[108] XIMRAR, &%, BibaA. BT BCREE M /0 A U R B 45 S 2 B R 4. tH LT HE, 2025, 51(10): 191-202. [doi: 10.19678/j.issn.
1000-3428.0069457]
[111]  rZbh, BRth, SALR, SRAA TR TR BE 22 31 )5 1 Bt RBIEET 7 450 . 82231, 2025, 36(7): 3271-3305. hitp:/www.jos.org.
¢n/1000-9825/7364.htm [doi: 10.13328/j.cnki.jos.007364]
[131] sk, SkB, skfh, 360, 3L T T FEIE BA A B0 IR 55 2 B B0AIE 7V, 2441, 2024, 35(11): 4949-4972. hitp://www.jos.org.cn/1000-
9825/7001.htm [doi: 10.13328/j.cnki.jos.007001]
[134] skBAEC, YaiELE, £ EBR, ARG, Bk, 2T SM2 02 5 5 UG R4 4 . b E R 5 B, 2025, 55(6): 1406-1427. [doi:
10.1360/SS1-2025-0009]

EE RN

FRER X, 184, CCF 2254 51, BRI e AT o B 22 4, Bafh i,

A, WL, P02, CCF mslss 0y, T BRI o U AR I il Bl 22 4, b ORdr.

Irte, W, B0, CCF Mt 5y, B0 T U W 45 0 i, 16 13 2 41 e 2 20, S i
IR, W, CCF %A 2 51, £ B0 F0 AT B 05 2, mT 3 &N .

ST, -, Bd%, CCF Bk e 5, FEHF AU A VAL SR 5, LR L], Bafh 5.
WMENE, -+, #dZ, CCF 754 5, BRSO R 27, il e 4x, WIEM 2 4.

© PEBEERKCEIFR  htps/www. jos. org. cn


https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://www.nda.gov.cn/sjj/zwgk/zcfb/1230/ff808081-93de5a43-0194-1b18a0c6-037e.pdf
https://doi.org/10.20172/j.issn.2097-3136.240601
https://doi.org/10.20172/j.issn.2097-3136.240601
https://doi.org/10.20172/j.issn.2097-3136.240601
https://doi.org/10.11871/jfdc.issn.2096-742X.2023.05.005
https://doi.org/10.11871/jfdc.issn.2096-742X.2023.05.005
https://doi.org/10.11871/jfdc.issn.2096-742X.2023.05.005
http://www.jos.org.cn/1000-9825/6402.htm
http://www.jos.org.cn/1000-9825/6402.htm
http://www.jos.org.cn/1000-9825/6402.htm
http://www.jos.org.cn/1000-9825/6402.htm
https://doi.org/10.13328/j.cnki.jos.006402
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
https://doi.org/10.12267/j.issn.2096-5931.2024.03.004
http://www.jos.org.cn/1000-9825/7478.htm
http://www.jos.org.cn/1000-9825/7478.htm
http://www.jos.org.cn/1000-9825/7478.htm
https://doi.org/10.13328/j.cnki.jos.007478
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.16543/j.2095-641x.electric.power.ict.2019.07.006
https://doi.org/10.11897/SP.J.1016.2025.00188
https://www.cssn.net.cn/cssn/productDetail/0751693eb1eb67025c4d2ddba83b952a
https://www.cssn.net.cn/cssn/productDetail/0751693eb1eb67025c4d2ddba83b952a
http://www.jos.org.cn/1000-9825/6952.htm
http://www.jos.org.cn/1000-9825/6952.htm
http://www.jos.org.cn/1000-9825/6952.htm
https://doi.org/10.13328/j.cnki.jos.006952
https://doi.org/10.19678/j.issn.1000-3428.0069457
https://doi.org/10.19678/j.issn.1000-3428.0069457
https://doi.org/10.19678/j.issn.1000-3428.0069457
https://doi.org/10.19678/j.issn.1000-3428.0069457
http://www.jos.org.cn/1000-9825/7364.htm
http://www.jos.org.cn/1000-9825/7364.htm
http://www.jos.org.cn/1000-9825/7364.htm
http://www.jos.org.cn/1000-9825/7364.htm
https://doi.org/10.13328/j.cnki.jos.007364
https://doi.org/10.13328/j.cnki.jos.007364
https://doi.org/10.13328/j.cnki.jos.007364
http://www.jos.org.cn/1000-9825/7001.htm
http://www.jos.org.cn/1000-9825/7001.htm
http://www.jos.org.cn/1000-9825/7001.htm
https://doi.org/10.13328/j.cnki.jos.007001
https://doi.org/10.13328/j.cnki.jos.007001
https://doi.org/10.13328/j.cnki.jos.007001
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009
https://doi.org/10.1360/SSI-2025-0009

	1 数据要素流通的概念与模式
	1.1 数据要素流通的特点
	1.2 数据要素流通模式

	2 数据要素流通阶段
	3 数据要素流通安全问题
	3.1 数据采集阶段
	3.1.1 自动化设备采集
	3.1.2 人工录入
	3.1.3 第三方接口调用与网络爬虫
	3.1.4 小　结

	3.2 数据传输阶段
	3.2.1 传输数据窃听防护
	3.2.2 传输数据完整性保护
	3.2.3 传输可用性保障
	3.2.4 小　结

	3.3 数据存储阶段
	3.3.1 存储数据泄露防护
	3.3.2 存储数据篡改防护
	3.3.3 存储可用性保障
	3.3.4 小　结

	3.4 数据处理阶段
	3.4.1 数据处理泄露防护
	3.4.2 数据处理篡改防护
	3.4.3 数据处理可用性保障
	3.4.4 小　结

	3.5 数据发布阶段
	3.5.1 数据发布可控性维护
	3.5.2 隐私保护
	3.5.3 小　结

	3.6 数据溯源阶段
	3.6.1 溯源数据泄露防护
	3.6.2 溯源数据完整性保护
	3.6.3 溯源可用性提升
	3.6.4 小　结

	3.7 总　结

	4 数据要素流通可信问题
	4.1 数据采集阶段
	4.1.1 自动化设备采集
	4.1.2 人工录入
	4.1.3 第三方接口调用与网络爬虫
	4.1.4 小　结

	4.2 数据传输阶段
	4.2.1 传输路径追踪与行为审计
	4.2.2 隐私保护矛盾
	4.2.3 小　结

	4.3 数据存储阶段
	4.3.1 数据变更可追溯性
	4.3.2 存储内容完整性
	4.3.3 分布式环境下的数据一致性
	4.3.4 小　结

	4.4 数据处理阶段
	4.4.1 算法可信性
	4.4.2 参与方行为可信性
	4.4.3 小　结

	4.5 数据发布阶段
	4.5.1 直接验证机制
	4.5.2 外部验证机制
	4.5.3 小　结

	4.6 数据溯源阶段
	4.6.1 元数据真实性保障
	4.6.2 数据血缘完整性验证
	4.6.3 隐私保护与可控溯源
	4.6.4 小　结

	4.7 总　结

	5 总结与展望
	5.1 数据要素流通安全发展路线
	5.2 数据要素流通可信发展路线
	5.3 安全与可信的协同与权衡
	5.4 关键挑战与未来研究方向

	参考文献

