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Abstract: Falcon, a post-quantum digital signature algorithm, has been selected as one of the first schemes standardized by the National
Institute of Standards and Technology (NIST). Its core algorithms, however, are highly error-prone in practical implementations, raising
risks of cryptographic misuse. Ensuring the correctness of Falcon through formal verification is therefore essential. In this work, this study
introduces a comprehensive proof framework that bridges the gap between Falcon’s mathematical specification and its real-world
implementation. Within the EasyCrypt proof system, this study formally verifies the correctness of Falcon’s Montgomery modular
multiplication, NTT, and FFT algorithms, and further explores proof techniques for integer Gaussian sampling. Moreover, this study
presents and optimizes Falcon’s signing and verification implementations using Jasmin hybrid programming, thereby providing both formal
correctness guarantees and practical efficiency.
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W% 5. 5 FF %M Falcon £ ILHH XALIIEH AR 4991

jillls

1 5]

2022 4 7 A, EE EFH b5 HE AR 7B (National Institute of Standards and Technology, NIST) 547 1 & fit)5
B I0H SRR T R, A3 3 MTES 4T % (CRYSTALS-Dilithium!!. Falcon™. SPHINCS+ ™) DL K —4>%%
L] (KEM): CRYSTALS-Kyber". J5 & 73 i 5k M Bt on B R B TN EIR G, IR AL (R3F
Fe ot MIBERATH A B ELE AR AR, B ENENS LRATATH, HESEH— AT AN EF I
ML, 7575 TE MR AR 22 B8 K AR PR, — FOX R0 TSNS IISE, e 76 05 v RO s A 55 T 308 19 45 G AR Rk i
B MR 2544 5055, 15110 RSA. DSA. Diffie-Hellman. ElGamal 5 AW [R] th 452844,

FEIX 2875 %, Faleon HIEICILEI ANV B . B AR HAIH B H I 52 BI0GHE, @ N HAE 2 2t AR RIsE
7 T R I 7 4 3 A 35 Falcon SUV2 R £ 22 TR 240 5 L P9 R FH 0 B0 E R 28, MO AR T %8 5 Bk &
1 KU JLF- 0T L2 AS T, I HLREWS SCREEIE 2% AN i 2844, 355 T NTRU #% 5 (19 8, Falcon 282K EEAE
TR ) 22 A S5 2 0 R A, bl FL At AR 3 28 44 7 8 o0, 17 2 B /08 DU o MU 3 o el 18 FEL SRR B2 AR, Falcon
SEHL TN, AT AYE Y@ VAL AR A T AN 4, SR UE TR PR 510 5. HARAEE 24N O (nlogn),
X R IRE LR AR UL T, Falcon AW L RFK AN 22 4544, LA, Falcon [ %5 5 A4 S VA 4 il 3 58, 479 34
WAEFERFEE 30 KB LR, MEL T LU T (8140 NTRUSign™) 4285 7 5 4%, J6% &S A2 IR IR AT
W

IE I EeRFE, ik Falcon SHVATE 5 T % 65 22 Uk Fp AR — . T 56 T8 A B8 44 07 R 1% 1T GPV ik
HEZE ) I3 3F NTRU #4925 4k ix —HEZE. st 4h, Falcon 95K T — F Q5T (IR T AR B — PRk (i HLIH- 5%
B, bR TE T HAERE. Falcon VA MIAZOMERB/E TR M NTRU 4% 55 1 A 40 BEEU (SIS) W R, 78 24 11 (KIF 787K
SR, B TS A, AR 8 R AR R — ] R v R

Falcon FLi X St Bkt A FS T B BB 3, oA SEbR b S T3 K1z ). i 5 &1 %Y
S35 B ) SRR, FRATT AT LA A PR 0 25 B AT v (0 et 7R SR 10 4R IR R R, THELAR B
R AR, VR T A IR BB N 1 B 2 TR, X — AR R K50 7 s H AR M R F T NSS FE Ui BoringSSL
J2 153 Bl Firefox J W28 A1 Google SR, FE7R T H (R bR B R0 B AAE ST bR N F o (1078 . @ i R s Ab I v,
IR AR SZBARNAS 2] T S Re MR IE R PEIAE, BRI R T 78 BARSRF B B Ak, tinffis 7 AR &1
R Lk 7 B TR 9 P 45 T8 Bt 3 TF 2 R AL D in 2 SE AR A T AN 1 22 4 2, MR T LA SeBR R A R
AT S R 2 A

T AT AIE & — Pz FH B A A 4R T B RAE E S R4 . TR BRE0VEUER ML IR 22 7 k. 545 SR (R I A a6
WEJF AN, TN B6 R IR 5™ 12 A B 8 SCRIIE AR HE TR, B 0% 4 T IR 5 5 HE BB 78 B SR B AUANTA 52 1.l st
B2 B ZI W R ST A, 12 FE AR E AL RN R G A L Tle e, I B RS 6S 41 8 o5 e vl B
FURE, RTINS,

BRI AL I T L BEE E 377 A 0E B, sk N HERAE, B2 e F ] S 1. T Ak 36 E 78 SR A R4 1) 56
UEFRAR BT T2 (RN, 4 1) E TS 2t 2 4 P S SR v ) O B R G R AT, e AN BB A8 PR AL o 1 ] Sk,
RILIRJZ U B, 1 B 2 TIE B 00 i F2 AR B 2 —FioRS B IR SCRAE 3%, 7T A A RR P B R G a8 i, T
KA B T e B, b an 322 5] dh 2R oM By, FLY 5 2 2R 45 1 B0IE 75 B3 N K& 1 Bt TR) ARG 7.

TE B AR, AL IR IR AR B A BT H BE S B A K 22 & (R B i 1 R 45, 16 BUAR I A5 Al 5
SER R Mt 1) 22 4x 25 G L i ARG IR, T LA A4 PR ) U 00 %o T R PR R 2R G 1 T R K 2 4 R IE B I8
WAL T A2k, B R A 52 PR X T, K LR A 3 £ R 0 B AL A R A TR 9l R i . X i
FRA TR B (22 A 0, B0 b REAE PR A P A A0 VA ) 2502 .

SR, Bl 265 U 1 B A e, 56 0F ok FRAR 19 58 I 7% &) Hh e LA AR . O T G I ek g, T R S RE
R B 50 E 2R R G AL AR IO AE SE BN — A 7R A AR T R R TERF S B B 2 b D AAFE R 2
TXRE (FNE S, (E 7 260 2 50 P AT H S A o ML IR SO ME SR X BTE ST AT SR AR K e />
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4992 HAEFIR 2025 5% 36 B 11 4

1.1 #HxIE

1969 4, Hoare!" & ! T Hoare i##8, T ARALIE AL IERATE. 76 20 HHH4D 80 4E4X, #EAE I (model
checking) T ARIF 4K J&. Clarke 25 N U5 N7 I 2538 S HEATHERURG I () J7 v, B8 1 ABLZEUAG NI4T0k 1) 6 k. 3
— 3, Church! ™) ARt 04618 & R E SIPLEE I R R T DTk,

BE & TH BN BRI 3R m A B B A, T S BRIE TR FF4RIE D N T 9eBr R 4. BRI T H i SMV
(symbolic model verifier)!' 41 SPIN (simple promela interpreter) 25 7144 tHHR, FF-7E Tk F45 3 B .

HEN 21 A, T AACIRAEH AR TE AT FIRE A o g S — 29 e, ARkl L o BRAE A3t SRR S5 VR
B RGMIEFS R Z M. SAT Kf#AS (Boolean satisfiability problem solver) fl SMT R f# %% (satisfiability
modulo theories solver) 25 T B 7L 204036 E - 41 B 2 A £,

AT AKAIRAE TR, Wl Coq. Isabelle. Z3 &%, BA T =i B MR FERT P ACUF 1%, BRI 13T T, 4
TERUERER. XL T BB R RHHES) 1T AR IR AR AU S AR .

TE %10 224510, Haselwarter 258 A\ 197 % 7 SSProve, X /& —/NE Coq H #EAT I e 4k S5 T091F B R REHE L, 454
T2 U B ER AL WA R SR 56 R P 1B 48, SR & DU HL A8 R 5 35 A5 UE . Formosa Crypto 36 Jasmin"”
A EasyCrypt™JF & T Jasmin-EasyCrypt T 288, 3% /& — A5 THLA T 20K 1IE 25 2 A vy L b i T AR 35 H
Bhargavan 25 \ "' % ] HACSPEC #2&— R M3 A0 2 3056 VE =, 4% 7 BUA 9 L E., 10 Jasmin 1% 3 A1 SSProve
HEZE, JEILTE Coq FRRHATFE A IRAIE, A fR 25 A 2% SLEIL A vy 35 R A 2 4 .

7E Jasmin " SEI s ARUE 208 525, T DI A7 5 8 S 22 A PR R PRI, B — P HRELE EasyCrypt
TEAT B BOIE A PR A 2 0 ) 15 22 A VEBGIE. Almeida %5\ P2I7E Jasmin 9 f21E 5 1S 10 SHA-3 M7 R UK i {7
o v o B S B, A A EasyCrypt AT H o 80IE 6 P . W IE BE 22 4 M Fl i) ) Moo #E e pE il 47 17 1E =U38HIE.
Shivakumar % A\ **'7E Jasmin HE4L o SE3 T —FhEFXT Spectre v1 T 1 T B RS ST ¥4, FR47 T X RRINEE MR
il 225 R A NIST 26 5E 13 F#4 (¥) Kyber KEM. Firsov 25 A\ P 7E EasyCrypt L 7 ERHHR M L H 22 4
PAEBR, RE0 DG R BB S H AN sigma P

ST 5 B T 21 0 AL I, Barbosa 28 A P TARIE L T EE R — 5, A1 EasyCrypt 585 T
Dilithium 7E ROM H ] CMA % 4= VE [ 56 S HUMALIE . B /5, Almeida 5 A PO 30U SAIE T )5 & 7 2 43 2601
il Kyber, DASZHLR RT3 — X o f 0 5 B 1 3 R0 0k (6 N — AR5 65 538 10808 fiJe, Barbosa %5 A P758 i 1 %
JE BT REATTF XMSS 7% 2 e VEUE W], JF4 ] EasyCrypt iIE W4 5 IE I IE.

1.2 AXTHE

A TENARARICAEZE T T 2L Falcon AT T WA, Il Jasmin-EasyCrypt ilF B 4 & ST,
AL TAERIBARAEME 1 Fros. 558, A3CH Jasmin 8 5 SEIL T Falcon Bk (Falcon-512); B &, ¥ R B3 I E
BasyCrypt Ui 4T 2R £CIE 8 PR3 0E, 1 Of 58 FOE#H 5530 1 Falcon BLVERIEEMIA; 5, TA1E H A T 2T
Jasmin JRA i FE I SEBRSEIARND (x86 VE4w); B e, BATTKE Az sRATVE ZmARID HEAT 28R M, I 5 R 464 RAS 2Rk
AT BB X FP 7 SEAAARAE T 5092 S0 ) v R, 3 e o T UL B TE A R T L IR R 1%, A SO B 4 H bR & A AR
Falcon M SEBRAIL S5 BVEHC H IR (1) — BUhE.

A TTHR AT

() Mg 7 —A BB AR AR ZE, 85 T A IRAE 7V, IEZNRA T Falcon FSEFRARRE Sl 54 b iR <
A] P 22 .

(2) 1£ EasyCrypt iE Bk R P 3GAE T Falcon ' HJ Montgomery 153, NTT Hik. FFT LR IEMYE, JExt %
B e R SR I TERA MR IR B 7 V34T TR R, IX LB E M & Falcon 2544 A, A EEMHEFNE.

(3) A Kt 7 35T Jasmin VB A 4RFER Falcon 2544 5I80IF SN

(4) I B B B ] S AN SR A TR, R AEHAE BasyCrypt b il RRS H 6 in Al R £ 12 55 5| 3 AT 5
B, (B ERC Falcon [JHIEBH.
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EasyCrypt ik

| NTT 5 |

- R EC AR |

| NTT 5 |

’

Jasmin SZH

IERfSEE T

A

| FFTHE | | FFTHE |

[
1
1
1
1
|
1
1
1
1
1

i FEI

| #esmnmrre s |

| #esmmrress: |

\
S

IEHSEELT

v

| ek |

|zﬁﬂm%ﬁwﬁL%j

| Bl L R o

K1 AR S AIERT AR

=TI AE TAE R T S8 ORUE 2 A8 BT AT M, AR R )G 7 3 R0 B0 T AN B e Al 1 4
R 38 I e B A AR R A TR AR, BTG TAE B3B3 5 T Falcon 76 SRR FH HH A Fafd M R T S 4.

ARSCER 2 TAH S A SO I A R, 58 3 42 HAE EasyCrypt iiF B4 2 7P 56 I 1 P9 25 5 S B 7 1k sl L i
3 4 VR Jasmin HEZE LI Falcon-512 (17730, e 7 DL AE R SEBRARED (x86 T 4m) I 5k, 55 5 1 Hhoxd A2 A
B ERARRL AT SRR, 5 FIA R BT IR, 36 6 Wil TR 5RE.

2 MEENR

2.1 Jasmin

Jasmin J& — F B N E I AU TN RARE 5, B HANS T 405 M B AL gmiE S e 4 4x
il X PR N E AR T IR E RS M AR SRS I [RII), 38 RE 8 A B B 5 AR VL g F 4
Jasmin EVE BB & T 5L R u R, Blanfa A A A2 A, IR AEAAD B8 D 13 5 1, oKt i T
XA DhRg R LR ANE E B B 4 SRR I 2.

Jasmin i & —/N 4T 1T ALK UEAE B2, 3500 T HEB PR B i B 0T 5 10 26 08 2 S I . IX M RE SR L
Jasmin JifE1E T R H R NIZ 0, BRI RIS UE R S5, Jasmin 4 P28 L 9% H w1l B
ARSI B ih, H BTSZHF x64 P&, FE7E Coq UE HBIERH HEAT TR AT 2008 E .

Jasmin & B2 (1) /51 R0H QRS AR BOR 8 I A% 0 B0 1 2 B R ST, e G 20 B0IE R 4 B0 3R (R B
e, B RIT. R DA ERIEM SR (NEFARAD). Jra X ik id #H7E Coq AT, #itr 1 %
PEAS IO M A A B ARES (1 1 2. Jasmin Z A A WA TI0IUE, WG 7 RE B, TR RN 25 RHE
SRR RE, I8 Boogie®™ R 23 HEATIAIE.

BEAL, Jasmin HELLEELFE — R 51 =1 B B s AR TR, X6 T HL G865 1IE W N A7 22 4 R0 E 8 I TR) 22 4 P, AT B
T A7 RO IR Bl GX 28 T HUE S Jasmin F2 710\ £ Dafny 363F T2 Prf ) A 3G IF S 3R 23 SRR
AT ISR, HEZRHRAL T — Pl Jasmin 27 R Dafny M4 7575, SCRENAF 2 1H I (0] 22 4 M AR 20UE
MR,

TEPEREJT T, Jasmin A2 BRAGARAE 5 F TALSEIUAH 24, X — sl i ff ] supercop HEZEFEATR M 25 ADHIFE L1
R IGIFAF 3 T UESE. Jasmin i FF R T M ghasm 3 Jasmin 1 B ZhEHF 2%, FB2% T Jasmin 7] BLLAZEAL ghasm X,
M EAT gR A2, B — P UE R 7 S A .

© PEBEERKCEIFR  htps/www. jos. org. cn



4994 HAEFIR 2025 5% 36 B 11 4

5 )&, Jasmin F| A} EasyCrypt T BT XALIGIE, S0VF Jasmin 727 B RO AR B 1) EasyCrypt #2)7, LUIE
W BRI OERAME . 0 2 22 A P BOG A 8 By (B ) 1) 22 Ak i iX — AT AR Y7 &, Jasmin NI R &
TE . B ORIE R R S SR T 5B S SR
Jasmin FIHE g Mk & 2 froR, Hoik S AR IRIE P0G S, (AR BB RIEI 4 XU
PREGINE, BERUR A0 . L g- LIVIE R/

inline fnmg_add(regu32 x, reg u32 y) -> reg u32
{
regu32d; //5E L FAFHRAL R
d =x+y - 12289; //q=12289
d += 12289 & -(d >> 31); /MEABALI BNk
return d;

2 B g NV Jasmin SEEL

2.2 EasyCrypt

EasyCrypt s — et a8 B AMESE, B T TH T THE B b IR S A 1E Y 22 2 k. Bk 1 — FhEE TS
FE ¥, A T R A SRR e SR A A 22 4 AR R XE R 5. EasyCrypt Fll AR P I IE A 4w ARG = He 1 LA, U™
(1977 2T BH 5 R = HE 2 (1) TE R .

EasyCrypt SCRF—F 3 F Ik 1) 7 7%, X Fh 77 1505 52 A HEIE I 43 il i — R 51 5 TR ANBGIE /N B IR, fE e —
SR, #E R FAFER, T BasyCrypt i3l 3¢ & 1% Hoare 1545 (pRHL) KA IX 62 7 2 8] (1 9 K. pRHL ) ¥
Wi N (e, ~c,: D= P, K, ¢ Fl o, AR, & f1 P X AZMEWF . @I H 20 pRAL W, 7] LU S H
N2 75 01, 1% BT 94N [R) 0 R 0 S AR M e g 37 S5 sQRUAN S5 30, AT A 3 00 SR B ER AL T — P b Fl R Rk
ISIEIRTE.

K& pRHL 4b, EasyCrypt i 3 FuZfH: M2 REH—— VT 8 T BB PATMER 28U B 2% o iiE
B IR (W] RETE) E/REHE (HL); HT-iF B — MR 3 SR e H AR B 48 b ) 4 W ) R B =i B2 4

— H 5| P AR RIAR, 7R # 5RT LLRIH BasyCrypt H Py B 1A BRI 5] 21, 45 A0F I S 0 SR AT TE . 1% L44F
B SR PRI T — MR SR U, BT — R, BEeE AT 51 B (B H AF) BN — A E AT HiR, X
Bo H b2 JRAA 5| BLSSL IR 78 43 S At % T 67 SR S5 08 48 H AR, T DURIFT SMT R FE8EAT H B AKAIE BT,

E B I FE AT DA SE R AL A — R P 51 L, EasyCrypt MIERHESE RVPBAHSCHIZREL, Bid. BHRF. B, A
RANG] A HLIAE A 7R — i, TR — N T A A AR

Fritb 2 4b, BasyCrypt 24t T — /MR R G, XA RGSCRFA A, RV TFREWE 5 2R YL 305
FRETUE . XSG 1) 5 0 T A B B K e AR R R ARNAS [R) 2 sk i B AR B U A A, A B T 5 2
PR AT 55 2 AR SR /N B8 5 T E AR 43, AT 581501 BF o 2 5 In &5 #4040 = 2. S8 iX Fh 77 20, BasyCrypt N
FER AL B A 205 25 R SR T 3 K S RF.

EasyCrypt H145% g f17% HOIUE A 51 B 405 SCE] 3 o lemma mq_add.corr Fros. % bR B AT 45 R IO 1E BUIER, —
MR 2 JRIZ% (HL). INTT.M.mq_add >~ Jasmin $2HU ¥ EasyCrypt F2/7, 7 Sk 7 10 21410 & S BR BT S 4008
W2 0<x,y<q—1, B Falcon YA HEER S HEH]. 773k /5 115 AR R REUR BEME res 32 ML 51H) Hit
A TS AL (to_sint) J&, 45515 52 T g Invk i $as & iR op mq_add _spec —F(. 7 “proof.” 5“qed.”|f]
DR BA W, B AIE B 5 R S E AR R s R 8L
2.3 Falcon HZ & 510%72

Falcon 2544 503k Y- Bty 3 ANE TN AR GPV HEZL. NTRU 4% DL ik e H i s 2,

GPV HEZE R —PhIE T M IRE A4 7 28, EMEIR T — FRA s A0 IR, X L2 R AT DU ORpR AR 2 2 2 44 5 2R

o AL HHRRHIE A € Zren FEIKIN g ToRE AL

o FLB1: HAEEE B € Zivn "R g TORE AL, BI BX A" = 0.
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o X GBI m, LA NE sA' = H(m) WIEFIE s, H, seZr, H:{0,1) — Z! AWA R EL =, /£
GPV HEZEH B R 1] B 1 A2 A5 44 ) i s OB L LA 84 11| B8/
o IR CAINHH A, MIUEZ 4 s 2 A B EARUEP /R — 2 F BARIE sA" = H (m), 53— RUERIE s # S —
AN )
[Rig ke Easy Cryptifit i R Bk L */
op mg_add_spec (x y: int) =
if x + y < q then x +y
else x +y - q.
[eRsig Nk AE Easy Cryptifi (3IE B 5] 3%/
lemma mq_add_corr x0 yo:
hoare [INTT.M.mq_add: x=x@ /\ y=y@ /\ W32.zero \sle x@
/\ x0 \sle W32.of_int(g-1) /\ W32.zero \sle yo /\ yo
\sle W32.of_int(g-1) ==> to_sint res = mqg_add_spec
(to_sint x0) (to_sint ye)].
proof.
proc; wp; skip => &hr [#] /= H HO H1 H2 H3 H4.
rewrite /mqg_add_spec.
case (to_sint x@ + to_sint yo < q).

rewrite H HO -/q => H5.
(*omit other proof tactics.*)

3 M g INVEREIA 5] R

Falcon i F§ NTRU #% 5 P idi 4 B mh RS2k GPV HESE, NTRU #35 4 AN & NTRU H#2 fG-gF =
g mod ¢ IZIf, g, F, G, HH, p=x"+1, n 2 MBEER, g Z. B f iR g TRTM, B X 2T h=
g-f'mod g, Wh NAH, f, g, F, G NAH, BARSEHI{LEFEWT.
o N A =[1h*].
f

o FLHH: B:[ é :F ),EIU\%EEBXA*zo mod gq.

o B4 X m 0% 4 LI AL R AL r 5 3 i O SRR A PR — X B TR (s, 5,), W 5, + b =
H(rm), 3645 (r,5,) 16154,

o W TERERERE A, 15 e R ), PRI B o AN I TSI (L. AR, ST A
V5, = o5y mod g. 5, KV EE (5, s0) RS — NI, FUASKE, BilE (51, 50) < B AR TS, B0, B 22—
s 0 R

SR 7R, Falcon 5090 T M HL % A 0% 44 RIS . JLIE T NTRU B 45 KRS M 0 SBERE A,
(LA 5 T v p AT S35 0098 Faloon MU EHHI R T 76 (R B R K A IFDRN, RESSHRE BEIRA 10 5 & I, & AT
TR T TR T (2 .

3 WERHSCIAIERRM

1E Falcon %544 J7 22 (%5 2 AR IE T AR oy, PRos ) B RAFE ISR 00 1M 4. Falcon BIEIL R T4& 14
I i) B, 0 I 2 ARk, Horb, frks B H A (E 2 OCEOP IR, il FFT 5 NTT, 2 303k ] DLis o 4
AR, BERA T84 AL ARG E I RR . Falcon 544 7 B K H T3k T ¥4 1 B B R BEROR, LA
I AR B SRR IS A A X s BTSRRI R B TE RE 8 B AR A B R A A 2R 4 T, T AR
Falcon ' fift e il ] &[]l (CVP), BIFEAS 2L B F 3R — 82k BAR Il .

TE AT AZ Lo R A B S AR, A 75 Falcon BATERS 4 A8 AN SGHIE 7 TR DL HH . D T B R I 8 B0k () ]
P, 2 SCRE BIEE 4 Falcon 2544 156250 72 Peb i) Montgomery B3 . NTT. FFT 535 DA BB m i R ke 0= i
B 53 IR R A IR P HEAT T 3000F. X L B & Falcon 2544 7 R IHA, th BA TRIZE 8 = R
3.1 I&1E Montgomery &3

FATE JEI8AE T 7E Falcon HH i &5 FLAR IR 1) Montgomery #5372, Montgomery & 3y2:45 7l 3T & KB Hs H
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4996 HAEFIR 2025 5% 36 B 11 4

B RGN, B A e A SR AR R N SR i B B 4 Ay B TRT SR R IR A RS (S B A, LA TRE o L B AT T 4 I BR RIS B,
Falcon H1f#] Montgomery ##3fe BN %#% 1 fiis.

E% 1. Falcon A7[) Montgomery #5512,

N AR Z, FMTE X v, 9, 97"
Hit: z, Wi z=x-y-R" mod ¢, HH, R=2".

Lz XY

.w e ((z-q7") &0xFFFF) - ¢;
.z ((z+w)>16)—gq;

.IF z <0 THEN

Zez+q;

.END IF

.RETURN z

EES, K EM T BTNz ZE R L. mAE EasyCrypt H, 3415 X # Montgomery 3 {1 #1242 R R
MR B, BTG 3228 5, s 2 Pk,

&% 2. EasyCrypt 1 Montgomery #3593 B2 IR,

WA AREZ, ERITTE X v, q. g7
iz, Wi z=x-y-R" mod g, FH1, R =2'.

LZ e X0y
.m« ((zmod R)-g™") mod R;
.z (z+m-q)/R;
.1F z > g THEN
ze—z—q;
END IF
.RETURN z

BATR B AR BN RIE I =2 2 1A A0 1, RIS AR T A O S H0R (910 45 SR 4.

AT PIAN S, T DAL L3 —F 7258 2 478 B AN, Falcon T8 ] 7 535 5, T A2 48l JU) 2 BB . 3 3 2 iF
B RS Bl —, AV IR Z, FRIIUEEH (mod R) 55 Frst Bl 1 512 5 (&OXFFFF) 540, MirESE 3 17, A
B T RALEH, J5 & WRBRZHEE. i, BATHZUEHA R 2, FRIBRIEIEHE (/R) 5 5Lhrsz Bl h & AL
BHE (> 16) 5. ZF AT E AN E 5 B,

Btz A6, BTS2 brse B AR B SR g TH SIS (32 ArER 64 7 AT 5 80, M Bk e AR & 2%
BN Z, FRoaE, T HAMIEE, ik, e, TATE R ZME 0 IR, mE 3 fos. T eEqhR R R, H
THAR S BUAR], FRATTH T B0 e e, K SRS B 4 e, DAEAT LA

e Ja, TG4 3, BATT TR EEX AR AT Be 2 1 18, BV SR8 “case (q <= REDC’ (to_sint (x0 * y0)))” %} #1
MRS g FIR/NIT G I 8.

¥ LIRS IRA G K, TATRLAR BT W Z SN HE .

3.2 IE NTT &%

NTT # FFT A [R5 Z, ERZEEL, Hh, g & — Ml 2 ¢ = 1 mod 2n HIF 4L (£ Falcon W1, g = 12289 = 1+

12x1024). TERXEKA T, ZTR ¢ = v+ 1 £ Z, EREFH n MR w0, BRI ZTR f e Z, [x]/ () # AT LAFR R HIX L
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HEHIME f (w,). 7 Falcon 1, NTT 5i NTT Sk H E B i 578 PO

Z I R BRI NTT £oR 1 LLTE O (nlogn) 3z SR 1) P 5 25k 58 B B e, 22 i ik, s, i
FIERVE (15 @ Fl g) #BATLAR NTT Ronidt 47, B NTT ®ow, 202 00EHE dnhnik. Wik, B
A ATERRAN Al b B b AT, AT R RS i 1 TSk

fE Falcon 2544 7 Z v, $UAZEHe (NTT) Al T2 /N85 1. & 2, fE A B FE b, NTT 7] DABRIE 23l 2 101
AR TR AN bRy, M Bct S A4 h=g/f mod ¢ mod g. WbAh, NTT 7E % T 20z 5w 7o 145 > Al A k7 Ak
R ERE TR ERCR. NTT (48 F 45 Falcon 78 {4 55 8 20ME i RIS, $24E 7 58 K 1) 22 4 RAIE, A L AF Jm B
FEMS T B BER.

Falcon H1 [ NTT Bk insik 3 .

B3k 3. NTT &2

N Z I R BB o, FAR B GMb,
B 2 NTT 284885 A a.

t<—N,;
FOR m < 1 TO N DO
ht «—t/2;
FOR i, « 0 TO m DO
e it
s — GMbm+1i,];
FOR j « j, TO j, + ht DO
x e flil;
yes-flj+h;
Ll e x+y;
fli+ht] —x-y;
END FOR
END FOR
t « ht;

o ® NN W=

— —_ = = =
D= o

15, memx2;
16. END FOR

SEREM NTT Sy 45 ntt 5 H I8R5 intt, A SCATRIE RIS =3, DL R R EH intt.
3.2.1 EHRESER
NTT FHERHRFE WA 4 B,

2 3
NTTS Fq NTTS naive ].é.[ NTTS ]

M ©)

NTT9 NTT9

P4 Falcon * NTT HJilE B FE

ARSCYSUER] Faleon-512 1) NTT (5 XL 2 TN o = X512 + 1, W Z I £ 4T NTT B85 RRA:
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511 . .
NTT,(f) = Zj:o Few@m O Di

7E Falcon-512 71, NTT S8 A ¥ (1) 24k 9 2.
BATERIEA T 8 )2 NTT il 38 i IE# M, HARE RN
NTTs(f) = f = o+ FiX+...+ fs XM,
Hor,
fi= ij Foi@ @i,

Pt = Zii Fop @i,

NTTS Fq K 8 MM 46 () B4R S B e vF BB (32 hiBk 64 AL G535 #edf B KM (8 WIE Z,
). NTTS specification Bl y_E3ih 24 A0 R £ x0gm A2 A5, NTTS opt. NTTS bsrev. NTTS naive NI HIEH] NTTS Fq
5 NTTS specification 4/ 1+ ] TE 3.

SERON 8 J& NTT WA e i B IR B J5, AT R FAEK 4 thi) (1) 422 Jasmin ) NTT XG5, 1£ 8 )2
NTT Z 5 E&a—Z, BN 9 2 NTT JEARASIE R NTT9 Jasmin. [FIRF, 76 4 F 1 (6) ALV K # ntt 8 to 9
(¥ 8 J= NTT e _EWiiAr i 5 — R I FALAR, 4805 9 J2), FREMR AR M A REN T NTT, (), IXFEHRZIE
7 NTT9 Jasmin 55 NTT9 specification 2 [8] FrIZEPE.

322 EWIRENA ST

T4 F (), BRI AR MNEES 7, NS (B EEELEE ., Ik, Bk,
Firik. Montgomery #E3€) 45 FARSE, IERHEE 1 Do e LI BRI =& X, 2 JE %) Jasmin 3BT B 20 ST
S E5, TERGIE, i 3 s, IR SRS AR BRI B DL SRR UEBA R AL PR A,
5 3.1 TiTiA.

LR, T EEYT AL ntt 9 SETCH (lossless), B T T IR 2E /R 2 48

Phoare [ntt_9 : true = true] = 1% r.

EAS G L& SR TE W R TR S5, 32 DR 1 £k, DR, UE 108 5 L TRAEM ntt 9 /9 3 B ikE
a2 ik, WA 3 s, BRI T MBS S A OOC &, FRATFE ZAEUE B P 1) while SR (while SEB% 1] F
TUERTEFR =2 1k) A8 m -1 =512, U Som, ¢ 3528 2 Wk, XFERIATUEBA m, i@y, j 3R B — F IR, FHFm &
Bk HHAEER.

W, 7 B I R AR AR R R 1 TE A A, BRACAD b BT 5 it %) SRR 5 2 1) (i S ot B B AR (R O, AR
Montgomery £, Bl zetas2 [i] = w® @', IR T 8 2 AOAE A8 SRR IR &2, 18 BasyCrypt FOTHE IhREIE B R
u]. Ak, zetas2 B LT P AR e 5 Montgomery 253 J5 B 4T 1% GMb 2.

XFT B 4 ) (2)—(5), AT ZUE T IA R S 1, BTk .

TG, AT T AR, FRATE S 3 I AT 2 R BITHE 8 B NTT AR, HAAR IS a5
% 4 PR,

Bk 4. NTTS opt 51322,

N Z I R, r, FAREAH zetas;
Hit: £l NTT 25805 R -

1. zetasctr < 0,

2. len « 256;

3. WHILE len <2 DO
4

start < 0;
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W% 5. 5 FF %M Falcon £ ILHH XALIIEH AR 4999

5 WHILE start <512 DO

6 zetasctr « zetasctr + 1,

7. zeta <« zetas[zetasctr];

8 J « start;

9 WHILE j < start + len DO

10. t « fqmul (zeta_,r[j+ len]);
11. rlj+len] «r[jl-t;

12. rljl < rljl+¢

13. jej+1;

14. END WHILE
15.  start= j+len;
16. END WHILE
17.  len < len/2;
18. END WHILE

TEE, SEbR L, ££ BasyCrypt 1, NTT8 opt /& NTT ] 3 MR EMI A & KX, B2 50k & ME 58—
ANBRST ) B R, TRRECRT DA B R IE A AT HE R

NTT8 bsrev #15i% 5 fizx. NTT8 bsrev # ] F-7 [n] S AR B2 (19 3R 51 (38 v H S 3 ORI IR A 2 51 1155
EIME, FFR R R IR R 51 AR B B AR IR 45 A5 B O HR 244, 5 NTTS opt (0580 &1 53 L.

B 3% 5. NTTS bsrev H k.

N 2O BB r, JFAREA zetas;
i 0 NTT 2845 154 r.

1. len « 256;

2. WHILE len <2 DO

3 start < 0;

4 WHILE start <512 DO

5. zetasctr — (512 + start) | (len x 2); // start BRI NN 2 x len, zetasctr BFIRIGHN 1, BeFRIE AN T L WIE
6 zeta_ « zetas [zetasctr];

7 Jj < start;

8 WHILE j < start +len DO

9 t « fqmul (zeta_,r[j+len));

10. rlj+len] < r[jl-t;

11. rljl < rljl+¢

12. jejtl;

13. END WHILE

14.  start = start+lenx2; /| jWIGEAE N start, TENZTEHAF jIEIN T len
15. END WHILE

16.  len < len/2;

17. END WHILE

NTT8 naive fI5Li% 6 7. NTTS8 naive 55 NTTS bsrev I E 2 X JI7E T EA 1R N SIEFT EAH r h TR I
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S AN, 45 R A HLSF A k.

&% 6. NTTS naive H1%.

N 2T R B r, JRAR B zetas;
Hit: ol NTT 25805 R -

1. len1;

2. WHILE /len < 128 DO

3 start « 0;

4 WHILE start < len DO

5. zetasctr < bro((start X2+ 1) X (256/len));
6 zeta_ « zetas [zetasctr];

7 j<0;

8 WHILE j <512 DO

9. t « fqmul (zeta_,r|bro (j+ len + start)));
10. r[bry (j+len + start) |« r[bry (j+ start)| —t; / bro N 9 {57 LURFFNFE B2
11. r[bro (j+ start) ]« r[bry(j + start)| +1t;
12. je j+lenx2;

13. END WHILE

14.  start = start+ 1,

15. END WHILE

16. len « lenx2;

17. END WHILE

B, AR WA AT A AN, AH AT AR BEAR [ 82 BN, X T 65— 2, NTT8 bsrev ! len
85 NTTS naive ) len 763255 152 S5 (. B, NTTS bsrev MK H) len AbFEHIF4A, T NTTS naive MM len B
FEUR, (H 38 2 m [T A [R] ) A 3 4.

HAIR, 7E NTT8 bsrev H1, start TG len x 2 T j EEEFHX A JZIEFA SRS 1, FRBRAE — TR ) 7o
FOOF; 7E NTT8 naive W1, start RIS 1, T j XN ZIEA Y len x 2, RIBKIL len AST0E, AT T — /MY
WIS E. A0 F, AR R AP oG ER) FIA B YO A R 1), R ARG 2 I E AN .

B J5, £ NTTS8 bsrev F1, zetasctr BT AR (512 + start) [ (len x 2) 115, 8 — W H Bk #6820 5
R R4 zeta; MAE NTTS naive 1, zetasctr /AT bro ((start x 2+ 1) x (256/len)) THE. P ) JFEAR &7 2LE DA
5], AR S5, EAT IS EE AR A ) 04 LA 0 7 0 Uk 38 )5 zeta, P LA zetascor 1R %8 b RSEMI.

TESEBR [ BasyCrypt HF B R A, FoAT T8 % 48 2 E AT 18 B5 70 W SRAE B E AN 7R R0 T 18 B o B ) 2 A R
AL BN AR

Bk T ERN BB EE 8 A, ABe LR AR AN 0 3R B AAE, TR B o B
AT, X FEE T 5 A R I &I AT SN HEIER . X1 H 5 NTTS naive MM MIEM, BATFFERHEE
BRI R

&% 7. partial_ntt HL

N 20N REA p, B len, start, bsj
Bt NTT AR o A E sum.
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W& 5 5 FF %A Falcon I XALIIEH AR

5001

1. sum « 0;

2.FOR s« 0 TO len DO
3.
4.
S.
6. END FOR

7. RETURN sum;

index « bro(bsjxlen+s);
value «— exp(w, (2 X start+1) X bry((s mod len) x2)) X plindex];

sum «— sum+value;

&% 8. ntt_spec HiE.

N 2O R p;
Wl 2 NTT 2885 B8 r.

1. FOR start < 0 TO 256 DO

2. FOR bsj < 0TO 2 DO

3. index < bro (bsj X 256 + start);

4. rlindex] « partial ntt(p,256, start, bsj);
5. END FOR

6. END FOR

BoE, W 8 5 foy Rl .y, AT DA IR AT 02 — B, R

i UEH for G305 EINTF 5 ARG PE R AT.

T 4 F11 (6), BIERPK 8 /2 NTT 4224 9 20 i IR, FRATTE BLUE B A0 B 51 306045 S AR R B, B
W' =1 (FEER], AT EIFHERL Falcon-512 5 Falcon-1024, Falcon JF AR ZU4H Fh A7 fifs FIME SE br 2 3 2048 IRJE

M o' =7 4], THE Falcon-512 1, FA A 1024 RIFEMR w = 49); i

T BIE B g I % B 8 (BitReverse) B 8 fif

He 9 IR, B, 3 T HA 9% n, T A2 0 < n < 512, FLn mod 2= 0, MUAT bsrevs () = bsrew (5 )

DL K 200 bR B AT £ (4 T, R

o IFQ+FQi+DI= Y

F).

RSB 5T T H U, AU A E G, FATR LU 5 3t AR L.

i Rk 51, ATPAER LAUR A5
ntty (p) [] = {

BEAh, FATEUEY] 7 NTT B 00 (B ntt 55 intt 7] DUAH ELARTH)

ntts (p) [i]+ntts (p) [+ 1]- "1,
nttg (p) [ — 1] +nttg (p) [1] - w1312,

i mod 2=0
imod 2=1"

LUK NTT BN Rl 5 ik A 2.

PATE SRR TUAAT AP, B2 AT B 4 2 KT 0 B, FEAEIX [A] [@, 5] L HIFIA:
0, ifb<a
S G.ab) = b—a, ifz=1
Zb_ 1
- otherwise

%GR REHAL p 2 9 2 NTT &R, ARl p hHGH p/ ) TR P = ) plilx e 0,

W NTT e SR pli) = 55 3 ! ] @1,
W NTT 453 pr [j) RN NTT, vf A4S 3

L1 e
Plil=55 30,2

511

k ><w(Zbrg(j)Jrl)k
o PIK]

) X w*(Zbrg(jHl)i.
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KR G, 15310

1 511 511 R ]
1= (2bro(j)+1)(k—i)
plil= 512 Z,‘:()Zkzop[k]xw .

I AR A IE S P

511

512, k=i

Q@bro(j)+1)(k=i) _
w ’ = .,
{ k+#i

=0

AIUESE UL

SERRUE AR FE A T EasyCrypt SE40. %, 3K, W, WEEHE. BRNRSEENRKEN S5 5, X TikE
B fdi F SMT SRARM H b, IAVLFNZE, Se/E 808 51 BT IE N, B RK Hir A, & Re B E&n
IR X Le o8 1) TARAEAR A T iR 4 7] DI T AL RRY 5 B0 3R TR ) B R A
3.3 IE FFT &%

TERAIRAERI S 2 A U R, FET F TR0 (8 B SRR IX A I 78 75 BB AT 2 TN s M BB 12 B,
i#id FFT, Falcon W] DA IX B3z L4 31y B EAT, TR TS

Falcon H1f] FFT %355 NTT Bk AL AL, B RZAATETER ¢ 8 1 2N AR eV [E15E =
2, BT ER 540 FFT 28460 J5 1 E 3 9 B 5, oS 5 i & ZEE B 1 DL 64 RLTERF 5 8B e fig. dnitk
— 3K, B P AF A R E R, ER BT JEAR IR R I Y1 = conj (¢¥), HHR, conj KR H ALY, F Ak
A — 2 B AT AR T SR, X AT AR AR A B 7R SR> T — 2

T FFT HiE5 NTT Sk 0 s BEARBUE, FRATTA 75 PR AOT AR TR BA, 55 0 TR 25 20 00 SO0 Sk R 1 TE R
HCUE A R Ay
34 WEEHESHREEE

TE Falcon %54 J7 5 1, 0 v SRR B0 A SIC I 2 4 A 18 R 2 44 2B I S . LIRSk, 9 I 3 R
(R RESS: SamplerZ. BaseSampler 1 BerExp.

SamplerZ BR &5 TS € BE bR HEZ AE LT, AR ile— N 0T 0 AT BB R A, i A BaseSampler
5 BerExp, & H T4 EEAIIFEA 2o, MRHEFUE BT y, Fith—A 0-18 (A3 HL 25 55 FH T HATIEAL R
FE, AEBEZR ces x exp(—x) 3R [l —ANTURHE 1.

ASCUEB T BaseSampler BREL (U155 9 Fram) A (11T BR 2 [[u < RCDT [ B IERAE, BI Q0 SR 0HE S g )
Wr 2k AR AL, R E] 1, 75 IR B 0. HARid 5 20 J2 6 SRRl 1) B0, WA TR A 14 i B,

H% 9. BaseSampler.

Hill: ¥z, €0,...,18), Hz~y.

1. u « UniformBits(72);
2.2y« 0;

3.FOR i« 0 TO 17 DO

4.  zy«zo+[u <RCDT[;
5. END FOR

6. RETURN z,;

RN T ORIERS L, F O SEIK S i) AR AT (RCDT) BB BB 72 47, B ¥ 72 fr 8k 4 3
A 24 7 (At 32 A7) FEAEAE w BUEH . RIS, T3 T SHAKE-256 D8 BEHLEE siids A2 i 1T — 4> 64 LLOhBEHL
Hlo 5—A 8 MLANBEHLEC hi, FRE AR 72 RLOVBENLESR 7079 3 A~ 24 (4L, £ 5 RCDT £ H ) 3 W4T LE
B, BRI MLAH B B AL, W5 10 Pos. FATREXA LB FE 4R U BasyCrypt H1 B %L cmp_24 merge,
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W% 5. 5 FF %M Falcon £ ILHH XALIIEH AR 5003

FEH WA 5 FIEH T [u < RCDT ] BIEATE, BIMTEy <w B, BREUREl 1; £ w < v B, BEUR [ 0. [HSFERT
R, AR T BE T REMNSHSE w Ry R/NEEE, 5T to_uint (w; + 1) 5 to_uint v, I LRI THE, Blw,+15
v MEUE AR AE A (N T 2°Y), DUERER G B A S O, 1X B4R L, R EA1S2FR L AR i 24 i B 3
k.

&% 10. Compare.

N FENLE lo hi, GMb B A 3 DNTCE wos wis wa;
B KNI s B LRy

. vo « lo&OxFFFFFF;

. vy « (lo >> 24)&0xFFFFFF;
. vy « (lo >> 48)|(hi << 16);

L cc — (vg—wy) >>31;

cc — (vi—w,—cc)>>31;

cc — (vu—w,—cc) >>31;

. RETURN cc;

FATE I UE A LS B B A SR HEAT PR AN ) 43 28 0T R SE IR B . B, FRATTIE WA T XY 24 74 1 4
OxFFFFFF AT #7512 80, A 24 T50 224 HURE. AU 432K 0Hie, Bl k¥ v 5 w 8o r 5 805 KA RBhg,
AT LLA A 3 R L, BR300t v 5w (95 FR AR 24 BRREEAT LUER, UERR NS Al 5 BT,

op casel (v w:W128.t) = (to_uint (split_128 v). 3 < to_uint (split_128
w). 3).
op case2 (v w:W128.t) = (to_uint (split_128 v). 3 = to_uint (split_128
w). 3) /\ (to_uint (split_128 v). 2 < to_uint (split_128 w). 2).
op case3(v w:W128.t) = (to_uint (split_128 v). 3 = to_uint (split_128
w). 3) /\ (to_uint (split_128 v). 2 =to_uint (split_128w). 2) /\ (to_uint
(split_128 v). 1 < to_uint (split_128 w). 1).
lemma split_cmp(v w:W128.t):

to_uint (v & (W128.of_int 4722366482869645213695)) < to_uint (w ~&

(W128.0f_int 4722366482869645213695)) => casel v w \/ case2 v w \/ case3
vV ow.

Bl5  R/NEEBHIER 5] B

RS 7 SRR S MR 430 e BE WA B9F 9 L e 012, (L R B, FL A AR 55
%.

S 07 SRR T B 2 T8 SRR o 58 0 5 R T o 52 0 2 202 Wy e, L
AT 2, BN 10 FL R B S0 O A PRIy th 40 5 8918 o = 0, BRHEE o = 1.8205 (95 CRI0T 40 y VLR, 36
i,y thBLF AR h:

ak

2

P(X=k) = %e**
Hr, Z BIF— A EE SO ATREI kB IRESAT, B T i R SO Ao 1
zZ= ZZO e_%.
T BRI, FRATRE BT SR AR AT AN S R AT (B D ER . — AR, R DU R B RN T T
1 EBR, FATAT LIy 3 I A S . X T8k 9, T R 19 BT AR O, AR LA iiE B R
LR ARME AR AN L 9 TR I S2BR 7 AL UM, AHIRAS DL BE S sl IX M U vk, FRATT R N8 E B PPAL B 9
AR 43 AT 5 AR A AT TR K — B0k, AT IR AIE e 20 R () IE A 1A
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4 £ Jasmin & Z&SLIY Falcon Bk

FEAATH, FAE ] Jasmin 14 RS2 Falcon S5 (2544 K 36450 #2.

5, FATME H Jasmin 1& 5 2P, Jasmin 35 5 5 Falcon [ C & = AL E A AL, (BT Jasmin 4 [ i ASAS L
FEEOREANFER 75, nSS KA, 84, VTR E, TR 5E, ATHAT T LE BRI R B, R, FoAT 2204 il g
A5, 5 T2 A O 2, BT H R EAT AR ER VT IS oz, AT DL 28 2 BB UG I Bt s EL A
K, I HAE DO AL & TR B SO S 300 R B, D — PR B A T S kR, R R S R AT
HA%F Tasmin J5 EERRASKT 48 S BAR V) 10 2020 70 R AT T4 (1 SCHF.

4.1 BENFSAE

Hi T Jasmin AN SRR S AL, BATRHA T Falcon H 7 f0H% b H ) IEEE-754 “binary64”#% 30K 1 & 3L
MBI S BUEHE W77 5 CIBF A TR, Jasmin WASZREE 5587, TR, FA D KA 57550 K
PRI R R I 4 b AT 1 E AR B, G 15 5 B IR AL R B i Dy A BT, AT e FIWT s AL 15 8 1, ARG PR A
1 8¢ 0.

42 XM, ERERF

KA FEEA S Falcon B /51 C 155 AREAH R, 145 44 5 50 2 1 F2 M 5 61T K218 0k

T %6, TATERT 5 R SRR L5 SRR R AT S . Jasmin 15 F SCRRER B ZAME, RUFRATA] DOk 2544
P AERE, JF B F FR ST A48 ml IME, 5 7EE A T ax S s 25 B 1) iR 4500 2 BOB0R BB AL S I AH R4S 5. LUK,
Jasmin AN SZRRH A R EL, FRAT1 505 B A, K638 V3 ek 5 A SO T A R L. RS, BT U RO T A, I
B HARx B R AT RS R, C ARS8 RS R ARBEAT U5 ), AR Jasmin HH3RATTSCR A FH S HRHY)
VA, RIS ) AT AL B, AR THREH R, BB Y A 0 RIE IR E, F AR ZE B \38 e V) A MK E R iR 6 &,
BT LA T
4.3 S REFRSEIARAS (x86_64 SL4K)

SEfR b, T LAFE Jasmin (%) BRI EHTIN L inline G5 58X export S8, inline #R 4 AT A T-HUATBIARHLZE EasyCrypt,
export BECFT T A2 IC gwARID. SRTM, export BRESREIIETETE D, T4 HA sy gm ARG, AT EEXARADHEAT K
BAb, A HC SN iR S A 2R ) #RAE, DAB D A BRI g AR RE 68 IE B HIAT

TEXHARRD R AR R, BATER T2 108, Z0d BEATIREMEF RN LR, BATRIIfRE R 7 H AR
R

PAVERN ) — A 1B 0] B A AR A BC P R S5 HH A 2. Jasmin Hh R AR EE, S AR (reg)
LKA (stack), ¥ 75 Je 7 IR ME. 7€ Jasmin H, BREP BB G AR RIMASRAULT CIBESHRIES. i
KL NS ANE R B T RS B — I, IR A AR R A B o i, iR 7 a8 nar A2 s R #E. B8
3| x86_64 LR A A7 B B VR A B G, FERR e AR ORI, B U S Al M e R AE A . AR, T Jasmin A&
SR, B0 3R 2 B ik BT I 5 (W i F S H BT HRAE). 9 T PG AN 8, AT BRI A Jasmin 53—
FRE— SRR L R M A AE R0 R L RIS 5, 7E B B rp 58 A A7 78 8 B R Bh A 7o R AT IR i . X R
T AT AP AR BT IR, SRR SEHLFT 7 1S BLERAE.

RAAFEEZEW SR, RCX F AR 4 A SERIPAT R A ERAE h AR E 5. 1 s EsE X,
FAFIESE 4 NSHH RBUA A A A7 3R BALRAE, R R EUMPAT B AL B 1038 & 2 43 RCX T 728 1 AE
FARUTI 51K AR IR, N T X — ) j, 75 B4R 58 SO B N E O — AN RIS, JF7E J5 2 CR o Al X AN Bl 4
KRB EIEMEE 4 S5 BN, 2 3304 BT AT IIE g D R

BEAb, Jasmin B E0R AR A B 20, IR 1% C A5 & P R B0 0 R NAR L AR, 7E Jasmin Y, 94>
while A 2/ T B 5 — AP A28, DR TEIR R 1L 1817, RG22, & SEE AR PHIRTHEFE ™ H. A7
HW T Jasmin BT R, 2O BB ORA B0 2% W] LUE while fEHFFAE T while 7635 5 FH & A7 95H,
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T AEERE while fI5 H4 45 AT H AR A7 A (115

TEFF ARG AR, FR P PR K B R0 B RBHRR, 25 5 S B A58 SR K7k, SR80, W BT A e R # A7 1
FERE I AR HARE . do_sign BR A T H A ZH0S IR, 5804 BT $ATIC g A 8 FE 1838 R I%. R T vt
i) B, A 1% C 50 BIR-& TR T ok ST do_sign BRI, Vrfy B E A TR B B0k, AT LA B9 A4 O gmAK
fith. 7€ Jasmin 1, WIR FE S HSHESHH RE, FENZRBGIMRE — M E25EE, DI 1 Hhik
AL A M 5 8 A T k. X R S JE T Jasmin X export 28BS B IR, RIS B0 AU A7 5
JeER AR R HA.

T RAFG R, AT T 5 C (45 LA Tasmin R exec 154 HHEIIE R, IR S5

TE AR R AFE AR DGV G SR, FRATT 75 BEAF 28 0 S o 2 AT R K /S, 75 T2 3 800 A R . FRAT T 1O 25 1R 1Y)
K/NA 30720 KB.

5 MR

FEATTH, AN B Jasmin 42 B Falcon 2544 556028 i B VC S ARG 3047 1 B e, 5 IR AR ARSI 2 %
HEAT oA, SFEAT FEUEIN R B4 P A2 1 22459 Ubuntu 20.04.6 LTS, 2SR TEAN 9.7 GiB, HJ b B2y 12th Gen
Intel® Core™ i7-12700 @ 2.10 GHzx4, #i %254 GCC 9.4.0. F 1 JB/R T ZAMEMRAI T,

F 1 CH Jasmin AR AITCGmAHS 1 T H 2

e 5 TR

C sign_dyn 11392347
i verify_raw 62454

Jasmin,.; Slg_n,dyn 25430571
verify_raw 27154

21 S AT EIGES 2 A RN 10000 (RIS AT R EUE R AL S, TTRAMEEEE] sign_dyn BRI Jasmin
S C SHELIBERS 2, XERELZH, BN Jasmin fiiFEd AR, X2E5 C mFas AR AL,
AT FF RN AT ATE JE 82 TAE SRS AT AR e v FRATTR S 3 B bR H A ELHEE SR S RE, [FR A
EasyCrypt H) IEAf 1 1E B3R L ).

HAERIZ, verify_raw BRE Jasmin [ZF LI C S IR T 2.3 £, XA LM ANZRL 7558
3.3 7, AR R, HFRF AR K BR A ERBIR S B3 TR Rk, U IRA @ 2 K2R Ak .
{H2, 5 sign_dyn FHEL, verify_raw BIFEFRUARLAE R /N, BTA 03 #00T DAEE 27 A2 88 . b 4b, Jasmin 2% SEPH
FIH SRS 8 BRI, JF BAETE R AT DR 4 B R AT T A IR, XA EE T C 2% 5230, Jasmin )
S T L HARNFRIRIE. X2 Jasmin RSS2 C S5 Se IR BT B0 (5 A,

6 RESRE

AR, FAVE ] Formosa Crypto J & f) Jasmin-EasyCrypt L ELEXT 5 7 T %15 578 Falcon HI% 0 bR EL:
Montgomery #7, NTT. FFT R & B R AR BB 4 B A AT 1R X AGIGAE, HX) Jasmin A /] Falcon %5
2 55 28 R BRI AR AT 1 B DI,

I T AAGERAIE, Falcon " A NTT. FFT S92 £ iy 390 SR A 50023 1O 30 00 bR B IR A IEE A5 38 1 3 ORAEE,
T Falcon 2544 1) Ja 830 3 8 SCHEK, 33— (RAE 7 IACE S AN TT SRR B i 1 22 4 1.

BT IE B TR 5 2% BLAR ki, F BLbEE S0k S AR BE RS8N, TAE& M oRIEHE I, 1 Jasmin-EasyCrypt
T HEEMIEH R ASEE H, AT H BT oIk L% Falcon 2544 1) 5 BT 2UARAE B 06T 58 88 (10 3 40 e 0 RAE P M %6
TR IR B DA R 5 B BOIE B &R A, BRATPHAE )5 2Lt 52 g 0 AT IR RN 5838 . 0 T2 44 e AR W R 200
BH, FAT KA S5 2L LA R 2 R
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