RAE2EHR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

2025,36(1):341-370 [doi: 10.13328/j.cnki.jos.007196] [CSTR: 32375.14.jos.007196] http://www jos.org.cn
O EBLEABE PAFRT T RRBUITA . Tel: +86-10-62562563

BB M ZE S B B AR TSR
3;\1_3}512,4’ %H%%MA, % 15234 % %124 ? ;5234, %*}/@1,2,3,4

AT EE B S B, dhat 102600)

(A TREE R TR0 (JdERUREE), AL 100871)

AbRURSE MR, L5t 100871)

TS B AR S M A R [EE k), Jha 100871)

JE(EE#: PEIE 3R, E-mail: qingnishen@ss.pku.edu.cn; 7 H1i#, E-mail: wuzh@pku. edu. cn

W OEMAALEA 5G%ﬁ?ﬁﬁ«m$ﬁﬂ-é’3/’)ﬂ *ﬂﬁmﬂénﬁ/zuﬁi CA I ERES R B RIS E 6
W, F 3542 0 (ECU) LA B 250 X FH £ %, 8180 CAN AR K 5 &R W AR LR 454 & ECU. &
T, B # VT kil i AFP A O SE A M BRI E, f“*miﬂfﬁﬁkﬂm,ﬁiie‘a$§kﬂ2§&£t%£ﬂﬁv%‘&v ECU. A,
RN BAE G F B ML bR AR F LB LR REL— ENBERNILAE R4, ECU. CAN
EEAMERSIHNELAMZ L BAELT B EBRNEW 56 TARBEAIME, #8249 B 472 RKIA
AT B E ANT Y E B R A I E I T, R ERLEFGHGITRES. REREBNLR. BRANAKE
R —F e T £ BANLEENER L ERXEH AR, 16818 W 5 P Fei 4217 19 7 X F 69 L HHR, AR
43t ECU fo CAN B EHGHERR; 5 —F @, T8 T £ EMEINA G ABER, G168 TRIE TR fIEF
777/%éﬁ$§kﬂ ANAZAE M Ao KT B F 77 iR 0 F RN LN D BRAK RERZET ARG F .
KA A BOAE ) £ R WL 1 6) TAZ; AR, Vil s A3 i
EPIEI;%‘%%;: TP393

s R BRI S, DRSS, Tk, sk, ZRHE, R BRI R RN A BRI FOBE . AR AEAR, 2025, 36(1):
341-370. http://www.jos.org.cn/l000—9825/7196.htm

H 3 5| F#% 3 Chen BY, Shen QN, Zhang XL, Zhang X, Li C, Wu ZH. Research Progress on Attacks and Defenses Technologies for
In-vehicle Network of Intelligent Connected Vehicle. Ruan Jian Xue Bao/Journal of Software, 2025, 36(1): 341370 (in Chinese). http:/
www.jos.org.cn/1000-9825/7196.htm

Research Progress on Attacks and Defenses Technologies for In-vehicle Network of Intelligent
Connected Vehicle

CHEN Bo-Yan"**, SHEN Qing-Ni"**, ZHANG Xiao-Lei***, ZHANG Xin"**, LI Cong™**, WU Zhong-Hai"***

'(School of Software and Microelectronics, Peking University, Beijing 102600, China)

*(National Engineering Research Center for Software Engineering (Peking University), Beijing 100871, China)
*(School of Computer Science, Peking University, Beijing 100871, China)

*(High Confidence Software Technology (Peking University), Ministry of Education, Beijing 100871, China)

Abstract: As artificial intelligence and 5G technology are applied in the automotive industry, the intelligent connected vehicle came into
being. It is a complex distributed heterogeneous system composed of a large number of electronic control units (ECUs) from different
suppliers and collaborates to control each ECU through the in-vehicle network protocol represented by CAN. However, an attacker could

attack an intelligent connected vehicle through a variety of interfaces to penetrate the in-vehicle network, and then attack the in-vehicle
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network and its components such as ECU. Therefore, in-vehicle network security for intelligent connected vehicles has become one of the
focuses of vehicle security research in recent years. On the basis of introducing the structure of intelligent connected vehicle, ECU, CAN
bus and on-board diagnostic protocol, this study first summarizes the research progress of reverse engineering technology for in-vehicle
network protocols. The reverse engineering technology aims to obtain the implementation details of in-vehicle network protocols that are
usually not disclosed in the automotive industry. It is also a prerequisite for the implementation of in-vehicle network attack and defense.
The remaining part is developed from two angles of attack and defense. On the one hand, the attack vectors and main attack technologies
of in-vehicle network are summarized, including the attack technologies implemented through physical access and remote access, as well
as the attack technologies implemented against ECU and CAN bus. On the other hand, the existing in-vehicle network defense
technologies are discussed, including the intrusion detection technology based on feature extraction and machine learning methods, and the
security enhancement technology of in-vehicle network protocols based on cryptographic approaches. Finally, the future research direction
is prospected.

Key words: intelligent connected vehicle (ICV); in-vehicle network (IVN); reverse engineering; intrusion detection; protocol security

enhancement
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IR EFAT NN B NI, R EFIREM R PIERE R, WAETTIRAS . LTSS, 58 2 N B2 M ET, B
51T CAN A5 5 IR ORI AL & 145 B8 L. AR SCH IR B [ B V8 1L 45 28 38 00 28 B 130308 ) A 5% A,

X T 2R AR N 248 Ty, BF A0 0 I R o M R S AG S 5 vk i g 1 R 3R 45 I I THI, 0E B B YT BLdE i
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© TEBREEEEIEDT  htp/ www. jos. org. cn



S FRFBRAF O F RN S AR AR R 343

RESJ.

AT 1 AT AR AR, 5 2 RS RN R TR TS AL B 3 T AR AR B 4 B (AN IR
AT 223 R 28 DRI RO E 7T, 565 4 FTARAE ek N ANy F AR, X 2R 3R S Bl AR AT 70 8T I8 B S RSS2
B BEBARTTTT. 28 6 14545, FFXT RN 4% U BORARRWE FEHEAT R 2.

1 ERFEIR

AR X R IO T 25 160 2 5 00 4% T T B 8 B PR AT 56 RS T AT 8, C 8 B R T 4 8 T 1 2
RN ZE 090 26 )R S0 AR AR L.
1.1 HHEREF
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iireim, CANID 4 0 ) ECU B2 AT BAE & CAN BRI RIXH E. 22> ECU Y9 sl AR R B, HAE
056 G IR AR S B ik, LA 75 R A4, SR, M2 AT s RN Rk v B, ATRE & R AEM R, CAN B2k
T AR A DU AN YR S AL, T R S 0T B R IR R R LE — AN R B S EE R R S

(2) DLC: 7B K 4 47, 157 4 BB 7 Boh i =5 4.
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ROt R 5% At CAN L s | ()R (2) CANnon™
e 3) WE BRI L (3) CANflict*"!
4) WEEANL T (4) Miller A
, s SRR ER (1) 5 TR TR R (1) Viden™
FRRBNGRIEAR " e ) EFCANBEIAERE  (2) PercepGuard®
FREIIIR | sy HOAN L, () 8 TRRAEWFRRERE o
4 H o ity ) U\ A B Bk H
HA BRI AN o) 56T itvACN B % () CANTO™

BN B Fe BNk 5

3 IR

REEAT A & 28/, TSR R (0 a0 o M AR 35 BE5R), — AN 2 A FF L 2R 380 X 485 (AR S B S B4 1y
I, 9T BB ERAS B AR 1Y CAN R BE IR, TEI% A — & 10 A 7 B RT$2 T, 1R MEHE I H v 2 B T S Ak,
Bt Bin) CAN MR LIE BRI E, B2 T M B0k sURIE L X R 8 4 B EAT B 40, B 75 2 T 1
T B 2RSSO, ARSI B A 1R R T R R, R AR R AT 2 A AT, ZE A 48 T LI 38 1 2 A
FERAEGRTF G R, 1T L7, B 7038 R 2 R, W 22 30 28 W SOH AT 106 ).
3.1 hiEEE iz

CAN {55 BB AT G A B MG 5 E R R E T B I SE S 8, T PIRES . 4aiHfE
&, CAN 15 5 R T4 P WU [ (R ZE A B A7, /RN — A2 T8 (token). 2 JEL72 ZE 48X 48 P Sk [ fp i A B f5r, 32 2
LG JUAR A 0,

(1) YI#E (Physical): — M FH T3R8 SCH I 8RB0 3, Blan 2. 25 A4

(2) WRASME (Status): T —HA RIPRAS, B0 % 14T /2604,

(3) THL% (Counters): 7EHFE V0 Bl A AR EER {5 5.

(4) BHHG (Checkcodes): A & i AT LA S &AM RS B80T, 3885 1 A A h i e — /MBS

ZEAR I 25 38 [ i N SR LG T CAN SRR, 3RIX CAN ¥ it i 8 FH (K1 5 7202 % CAN 3 ie s AU E it OBD-II
B ERS] CAN B 26 L. CAN ¥ ic AU H — A8 CAN ID. DLC FU R fur S04 &5 7 B I SCAS SO A itk
4b, CAN FE L% UL v LLi it OBD-II #1117 CAN £ 45 &

ZE #4155 7] f % Hi 2 DBC (database CAN) #2034 DBC U2 —Fi3E7r CAN {5515 BB AT 3304,
57T CAN(E SN E . 8 SURITHS 30 LA S B 1 4545 8 U0, — 2 CAN M i fFin CANtact. CANalyst-11""
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348 HAFFIR 2025 5% 36 5% 1 &

A LUK DBC STHAE AN, i ATALAL T CAN 155 ALK SR R 46 19 DBC U/ H OEM | i FRA, AXTAMA T

— R R E X CAN B #4777 A T, Currie 25 A U2VFI ] OBD-IT # 1 H2HL CAN Ji5 B, 285 W 825} 42
AT A TR A B, S [0 4 2 ) 0025 A SR AR Sk 3 R, I TS0 3 IR R AR A MR S D . %5 T2 L
HARKI R PR, 75 B30 7 AR 5 2000 ) A 2R A LAk At =y, S B 2% a8 . N 00 )2 — AN FE R R B B ) i 72,
HIEEY . Fik, —iF 538 % CAN BZ3HT 73 B sh b fl 3 s i i m) TAE.

R 25 B Y ] ) H FR A2 B AL CAN {5575 CAN Fdfi ik AL &, 1 CAN HdEmivl /8 CAN (545, Zid
FERR AT 4 AL (tokenization); 2R 5 B0 HTEE—A4 CAN 15 5 A5 RIS 2, 2 FERR NS RN, K 4 JRAR T
CAN i [i 3 F240 DBC SCAFRA% L.

Hodlii lUER
CANID  DLC Data

Epe o [16 |+[ 4 | 2pssacoo

011011010 |10101011010 110000000000
2 S8 diigiiid

01{011010{10101011010] 110000000000
4> J (Tokens)
Token 1| Token 2| Token 3 Token 4
R 2. A ENT CoTTTTTTTTmmTEmmmmEm AT m T
Token 1#%3{: SG Door_Status : 02@1+(1,0) [03]
Token 2#%3X: SG_COUNTER : 2/6@1+ (1,0) [0]15]
DBC 3 Token 3#%3: SG_Transmission_Engine : 8/12@1-+(1,0) [0]8191]

Token 4#%3: SG_EngineRPM : 20|12@1+(1,0) [0/8191]

Signal Bit Length Sc:;lle, Miﬁ|Max
name  position offset  value

B4 CAN ¥ i i foom & i 1)

4 1, CAN i) 72 1% H & DBC SCfF, H—2%A5 BT ARR—A CAN 5 5 106 30, WA B KO 1E
4. W, RS KA. K. BUATLRE, ik 4§ DBC 3XMF Token 4 HI#4 30 4: SG_EnginePRM £ /R i%15
SHNRIWEFERES, 20)112 FRRIZE ST 20 MEFAL, F5 KN 1247, (1, 0) BRFEEN 1, BN 0,
[0[8191] FRFRILHUVE TG 0-8 191. N THI 43 B A a1 4 FEAL AN 4 REAR AT K AH SCAE 72 T
3.2 S

AT A TR H AR 2 R CAN WA B 1A~ CAN 55 MG m LAay i (1) BT A1
IR J5 98, N —ZH AT B IR 4 A & FR AR LA e K I 4 A, B (2) & T LUl % % (bit flip rate, BFR) 157,
MBS BT B BFR $04, FR4H e DOR IR 4 T BR A 8 2 R 5

(1) ZE T HAE AL AT 4 L

ETHERM PR E — N HE A ER B, 764 R A {515 4 Ik B8 1% 75 B0 ek B0 K (1 4 D) 4021
&, ACTT! 2 H —Fh A CAN 1 2 S HUE 5 (i fa] S %, I8 F OBD-II 2 1 I S s iR (PID) X H AT HriE.
AR SO R AEAT I A A R 38 T OBD-11 5 1N PID i 3R fil % 1 H AR BT ER 43, FH 3454 B () 1)
H. SRIGIEFTE AL BRI R A A ACTT 88 B 2 4 [E1 3 - S804 32 4 rh A4S 2 R I 1) 3 371 5 2259612 W
P ID B 8] 5 370 2 [R] PR3E B 4 4, 2 T Shas BRI 8 B vkt — R L B i &, 038 B o R4k, (R
R TAERH R T ARSI E T EAH MG S, Tk S5 S £ & H S

[ CISPA MIBFFL & 4R T VR ZE B R R 2047 (9 T2 AutoCANP), % T B A% — tokenizer. X4
A~ CAN ID X B (113 )5, % tokenizer WA RLSUEIIEE 1| ANHARHTFAREH, TERUOERH, Fyudd ir LR 2w
SARE 5280 (WEME . 8. RIE. RS B HEILECSR T CAN 51BN, 2% 1 /MEg s m
R R A R ARG e S LU e B 6 5 325, 5 CART I TAEM LG, KORuD 1 iS4,

CAN-DU" 7 —Fh 3 F A &AL I A Ak J5 1%, %07 1675 18 T AN LR B0 A (1 2 PR AR, DA K T
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PRI & HEENBRAE 9 £ R R L S AR B R 3R 349

AR RIS R 2 22, R — AN AR AR S — B A S A AR N S AR, 1%
FRRIUITA TR A MRS ZAEARATIEN B 2, 1A & m k5 A% CAN (5 5FAR— CAN
(ERCE N FEZ TP ALk &P 5dyne (T X CPNEE=IS =gy W

(2) T LU RRBI G 22 1 2 7 4 Rk

F I EE AR UM, AR CAN (55 2 (M B LR BN 5 SRR AT AN A, — A CAN 55 N B LR B 55 28 200
TANG" "R READ" " [R]if $ H 1 36T FUAF 0 S 5 M3 2 Rk 7 v LR B BT 47 38 P AR A O 2B 1k, A
0 F 1 822 IRER. Xt F4E—4 CAN ID J# 41, tHE— N HAS A B R4 B = [by, by, ..., b,], o n /& CAN IiiF
R KB, b AR T 58 i AR RO 3. 485 N2 B4 H18 BFR 304, B3RAE b, 71 b,y Z AR 3E TR
8. %30 FAEAR AT BE R PN 5 2Z Il (3L 7. /R TANG A1 READ 2 A7 4 Ak f 5L 309 T4, (B 5 ol A v
JE K 22 B T ERE RN 6 (A A AL AR T2 7 vE AT 1 R 8. Libre CAN! ™ & 7% 5035, #4
BN LRI FR I R B R R B 43 L, T AT LA LLSE v RS B S R 7E LibreCAN A, /B3 & 3L T
A& CE/TE F1 CE/TBDC, Fl T4 4 M4k 9%, CE/TE & IEMAFRT A S (CE) S54RI 54 M3 (TE) 2 14
FILER, FT#r k5 2. CE/TBDC &2 IR B H) 4 M4 (CE) 5 DBC XX 5 B AR i < 115 5 2.4 (TDBC)
Z AL ER, T e R
3.3 ShEMRR

Z 1T iR A AL RE, CAN 5 S 74 20 b WO A7 B L0, (8 AT SCE SORTRS 2 0 A 1 B0 2. 4 REL AT B B
W fRHT CAN 55 RR UFIHE 3, Hr il DBC SCI. A REARMT AR 5< T AT A4y iR 3 25,

(1) T PID JE A4 R AT

T PID VAN KA REAEAT, 3 ) OBD-IT £ HiEANZHAR R (PID), JF M %2 CAN a2 4k, 4341 CAN
S5 I X X RIR AR I B T v, — S ARSI 00 TAE TR 45 & 5T PID ISR IT 757

ACTTUIERI PR Be, R 725 T PID N5 i%, it S HEEU 4 R AL i 2 2 1A AR 2R M AR S 1, AT 32
TR P HE FE . CAN-DURIRE R 7 35 T PID M N A RN 532, T ELAZ 55 1 Fh ol US55 IE S AR i
e HOEEEF U B W0 SR AE A I S, e IR A N B, A R R A 0 B E) 1,
K2 IRER. KA JE B, A5 M CAN {5 S 7E W Nt i A U I h A E SR

FF PID yE AL AT 5 17T DA SRR 0 1 — et Al fe E o E B MME 5. i T 02 i il
S5 IR AT, — B CAN 55 0935 SCHE BB IR B, Hoag G BRI %5600 32 2R IR =2 T
(K155 & nT LU PID fil &, 55 R AP 5K 8 RA TR INE 5.

(2) H T 15 X o200 4 W FRAT

EJTVERI A E ALY CAN 5 S5 AR B I, DUAGX B2 2 [A)1E LB R AT CAN {5 5. BEFiB a3k
FR A RELAR AT 7 B2 S 5 O VE B IR ZI RO AR, DL KR IR S SR S A N R R R RO BE 0. DR e 3207 9 7 B4 1R A B
FSTHAT IR AS T MR R AE, DAUSCSE & AR T It R2 K B0dE . DR b K 22 350 108 S 2R A R AT TAR#R & H
LK.

LibreCAN"LZ 55 1 ANAT LIS ] CAN & 48 2 iz i1 BRI 42 515 2 CAN 3 ) TAEHESL. LibreCAN J@ it I
— AL H A2 (normalized cross correlation), L fEFEEL A CAN {E5 . PID F1 GPS ¥ 2 i) F-4KxF N % R AT 2 4
FEAT. A3 EE 5 1018 U5 B 5, LibreCAN 1E{5 5 0 J5 46 (B AN ELE 205 2 A1 AT 2R 1k RT3, DURIY CAN 155 10k
FERVRFS %15 5. LibreCAN H43¥ /] CAN ¥H /2T % (I [A198 0 1) 40 min A2 A5, JRAE 4 Bl ESEMIZE4% LT T
W, WERH TEON RIFRILE R, SR1 LibreCAN BEA AEACEEE I B JE B SUE SR B, AR R DL BRI (S
= PAE[RSA LTS

AutoCANPSE I A3 A 2 T8 38 SRS S4B AT, Fo it IR, CAN 5 SRR T HsL it A h i
P, X A 57 ) B E A R AR R R AR P, AutoCAN BT CAN 155 15 JC I EUSTRE (AR 5% M SR S 5t
M0 74 B, 33K 2 T S A4 88 5 A A S AR R . AR5 I i ol S B VR IR AR P — B 5 2 A 3, JE R T
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350 HAFFIR 2025 5% 36 5% 1 &

A4 R, R BIX L i S CAE S Z M AAR DS, 0, i Tl R S5 F s B AR Al W LB i 5
AN IR Gy, FERIFAME 55 2410 2558 1 OB, BRI 0d BE AH G CAN {2 5. AutoCAN Z3 T o, VR Ml i
PP LABRERIS G GPS LB FRAREE. TR AR5, WM AR E K I OEM BN T 2 ¢ i
PR A R LR R B 3R 1 Th . Buscemi 25 AU IT T 3 TE SCor K0 ) TR AR M4k, 1 EIUISE 2
ANME CAN 55 551, TIARILFE MK CAN 55 55, 4 B TR = B0 B r e .

(3) FETHLE S 1) 4 R AT

BREM IR LM ELE R (companion APP) 238 17 75 # 3 3 FHL 52 i v 1Y) S AR /7, 0T A5 ZE R 4K 34T 28 HL.
BITHEEZFHR RN L —RRENH, — BB 5 M4 57K E T-Box 1S, FMZERKMNSK LIERELSEHIK
EMKIhRE. B —RMENHBTELER S I T A L, Wik OBD-II # 1 54 MMA KiEHE. £ FRENHHS
FEAR AT 15 BRC B B 5 2 8RN 45 32 1L, #iliE CAN 55

CANHunter!* & 55 — AN it i ] 4 2R B & S FH FE P E 34k CAN 30 i) TRE 0 TR 543X 2e B I FE 90 M
R AN AMER W TANART. 82w TANARF@EEBEE AR R AR R, FE—1
HER:E] OBD-I #: D MEH LW TR, i T AR R 7 1B A2 AN F], Rtk CANHunter fift R 55— ki
JEIR A H CAN B2k KiETE R MY I: 7 W Thft. CANHunter 18/ 7 B 500 H AR T U] A AR 2 7 CAN 2
LR IEE SR IUREEL. b4, CANHunter $2H 7 —Fhah & 513 CAN iy 4 117735, 1T USRIVE 2 W T AN AR T
RIEFTA T S CANHunter 1 3 NZEEIR R RGN M 104 ASZEF2 W THENH, 13 AREDET 150000
AN CAN {5 5 [T SL. AR, IX 2 i AR Kk 22 0 N R )\ 4@ P 3R 0N R 15 2 A0 2 3 A B0 T 10, IR BR P 3R 15 19
KZH CAN {5 5 HGZXT PID HImIR, SR L4 AFF. 4t CANHunter tB A2t CAN 155 1% =

K2 2R3 B US00 m) TAE 2 ZAT X CAN B, 1% 88 TAEJC IR B8 F 802 Wit il &1 xd 13k il g,
Yu 2N\ PR T —FhZE 2 W 0E [ HESE DP-Reverser, 1] BUG KWP 2000 F1 UDS WrSG#EAT T 18 ). fEZ 7
18 MR LAEH T 4 Bk iiz i TR, 37 T ROTERE 5256, DP-Reverser A8t 2 With A T35
) R, 2 v AT R DR BCERIAEAEA 2. H AT ZE B2 Wb i 0030 i) TAE B aiA e b, 2 R
BP0 5 F R RS W S0 R 7 R, I R AR 1 — AN LT .
34 v 2

ARSI ) E B R 3 AR, o T BT ER ICE, S T AT H A AL, K CAN T B R
T U155 e /NS SLBLIE CAN {575, AHSETT R AW, 36 3 Mg T 8 A Aok TAERI T 2810, Sidkiiiss
ME S DL K T AT

3 Hur AR TAER SR B 45

EE R e

IRRE FORLLAF e Rl RE | RRD BRI
ACTT™ N ® N N OV
T S AutoCANEY N v N v O(Nlog N)
CAN-D"Y V V N N -
READ!"" N v v v o)
BT AR R TANG"" v ® ® v o)
LibreCAN!" V N N N o)

LR A 2% T P B S B BOZ A R AT, T B T RS CAN (5 5 A% 30, i LEE R, R 4 B4 T A FS M
FEMTRR R AR SRR A BRREE . B ZE SR i 75 1 ).

TR 45 B — AR PTVE, 73 R R Al 1) D v R AT 000 ) A, Ok mf v L S8 R YRR AT AT
ARK IR AEQRUETE ) T R R ZE RIS N, W IC B ARG/ 7 B D) & 1, AT R ARt TE 38 1 8 22 3k 2%
WL TTHE.
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I & HEENBRAE 9 £ RN L S HARB R 3R 351

KA RN TAEMS L B 45

Jr R IR TAE H s L e AR BT 75 I 1]
N ACTT!™ sE4 H EML MOBD-11#% I #47PIDVE A 20 minZE A
FLFPIDIEA la _ g .
CAN-D 5e4xE Bk MOBD-II#2 3347 PIDVEA 4 mink A
JETPIDIEA . [15] o GPS%#E, MOBD-11#% D #EATPIDIE N, 77 B AE 5 )
fiExsyy  HOeCAN + 3 W ERAT A T HCE 40 min e 43
. AutoCANP 524 [ 5) g GPS¥{#f N
BT R e | [19] N - * b e D " . .
BuscemiZs A FEIML GPSHHfE, 5 ELHAE RARYE EL R AT N LA i gk 5 minZE A
R CANHunter'”  524EH3){k BLERN A, EE AT G5 APP R E N
. DP-Reverser™ 584 A5k WeE R, B4k, MLbE 43%h % )

T I AR R SCR A I A 36T S A Y, (XU 2%

4 EHFWERBEHEAR

BREMIPIR E MR R R T — RGBT HIVETE 22 4 XK. AT & So iR 4 A8 P IBCVR 22 1) ZE 3 4 ook, o LI
o [ B AT R G A, M B oy A T R R B 2, PRSI 4 S mT D I B ), T R RS TR 4R v
7 1T P 28 TE 2R U 10 ANAR ZE 2R 4. AR5 0 BIARYE T ek N 1 RNt B A o0 0 48 30 W 48 T ah AR DS IF 9T, s it
1T/INE.

4.1 B &

A EFENIE N OVRIBE: BAR P ANGE AT BV 224, AR A BT ZE 2R SIS 0T 90 AH ¢ AR X 24
28 I BT AT AT DUREU AN B 85 1 B BE (20102015 4F), W 95 3 55 5 S V@ M 3 i 1) iE R ZE IR N R
ZEH ML, Bl tniE OBD-IT 2 MR R M 4R, BB P HL Vs i) ECU I 1A R 8 M 48 K I6% Z W B 55 2 BBt (2015
EFEA), 2015 4E Miller 25 A 7E BlackHat K4 EATF 7414 Jeep ¥4 A3 FE Sty S 3ok Y L ot 242 1) 26 4%
B ) P ECHE R, B ARSI 46 O I8 AR U ) 4 B IR B AT By, R ME TR E I B 2 HENE EH,
PR, MATT 42 1) ZE 50, B B Pl R o™ B 3 R I ol & A iy 1 4.

25 L RTIR, ZE B4 TT R 52 SR A

o RH I (local attacker). X 2RI 3 vl B W U5 W) 10 5 SRR B3  2%, B anid i ¥ &Sz ECU, 80
FIH ZE 2 W TR H: OBD-I1 £ AR ZEE I 2% . ZE3 0 28 61 =2 B 4y 5 1] R 58 B M B R AT ) e 3 288 i it ) it [
2, ARSI (R RE 7 R 0 sl B Aok, E ey SRR IR S AR A

o SRR # (remote attacker). 1X R @ i 2 RE W BEVR A 52 B WO AR B O NAR ZE BN 4%, i A2 42 1 v] LA
Ay AT REEAS B O AW O, DA Rl A B O e 5 X 2% 2% FH P R DS ZE 4% APP (19140 Tesla APP) #2515 %,
Wit 5G #ahgE W%, A EIRE RS EWEAT S, SRS R R AT DR A R 02 RE A
%, B #F R P I FHLOF S 24 APP B E MBS ZE.

B 1R T EN RGN 3 b, GG BT DL GT R, 3 3L ) R AR B M 4%, 3%
RN L, BRI R Thae. M 2 2 A INEE 2 BB, B 70 8 AL R S N S IR R B, I
T AT LA SR T 25 2 ML, ST 4% APP (UM S5 1 MR 28 KL B2 35 4, T L@ WiFi Rl 55 f 4% 5 F2
NZEHIG IR RAEE T-Box, 3REL root AR5, TRl — RINBGHHEZ 1 CAN BEENERESE L. FER M
AR ANRE DR 2, PR Tk St 140 AR FIHE P AN W A, R AN 38 K (ER B PR B I Ty
KRB R, TEEE R EH M Y] CAN W EMSUE — & TE.

H 2010 =LA, B & Z85 G- 0 IRTR AN B8 2 Tl SR IR N Wi B o, B 7 38 4R S Re X AR R 1 2
AW AT BT 55 2 — R R T H PR (0 55 PR AT AT 44, SRS Ak AT RE ) Bk T AN B 1)
B, IR R 45 2 A AL LRI SE . W S S R RN SR P BT 1), T AR SR AR DG SE AN, R iE I B
WA SRS VIRt ZE R 45 R G5 1 EAT 40T, AR DR SCRR [6-9] X BE IR 4 OB TR HEAT T A pr FLS 46,
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352 HAFFIR 2025 5% 36 5% 1 &

AT I S G 5 IR AE R A T B AR RN AR T O 5

(1) PER 1) A kb e 25 ] LB BB U7 M)A R R sz 1, ml R — S A 4, (R B 7 R PR 1 41
0, Bl OBD-IT #:0. USB. CD #&/l#4%.

(2) FEPE T vy il R T LUB I i i AR AR N RS N, A v] LLdE s %
RS, PAT AR IBRE IR I B i, 3 B 305 B R S B R DR

(3) @ HE B T L V) 1) - AR il T I, 940 GPS, Bk Al ShkE A5 I IE, G 55 2% AR B g Bk
RE, H—DBE EH M.

AT E SRR R P BCIR ZE 1 M AT A A, g Uk A N ARt B R R G, Hu R ZE BT
53 BB iRl FITG 2 Vs 0. AR I PRI Bods N O AN [, K 2380 X 245 i 2y vl sk Wy B 1 i s, sl A% IR
) ks, e e T R A P B A e e R A I Bt 45 A OGSk, Bk sy RS LS R 5 TR,

RS ORI L 48 4 B BoR 7326

il ik e N Beaki ik RE T
R fﬁ%ﬁ%&ﬁ;ﬁﬁ (1) JE3LOBD-13% [ HEAF MRS B BI0F R A6 30e (1) Plug N-Pwned®™
(2) i3 USB/CDI M it (2) I USBHz M FAT 0 58 e B A5 18 By (2) DeepSniffer*
() AR 0 A7) (1) AttrackZone®?
O Tk Q) THHOBEES . AL ORA (2) mmSpoof™
STEFET A ks f@g&%@;ﬁﬁ (1) A EF ORI B B8 T R4 (1) Antonioli% AP
h @) THIRHE A R gt @ WAL RS AT it 2) XieH N\
fﬁ?ﬁﬁf MIBGE: ) smswiF A e (1) Over-the-air®™
(2 6 KL Tk (2) LI 5 P2 Bk I R T-Box, SO 2 EH FHLGHRE  (2) Free-fall”

HE— 2D, IRAE T FARAN A, H 2R3 2 Bty B 5 0 6 P,
R 6 MR HARXT AR W 4 Bt 2

Yo H s BrtigAR B T7i: RETAE
ECUDhFe Bty BRIEWMECULIEME Cloaking!”
FCv AR T A OTAS 7y RIEMECU LRI SEHM  Over-the-air”
CANEE il B2 R Froschles A
CANZZ: CANE LR R A B FIF CANBIMSCH IR, A CAN i 28 HE N 5 2k 5 LIRS CANnon™*”
CANH B S+ BYCANKL LI E CANflict*”
CANY BE AT 7 MCANELENBEINE Miller& A

Yh#F i ERBGE N S EHEE e BGRE R GG, R — PR E TR S8, iR Ead
CAN B2 45 E ECU KIEFFEFES. W3k 5 Fion, B # 3 ml DUE T R Beeh N D3R CAN B 2R 103508 7 33 4
B HIAL, M58 IR0, LAl I, CAN BN 242 B BE IR R 2 e IR AR, A o5 T s BAENR
ZEFM I Bk TT =

(1) B B2 R TERE R S R 4E 54 0 (OBD-I1), 3515 575K %E CAN S £ B3 VT ).

(2) I S IR YL 5 =07 W, B ANAFELEIRIR B 28 =07 ECU, B ZE#02 I TR CAN & 4.

(3) W e BRI E S M Bl S . TSIl CAN B4 .

(4) 1@t OTA (update over the air) Jo2k BT ik 55 B2 1 N8 CAN Sk,

Y NMREFMES G, 1T Re s 23— P Uk Fa R HARLE 7, T2 e B Bk 5, AT R 1% )
fit, ASCHNEE T BB NR CAN B2k 5, T BESAT I — Lo = Th R,
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RIS & HEENBRAE 9 F RN L S ARB # A 353

(1) ZHE 7ML, VR4 P S 2% v DU 25 B AH OGAS B, T8 I N AR I 2 15 4 T DA S B 450408 5 .

(2) il 2240, Mradi s 5% 7% CAN Bdfa S il R 22 49025 B AT,

(3) HicHm Ik, 17725 h 5 B 1 B0 M R G0 R SRR R, SRR I .
42 ¥EHEAO

5 REE T IR B N T, A R RE B ZE I B, 0 SR SR R B B R T R, K
Tt (RIS B, 350 75 50 2 8 0 4% R AT s, AR T AR AR e N VRISt 77 2, Sk 28 80 0 48 e AT 2.
421 YEEY; iR Bk

M Yt 3 v DU i R 1) U5 U B R M 4. o, OBD-IT #2 Mg — MR E MR A2 i 11, Jdid
OBD-IT 2 1 0] LASKHUZE 4 1) S s R0 3 s 8. 48000, i @i 2 909080 25 18 % 4= 1, (K tk OBD-11 £z A7 1E
H LR AE 1) 22 A IR, MU 3 T DA FH O 2 Yl T AT B, 51D 2R AR 22 4 AR, BEAh, 2R3 R R G — R TC %
USB #:10, Al T R4 5N B & M, — B3R/ 71X SV B8 U5 il BCRR, gk T LASRAT ik — 25 (il s
il OBD-II 4% 15k USB 4 4548z 11, o] DAHAT B Bk 15 B 57, Fh 48 R 45 A {5 i Bt B2

Plug-N-Pwned ™ $ tH T — R %t 28012 W7 TR (M B HESR, SZMELR AT L i Zh ik 3R o W 2 3002 7 T AL,
RS F FH o 1) 22 AU, R FE 3 A R R, M SRR MU . SR RT LA 3R )
W TR, FERIGLEEAME BAVRRIE; Boa e nT LR A © 50 1 % AT IR 2R 802 i T 07 2ok, il ok 1%
R S8 14 i 2 FIBUE K28 1) A2 0 10 %5 B R 458 12 M B n] DU o 2 11947 2, 2R 802 7 T R kAT 2 i
22 2 AR DA . B0 285 T LA FH 12 0 o S 300 28 2830 o0 28 1 50 3 5 s 2 B
422 THViR L

e B AT LUK e IR 4 S it AR Ak Qe . A A3 il I A AR ) s @ I R IS 1 Bt
R e A R A 1 B

o ST AL R AR 1 Bt

1 BE I IV 2 T A R T R I A B SR S SRR BRI AS 5, Bl ik . OB TR IA R 2K T 1A %, X
A S P I B LKA B S T RGN, LU R ME R T A AT B e 4 A G LB AR IR A IR I L R
1E H 202 B8 (1045 SRR BY, Bodi 3 8 o i A% R 2 R A5 B (R D0 B A, {8 1 200 25 5 AR S Ml i e, R 4 45
S ZE BRI 4 P R R, (R AR TR AT N AR B R A 2, AR S SO RI R, — R AL
e IR TR BRAR SR IR Y, 57— AR 0o B S A S 11 K O 8L s

(1) A LI B B

TGk BB I R G AT IR EE RSN BB B AL S Hb R R (simultaneous localization and mapping, SLAM)
i e B AL JE A TCSL My PR R 1 R N EAN T WL £ A Y AT 3R A% Sk 0 B Tt . 120 e IS T LR 40 40
AT LRI fid R B G AR IR, T AR TEVRIR AN AL 4. Ak, AN ETEAINL R 2L 6, 5 IR Wbl 2 AN [F 1)

PR REAR I AL 4T, AR O R AN TT I B4 1 5 AR R i hr Model 3 M4l 2% 5 5 2 30 & _EREAT T SRIR1T
fli, BGIE T ICSL B (48 Rt E W L 27 SR ™ 5 1) 22 4 1) 75,

Jing %5 A P00 [ 325 B R 45 (¥ ZE T RS MU B H AT T, S X A N MR IAT SN A BB, AT LA B 4 3 A
FG, A AR R H AR T 2508 2 B A I B 2008 22 I 7 AR iR AR Bt 3 T DA b 5 v R 5 N L TE B A e . A
FE BT 2 A R R E A, FRR 1 B A RO

B 2h 725 I R GEAEALAE BT AR B ARG DA B AREREE. Zhao &5 A POR BB B ARG I 2 A P B B 0T, g
i SIS IE B (>20 m). 55 A1 LA SR [RDB LR 535 50 T IR S M HiRE AR B0k . AttrackZone M H 1 —Fhof )
W TT SEIR A H AR R AS B B . B R = 4 R s B e A U DX 3, SRS {8 AR A X 3 AR R %
(Siamese region proposal network) FI# B A2 A 44 (130 FHE, 230 B FRIE BRAHEIN AR IS B, 0] a0 A5 1) 25
BEAT N LI VEAL R, AttrackZone 75 92% MRS (8] Y SEBL T Bids H xR, PR HRE 0.3-3 .
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T RS T RERE R R T 2 A T B3 S 3 RS0, T8 SRR S B Sl RS - ik H 25 Bk
5, B, 7R B EERSYHE AT 5 LK AR S 4. Zhou 5 N PRI 7T T F T J8E R 1) 35 T L AR KL K0T B8 A T SR 1 2
A AL, $R T — o R O 2 T R B 1) 3 R G e Rt DoubleStar. FALHE P A I T 2 bR BT fIEk I
i, BATT S T R FH 5 58 ' SR R0 B M B R SHe it R 1R ) R P IR . SR 25 R W, DoubleStar TE AT AT A& 15 m
PURIREE, ERATA%E 8 m M BRIR B, MTATAEE E 20725 38 ZR G0 iR 5ol b2 1R 1) e 4.

(2) T ISR IR A R I WL

WO IR I8 R S FE R S Sk T S R A I FE S, 2 B RE M BOR E B R KA 2 —. oA AT
I R PR I = 4 o B, R TN AR A RS A . T AR S SRS AT 55 Cao S5 P YO OL T A Y
TS ARREAT TR WA AR B ROG TR I B AR A BV R, K BT B AR K SR B AR AR R T A
T, W50 B, 167 B B PO B AR BRI AN 2 LS IIZ H AR, BN L 52 2R T HLA8 5 2 16 H Aa ks e A2 1) PR ). 1%
WX EEHHATTER, 1 %6, (EF @S TR0 T 0L SO BT 88 77, HF 80T 7 2 T4 5 25 (R AR 4 1) 7 vk
XPIXFhRE ST AT BOE L. FOR, RS e T B A Bt G R R PE, vt T — R AR 4 R %
FEARSE G I EIE, ARSI Bl i Th 2648 i Bl 75% 745

Zhu %5 N PR T — R BB HE SR, i mT DUA BZHE S R B B A5 18] e T LA AL, AR X s
A7 B R BA SO 2 A AR AR 9 Bk A, mT DR SO B 1K BN JR 4. 1R U A8 R R 4R R G
HLAR AT AR FAPAAT T4 ) Beids. Sun 258 A BUBRH T —Fh S0 T 1k 10 BB G s, X et R T B H
Fr R GE SeI AR, A T B0y BB G M AR, R R ETER SR B G Piah B T kg i 2. % 2 g
8 19 K 22 B 1 2 T IO 5 1A Ak U AN BRIER B3, HTEILSE 37 55 b AT 1 SR

Cao 2 NP2 T — Bl O 75 128 B A5 T i e, RN BRI B 2k (physical removal attack, PRA).
Z B I — R N ARAS AT IR 732, SR P2 T O R Y R, 7 A% B0 J2 T 14 438 P 1 25 B S R s ) (0 06 7
Ik A, SRS AR B3 B R RN X SO RO TR RS B b2 5 50 B 3 2 B RS M) BRI 25 0
EVR AN E AL BEAG Y, MTT 5550 H 3 25 BVR G- fa fe 1) B 3 S Bk k. AR B A 3 FHRATIN B 3 53T & (Apollo,
Autoware, PointPillars) _EHFATIGIE, PL 92.7% IR LBR T 90% 1 B PrFES 55,

AR BT B EARUE B T 3R\ =4 5 SRR H R BRI A% 1A A7 M, (E 38 2R SE L4 20 2 T I K 0. PLA-
LiDARP G (f FIBOETE NS LA 2, S2E0 T 06 36T HOR T34 10 = 45 B ARK I 2% P BIK B 12 Bk () 1 — b
BT R BBOCBUR RS, TTLAEANZ A 4200 A5, 3X 52 ARG TAER) 20 £%, I BAT DO il & 52 HEos Bk i
WK BRSO 15 5. 12 L RIS — ol s = A bR i o HIME S T, DL — M aS & B0 S IS I ) Al
Yt e ST e s s A B, W DR O = 4 s S W N B 52 FH IO Rk .

M TP S AL Tk, =Kl 8 B S R RS I RE, 10T 1 3h 2 B &5 56 B 32 Sun 25 A\ B0 K il ik
SISEHR IR 22 A AT T IR N I, 380 R O 2 K U A TR B Sk 4 o 52 5 3, 0 F T AT 3 AR D AR B 5 470 R £y 1 TR
BREAFIOLE. MEEET 5 D E LM TR BGT7 5, DRI 2 HE #2734, 08 M0 a2 5 sk, WS
A M. AEE TS MKZ 8 3 2B 30T G 30T T 588, 9190 T S AUk s i 2 A, SeiiE
T ek AT DA I R Y 2 K I R IR R LA ) 52 TR, e Rk B B S B A

T AR SR IR I Mt R B A N K R BRI Se e AR, T B RE A N2 A AT
TG, AR T 3% S i 15 2. mmSpoof & 1 — o 1 2 K i T I IR I i, %l A T EAT A S50 0
P, WA TG B 2 F1 52 3 AT R0, A 5 T IR A B (reflect array) FIMIER S &, 1201 A5 i it 1 i) IO 5 B A A5
R 52 A I TR,

o il FREAE B

HHM B E R B AT . RFID &I FRIE EHOR 58 MU B DR, 4l in oA ALk N G DhRg, X Leif Fd S
$E O 9 Bes 5 R 1B B0 T, A8 SOREE TR A5 B Bt e i N

(1) o T Bt

— BRI CA TR T 0 (0% A g, SR T4 o 22 300 2 Tk IR FU A 6 852D . Antonioli %5 A P9 &R 4t
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VAR T ERE T il B 2 a0, 75 5 AN LRI R RGR 3 AN SR B T WA 6 7 I KNOB
Wik PIAN BIAS Tk B, I AN et 45 & T DAOh 2B 06 8 B 4. SR8 R I A AR 15 4634 5 323X AN Tk, E WA T
BRI PR RSN EE S T e R IR SR s A

(2) TLHHRH N RFE T

ToEARLE N R Gl I T AP AR (RFID) B TF R SEEL 50 ) g A0 4 Th g, A 45 32 To 44 @ 4R AL R
TR, SRR FE N AR RS, D480 W3 @i o4 4k W% R It 5 51 R sl 7. S
AR BEAL TR R =, H R B T A K . Garcia 26 A P% 2 AN E R L HTHE N RGHATHI T, K
XL R G AFAE ™ B 2 IR, AEF @S T IE IR EAE SR BRI & WL, $87R 1 Bt & AT TRk
ARG BIETEAE S et FJ7ARBed A (e NSk 4. VR i STI R B, X Se Bl vk ]
DU B 3 e TR R HE N RGER 2 AR IS it Rl M N T i AR B, B R S, R4
Xie %5 N VOOt Re b (R TG EH AL E N RGEHEAT T Zoads, R b 22 BE ZE PRHIE P 5K RFID K F, 28 38R S 245 FAL
N R— token, % FE AT LUR IS FAUROAE. EE RIS — IR B R8RS TR B HF BRI TR
Fe T AE IR P IR, Sl (9 R o R 4 T AR VR 2

o B FEEE B

B RE P IR 2 75 B 1o 0 g IO 6% S50 1 R 58 A L B T e, A B T DL AR RAEIR T, (R 4RI
FRMCHF IR AL T BOR B B 1, A SCK @I AR (S B 4 vt R w24,

(1) WiFi I

B RE M BRIR R T E HOBR R I A A A R R [RIE, B 51N TR KRR, WiFi A2 %5 RE N BTS2 84T
OTA FHER M E TN, [ tB A g ek 2 R . AR5 B OTA FH2% 1K Over-the-air 2 b, Moddi 3% 156
Dyit s 4S 10 WiF1 05, B bR 42 B ShiE 8% WiFi, SR 5 FI 0 50 2% 10 IR TR HEAT 3 — 5 I ey, sl
SLOUT R IR R A B, R R ARAD N, AT DU AR IR AR AR A FA R, 1ol R = A K .

(2) W8 W45 It

T LB FAUR AR R R B A4, ISR 25 S AL B e, AR AT DAss i ZE 4% APP, Jlid i
BRI T PR L TR SR S AT AU R T W R RS Bl Tesla APP (IR, Sk i 5% /9 48 A
{2 CAN JZ&, HET 52 AR a Rl b i 28 B, b, B eGP ZE IO I R R G0t 75 B I SG 18 58 9 4 1 1 1Bk I %
5. W 5% 4385 O T ZE 4 09 T-Box, 2R 1M M S L3R BH, T-Box AI BEAEAE & AT, AR 2o 3 fn SR T LAIR L
T-Box R FE ALPR, JUJ AT LA ) 25 38 W9 4 A AT i ., AT o e,
43 LEB#R

Y @ YT i) 562k U5 ) (5 SN R R 4% fa, B 26 H bR R B0 2R3 4% A L 4H RS 43 T ECU,
T2 ) 2240, PAT TR ThAg. ARE 5ot B AR EIT 7028, R84 Ml i 4 HAR AT g & ECU 5 CAN &4;,
2T X 5 e ) £ R I 5% 2. R D 4 T A R R — AN B B, — S B 2T CAN R R I B R R 2 R
ECU, it AA TR YE H & 1 2 H AR B ECU I6 2 CAN M ZRRE4TR14%, T4 Bl 41X P k.
43.1 4% ECU B3

EFXF ECU BBt BAR T 23 an k.

(1) ECU th# Wit

T CAN B2k EA ) B, Wi Il# aT AT M) CAN A2k, MIBcE a8 v DAREUS 26 E ARSI T A T 2,
IR T AT BA2E 3] ECU (47 877 30, BFEAR R ECU B 1431 CAN ID, f£ 45 3, CAN .84 28 e Fl.
J9 CAN ¥ B A S IR F IAHDE S, B A 2 i #5& A0 R (2 8, "TBAB 78 IEH 1 ECU RIEHE. —1
TR N RN R GE ] LLR I EE AR ECU P33t

Cloaking Jili L& —FhHi ) ECU thasMili, B 7 Seid 3 T I 5 (5 B4R ME A AR K R K. Cloaking Tk it it
WA 3 1 ECU F7 S & 5E /R, 20 NP IR, 1 5, Bk & 3l 101 i A R B w07 8 B Rig—
A TFEFED W R, 705 B I [ By B S bR () R — B TR SRR, T BB & AR Y B E R
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RIR BN b T A TERCRE B UK FLR DR R D b Sk R R I — B ), RGO % B CAN &
28 b IR, B RS 1B T R R AR F A T SR IR I IEH T B

(2) ECU =Rl ¥l

ECU Z i (reflashing) Xk 8 B & i B E B RE M BRVS 2 P B 2 ECU 1 i3 B 4. s fh e mT DUl B
B BBz N ECU, B @I 0 4% e 5 T, 451 an 43 P 44 #8 J80as elze R R S5 A, 3R ECU B9 I ASL PR T8
HE P RETE ECU R NG AHD, M AT R AE, 10015 F 22 Thae, EUushl R 5, BUM @R HIBUE#
. ECU BRI & — R & i Bt RA ST DA R 95 2 1 e 2 PR AP . 0t 3 ] AR A I b 2
TR TR AR, I fE TR I A iy 4.

i RS0 = AE Blackhat K2 EATF T 4R HLA) Free-fall ok P, i3 st R — RIS, 48
i ECU [E 44 1) SE B A A, X 5¢ ECU 4T ECU B Rl B, 15 toZE 250 W0 28 X DG [ [l 42, AATAT AT BASE CAN 2k
RIEBEHEE.

432 EPXF CAN BTt

Yrar ] DUE S & 2R O, Bl T-Box IR AR EH NG, FIH CAN KR % A B, B2 R et
CAN BRI Bt, BARA 43 R~ 4 2880,

(1) CAN #Hjgxd;

B 34T CAN HE 10 B AR 2 22 iR 38 CAN MR E A 01 B, A& s a3 7 % 2 (¥ payload J5
BERERPRIEZEE, WAithisNE® CAN 4 E. BT CAN 12 8 a5 E A SeE 5, Bk CAN 8 IER B
AT FKG R A CAN 28, S0 22 0 4% (0 ml Fi . DRk 75 BB A I CAN B Jede o 1,

(2) CAN 28 ¢ it

CAN S £ K] (CAN bus-off) Bdi /&£ % CAN SR M — KRR ITE 4 IR %% (DoS) By, HFEZH 248
CAN 2R3 N8 28 L RS, T3 CAN B2k [ I8 (5 22 BH. Mo &l 8 2 [ CAN B2 RI%E KR M IR TH
B, BN EERIW D, RAEVERIEEE I S, ZEERTE B2 CAN fHH Sa R B4 LA T ™ ER
AEEHR, WA BN, S8 CAN S48 L REME P CAN B2k e BT S0 BE BIS 42 K IE
AT I B E RN, A 2R A O e s, AT A SR BRI 2 A KUK

CAN BZ&H — BRI IAIK EHLHI, A B9 ECU # AT DO IES 5, K A 15 0 200 2 37 B A A Bir
B0, IEYERIEH SR ECU — HAGI A 1%, 2945 YA ik &, sl 4RI R e REE RIS,
BRI AIE NI ECU BT T 3 FREZ —. 55 1 Fid Eshi RIS ECU Al LLIEH 25 CAN K 2kiEif
PR, JF 7T BAZE ECU AR 4% 5, v il — A Eshaibn &, JF Bl a Al ECU. 55 2 Fh2 s sh Al IR
ECU 5 51452 FPIRZS, 4T RS R SR 0 RS IS R, B AR5 HAh ECU 38R, i% ECU HUl i A REAR AR
RIBAERIBAN. 5 3 PR B RMIIRE: ECU AREIEHR 2 5 CAN BZE IR, 15 B IR IS EE (.

bR 3 RS 5 ECU 1 k%45 1% 11 % (transmit error counter, TEC) FEZ U2 1141 (receive error counter,
REC) HEAHZE, TEC Giit—~ ECU HBUKIEE R IIKEL, T REC 4til—A~ ECU H LB 3R 0 UCEL, RASHIAR
# TEC 1 REC MiHEuE s HENTROIRE. 3 FleiRA& e R A 5 FioR.

TEC>127 8¢ REC>127

1. EBEDHARRES )

TEC<127 H REC=<127

K5 ECUIRZEIHK
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2 BECU Ml B4 12 5, & RI% T Lol mAr E IR, 1% ECU 5= WUR %S £ 1), 253 TEC 8 REC
KT 127, % ECU V) B 385 KA. 3 CAN BAIKE IEH J&, TEC M1 REC JF46E/>, H 3| TEC F1 REC /)
TEF 127 J5, ECU R E B E 4RI, 24 TEC BB KT 255 J5, % ECU #E A B SEIRAS.

FH UL AT L, CAN o 28 HoA B0 10 25 6 MR R B k. (B IR Fh A LA A 2 N B A 5T CAN &8 2R Tt 4
T, T B CAN B2 AR5 ML 2 B A2 7E BLPE. Cho 25 A M9 CAN MR R4 R AL BRI HEAT T F 5, RN
CAN B2 [ i A B AT BEp BU 8 R, BT — RPN . B3 o] LRI CAN S 2R 4 15 A 3 1) ) 1) TR) B,
Pt B IR CAN SRR ID, N — LB (5 2, £ CAN B4 E R E B RIZEERER.

Serag %5 N "hil It PRI HT CAN LR AR AL BN, RIL T — LB 1) 22 4 1ol f. VR PR T —FhilliR T2
CANOX, A] DUME M CAN 11 s 7E AN [R] S 2R RIS R 254 T AT 8, JFAR i S 8O S IR AMT I &40, 22T
CANOX RILM CAN S8 1R, 32 T H BTS2, AV BahE R FML iR G o T, B 224
(¥ CAN S 2k, I % 4 KB IN ECU, I L 561, I 45 A B 1E LK & . Kulandaivel 55 A\ YA TAEARE
IR B RS . BRI A A] S, DR BRAR A A AEA N R A R GEiR 5. Rk, 7R 4R T — B 2 CANnon™, F)
FH AR ZE Al 1) 88 50 s (0 A B A 4 1 T s Rk, S AR e 3 ] LAJE I 4l 3 7 VR VR 45 ECU I, FRAE AT AT 1)
1E CAN 24 B4 AT AL, HT CANnon Brhi = AR ARSI S AR TR A LAIX 4, T BEA R ZIENE B, IH
PR ARSI 28 S G 2 DR (1. 10 285 E PR AN S SR R0 B T B0, FRE8 H 77 H LI 7 18435 it

(3) CAN 4 B e Mt

B v BERHA G CAN 2k B AERIEEE AT 20, Ak ool MR R F IR EWINEAT, PUTBRT)
A%, BIAME SR . R K PG B, RN ZE A IE R 2 47, Boah nT BE RS DO@id a7 R, HEERE CAN B2, JIf
FIFA R T B (BlanZE 2k i2 W TR Rik O8I 0 6, thar DUR I fE vy i (5 30, NRVRZE R I 48 %, G
T-Box. LRIRARYSE, R85 FIFHIRTFRIZH] CAN SLEHEME, Sk CAN W B, SEHU ZE50 2 ) ),

CANflict™ i F —Fh 4l B 75 i, A6 30 ets 3 M A e 06 B ) Bl o) 2 0 B0 S % 2 A% 2 CAN 31 R B el e s
CANflict A& 58T BoHi I N R A AL, B00iF T i FEBH ECU SEIL CAN Y B e BUt & 47 1, FR 0T DA 1]
— CAN &4k bRy HAh ECU.

(4) CAN 78 BV EAN KT

Y28 a7 DLdiid HaE ) & ECU [ CAN @ 2 MR EOH B, 4T CAN 2287 BiE ALt CAN 2289
BT 1 H bR 208 CAN MR . BRI, CAN MRS BE Y B0 H 80, AT T 6. /8
CAN 287 BIE NI di i, Boki # 2 i) CAN M2 KX s CAN JH 2, IXLeyH B AT e Bk | Hofth Ak i %
3 . XA LS SO B & 7= AR AR AT Dy, 105G P 51 8, R L 10 B R 2R, 7 Black Hat K2x B4 Jeep 15
TR, Bodi g i A R 2R R AR N R, R A e U, ol ar OB IEF G CAN i B S
B BE Ny, — Pl WA 7 O CAN B2 A6 T A, 141 CANtact. CANalyst-IT 25 [ CAN 425 K 3%
SEHIH CAN JH B 58 k. o —Fh i R W EE Vi ) CAN 22k, i OBD-II # M EXN CAN JH &.

4.4 1IN 2

ARG T EREMBRE XTI N, I TBEE v 7 A A8 Bbs . Bah MR s
R, BgmfECE 7 iR

W 5 4 B Y IE VR 22 1A B A R L IBG JE 388 M PO 388 i, ZE 28R P 4% B0l IR R B PR 3 0. E T IBE R L& 48R T 1F
VTR R T ) B IX LRI 5T 9 ZE 3 0 245 B A AR AT e F it T B AR A

5 ZEHMEBHEEA

AR R RE BRI I A2 B 4% 2 AN 95 IO G, B LB R b T — RS 2R SR 2% B 4 A AT e 4
AL TR BOR ) H RS AN R, 23T 2 8 00 44 155 AR AN ey 2 TR R Z IR 2R SRS 20 il 4 A R 2 N AR ARG D A
BRI AR TAE, ST/ as.
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R EPMBKGE R

Tk A R WE At LT Ten=T 5
OBD-I1#:11 WyEL i 1] ECU ~ Aliwaii AL
: CAN# £ P wmms. RO R4S, AEE

. Wy 1] ECU N BN 4, TR B .
1 _N-
FREWH LA PR T CANSAZE " Plug-N-Pwned
i ECU BHEE N FEGE. E4RS. EE s ) 6]
usB T Yy I AN T Koscher A
YIEET ) T I . . or e AttrackZone™”
I T T S L ECU G ﬁm{ﬁi&%?ﬁﬁfﬁi@ggﬁ&% PLA-LIDAR ™
KRB T 1] * - TR mmSpoof*”
i N A ) [43)
I ECU T k. WERE. MEEA. g TocheA
ECU FHBE B 2R 1) CANZA i S AIECU T % CANnon
KFEE TELk Vi 1Al e PN CANflict)
WF S B B T2k 17 1) ECU h ST, NBERM% . ECUNSETGE  AntonioliZe A%
TN RS 4G 0E 5 TC 25 ) ECU i G AL G4 XieZE \H
WiFi SR B T 1 ECU W HWITOTAEMECURE . NMRHHMZ  Over-the-air ™
525 KB Lk BCU ¥ IR, EITOTAERIECURE M. AR Free-fall®

e

5.1 BRIk

ZEAR I 285 B A AR 1) B A R AN [R] B8 1 Brahs o A2 ORI RS R 28 1) 2 009 24 . o 7 A AR
AR R A0 I 2% B B AR 2 A R, X e 22 e R R AT R 4R 4 i B = 3 B In s AR L, Bt CAN 2
LB RNERE, X 3 EHA 5% CAN HjIE; CAN SZ4IE R T 3T CAN ID MR ZpLE, X -F
H T HAES%E) CAN BRI, B 6 JBoR T CAN L 22 2B 5 4240 M 48 B il TAE 2 18] 26 .

CAN Bfku sl 8- ERRI L B St AT SRS AE AR L NAZ R CAN B 4B ZEHIN % 2 A

PEE: =y
S 115 SHHE o
S, A, St (Viden ﬁggsu) R AL
K, 5 KES .
| TR R
frH BB 1 5
" SE m
WE R 1.2 CAN i & — (TRICKS!™, SENECANI)
BE: _base: (421 e ZANTERLH
SR, T I R et o
B Z: 1.3 {5 B PR

{0, 4 2 (Groza \)

1 3 TRFE TR

2. 3L T w2 HMAC 1y
T B OHAIE A e 35
(LeiAl), TACAN!))

J£F CAN-ID IhieE: .
A PP 2. BEFHLER ]
Tk Se Ll NpR——— S TI;JJ Fé],g_ﬁ;m n, (H-IDFS4, LIFE®)

J:T- CAN-ID
fth S gLl

Bl6  CAN o £k 2 2 A1 42 3090 2% B A A 55 AR OB &1

AR AGL 22 5872 9 2% B3 37 B B BERR T Be ez — A BORS I 2 EAT SN SR, O HLIE R 22 A7 ik R0 19 2% 2
I AR, 2R BT BEAT I e B i B 1 BRI . N ARSI SR — Fh LB B BT H0oR, HSE
I AR B0, PRI A AR AR AR 3 18 & 4 3 2% 1) 2 Bl 7.

TR BRAEAE VT I, R PR T S L S, SREARRIN 2 it e A AURTER) CAN B2, BN
HAREA . RIEIR . AH R B AR RS fAR 2] VSN (HRARERT CAN PhllA B B IR 2 245, A
SRAMX LGB, HFFHE S T — RPN % S 2 R EOR. AR CAN R IHLE L, 9%k CAN B4k
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S IE N, LS SRR 0 2 AR, —ROTE R T R BRI B E LR PR 5E, T AR 200 S
PEESR L, K2 HECU M A IR, BISE 5 2R AR G A S A5 27 I 7 i DRAL 1. D9 T 98k CAN 2Rk
Z N, WL T CANID BIMRSE MUK 22 2B, 55— RT7VEEE T 2 HMAC F7H B B 4 5 5 A 58 3 1k
155, HMAC ] LA SEBLTE 2 00 B 4 2 500 A0 52 B U0IE, HLJT0 7T DA 52

(1) S IR, (22 CAN IV FIEE 7 B A I/ M VGIE 2B S DA CAN AR5, 3585
WA WA G CAN ASFEZE. 75 5 Le O Sk B I 38 0E A5 2. 7R BEAE iR S0 UMBTE 2 5 1) BCU, X0 T fisk
Wi A ] LA SZ 1.

(2) SERPELIER. 7E CAN ¥ A% F v, I K I 2R 0] B8 5 35022 4 1 R, (KA 23 818 e 4 SR T B (191
YA ZEFIEL 1)) frme SE T, DRIk, AT oF 2380 D 285 (1T B 400, 208 R 1%/ oA AT 50408 6 19 B R

(3) ECU B /12415, RZ 4 ECU WtHE B IR 406 BR, BT B 58 28 48 1) 0T 4 FF 5 ok

(4) ECU JEARRE L3R, 7E ECU S ) 42 25 W 45 B 1 22 45 vT Be A7 AE JRARRL AR A, 4] v ik ECU YRAH PR 11
Pk, R T B R i) R
52 EHMENREEA

A ATHG TN L NG HE AR 3 AR, BT HRAE AR N R A DA B F ML ST R A, IR AR 3 B
5 AT VELIAN BRI LA
521 FETHME TREANEREN

CAN TEWIHEE . W% EZEAFE R EMFFHEAR, 4 ECU #n] G815 H & @ FF1F. /T 5 5 454 CAN ML
T FRIAE S N, A P ARRAE TR B 7 VA HEAT R 30 28 N AZAI, AR W] 43 9 tn 1286,

(1) ZEF15 SHHE N R AI TF

ECU H % —S[F 5E KI5 S HHE, Hrb— 282 A B4, %7 ECU Jo ik iuAs i X — B ARRFAE. (K — e mf 52
Z I ECU E A3 SR () B TR R 1R 3% 2 6 ECU. Viden™ V5 L3 1 I B v TR A 19 7 VE7E 3 PR 2% PR ) S 7
ECU, 1 /et B (55 B RIGR 155K H A VAR BRIER, ARGTES I B E ECU B RS 54 B R il 28, ¢
¥ ECU HIFRSUFE. 5, Viden 8] ECU (¥ Hi K il 28 7 27 35 4 4% 5 16 I 2158 7% ECUL

VoltageIDS!™ i ot %t CAN 1555 ) it e L 384T 50 M R A 57 35 47 A, AT BAREXE ECU Dy 2 Bk AL 28 6 1A T4
7, HA BRI R R R = A 2. VoltageIDS JlIE W88 — 4410 ECU Al —AMERE ECU RIEMAHFEIGES,
AR 2 ECU [ L R AFAE. BEAh, VoltageIDS i 1] PAIX 73 B 26 5 P o A R G 2.

BT FHL R P 25 380 00 246 A6 DN T A 208k D0 B AN 0 3 A2 ECU D35 BGak . SR 1T, Bhatia 256 A PO H
T B ECU th4 ¥t DUET, Af LAGRId 2 g 56T HUE N R K R 58, Bk #1 31~ ECU SRR N4
MR GIER ) CAN SR, A S L. ZIE o A AE B (1) MR R S8 B I G Bk #
BlE—N 25 # ECU IWHLEIREL (2) NMER R G4 AERI: 51— ECU B % L —/> ECU #:/E 5 1 s R HR 4L
AT % DUET bL KA ECU Do e, MR 4R T — MR B AR KN R 45 RAIDEY, (i I — Fiopivky 19 B BUE
=, B CAN _LHIFTE ECU fENRAG I R G0 B3 N S QIR A6, A9 ECU R IEFRSUR B IR

BRIk I8 B — SRS 45 SR AE, Bl i BRHE 155 K EE 5. CIDSP R F I B 455 5 4600 57 3
CAN 1. iZ TAFE M CAN il & BB 8l 25 /5 9 ECU BIFRSL, FIEHVE TR 40T . R AR 2o, Fl#IE &
N IREER R ECU BT R HE. 25 T b B HE, CIDS {5 R AN SRAS MR A 65 5% P (AT ] S 36 88, BRRIX 2
NAZ R AR &, a0 FAL I 2 By, CIDS i ECU e 80id mT LS Bh 2 A BUds AR A J5 [, 4 8 W8~ ECU k3 71
i AEHE CAN SZRJFE AR SEBRZE40 b ¥ a2 B, CIDS e A 250k Il 31 27 45 ) 45 B

Scission™* il F 25 8 0 46 AL 4 (0 155 5 FOASAE, Bl Unqs S 08 AE . AR AR 45, My T — M SRS . AR
JE A8 R AN FE SR 25— 40 2588, WU 2R 3000 2% v R B0 A 00 i . G SRR B 00 R 3R R R R,
AT LR HARTE A NAR, FHR IR S 0 15 M AT 995 480, DT B8 % o U 5 AR e Hh 245 ECU I & iR ). st 45 R

© TEBREEEEIEDT  htp/ www. jos. org. cn



360 HAFFIR 2025 5% 36 5% 1 &

W, Scission 1] LU EISK [ SZHRIA 52l #5102 T BCU B,

SIMPLE™ 5 F 84~ CAN i, 3l 7 M A& it (0 W B2 A5 S E, Bl B st (). 4R, FEfl R4, o]
PLRAAEAS ECU 4 4. &7 VEAS 5 BAS e AN AT ] B 1 S 2R, T DA SE IS8 4 AN 30 8 BUA i W
AN CAN W55 3R B S 4RIE, SR B B AR I %, (R BT k. EASIPYR I T — R B0 T7
B BRI CAN WA (U AE XA TN AR 4E. (R EAST MCBRANEFS 25 AR 4L, A Bdie &, FK R 1
T 99.98%. IAk, EASTIGUE B T A LA 57 ) Bk AT DUL B ZR G5 S AFAE. 45 R R W, EAST BITHHE F R
WA 5 4 BE> T 142-168 5. 4k, EAST 78 100 us A o432 i) L, Il 2RI (8] 2.61 s.

(2) 2T CAN W 2 =2

KR TAEEE SR B Z. Jorh— R v R 3 T N4 S S 1) 22 2 X 246 N AZAG I, S8 3T I CAN 5 B
I HL, 550 T S B AR AR TS TE M NAR . — M 20, o7 5 T S0 2R 4 9 4 v i TR 1) 2 5030 A7 J RS
B, AT LMl VR ZE AR AR B ECU R EE S HL. AR, XX L SRk 47 70 M AN B, DURA 5 15 % 10 2 500 FE An s 1k
B, — BN T SRR, AT LA A ZAS B ORAS T 7E AR

ESCIR B %X ECU B9 Cloaking Tl ), Tk 2\ ECU K331 B WAL SIS A, i A3 In €38 kA ECU
Rt CAN W ., TGt — ML LU E N S8 MR A R 8. 9 7RI o B ECU D28 B0, 1E#
L T AR AR A 5 % NTP-based IDS™, 3@ 447 T Cloaking ik (IHAAT 1L, S8 i i FL 11 4% 9 2 AR5 E
AT RS M, MR A Cloaking B ifi. /E3& LA Cloaking Bk 75 24 B 5% Jo 1 0 N AZAE I R X F1 NTP-based IDS
IR R, SEIG 45 R B, NTP-based IDS H A 5 & (KR 2R, F 1T LA R0k I = F50RT ECU Py ks

CANvas™ i H 7 —Fft 25 48 00 45 I S 0308 [/ 2L, 3% T BT DAV 2 R 3% ECU AU ECU, i R %
E M ECU. 21 CAN B 28 HAT T R, HH B S RIEH 15 5. Ik CANvas {8 &1 Bt i B 2 PR IS
FYEHTRIE DT BCU M5 ., FH48 F 3 ECU BB H R A4k 820007 ECU. SEE0 45 LR W, CANvas 1] LURE B R 1
ZEFH ML H 1 ECU.

WINDS B i T —Fh5E T CAN 1 S AR [ A1 FE AR AR R 1 N ARAG I R 455, 388 3 4 492/ ol A0 4 R SR EUAT 56
Sy e AE R [ R D)7 B, R ORI CAN B2k B RSRH, SR 5 ARAEAS [ A B T BT 20, AT 3R
T [ RV IS 1] N (9 e . WINDS 78 7 VR 42 A i P A B 46 HEAT T PP, SI250 45 SR 2 B RIS X 6 ik 10 P4 1
Heahy, Hoth AEIA B AR IR

BT RIS BB (0 N ARG UK S B BRI, 38 & 8RN 4% 568 132 IR 3% 5. SR IM, 22 T M4k 2
HOE R (N AZAG X T3 B N B ROR B 22, A B N B I BT DU IEH R, %SRS H T
A5 Ak ot T A S AR A SRARARE, 9] 401 2 3 R0 246 o ks 3 K26 B R T DRI SR T T ¥ A2

G 2R PRI T EE SUR AR I, HARYE W 2 10IE A ZERIRAS . A BB A4 2 i B R 15 %
B, X RN BN AR T AN ORI T R 25 A R DA KR 2 ] A AT NS B
CAN SR IE N Ui J7vk, 1% 75125 75 B FH R0 48 31 S8 8 SUR B  2 B5 12, R0 T E 3N BaRIE A 1)
REAE, A7 T T3 AT A I Ah 38 DU 20 588, I S B0 T3 B2 54T A B N Bk R P & RIRIE T
75 SR RO, SRTTZ 05 5 R RS 25 CAN Ry NIy, 7 35 I b, HoARAE B 7 & Bt

Xue 2 N\ BN Ny 2 1 (0 T AR TG 2005 10 58 v J2 9 R e N TBL ek, TR v SR N Bt ] UL IE 5 ) CAN
Wk I, 3 R RS IE 3 AT B0 4. BRUAE 3R T SAIDPY, X & — AN T M S IR R 46, 1R
SRR BT, 55— IR T BE BT, W1 DoS By, AWK H T MM L 5 — KAk RS, Bk
AN IE 8 BPIRAS A B, W B M. SAID 76 /48 2 15 CAN WUR1Z Wi 5 5, a8 B2 i B DO 2
W 75 32 BT Re . R SRS RN Zh M5 2 (PN . 75) LUK ZE N B AIRAE B, [ 25 R8 3 B E
X, SAID & B A2 G Sl R 5 5 ORAS, AR ER RS (BRI $7H) A5 B ATy (e
AR FIFI). SAID 4T -G ML ZERIEL L B Ay BT TR, WE8 7% 07 iR I AT AT 4

ZBCANPIHR H — /N8 F AR TT 44 Bt R 45, B CAN 1§ B 7B E T Y. ZBCAN MMM R FE. &
B3 B0 30E W B B BT B B R R R A, i B g A T 9 R I SR Lk B L AR 46 I, 3G CAN W ELVE
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TR & FEENBRAE 9 F R R L S B ARB # A 361

CAN B ZKH] . ECU fh#E . ZBCAN Hi— A rJ h WL i nl {5 officer 7 s SN %2 4E7E ECU LR AHACE
H K. officer 19 RURIERNMER [F R — MR TEPRIY . ZhaS A2 B[] 2% (8] )7 %) (inter-frame spaces), officer {7
MG R, B T officer 11 S EREE] CAN 2R 4b, ZBCAN N BT GE(F 5 2, sLBL T 52 &Rl JE M 4.
AR, BT ZBCAN AME A CAN V4 BB, B e v LS AR iR 7 R &5 & .

(3) ZETF15 BN

BET5 IS0 1D 2 0 000 285 N AR A 0 AR T o %o P 8 2 AR AL AT 0T, SRR AR ENR AT . A5
PG ) — AN B B by, © SN B RIR AL B RN E VA O, IE W 5 T 25 3 M0 4 B I G T H I N %
FaE 1, AT AS I 5 147 R 28 0T 6 5 S50 28 J95 18 1) S 3 A 4.

SCHR [60,61] $& HY T — R B3 T8 (1 25 2k 0 45 3 Rl 7 2. 1k 6 VA L AE R SR FE R R M AR E 1A
Bt ke, e et M U005 8 A SR AR I 2 28K P9 44 7 1 () S . S I PR FE R T R T A M D e IR iR R 2, FLAR A5 7E
FATEEII HIR SR P, BRI T 2540 BN 2, F e LUE MR B R E, BT aHEE,
PRI T LT FH AN [ 28 28 ) ZE AR X 28 4 Ph 45 4

SR, BT H AR T B B I B A A 2%, 49140 ECU Phid Bueki. 74, AR TR T A
KBUZ, B0 CAN 74 BB BGE M CAN HBGE, FAREE B RN EREIEA, A B EMINRAT
IME. N T Rk IR ) B, Groza 26 N MR HI T —Fh i ] Bloom i3 I 28 O ARG 5 28, B FE4R my NI 1 8%
Frpk D T TR, 1205 58 0T LAIE I R R R B S5 T P A I P4 B, AT A A A I A TR B . 2 R
B A Bloom i 4%, RIH U 2 78 A% I (8] 6 5 it 5] LAIR S50 12 28 o, 308 T A ) = ke ek . e Ak, 107 &
T ET L T I S B B A R R A
522 FETHLESFIPNERM

MUAS 5 S HRTE R T — e B G R i B4 — @ AR 3, mT DAFE B = S0 30 AR I 246 40 T AT M A A
. 2 3R N 45 DI — AR PRVR Y, BRI 2% ) I 5 VRO IE & RS R, SRR T — KA A
e BRI ZE BRI NAZRLI B AR . FET LA 2 N RS AR AT LUy a0 Rk,

(1) EE TG 5 I R

G IINEE S 7k, BAESCRFRENL. RS BEHLARMN 2 2R AL, 3672 B T R 248 AR AT
Olufowobi 25 A 15 T 284k, f AL A, ¥ H & S BRI E RN TR CAN B 2315 B, @i Kl CAN B4k

RS AR IR B R E N 4 N (2. EAh, 1% TAEHAIF CAN (¥ B2 8] 43 BT 7 —Fh 22 a2 A
ARG T R NCTRI T RN R DU R0 4 59 K 88, IH25 & BE A B0 AT Ay, M7 7 56 T3 BE AT M AR 2 Dt 4y
e, BT R0 I 2R 300 25 1 N L.

H-IDFS" i F 32 Fp a1 epL, JE45 & 36T 5 DRI AN 38 7 i, JF R T 3 T B B N AR AT JEHESL.
H-IDFS H 4§/ CAN Vi 5 BT R IIAER DUIRARA R CAN VR S0 U454, Attt AN 3] 1) o) 28 7 e
REAE, W1 CAN YHEAIER, JH B EANE B ID, #1174 E B B DR R Bt B TSR RN it 45 51
e, H-IDFS 7] Udid — AN D HER 25, JE Hd i RGNS ST & 1 I SR AR R, IERZEEIT 95%.

Han %5 N O H 77—l 35 190 580 R0 S5 A 2 110 20 38R ) 8% A AL AL, e P ML 2 ST SRR T3 S 5 A 42 8
W2 Brs. B eHT CANHEE X T 4 Mg st, LT BEEMLE B R SCh W iE s AR 2 5 EuRE. 45, mid
2 B S (RN 1) B, 26 E A ST 0] 43 B AN CAN £ 453 () S g ) B85 7 SR 28 BB b I s i &5 SR 3
B, %7 VR AT ABRSE AR I S5, JRAE TG 2R AR | B IRD RS A 0 T 345 B 4T R

(2) FETIREE 5 I N2

S G005 S T IEAR b, TR S il G T S AR R ISR U R R T RS 2 ) I R B 4 A=A B
BN EE AR LR ANE T B R B A e I A Y T HA I E B R R D, U A B e R
TR HIHE 5. Taylor 5 N UE KR HCAZ MR I 2% (LSTM) SRS 2& LA REF 1R — A Edig 7, JR7E
TR IR A 22 B A 4R A 3, 1% R BRI R R

B 4 T-Box 51 4% 5 AN 448z, R IR 75 2 52 2K 11 i 55 0 48 S5 e 2 1 4 (X 20 i . CAN-ADF 742

S|
B
b
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H 7 —Fh CAN 22875 B E B RS I HE SR, AN AT DL B 5P 3 5 AN B R4, 38 T DA BN [R R 7 v, 3
A TR HE 28 SR AT R I3 6 2 ML S5, (KL CAN-ADF 1] PAZS & HoAt AR I R G5 & 30 AR, X T4
%%, CAN-ADF RH T 5 T &M SR B IEAE IR M4 (RNN) 17772, B AN F R RN CAN $iE fik
AT, CAN-ADF HJF 3 #ERI 2N 99.45%.

A TR A8 e TS ek 2 A5 A S D ¥ v e G D B 0 2 A 5, {of £ TR SR SR I B0 v R R AR 1, SRR
MG RN T RPXAN A, Lin 25 N CHEH T — RO R LIFE, B8O T kA0 BRSO A A TR
TR ZE, B B ULEC RN AR, I BAEH T RNN A1 LSTM 2535 1 2 =1 S0 S A5 o't 2 & AR KL B
Z AR HHE — Bk, SRS XOIGAIE R 5 333 IR 1 538 . LIFE T LUAS U &8 b A% JBOBHE S, 9 3o T I8 R0« A
MUEUE . BOGTIRRZES, IWTHCE& B2 R g B .

PercepGuard' B H T — e 42 838 ok 1N ARG T 28 B, 1 PR A 0 ek S f it 2 g v (1A F ), 22
SRS A TR 28 ) TR 2 T (0 — 3501 D T 9 v %o B 907 A A SRR B O B [ - 1, PercepGuaard #4 bR SCHEUE
(NS ) #E4T R SC— B IGAIE. 4 A8 VA R 2% (RNN) 15 F 513 KB BB 7 R B 5 25, sk
B, PercepGuard “F34 kil 2] 96% 1) K.

53 FHMEHLRLIEEITA
53.1 ETREHHEDZMEGEHLE MR

T FR L B MU B, CAN B2 3R A4, FLERZ nEEHLH], S5 T CAN B4 A5 #E % ECU
B HREMI L. ECU WA 1A%, H CAN S M B R E, NI VE(E AT 85 K 200 22 Hk.
Siddiqui 25 A\ VR H T —Fh3EFAELF 1 7359 CAN IS R4 (0 28 A1 BB B6-IE. 1% 575K F & FAEA4: (ECU server)
B CAN HZk EIWFTE ECU, X ECU #HATINIEA# 4 K. &2 R ECU TEfil i I A2 i 7 %547, i T-58
PRI TTEFF RS BN, A BT 7% ZE AT B O, BRI AE 24 A1 19 25 30 2% P G A

CAN BZEEA ) HERFIE, 76 CAN 28 I %4 BAT R BhR, TRICKSY 'R CAN & 2% - [yt o fid 2 AL
Hlok SEHL R B H L 2. TRICKS $2H 7 — T8 m A 107715, F CAN B2k Ll s v] LLAERS e i ) 2 0
PIHEAT, 5 I AN B A B 1P B BN Bl RS Sk AR S 4R (5 5. JIE7E CAN 2R BTG 1B Bl 8, JF1E
RE S I 6] T 0 AT 8, RR NS S S LRSS 4, TN 28 2 o A0 W s ke ) ).

Musuroi % A V32 [5 [F 5 br e 5 BB 7 BE (NIST) R 51 (#8615 il 2 A1 Diffie-Hellman 1 FourQ i £k ¥
i T BRI, FFIR T — A 5L A TSR A K CAN M2k b B AT e . 7E 35 R A ARM AZ 0 AL B
PG R SCILG TR I, B A e (0 T SRR ) LG B G, P AE CAN R RHE B MR, 8T I
CAN B KA BN 5 K&, SENECANHEH T —Fh 45 A /K DRI 6 T-41 (wired jamming) [Iff bk 7 .
SENECAN F| F & FHAng S K B R SE AT 25 M A0 S8 B 1%, B 1k 8 i B0ty 5 Hoqh TAEAE LL, SENECAN A&
FAEBUTAT CAN PR RGAEH, (2 T3 B — /NS CAN UK 25

) R 2B AE AL G Ry R, R AEE TSR A ROK, IR I 1) B, FHAS T e 4 5 SR SERR
F1. N TP RE R 22 4ot S2-CANVHR T —Fh3E T 8 F AOML 3 M5 AR w7 8. %07 58 B ANIEARAS B OB
B 1AM BONETI B, EM BN ECU Z M % A& EZASH 5 2 MM BORREM B, I Bei
ECU RiEBFEH N J5 11 CAN i, X CAN Wi #2407 ECU MR 512 F Hi A1 3L = 1) S 4# 5. S2-CAN TERIE
MUV F B, S B T R AT SR MRS T 4.

532 ET R HMAC B &0 557 FIH 2 56 B v 3 5

F TG T BAMERS (HMAC) 23 B VIEM E B vk —, W7 AU — 289 m s 3L, B Al gtk
b, H R R A% Ty AT AE R 1%V BN, Sl — AN A ek O SR B AR L, A R IV R [ I B v A
L, BB T AT DR T S AR I B R S S, W R B A — 8 W AT R I T T R O A
B 16 CAN bR, A T S TENLH, (2R 8ANH R IE 7 # A& — ME—#R i CAN ID , AT LIR#E CAN ID
FEAE AN B, Bl B BCU FRARIEZ M B S TRE, M S5 BRI = 1 & 1.

Nilsson %5 A VU LR H 7 — il F A2 4 Y8 R A IE RS F) o 28 A AR B DGIE 7 vk, [RAH 2 5 43 B0 LR A 2 7 3%
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W EREE B ER, 5 R8I E AL, IWITSEH B TE R IE. 255 AGE AT TR0 AR 52 2748 0 2%
NN EL B %5 TR BT CAN it A 1 AN AT 8 2, 1 BAZAE R R B IR, (HR AR A T —Fh il
P S8 . CaCANUOMTE Fl] —ANEAM ECU B8 £F, 1 LA LFAZ 5 rbr e W 45 45 25 78 CAN B 2R B BT BEANAGEE, AR
79 HMAC CAN il 2%, F T H il F0 2 73 AR 4% B2 B0 H0HE 60, PR ke ] DL R 480 Dy i F B s i . CaCAN 2R
S o SUIZAURH 5] 1) 1 8, o R M 4T A B2 A0 i A B, BN R 2 8 2 32 45 b4, CaCAN HE (93 B 8 ns, HAE
3 CAN &2y SR MRIG n, Joikre Tz serh N,

Lei AUV — Bl 11508 10 S SR e D i, 18 I R A BE A 29 A7/ CAN ID SKRALFE Bt BE (A A T & 1y
IGAIE 3@ ] ICMAC 573 MAC 4 8 75K, 72 K CAN W B B4, 188 28 0o, VB 3R 45 AR
FEIRHHE. vatiC ANUSFE Ak ) J5 3 258 10 2 326 2 VGIE AN B VGIE, 38 3 7122 256 10 2 T B HMAC X 58 CAN 74
BHHTRLE, A TTBA 1 5 B, HMAC 76— 3l CAN 5 B k%, BA AR CAN ID. 1T HMAC %
M CAN ¥ B &%, R AR OR.

EEXH A AL N R Gi 2T, hold the door (HODOR) it T — Tt Jo 4 RE 3k N 2 G5 Sueds i B ML, 1
B AU RS 5 IV IENL, TCAUT RS 2, B AT 7RI JEEH L N R SR TE I i s IR . st SRR
FERANI TR (5, ARy 0.27%, IRIAPEZR N 0, S T 8T HIBUR.

TACANSE i 3 F BN (6] [a) Bg 3% Tt/ N R0 VR 23 I8 X 3 RS [F (Bl i, 48 CAN a2k BiR
ft ECU Z A1 22 4V, AITHEA ECU D234 CAN ¥ By AN B . 4, TACAN 7] LAYEAME L CAN P BUFI S
TNAANEAE T TGO R 3. 725 2% Camaro 2016 A3 H Camry 2010 B S L IsLIR 45 KB, TACAN H
SCHAT I T CAN BRI, FRTEVEfh LR R A B = M BE S BT IS T B AP i 5

FIH CAN U Hp {1 52 I 22 300] LA — AN 2 DO X B 0 e, 8 fe 1 75 205 52 PR 09 ZE 8k 4% 133k 47 408 in
BRI R A A R, B Z AR T DR CAN M2k bR EhA R B, CANTOR MR H T — Mt i)
P, 1@t —FEH ST AR (binary symmetric)s 7O B IE B KA LB EEILTEIRHE CAN i, v CAN i E# L
WOEIE, LB T i I e AR, O] LALEBR (S8 s B 5 v 1 A i .

54 v 25

AR J G T R L B B AR bR, G5B ZE B 4 AR 9% 2 S BRIA AN BT, R BRI AR AR A
17932, 3F Hotr Ll Bk ik, SR8 0 BN BEEM BN B IEINEA, BUENH T FER MK L2 e miR.
AR HREAS B 20 N AR U AR AT 2 25 A0 L. AR AR R 3 28 NAR RN AR 1 7 2288, AR TAE. BitEm
Brai AR AR BRI S T LA, K 2R 4 AR TAE S 45 R 8.

FH 8 (MR 4E, 21T R34 AR M AR A7 E — 2 R IR M, EEH W R LA,

8 IS AR T AE K4

W% AR ELIE B TERA AT
g Vi BB ik iecy KA HU

B soiwion™ BCUBE o R s FIRAAG  ECUDAS KA1
sepnpii DS SOV s e 0 R R TR AN A

I MR g T BCUME S FUR R A el A B S T %

451 —
TR NTP-based DS TBU - arusepaim s, #inCloaking®iti 5 A MM E K
., ECUfh#
it Hi " 2 e
HEVE DS BCUMSE  ATBLRBICANSR 06 E SRR A
e ] :
T G A B DA R CANG B,

HESN  HARZRR
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R8 EHMBNRII TR (4)

Dk BWrE  RELE  BAmkE TEA TR
T Ding®AT BEEA BRI R RS P I
TP BTN ST e A WA BT
E“J&X [58] ISXER i #‘W,%"‘ﬁ‘ S J %E %“%I‘ KARIA < 1B T

: SAID SEI eT LR MRk o

WIDESS  pouing  TFCANSCIR AR R T IURHE T AT L, $ 5
- BCOMS ¢ amiieice, SOl T RERe B AR
%] i
. Han§ A RS A PR MR R ABAT
e L
ok [ \
2 [67] [SATRAS Ay LA B S B R REAE, 9 B A
CANADETL WBIEA M RGeA T

BAK
B
LIFEY  ECUMh%: AU RORB A BRIt RIEH 1L
BB

(1) BUA R ZHN AR AR GEOUE ] —Fh AL B Rt (W& . CAN iiisl OBD-I1 1 J5) SRAG I 5247,
BT e A RAE R,

(2) Bl TARRZET 8 — IR BURE, BUA RIS — IR kS, 2 THE RG], K8, wT
e IR B A ARCR.

Q) WA LA RZHBA R IR ERSFER, IR N S B BE N E AW RS, 7870 H
SN e AR VIR U PPN 2 e TR e

(4) T I TR, K2 MO AR S0P & 2 I, AR5 74

P9 WEBR. 7R FPRSEIE . SR I 45 7 T LLBORI A 45 7 2R BRI Hhis 22 23R A

RO BRI T A R T AR LSS

W R AERL BB E 2%

WIS

B bx e RETAE B A R B
ricks™ ETDiffieHenmantyh A0 ZECU TR TSR
BRI L Mgy BB
E .
o . . L S5 8 T o R A
Sl pum [ N CSGINEY S WATEN i
BRI SENECAN (wired jamming) weay SHES, LRNAKER
ECU%% EE&}JD&.E‘»D
EFH BAEECUZ 0] %2 I < x =
S2CANT A3t MEME  HEIEA %g;gﬁﬁgﬂﬂﬁg
e ki ECUfl % h
i
CaCAN"® HMACKHFR 2458 WEEN T EASMOECUTE
BEGTH i ECUfie
I A B — —
goysmm NG - o - HIY ¥ 2 AE CANIL 3k 35 75 1 16
4 A o R IERS (HMAC) LeiA 1280 ZEEAMAC T 5 2% ECUBy: 10

TGS Sl Y 5 E A TR, B W I
FORIR R N5 CANG RN &b
M3 9 M ZE, H AT DR RS T 242 38 00 28 3 22 A 3 s AR (R B2 A
(1) —27 R EIA CAN PR, BN i 2 5mJ7 RAESBY H & EZEH it ECU 1
A, S0 L 7R A U, A B [ A B AR AR v 0. A, S 1 250l 5 AN R (R L 7 2 ) AT R R Pl A, A
HERANF ECU Z I8 Rl LU ERAEIE, X T R R AR AL 52 1.

TACAN®!
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S FRMBRAF O F RN S AR AR R 365

(2) JEIBRTFA R, L ARIX B SE IR W] e A 22 4008 P4 R 402 vT LA AZ I, (B AR A AT 7™ R ) SE I 4
W, B B RS IR A 32

6 FHMEWRRAMARRE

RIS THOR . B SRR, B % R AR R RIS 2 H B Bt AL 0, Bt
PR 22 AR CAN, BRSO AR, 15 5 i LA e U, 30 M S 0%
Wi, S R B T ROK BT, BRI IO 5 e 500 4 T AT R 3 L, IS 477 AR
. ARSI T B, 245 Tt A GRS, 0T ST T R4
AUTAERE {5 B0, JF LT TONRIRE, e, BB AR B B R 75 S O 5. BT84 T A%
Bt R R (0T O BTt A

AR A S 0.4, B4 BB BT 1 F JLA AR

(1) 3 O AR 2 RO 6 1 08 224402 8 40 PR 130 S A2 A R, SO 0
IR AR S TSGR T LR RO PR, (E RSP RETR I P E2 L 2 IR, BeAh, — 36 & RN
TR AR, T A RAN, SIS LR R — 3.

(2) SO B SR 524 R 6 VU ARG AR SE U, DR ECU 0550 e SR BT, — 8 52 2k
SR PS4 5, LR T SE BRI RSO KT SEHIR B JE8h, —28 ECU S5 R, R4
ERERIPRIE T 1052 R Y

(3) PR A LY B s e AT 5 1 B s 2 A T Y CAN ST 38
025024 130 7 B8, ST S A 7 08 4 05 L AR S PSR, A R e
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