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/

W E SRTHSMAM (advanced persistent threat, APT) 2 —FF#7 8 W44, EAMARMLALME, [adktt. H4
P STIMABIRN, AR M %24 F R P EAE. 4% APT KA HAMS THEER N L EH 4B F R T
AR, VARSI A £, S 2 AmMBPCRANAMIE APT SLHH R AIRIRATRA T4E. KT ok, B % APT & 605 R =
HIDE T BT R T R AR AT R, B2k, 32 APT sE R sk, A 20044 APT sUERM. R AR TR ek
B HOR, Hambik APT EAN 4 AMES9M K TAE, A, AAE L8 EmERIR. AR, 4. itfetEEA o)
APT s EHR T, BA, ¥ APT A FHEX AR ST AT, AEHZBL. KEHFTER. BEEEA 24
X 4 A7 @, stA KRR AT IR m S 4 Fest it U5, 318 APT SE G HpATRA 8 24, R RA R Fablik.

KA & BT H G R, M %g A SE BB, SRR ATH

hEE 52 S: TP393

s AR AR, BIEE, XIBE, B, R0, @@V T H APTICHE: (MR HE B AT ST 4k SR AR 2R, 2025, 36(1):
203-252. http://www.jos.org.cn/l000 -9825/7162.htm

5| % 20: Yang XZ, Peng GJ, Liu SD, Tian Y, Li CG, Fu JM. Survey on Attribution and Inference Research for APT Attacks.
Ruan Jian Xue Bao/Journal of Software, 2025, 36(1): 203-252 (in Chinese). http://www.jos.org.cn/1000-9825/7162.htm

Survey on Attribution and Inference Research for APT Attacks

YANG Xiu-Zhang'**, PENG Guo-Jun'?, LIU Si-De'”, TIAN Yang'”, LI Chen-Guang'?, FU Jian-Ming'?

'(School of Cyber Science and Engineering, Wuhan University, Wuhan 430072, China)

*(Key Laboratory of Aerospace Information Security and Trusted Computing of Ministry of Education (School of Cyber Science and
Engineering, Wuhan University), Wuhan 430072, China)

*(Guizhou Big Data Academy, Guizhou University, Guiyang 550025, China)

Abstract: Advanced persistent threat (APT) is a novel form of cyberattack that is well-organized, stealthy, persistent, adversarial, and
destructive, resulting in catastrophic consequences for global network security. Traditional APT attack defenses tend to construct models to
detect whether the attacks are malicious or identify the malicious family categories, primarily employing a passive defense strategy and
lacking comprehensive and in-depth exploration of the field of APT attack attribution and inference. In light of this, this study focuses on
the intelligent methods of APT attack attribution and inference to conduct a survey study. Firstly, an overall defense chain framework for
APT attacks is proposed, which can effectively distinguish and correlate APT attack detection, attribution, and inference. Secondly, the
work related to the four tasks of APT attack detection is reviewed in detail. Thirdly, APT attack attribution research is systematically
summarized for regions, organizations, attackers, addresses, and attack models. Then, APT attack inference is divided into four aspects:
attack intent inference, attack path perception, attack scenario reconstruction, and attack blocking and countermeasures, and relevant works

are summarized and compared in detail. Finally, the hot topics, development trends, and challenges in the field of APT attack defense are
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discussed.

Key words: advanced persistent threat (APT); network security; attack attribution; attack inference; artificial intelligence

Bl AR W 28 T 3 H 23 2 2%, B 5K 18] B R 28 5 0 1 AR AT Bk BRI RN, F I 1) R 2% 22 TR 3143 TR . =i 2]
Fro MM (advanced persistent threat, APT) BUii @& F H iR AR T B HE T W e b S5 it ] 45 285 1380 2B 199 6% 2
7, BERR . WA G B O IR, FEIREE . 1835 AR S 3L i Bt e N 2% 15 4 U, APT Mealod@ %l o IS
HRECE ZSCHF, BT APT BUili BRI ZINE . BailtE . FRalth. MNPt FIRaR T, &5 ARk i M4 22 4 ok
P ) £ 55 17, 2010 48, AP B /R % RS 4508 52 FE I (Stuxnet) I IR, R 4% (1% RS J £ 0day
IR R 1000 6 AR B OHLIE . 2015 48 12 H 23 H, S5 205695 2 Rk o th X8 2 APT Bl &
BRI 5 E ) B T R G s Killdisk 244 % B K D BlackEnergy Fra . 2020 4 12 A
13 H, FireEye 2 7l KA, FHK SolarWinds M IHR {18 214t 5745 Tk, 282 18 e 3 Sel ARSI 1] 52 i
W2 2022 4 9 H, HRAE 360 2w FH AT Fu ik 7R, 5 5K 2 4R (NSA) BF K &t BTk
Yrs &3, i kG O W 1) 28 R 45 1) P9 Y 4% IR 20 B A (B 25088, BRI A 49 S BRRVLAT 2> 0day s (2
Extremeparr A1 Ebbisland) ¥ & & [ B, 3 K A 2k UL ik s oy HER M, APT BGh 4 & RkBuG . 40F . B
B #E SO TR ™ 2 R, 3R R S 2 A7 U T 0 7 0 0 ) 4% T3t gy B . el T DL, e B
TRURS (A I S 3R APT My OB B BB A0 32 R, 3 LA APT Sualr AR Al . R ANHE 2R A A0 R
[ 5% 2 [] P9 2% T2 1) S T R T Bk

f&48 APT Ui B 4 75 08 B oK B 1 X AR AN AR, 38 5 sl S ) 0 U R AT 2 SR, BB R R 46 7
TEAE R EEA . RZIE AR A e R 3 I AR 3= Sh B A 4, 4R, 123805 1% E Sh AL RS fe AL RE FEAIR,
Tk FEARH % SR R, B A IR AN B AT AR B =, TN KR e e H G WS R s AU SR A, v
RG22, BIEAICT iR ARG i3k, SRIRFIIR G (18 B S B APT By, S (v s Fa ik Moo A
FERE A R ", B I (living-off-the-land attack)!'®. Jo3CAEBLH; (fileless attack)! . B4R I Fr) 0k itk
Wik (evasion attack)"™l, 3 [ 44 [ 4% ) B g e s U VRIRI FH Oday IR A 9 4 ety B0l a4k, DAKLAR 24 2] 4l
2 W2 R S PR R N T BEBOR IEAE S50 R R, I HLAE 3 AT U 5 00, AR L T IR RS
LTS 7, B E A HE TR AR ). N TR RE R AR 2 B T e A4, i TR R P LA I 4 AR AR 2
ERBAEE I, BEEAT AT P, TR R AR PR A AR L R P [RIRE, RN TR RERAR s
22 B4 A APT Skl SR FNHE 2R O Rl 28 B0 50 77 [m) 3 BUAS — 8 i J, 3X 2807 v e o 4 ksl e
AT WNR B RV AN HE B o 5 ], A B 22 4 o i N 5 T B AR P 28 22 s 3.

(1) 7EBu A 77 T, 35 A RE I 2 S ek 8 A O B AR 1T - A 2 88 RS TR She 1 31 0% 3 R 48 o B AT . o,
Liras 25 A PR 4 FlbL 88 25 >) B8R 5 ) Fir S8 A 5 245 R Bh A 5 HE I 2801 51 APT ey FE44 b ) 3 2 S
Downing % A\ P74 i DeepReflect 24, 5 71 F4) TG W 1A 61 220 0 286 s TR 590 38 o) S o ) 508 i 2 B
BREAT A, Li 25 N Py s gl v 7 00 1 A4 2% (graph neural network, GNN) B 78 s 22 =) 8 i1 H 2 (10 s 1k
F19EID 2, W SEEIURT APT Moadi iR A, Han 28 A P8 — R L3195 €] (provenance graph) 132471 APT 4
MRS, B ERFHFEE LT XUE BRI 5N APT Xk,

(2) TEXCT IR 5 T, HAE A RS R 456 APT ek BUF s S U ASAIE, P44 A 3 e A Y LR Sl A2 48 i
R IR R AR, fRA SN APT Bradi (R#IYRIE 7. FireEye 24 7 PU%5 & APT 41434 ri A SO 3 i 22,
AR AR o B A0 SR SR A ST APT ALZUHIT5. Alrabace &5 A PUSEAN 3 M — 3t ) S04 78 2w i 72 o ast B (RS AE,
TR S FF I HL (support vector machine, SVM) SE3F R il P50 & — #EHI SCAF 1R . 22 5 PR — Rl T8 0%
AT FE K] ) B0 2 VR AE $R B 5922, M) R & B v B IR L O IR PR 1 8 I 4% (recurrent neural network, RNN) i
W APT A 5 v 4R N\ OV FH ok 2R 2 R AN S SRS R A Sl 39995 ¢ 2R I3 IR B APT 4041

(3) TEML T HEER Uy T, LA R AN L Re B A SRk SE I Mol i B2 . Mok AR Ik . MUk ik IR
DA S ok BT A1 I ). Hossain 25 A B4 VR PS5 PR R SRAK #5155 R S0 APT XUl 38 JR Bt ) 5. Xiong %
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NP — b 56 IR A BR B AR () Conan HEZE, R A BRARZS E BHHLK RS 8 1 H & PR S BANE SCEIR,
AL R R SRS R LA APT Zali . Zimba 25 A POE T DU 4% (Bayesian network) R iR 5 z= it 5+ APT 1€
T R M A IR B 7 . R AR 2 A CRE BT 7t APT LML=, FEAH 0 APT Sraid6 il 15 J il 45 R 92
H APT #RBIH T 5.

BEAL, BEXE APT Jrs i 53 1 S0 2 Fh 42 B Lemay 25 NPT R GRG0 4 T APT el 4140 1 Had s
KNI, 35 A ERZ AN HIX 2 40 > APT ZH 210045 SR RF 2. STHR [12] FASCHR [23] VRATE 25 % 2 00 B AG I 47
B, BEIEARAEAREL. B AL IRAT 22588 3 AN St I8, Alshamrani 268 A\ VNEMZHR APT BGEARIFBIJ7E 1%
ARANFIF, LK APT Bk 2 ek M AN 227 Z2. Stojanovié 25 N B H T APT SR 4E MR, 5F APT A& AH
KM SCRRIEAT 253K Talib 5 A\ Pt APT Bt 4 A4 i) (command and control, C&C) B BT R £33 B 7T, Xl
VR N ORG99 0 X 4 0t R AR A I DAAZ AR R A S A S MR IR B e 2 PR R
PRI LR R AT IZH0 B BEIR R AR R . RSN N U RGeS 25 AR TR 2l S 508 AR ) 90 AT F o 7
T AHERSE N PIBE T R0 0 8 45 APT SO Rl 76 W0 48 B0l o 8 S i Al o 0% i fRRS S Al o 458 X 4%
ARSI A A FAE BT 4 AU R 7k R W% TG A N\ PO ) APT Mook (137 5 AN T VE T 4R,
YN T T A IR R, B SURE IR 382 3] (52 6. Chen 25 A\ MR 5 RIAGh3E T HL 324 3
YA IR X %) 7 2 P R 8  J B G0 7 9.

SR, R CAAFAE Bk SCERERR AU B 72, 1B K 2 B3k A0 ) T~ B8 — ST ) BAR B, 52 2 It 8 R 48
T APT T, HARBRZ X} APT BUEHFBIRAN . RS EHMFELAGLS. Ak, APT Wi BH ¥ &2
Bt APT 4Pt — N RGNS IE, A TAEMTW APT BCHR I S91EAD A B8R DG B R R NATF 50 F0 s &5, B
WISCHR [10,12,23] BT APT B w5t SClik [14,33,39] 5595 T APT Moy RS AGE B, SOk [4,37,38,41]
IR —FLE (RIEELE. APT A4, dr 53l MBCm R Ul 2 14) %t APT Bk A JR A 55, F HIA STk
/0% APT BUas SRR HER AT AR . [RIR, 4% GOt 70 RN £ 38 B0 A0 ) T B0 VT BE AN P88 2 ) O ¥, i T X APT ¢
A AR KRR T H 5 SR B AN 2 B AR, 0 o DR M R 0 5 s B R B SR B HE B I
B, AP ER T 2 o)« SR B AN AR B S B R A A R B O E

ik, AT 1A APT Bods ROy AT 7 v R R4 IR SR RE g, 454 APT Adn A
Yo A AIRT EE 228 AR, I a4 APT Bods B8 1A se i 5 Ak, Je B8 AR SR IR RIE 75 J7 1. A SCIR = ZE DTk I

(1) &3 APT Mot A= fin R M 32 28, $2 8 APT X B Ak, 23 A% APT BUah il vsiRn 20 () 8 e Ak 7 v db AT
A g, KRIC JANFI T, 75 APT BCi iy I, 45 H B IR e S0, FRVRANE 25T m X8k, 2HE. B s
M bl AN T e A IR T A 72 APT Bk HERE 5 T, A SOR R 40 Bt i EHERE . BGhRBRARR. Btig sie
JE . Bk BHWAN R ] 4 AN JETH, FHERN BT LIRS s A B A,

(2) AL RGN APT Bkl Vs 4 HEAH SR AL T A%, AR A R85 86 4k J7 v (1 S B A2 LA B B4 4,
BRI 2 AR FERN b FAR 6 CAR A B, I8 APT Hoai By 4B IO BF Fefa 34 Je AR e Bh . Be b, A S At wot il
P PO HERL S FUREAT /B FLEL %

Q) AP —ANFE AT FARER. FARE. BE24EMNLERTIF, B 75 FTHTRIR GERE A 45T 9 45 22 4
DR, 25 KA I PR AIHEFRAR S A 1) APT e 22 A B9 R 1, 48 285 AH 50 R IURN - W BOATLE 19 il R % PRI .

(4) BT RGEHUS AR, A SCH 2RI APT B4 4 2807 50 10 #: O APT ZU 04 AR s
PP ARAT A2 WA Sl APT Brab Al S5 SR R G0 001K? @ APT B s A Hf s BiAT 77 vk (s
R4 IX 5 VAR SR I I A R B ] 2 - B B R LR A SRR ? ) Gk N T BEHR B T APT I
RGP, 2T AR B B R . m . S B APT T2 @ APT Jati A SR (Il 9 e 3 % T I i Bk 2 A1
A WA R I R R T VR I SR PR 2

TR, AR D sh B 3, BTER R ORI T APT Bl VR A 3T 55, 456 APT
7B TR 0 B9 A8 A . SR, A 30 97 1B A TE R AR (1 R BR 1, LGV B B i S S R IR IR AR 4, M DAL 53 4 0
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(2 5, T3 2 24 R 48 5T AT APT Gl 4 SR A Bl B Bt LT AR 1 oK.
1 APT KUE45 = K B fElstig

T, B N AMEE R N RS APT Bili AT RA DI IS — @ R, A SCE LN A APT Bt
Fi R, I FE 5% APT Bk Ax i il I E GR35 DL BT A0 77 1%, B4 51t APT Ui By k.
1.1 APT WHFHRSE S A

APT ¥ B RN KR H A5 St Bl HLAF AR RS NAZ, LIS H bR A4 S AR, DL 4l 3R o Bat Ao Fn 2%
7. “Advanced persistent threat (APT)” AR & - 1 35 [H 45 248 2006 613, F A5G BA 0 2 g zh U,
A 360 28 7 HOH K ATH APT BF 7R 5 Won 2, JRIE & APT Tk 10 35 B 52 3%, £ 35 A 20 o R I LA R 7
RE ZRI7 LA R BRSEH X 1) APT HER B g R, #8ch AT B G BB E T, &Rl BEy7. B, BE RS
PHARLE. R 1RSI KRR APT A4 R BGET R ™.

® 1 APT HHA KT NEER

75 AL R HALZFR e R I 7] BTl BTk
1 APT32 L 20124F BUR . ICTHN . HE Y Wi KT
2 APT-C-01 Eiay i 20074 BUR. RBHE BB X IGE . KBt
3 APT-C-08 BRI 20134 Tk T, BUF TR BT X
4 APT-C-06 Darkhotel 20104 R ET. B b P A G
5 APT-C-09 JEE ] 20094 B FT. HERhii LS, X
6 APT-C-55 Kimsuky 20134F BUM. BB BE Y Kb B
7 APT-C-26 Lazarus 20074E B Ak, Borsem i Y I EEAY
8 APT-C-24 ] J22 20124 B EH, BT Xk KL
9 APT-C-40 HRER 20154 BUF. . Tolklig RS AR
10 APT-C-12 [y 20114E BUF. . SR SIS € R

APT B S MU B RS SR w0t . BRSO, RIS G Bt . b X PUsE MR, o,
R IR APT Jh B 5 m AL M, 08 52 B 50 55 SRR, S0t & BB ARG ) SR R AL, 235 8 H AR
KEBABUG . AL N g S, H HSod 77 B, 1RG0 IR, 52 2R F 2 P IR AR X
PUBA HIR R 30 452 22 4 ML R TN, 4 Stuxnet ZEAE ., B8k H R APT Xl SR 5 2 76 H AR R 48 i AR e
Kmffa), B 2R AR EBIE . BB sh R AL Bt 75 2, BASEERT H AR 1 ReE i bR IR 0 38, ATk
I 5] 5 7 K H B AT “low-and-slow” 5 1 ') 4f& FireEye ft7 25 & L™, 2020 410 A M X APT M i) (8 15 BF 1
(R 76 K, Afa] A0 2 AP HERAAR N APT B U o0k, s i R 7R APT Bk %1 54 8 H AR AN SR 1
Th, BESXEFNM . KRB AR RBRFERIG I . 4Rl 37 70 8 2R S50 e Yoy, B A i Ry £ ik 25
ZUHUR . RGN AT A SR G B T B S I, s YE . BT O, ) R I A R EE
APT BUtii&3h, W $2 Tt APT BB A ae 71 O s 8 [ X 24 25 (8] 22 A AR 6% (1) 28 B LAl A0 S0l 755K b4, APT 3K
o3 B ARG [ R A A A I, B 1 RN APT Moy i s % A s o 15460,

TEIZAETI R, APT Mo 2B ay B IR e 7 AN SCBERY B4k, 56 B brpisg, sasia. Safid. WiRFH. =%
RN A HEH ARSHIT. B0 BRI E AR RS B, 4 HARSE S AR, HARIE IR T 2%
7, BUBECR G D4 (5 B NEES, RaSWE B AR — M-SR & ITECEE A, I H T &4 r B3k
R, ORI AR ARRY . (RS 55, a8 B R AR R SO AR B 2% 55 ) H ARt e il 15
A, SURBAR B AR KYTBCESE; IeTAF B 7R RS IeE B 52 FE AT AR IRIRAT A, SR,
AR Web Jil . SEFEE NS, A N AE B FRTS A B B R D, BRI RN . B R 5
2 A S B R B T AR S H AR REHEAR IR BN P IABGEE 4, REIR I C&C S B,
RS PAT R IS5 Bl B IR R m R a5 DA SE PR vl 2, UK W C&C % Tk
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HE. b5, ATT&CK (adversarial tactics, techniques, and common knowledge) FRBHEHEH, ‘& /& — P84T A B HIR
HEZR, SBITF5THERE . iR FARMGEMIALBIME BRI SR S APT Bl Fl B B BBy g 7 1247,

Ve N 7 e N N N N v N \ Y
) S BA) -
conn| &b B = - ! k) )
Hrfrigg i ale s AT P bR alpze] ZRERN 4 (L4537

LT aCr] N PR | e o || || SR
s F b pnn | (| TPE DRI N Ty o (| || FURRRIIBG o e g || RSCBRERIE AR o S e
it 1 AR L BT R Gk e A
B e gt | (|0 PR e e || || ETEBATIIRN| e e i ey || (| RO EIPABIEN | s
b AL T AR e H AT Y b L FIE S flsr
2z IN fif IN IN L IN ik

0 o
=) = F - ||
@ i Her B L @& FE el @
St R LSRR GRS |t W% | | web i RN | | FIBHOA | (CaC il AR | it CaC e
o = r q ] r == — “ -
[ @ B DIE @ | B0 6| @

T B R | | BUNIBE RIS | (PERRUE KYUSGE | | Mkt RV | |EXP RN BRARSE | | BREEOR RIENE| |WRRHE BdEE
N J \al N AN N\l AN AN J

Bl 1 APT B ke

SR, BT B B BORRARFI I AT S AEAE X B, APT 0k 78 A5 i 8 3 1 AN 1 B9 Bt 40 2 A e A0 . 30
T8 T AT TR 11 3 P55 A A ASAH ). 78 Boas BT A0 E AR g ERBRA . BT BRI A e o R e e R 4% R
AT 09 B B RN 0 G B I 6 BUh S B B BIRIAR . 2N A S, B AR i DL AL
BB FF 247 g (AR, A% D0 2% 2 TR % iy S 0 A3 . SR T 5% S5 47 N R Ik = 7R B 5 S B 1
A Bl ARG HAT R, B R DA T R 2 R L B o a2 T R AR FE AR AR, B S R
W X I, IR RS, AT FAARAS I AR 28 i SIS RO I A S A A QAR e K, ST A 0 A0 - e
72, HH BRI AT E A B AN REE R XU, 25 APT BCk il FH R 18 Al ™ E 5. ik — B 98 Y APT Bk (kR
i R e B P, i SCIE 2 R T Darkhotel FI XU IR S APT ki it F2 Y, %o it 4553 5 R Vi SC
R P BIS SRe 5 T FR A IS SCAF, P % 0 U 2% (CVE-2020-0674 1 CVE-2019-17026) i3] ShellCode 7 %
TEFEAR D STt S vE By, B 2 TTA, — YRS APT Bl &8 Je 2 AW Br BRI m B Mo BoAR, Haai i
Aoy AR 2 A H B, M 10 BCAS 5 3095 7 A7 R KA 2, oV ok i B 3. 56F i, ASOBIF
JETHI 7] APT ik (195 e R R HE BT 70, RGBT EUE TAE MRS, KRR AR 772588 APT I
BRI RE . R AR
1.2 APT KBhEsE

XTI APT MU B 7R SRS IR A B — WL Al JE FF, 20 APT Buah 26 i JA it 2 A= B 4 (52 i, AR AT 4%
HoKs APT Ot Al BRI B I, B Z IR N RGN LRI 78, A SCHEHH APT Bk i B BEAE 42, & UK APT
Bt SRR AR S &, R Gutb A R B N TR e BAR S E 3 AN BRI B 1 BT BIF 7L AR, F15 DARIE -
g APT Joike. BB AEE W I 3 BioR, 46 APT Bt i AR i AT 52 1) Bk 43 Jerb, A0 8 78 R Lt g3
PERR AN B AT, W B L0 18 B e A B R, T B R E SR AT N IR R

(1) APT Bra i 15 76 F1 W7 I 2 B (18 vk B SR, LA BOR BIE BAT Nt e A oG AR . 2T 1t A3
¥ APT ZCH A IR 20 A% s AR I . R A ST AT U R R A 2 67, L HIF 70 14 il A4 ) o
R BB RV ) R REAS 1 R S WA (R AT O DA R S A B D RN T i R A X I i B
W9 28 T ity O R AR, FE A% 0 SEREUR VS 4 2 60 ) R0 VR A2 B 5 (1) S B AR I SR A R RS T B R, S B B AT 55
APT JCli R I O F 70 e S B 5 A0 It R ol R ey (s 02 3% AT A RO S AR A ) o SR8 ittt b (e 2 2
M S, B R S ARG 0 SR a0 X 4 T s

(2) APT ZLili ¥R 15 76 3290 X 4 50t v 1) 26 2% R 328 DAY 2 ks 4 5 470 R0 ok (0 3k A AR ST 30 9 5 50ks
APT Bl iR 8 5 28, BT M X3k ZH4. Hhhb. VRS A e s BiiR T0E. %0 B i M & Boadi IR 48 Kk 2,
DRI 75 R FH O A4S B 2 R BRI GG BE 22 (M B VG 315 8., 774 58 e i bl B SOt R R IR et & 0, i 3F
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R B H AR, APT Zah IR (k7o 34 R B B B AL AN E ShACRE EE B i A B K 38080 2 A s R P i A 5%
BRI FUE 2, FF H AR SRR M IR A,

<

B 45328

1. FIE A
bl

SCRS 4

CVE-2020-0674

e &

6. PRI 2RI IS
LIV

TR SCRY
CVE-2017-11882
2. fil R A
R b
Vi M2 JS

JS-1

5. 1A H WinHttpAPI

) 3 %g%%% 4. J3 5l ShellCode fil% WPAD % [ ===
Js ’ & _ =
J 7. FRRR B 9. Hr PS hiL A 2R _'@
ShellCode 2 Winl0 BEATHRAL
0 f\, ShellCode WPAD It %
Q 8. FHUEHAD | | 10. HUTEAEAT
{i}
JSJ 0 S
CVE-2019-17026 |_.
82
TEET0day XU @
AL
Bl 2 Darkhotel FI I XUR il &k APT Boah )it #2
© ArT u x| @ ArT fﬁhh S © arT & il i

44 2% 24 ok

ERAT AR

|| || Al
B | R L fUmER | VOt | Bl | B | I ]
[ ! . Ny ap Ny §

oYeey - FICMLETE
EL &l Ao L E

- N

Wity . i
e I |
AL =yl

(IPS e 1]

DR || A% | EAKEE | R | e R
___________ |
He i L W4 Brati LR A 28 B I (R 19044 B0k IE AT R R A
3 (RERE R R R R L) R RILE LS (RO AR TE I B 25 B B AR
BIRERARLA . SRR AL B (LR A RAETBCH 25 RO T T . R KR
s
[

> | )

iR LR R B R R | KB 5B 0 L A

FHEFE RS DD AROR BT T fe R
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I G AR 2 /R 2 ) B P 3 3o 25 > [ B Ak A AR S 3 IR 52 1 APT28 Al R AL SR 52 5. Li 5 N PPt i —
Fhi & T SMOTE-RF ByL 1) APT HEU 2R AR A0S 2% 3] 22 5 RRAESE B 1) APT Bl AT NI I 20 7
il APT 4047, FireEyel A4 AN 4R A plioxt 7 (1) SC kY 5 R 22 (B it . 3845 75 30), A TF-IDF ik
AN [ 25 R AR B, i e P S AR 3 R R SR SR BV S APT 4. B4 o V9 HH — b 3 T v S 14
LightGBM 4r A5 R 38 ik 9 bR A5 B0 2 20 1 % B R B SRR AIE (B3B38 2 . BEARHRYL. RBUF S
A ) BEATHHIE 1 8, B2 58 AL 2L VE AT %5, Laurenza 28 \ P2 T- 22 4 N &Y APT 404 75 A1 VirusTotal 44
AR R B SRHE SRR, N R — DN INSLFRIR 5> 2288 (isolation forest classifier), MM FUM FEANFEA
RGBT %A,

SR, IX L5 10 R Rk i A R B AR AR 45 A, FLE M M R0 vl AR 1tk 4 22 . Wang 256 A PSR BN g s e
(B AR AE (FRADARE ) ABNAHFE (FhaSAT4), FIFH NLP J7 v b S B 9% 1) B ANR] 16 &, AL AL AR bR 22
ZRIUR APT 4141, i3t LIME SRR 20 845 B0 SCBERFIE. Checkpoint B2 BUR 2 1 B T 2 N B AR A 4R
T B AR HUREAE RN TTP AT 815 2., FEURIAEAR 2 1] (AR ARSI, £ 2840 2 2 &R S VR AR 2 Hir i) APT 4141, St
114> APT 441 (U1 APT29. Turla. Sofacy. GreyEnergy Z5) #iflJ5.

Wit 5 0 0 P ] 4 ) 24 ) O 2, 351 RV R R R PR 3 A R SR T VR AR L B e PR N IR — R T
PRI 70 11y D) 20 AT o BT 7 32, SRR 51 N D) 8% T A 5 A A R SR B T o 4 99 2 2R 50 0 o 1 R B
REAIE, P28 3 A e Bl S5F R S A tof 5 A il D) 0% T i <A RO R I, e 5 N BRI N R B AL i 7 B2 2 ST 2R R AR AIE
T R 1) 5, MR SVM 4 288 58 BRINVEAT 55 28I 2 N\ 7V X H i 6 2 LIRS R M St = 5 R
8 B AR (0 o R, 4R — Fh I T B B 2 48 (GCN) (0 Br o BI85 325, 1 a1 22 ST R v 1 76 0% RS 1R A
i 8, [F] AR AL Louvain #11X 2 ISR BE AR AL FRAG W0 o8 BF % A 28, A0 T I R A 2 o) g S L 2 0V 40 28, B
Joi G5 A N3 i S I H B (B RL CRA. Ak, s Ak e A BN A 8 5 1) 0 4 A0l 3 B 2 R A AR
ARG RS EVL L. SCHHEE . EHIEE . A7 RRHEFZIE 4T 6 AN B IR, JF WG R0 2 4 BEE R
P P B, AR % APT HZUMVEBGIE /04T, Lemay 25 N PRS2 45 7 28R 40 A APT HZ BR3¢
IRAE 5L RSN N AR R ARG ER T % AR I S AR A

K2 CHETER T APT ZH R BRI S AR 35 22, i B 3 PR ATE T8 2 . dun e St s 55 TR ) s AR AT A 2 R
B R AT Z o0 E B, A B TR B SR IR 0] B ) B2 R
323 HEHE R

S 53 AR A A SRR 3k A AR 1 2 B0 ZE DS 1 & 5 7 T, Krsul 25 A\ PSIH TEAL 28 25 ST AR R
T 2 A2 KB AR LA RE P 2, b AR ST e SONSRARA Jo . G AR R A2 45 H3X 3 2K, Burrows 25 A7)
BE B RE AR AT C s REDIEE 13 5H W 8, 185w SRR XS niERe. v il Hercfi =) il
FRE R (IHRAERT . DT, Bk EE R BE IR A M S 15 B4 XS (RPN A7 BIREs. S
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216 HAFFIR 2025 5% 36 5% 1 &

i B BCE AL A5 (5 2 55 3 RHHIE, FImIE 6 FIOCREARAE (B AT, 1IBHAT. Ul A. T . 1/O K
T AREERED) HNH TE B R RGO BAEE R, AT, R 77 vk R AR S5 4 SR R B, I RO
Weth B AN 5a e, BRI, Chen 25 A IR H—Fh 5 T-F2 554K M (program dependence graph, PDG) (5 A RS 1 5 i1 U5
52, MBI SRR R B T AR SRR B 4. Caliskan-Tslam 25 A USRS AR HS SCARRAE
FOVEVRREVE, P H —Fh 38 T RO il 5750 (abstract syntax tree, AST) FIBEHLARAAR HLVE I BE & /E 1R B 77k, B A,
Dauber 25 A IR JEAC R A4 B dth RIB I R ERE b, 5| N RS APL. SR A1 Unigram FRAE 56 BN RRIE 17 2, T
T LA R S A 2 B8, FRAE T IRA RS P 10 0 58 2 VR IR BT 55 Alsulami 25 A UO0KE b 28 0 2% A
FA T4 AR, R LSTM HERL [ 3% 3] AST Fx R, AT SSIL/E #3175, Abuhamad 25 AU —Flh
TIOREE S SIS AR & 3 IR0 2245 (DL-CAIS), % R 4id TF-IDF RAE [m) =, F FAEPR 2 X 28 FBEALAR AR B
VSRR B, IR RO PR HR 4 MgRFRIE S (C. C++. Java Fl Python) HITE#.

SR, i UM FIARAD A7 Ryl & 2 52 BR IR, 283 9 13 5 1) b RS 2 25 2R VRA CRT 1 UM AREAE (Ui g
FilR~ ), AT S0 BT IRARD A 905 1 38 40 J7 320t = R AR )R 3 WA FE A . A, SRR AR
APT BUbi FE A4 2 Hosf U AHS B DA Z b SO 32, Sl v o ikt D RERRAE 5 4 38 WU i DG BE, I BLPE M 4%
LA U S L . DR, e et BT 2 e ) SO ) SRR A QR AN XU ARFAIE 2 B8 2 W 1) Sk

Sk, Rosenblum 25 A MOV YB3 il QA H HE —Fh 1 BRI AR A R RS HE 14 5 925, 1207 72 R SR A RS
A ERLE . IR E (CFG)~ AURE XURS FH R H50 A AR, R SR SRR e B2 7 AR = DU OR IR AR AR &
JAKE H ARSI 76 Blackhat 31 I, Marquis-Boire %5 A MW HE AN T.2856 5 S 4 FHFAE, B0 5% —E il Se ki m]
fEREERIN AR R RAE R b, 4 IR S) AR AT B A (i TR C&C Hbhikb). SRELSRMSAFAE (W0 4753 I
S A APLJFA. HFERHER) BB XFHE (W E4i 5 RIS RIEEAR) . EAhBiEfFaE
BEZES . APRE, @ E i o ). KR8 1% TR R M5 X APT Bt A AL, EAF7E I BRI N T4 5% H
TERE T AR IR IE (BRI, B, Alrabaee [1BA B H 20 Fh i 2 iR 0] — kI SCPHE R S0y 107 7. 78
2014 4, A1 —Fh 2 B2 AR & IR T OBA2!T, 127590 1 S 7 BH 28 28 28 44 75 A 5 1 2 U TE % 1
Thie; BeE RIS oA B S AT IE A A AR RS L, N REANEE BV, TR S A2 A B
T B AT AR I SRR b 1) SO AR SORFAE; 35 S il i B0 T FE 8/ & HR7E GCT (Google code jam) ##i4E b3k
K. 2016 4F, Alrabaee 2 A\ PV AH 4R 5 Y54 QRS SO B 30 1) SCAEVE 5 IURRIT 70 1 WLASAE, I FLBR B 1%
MR/ B 1E 3 G R KUk S B P B o AR AE A DR SRS R AR, 365 S O AR AIE 1) B o SRR S A 3 R TELAS
S, FRFHER VAR SVM 43 2488 58 OB B R IOWIIE. £F 2019 4F, %A AR H BinEye™, & & —FfiJk T
DRSS ) b R TR, bl 3 PPt AR A 48 I 25 40 R, B A FH AR AR 0 6 bt SO A 3 AR B TR AT
AT SO 4 B - T RS R P R RS 1% T R BB E R R I8 AR RS L N B B ST & N g KUk,
R 3 0 SO E 3 DA SE SRIIEAE 55, 77 28 i 25 A U OMR H — B3+ WinAPT 1A I S35 )% A0S E 3 A
VEH 8 J7E, EIEE e X7 35 WinAPL R ATy, B4l B 42 98 S48 R A 2 o 12 MRS 2R, R R A 6 =X
FIHEE R 7 TH B A B FR S, TR K38 5 2 S TR (5] VR A 5 AR I 56 % = ARIE AE 3 1 [0 43 A
Caliskan 25 \ U@ RICHRITEGE A 775 RI7 75 8, PR 4 PR a8 SR BUE VR A% ) AL, FRR AR R MRS S
HlGAEVER SCBR, ISR —DBENLARAR 7> FE 88 SE B gt AHS AR R0, I AE B SE < rE B9 AR R B R RIS AR 7
HHSEELE B 444K, Alrabace 258 A\ U0Vt — R AL 7 VSRR ) —HERIRE R IR R . 1% 5 RN CPA, il /E %
IG5 AR S5 MR AL DA AR 35 2 PR R Ll 55 HTE R M A 28 XA RFAE, R LDA (latent Dirichlet allocation)
VR AR B RS 25 44, AT Bl AR 30 5L A AL XU k1) ST O 2, B 2 s 7 & b A RS 1 28 1R 1.
EERT RIS S IR AR o R I B D s S S0 R R A X AR AIE, SRS U OV PR — b 35 T UV S A AR A ) 9
HITE J5 1, i flA SCATE SRR 5 R X, SRS A RN RN TR AT Rk, T FH 28 A 4 20 ) 2 A8 B 5
b3/ o L AW T T8 o V2 o N 2 G 2 32 eyt et s ¢ 0 = P =0 = WP vk 0 M s = s <o 2 R T
FEAE TR U RS R AR Tk B (R B Al 2R 0 R B DR AR R R P I 8% e e e A S T
R A M 2 H B K i R, P45 A LA ST F0 B ARG 5 Ak 2 4 B e 3 28 28 I S ) R O I 4R 2 U
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Berady % A "2 M\ Tti # OB 802 0 0 FESIMT IO o0 3R, 45 TTP HARFIFE[H] (K156 5 S 20 R dih BBk R 44
SRR P, TS T U R RS R SR AR T s AR, B DL APT29 [RBE LI I oh F AR AT 556

JUE T URARHE AN — RS 0 A 2R A T — 58 AR, (RIK L U7 vEAT) 75 ZE 45 B oK & ) TAL B R & S AR
SRIREURFE, I BIRARRE AV R 4 2 XURS AT =) 025 5 il B ORI B4 252, 480 S B BURIE & 5 R R BHIE B 2, 1
T ARHE R SO BRRREAE B A R UK B N, ELBR DA R e g AR AN IR AT S 1 S v ). it Ab,
TR AT A h TR RS SR 28, B R ARG A AR A A T R R B, 1 Bh AR Bk A Bt
WA VR I 7 % T N 5.

3.2.4 1P 8} C&C Huhbiiis

FEE S8 Bt th, A H LR FIVE A Ot . TP BB/ HE Sk RO . B E Rassi ik, S 80t 20
ZEURN R 53 IR b A, APT ZH 28 5 2 7 Jee 15 ] 5 % X 3 ) 19X % s, L2 R AP 5 1 DDosS Meifs, i
3 A TP B3R 70 40 25 DR ot 2 2 o R 30 ot ok 5 b it U, R, 4o AR AR B Bl (1 TP Mk B C&C ik 4
AR CHE, T BB B B VR TR IE R & 1

{6 TP MbHESN 7 T, Tian % A U2 2E T 1P [SISRAFE IR (SampleTrace) ()3 5 3 8 ik, NELIE E 47l
I IP B BN AS BEEL AL LR I T A T A R R AR N U B AR RSB A A DS 4
AR 3 AN TR 22 A ROR AT A9, e TR IR B A BE 77« AT A B S R AR g AT VT AN . SRR 2 I,
o Tk b 25 5 e £ 36 L2 e A A TR £ R, Yu 5 A TSR e — b R T E ELARIC IR (determinic packet
marking, DPM) ALl /1% 75 #5ic (marking on demand, MOD) ¥ 77 5, Fi#id DPM SRESbR1C S FH 25, 2 AL SR 7T
W& R R BT 58 B AR, 2 ARIC A D5 R TP fhhl, 523 # B M I A FP 3R BURIE 48 1) MOD JR 4538 (117 3K,
) FH Wi 5% 2 SRR I B Y 1R 31 DDoS By, S8, TN KA B i), A i AF R iR Lk 2 R & e itk =
) R R, e s NI e — Rl g R B B A E R IIE 5 1% (SEEK), £ % TP Hhuhik4y 2 A A K
Gy bR A 18], i FE 2 VAR R 00905 BBk B Ak 2R 5 ) R0 250 7 A A MO 3 SR 88 9 0 R - 24y 67 18 4% £ K, T B
AR B2 AR 3 7 A TR 2 S W SR A S 1 T P AR T 26, e R TP R RGN R .
2t \ IS ) 2% e VR B B R 43 A TP GBS . Botnet 3B EE. B4 M4RIBEE . BEIRIE BA R IR B B IX 5 2K
i) 7, HEREAT VRN ZRIR AN A &5 A FEXT TP Hhhb AT C&C itk iy YA 53

1E C&C ik 135 J5 1, Kaspersky 2 7] "V G520 B A R 20 B BEAR & B Gauss T Flame 3% & 1 fE 724K
. BERRN C&C JBAE FAFAER 2 MBS AE, I8 e ot bk, AR SL B A T35 M55 &7, Hong ZE A1)
£ X APT Bk i85 248 2 Ay & FE ] (C&C) J8IE R G, 32 T Ctracer R4, B R G0 M W45 i &l
HTHH B AR C&C 21l 1 £ X 28 25 4 R R i, FRE VST R C&C RiA ] H APT Biifi. Oprea
At N U2OVR) T BB R R IS AL TR RE SR SR A APT Ty o (1) o B SR 2 i) R, ) 2 — AN o £ b BR 3885 1)
C&C A K I 2% DL B F A AH G380 7T 58 1 LERIE 3. Fuller 28 A U2 VHIF 95 A I 2 452 1 18U R A4t — v b % WA R
C&C IRF5 #7715, MBATTRAR 20062021 4F 1) 20 FHAEE A, KIVE 62202 ANHLAE AFI 443905 4~ C&C Hif%
ThBEATAE DS FE P2 A 0, 3% A2 4 1 286 r i AT s ML IR AS SR AL 36T b, A 142 C3PO, —Fh 1 3R 51
o B ARSI R T, I T A B B0 S 4R AT A APT DB MR A AR R I 4 1 5 505 813 o i B
PG, F- KIS % M B C&C ¥R/, WA AR 3E C&C Hulik (IR TAE.

SRTAT, S ER R TP Mk AN C&C Mk VR I 58 CHUS — @ it f&, (A T APT B i AR (M3, R 441
TSR RIREEA . AL, BEREE, DU H ST M, WG S F R LA N M2 4, I HiX
U ) 25 B0k ) TP Mk B C&C bk S AN WTigkes By Ab, B2 O3 sl At B bRk T80 22 4 AR I VRt 92
b, DA AR IS HEE B APT Jah 35N BEA ARtk 350 th 2 384 22 45 ARSI IR N WIF 7T F0) il 7.

3.2.5 WA R

R4 360 247 CHREriR I ft R B, 240 X B APT HL0E H 218 2 AMNBRLAT 0day I 17 i 385460 A1
WHR, B3 E K 22/ (NSA) £ 3R 51 M 28 e ifs, e )G ks O BkiE 49 & BRI, RIS 456 24> 0day i
(W EXTREMEPARR #11 EBBISLAND) &2 Xiti - 55 BUF IR, [FIRT, #4% Checkpoint 24 ] "I R B, KRB %
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ZH SR 7 AN [ 0 A PR S 58 R 28 Bk, 4% 11 A 7% 28 FAAS [FI R B B APT 2H AR BB S F2 P, il
0L ) At 4 2 A e AR, R, S i R 7 92 e s 7 B S R 2L R Bk B, T e A A R AR A
AR FESR AR B, PRI X 2% Tk Ehr AN S T AR IR 8 8 APT BGds g e (B IX B 47), A
i APT Miiiis.

PRI, AT Z RS T B AR TAE, KZ 8 AR 456 ATT&CK HEZLRZE APT HE X
A X B T AR, FE R SE BRIl e A 1 H A BRI A SRR IR R R SRS AR A, A & S IR 4% T A AN
IR, B B AR E I TAE & ProTracer 2455, TRACE Z 45 VL J2 58 i) W0 2% T4 o 36 o i 2 U A A 7 159
FHorh, TRACE Wl R 7 R Zuidid #as 20 r SRR I 2 5 B 0 45 R R B TG (R IR R GO R, T 45 ZE e ) 2 TR SR 56
ZE R APT Bl ProTracer A& — Rl S 2% MR IR B R 40, B MR X140 £ A~ 500, T Tracepoint
SR P A AL RR AN A R AR (] A AR B 75 SRR, SR 113 B RSTI. ARIEAEAE A Sk 4 N5 sl
BRI O R R A B, DT 5 ARS8 194 8 7 O AE A 05 .

25 BT, ASCIZIRE H AR X8 L thhk, Boh#E MBS MIAEAT AL, A9 T EE T
YEAEFA AT B A0 CLHAS 0 R SR, 4RI %F APT SOl 75 E4T R G0 TR Axifi A HRLE,
SEI AR, tHEZ R AL AN E BNL ISR 78, 2 T ik, AR SO AR R Tl S0 APT Tk 4 e i 5 4735 (¥ I

Forp, PRI PIRRE AN B F AR R AT TR R S B SRR A R IR 5 AR X FS M 8 B
APT Hi AR € FO I T 37 55, R WY RE Gl RO SR B AN S0 Bl RpAE 70 A R AL SR U R B 70, B s
N BTN L G T, HASR AR B N DN YEREVEAL APT W7 i, BRI AEIE. FOSCTE. BBk
AIX i 2.

PAEARSG AR XL IR 4. AT 5, DA ARV B B il ok APT Jrodiibs Bx 305 i AL, e AT (K i
S B0 R AN SR 22 06, JUILAE S A S DOV MR AR BB B (PR L P 6 FOIISHE 2. il 53 5 Auit e =) Pl A8 U DG P
AFE D BT DL ML 2 A AR S SETA TR RIBLES 2 20 . RS2 ST B E AR 5 A B EOR M 3
TR SRR . 24 T2 SR FH 9150 PR R R PR 424 s SC 16 5% AR Bl H AR B AR, HAE Rk
TR RS, WERZ IR BT, Do RLFDURN B Tk A 2 AT 7.

R4 APT BUli B REMIR TR 453

.. . R JUR— Bt e, FFOE WIRC S04 JRie FOSR EHE L
AR TAE W5 s RRFAE e /eI b ZE i i ks PN e
71 X 35k BTN, B CEIRE
DeepAPT DNN o A APT (Cuckoolb ) ;M x voe A VL x
Rosenberg DNN, H e RS

% MBITHN APT =) x N AN x M x

2t )\ 188) TR (Cuckoo?b#8)
TR F PTRL, X 35k I ),

FRSIESY W g, Buh#E ARBEAUTARHE, APT  lEdEE  ZhER x N e voox L ox
L EY KA HT C&C  #LZTBAREFRAE

LR PR TR RN AR 1A Yot R, BHdE
AP wwesEsv I gemption AT peee P Y Y 0 V0 L~
ERARD LR, TR R H & SRR,
2 5 B2 Instruction2Vec, 44 = ':\%ﬁ > APT APT malware, ## x ~ ° ~ NGM %
RNN SN VirusTotal
b BUTCAL, TR, EE AR,
SAP s P Dggms AP Amma ¢ Ve VL
K T 31 42 R & CCCS-CIC-
A FERIEIE w pemiassn AT anava200 V0 Ve o« N L x
A5 I AR
ey 1551 ASPRFIATR B, AT HARAL, HoE LHIRLE,
Han® AT pepTRNNXGB 220 apigsl  APT VinusShare Voo e L
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* 4 APT BUli B REMR TAE B455% (40)

WXTHE W DR MSE e mmw O DG S s S o TR
BEEY Lgnoem  aig SORERAE apropvmme o« v o v < L
Frepye™ DRSS mm R et pwme @ < Ve V<
Wang%# A RFIi]B;N 414 giﬁ%ﬁﬁ% APT Qﬁfﬁiﬁﬁ% Pk x N e N A L x
et OO g ST WE mmor om0« v e« o« L »

{124 KIS, Yook #% ARHS A AR,

Checkpoin WA C&C  HASHEARESAE APT MR 20 X v ° S x L x
Caliskan . . N
REVHE, TR s
183 ¢ x x x X
)\%,)\D[zlig?er RF+SVM fE& JSARICFGE {0 GCIEtkE # N . L
R, TS - -
pemdy e b OLES et mmmm om0 v v e« L s
SEE MRS wamesme U g 0« v e« x L
oy FFSHATASSE),  c&C MREFEIESEA, B L. ~
C3PO APITIREMUN Wi APHAAIRICFG g FUENHEEE B < N e o L
o KB, TR KR, R
Kaspersky At C%C st APT FlamerGauss O % VeV x L X
B +
Ctracer™ 5k c&c ;;;g;:% APT WEMHEHE 2 v e x x L x
ProTracer®  PHRIL HH g P ek om0 v v e 4« om0 s

BRI syt
fg; E’;%ﬁ’g APT HEdE B N N e x x L x
R L e T T T
FAC I L 11 06 75 50/ e B R S R 110, 005 T 35 M o S T 5 5 0 KT L (low) 26 4% B e 2
M (middle) 365 5 B b 2200 U — 3T 5 1 (high) 727 (8 MR AT N R ok 2 12 P 25 < R R ok
W R A

TRACE!"*! R % R

3.3 HiEIE

BEE S BH AR CH KR, SR (APT) BBk, 4 2RBUA. &5 BB, #E. X
) 2% 2% [B) s s A JF 772 L PR S M. o] RO VR B o AR R Sk, 8 6 B0k 35 P XA 2L 4R, #2R Beh # I R S &
P RN BR AT, I RS2 AE T ) 45 17 ) 2 R B LA 5 ) . AT ARk, AR S Dol SRR SR
TR BFBOE. EHE. KBRS BUBEHOCE . N T8 B S5 B AR fe N 4% Bk 38 B3 R o
FE BRI SRR ARz B 2122 AN AR (40 0 2 A0 SR GUE R 4 T BB ), AR LA R RN — TR MR
R RARSCHG A <X 45 B IR AN APT Ui 44 B R 1K 8 X, TN BB W75 02k

(1) EE X

YRR B SC R R IR N “Attribution™ Traceback” 84 “Tracking”, & 75 18 B F1 & A7 W 48 Bk I8 k. 7E00E 1, 3
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TERIEF AR, FRAR T EWARAREL, O3 Z A TRIRBGE. BT SO b S, 483
FEET APT BUdi JF RSB 7. 15, 45 &I TAEM 7 Fh 28 Bk g S B3 4050820 b APT
VR I — A Lo A e

I R IR, A GETC IR DA R B 2 B i A B O 1, 32 A o R 4% ey, Tl U0 R T B R &
55, FIFH EVR > T BOCHE T R R B8 A Boeh R IR T R, BORG (0 M) 522 5 FEFT K O R 4, T AP TR IR IR R 56
T DA ST BT ) 28 80 PR BAIE B R, fe 2 OR 9P P B 8 7= Rl R e e 4, PR S B0 1 7 P 22 R A B IR A VB T R 4
FRBEEM A 25", TF2E AR EET A 241, FireEye fll McAfee /A # [ Trellix XDR 75 ',
22 AR GG ) T 0 AR B AR R ARRAE, R DS . KBS A MLas 2T IREESE ST SRR @AY,
AT TSR e i 2 A DG4 B, EHEZH L bk, 1R B4

SR, ST R AR D e APT Miis i BRI A5 ) W28 e i B 2 e . Bai i . TR Fnsxt ot
X RBFEA A, € AFAE— € PR R, oA 3078 o5 H 28 AR 26 50t itk ah, APT ik ) & e B #l s
FR AL ZRPE AN Elb i, 3 % 2 A SE I B R (0 Oday IR OB TG SCAE o B SR B AR I TS 0, B
HAE R BT — RAVEFAT I SRR A R AR I, AT 52 P VG BN 25 AR B LA 4H 2R 1 ¢
i, WIS I DI AR R R . 45 5, 8 T A RAES) APT Siah & Re il VR u Fo i K e, S8 HERf Mok i 4Dl b ik
RISt FL A DA B B LI R H 4 e 5 0 L S 3 o ) R R B B 2L 2306 B OR B, AU R APT B0 i
TRIVEAI SRR A3 AT, H 28 ) SR — MR R e U e 3L

FEX 1. APT BUli B REIVE. 108 APT B 8@ In) W 4% B e & B BeRs s, FIFI SRBR M AT HLER52 20, IR
S1. HE I SRR R AL RS IR AR AR I A R AR A, DA SRR R B VS B (S ERERAIR HUE B TR
SCHTR, FEERNYZIR B SR 1 28 R AR I, I IR 40 2655 LS 2 2 ) RO BEOG R, R BRI SR 2H 2l AR A
[T AR DR 2R, B 28 SLINT B iU Sk A5 6 (008 SR O TN, % SR 7 2 MO X dek . 4H 4R, Mk, 1E3E S Al eah
B, BN APT Mo B e R T2 20k € AT A 22X (1) 2R,

APT AttackAttribution = (AT,AE,AF,AM,AC,AP,AO) (1)

Hr, AT FRIIE A5 (attribution target), 5 7ET- KK EIEFIZHAH 1, 40 Stuxnet /25 BZ Tl Befli % it
(R0 2% T t7 B0 AE 2 m il S (attribution environment), AL S B AR ES (W RGEMA) . S (dn
Office JRA%). MEIEE (4 15 2) MBEg = E B, HihBudiigssog s APT 40 HEGE TR SSitr) B bri
S, LRV R f Y g Bt B R ARIE BT . IRTRAARI BT KSTBGE RS AF RONIVRAFE (attribution
feature), A 308 NI VG B TR I SROB BR Bods BARBURHE, WERE . RGAT . S0 WE. FENREREE, A
AANREE T 5 N FIRHE, LA 3.4 31, AM FoR RIS (attribution model), 2RI RER T MLAR=3] . IR
JE 2 SRR L BT R A P 8RR IR R, R R0 ST VR RV 7E R A G BR; AC RNV AT T (attribution
confrontation), TEMVFITFEH APT Bri xR FVRIE . The. M. HLI0LE5 2 P T2 BOR R B ighig An gk i s i, BRIk,
R G ST BEAYE . HEBURBAIENLE, A SO BRE LA AT A e U AP RN IR A2 (attribution
process), FAGEFRIBER B e B A ay B (0 1 FoR) B RE, MRVE 260 2 IR 45 oK, T80 a5 Bk 2N B 40
FRWIERT S (attribution object), A& 8 56 BUEANIRAT 5 1) H x5, EHE I 2 RIS 05 BB S5 B
DLA S HAB IR B, A E it A SRR A AT, K iivast R 5 28, e B X k. 483 bk, 1E
FH G B, Horp XS A S i = TR X 5, dHE HOhERNEE B & T4k B X 4.

LR b, ARSCE T APT Bl REWVR IR i 8 ORI IR, & 78 T8 L Hh 35 1 2% R SR Tl 7 PRek 5 6 F3E B 0K
i SRUR, TR REAL R B SR AT, A SCIR R R AE L RE A 2 2 PR B . AR R I Bk, R
APT ik, sE MM g eiti . W4 ol AR B AIS S 7, AR B s 2 Re AT 6 B TRAE 42 o DTG 3] — 2598 72
140225 e VIR i 2, RS T R X A, 0 B A 28 SR T ks (VR R .

(2) PR K

JERTHE T, Cohen 2 A M3 DRI 2 Mo il I 40 NI ML 2l L. B2 5 AR A 4L 4
5l U A N R BRI 2 2 SR S IR A S N U B AR RN Al AT 00 2 R AR LD
¥ APT Bl 5 2438 4 25, B ER AR IS . P NRRINZE . NS ARG RN R EAE 5 A A 2k, 2242
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WMEE 5 BE) APT & 69 R AR AR R 428

221

] 0 TSR St o ¢ el A 0 2 R, 42 R ) R g B VRO B R 4 AR TP R P 44 A I R
Botnet JB 5. B ER AR ER 5 S Tl 7 P15 2050 6 g e L2 i D00 1 Do) 45 70 5500 A4 3 V5 R 4.
ARSCFHEEE A IR H AR APT Xl 2 iy Ji 1 2% B BUAURE, 4% HRGHIIRN b7 70 28, Se28 Rl N IX i . 41

UM BB 1 S AN B A IR 5 KK A A S BIRALER R, ASOR R AL

RIR 712

3.4 WIRFHES

AHTNGVELH A R DL R AR AN IR 5 V.
WEARFAE

WG P A B BUE. AT R

34.1

2 WL IR

=H

A2 TREAN 28 B B7 S5 R A B AL B B2 1) — b

BHARNTBL. Bx APT Bl ¢, 22 4T s i i 27 FH 000 22 WA 4 20 A SE 38 Bx VR, 284K 1OCs (indicator
of compromises, BMMRIC) FHEEFESRE SCH HASH B FHURHE (B F4E, IB1TIAE MR, PLRE
fE (IP. 34 . URL. MEW FAFHE. HERRHE RN AIEIREE, WK 7 Fios, &@3mkat - H R
FK. 52 X, AR G H R B AR . BIASRRIE AN B S 45 & AR AR T T8 X 2 0 o ST 7 U4, S
I/ APT Mrah 2 REWAVR I B 2503, "E e T T M @A A 1 e A 2 B B e 1 H A 22 B X o3 X3, 22K
BT AR, ke T 2 BEAET R I VR b R K38 G 0. AR T Je a0 D4R, AR SCERST APT B

FIRsictE . SRRt B, 454
IRANTZHE APT BUah IVRARRAE, JF 390845 5 RISHRRAE, Wk 5 B,

AN

HH

i
i
il
e
i
>+

APT Bk IR I8 P HE SR (FE) 6) R ol 75 0 9 L £ J2 VB 3 385 (P 7)),

HAFRHIE FeE PR
THE, Bk, 5 (TTP)
EHURFE 1 SERAE
“Mutex, JATFEAE. TPy B4, URL.
T : S PR -y
SRIUHE FZHE i
SCAFFEA HASH
L
BT B IG T0 It i J2 O P < -
RS APT WHRAFAL VAN 5 K 46
g X FRIES A AR SCHR REREAE £ RAER
O A RFE \ ‘ ‘
ijﬁizﬂ/\ g )‘gﬁ ﬁfﬁ’g%iﬂfég [31,32,54,79,  #BIPRAEZ)SREL %ﬁ;ﬂﬁﬂiﬁf
=S (8 = . 83.87,03-96,  RHEFEGEREEY, B W
SRS AT bR B PR AS B BTRIRD. BEIAE (CFG). (7T e TRRE, BEZiE
R Rk s AR, S FEF KBS (PDG). S RE A (AST). | 0 120123] ﬁ‘baxm)j‘;@%;‘;i BEEISY T3P0
HF A E AR A Breg 10C, KEEE. @mPEE S, R IE. veh & LR AT
G RS RAT NS B BUR
FHE FHIE, BT 2EMIRME @ BhaSHeE Y mhe
b APIFSI. FLIIT (& REBI (T QR bmi Lk S A
AT TEMEAT ) BT R [80,85,87,88,92, &+ abfiﬂ%{fﬁx LEXONNEL N
B (GHA78. CPU. Wi &, 10) 95,96,108,1211 474 FeRlEEE  ZNAS /M RRAE
AT ’ ) T X SR

API-CFG
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222 HAFFIR 2025 5% 36 5% 1 &
R 5 APT WIURFHIE AN S B4 (4h)
5] 3 R Rk R 5 R
R # i RA R E BHRFRED oo

BB T Eaifh, pw 2 RS
AR = 3 2 3 A e : N

;gggiﬁﬂgfgggiﬁa&&y&ﬁas“mm%ﬁ%ap[ﬁ%WJW ﬁ%gaﬁzﬁBﬁﬁﬁw%%
gy OTTAL, B AL L by, e, artRggee  BIOR2L e TR e e
ool LR L 123] (S ES STty
UL IR A AT SR W Bz ol

s PR R &
© 1k TR KRR
WRAE . FAE. AL BATK S (nTwitter,
GitHub. Facebook). 4 HM. A¥TE
G SRR B o B L R 2
FARFU B AIRE @ PEARIOCK IR E B MOIREGE 1. BEARE
X 2 THEEMAPTIGE CACHIE, PHAE, W%, BTG o H S EMT AT,
AT CRIRE R AEE S E RN M. B HASHIE . B4s{E B . URL. [9’1 9’61’12’ FEAL T PR 2. B
P M AE S A, %4 AT Mutex. PDB. JAENEARE. BHEE. O L C Rl
WEAE 3 FE % 2 ) R GE S ] BB oV R Y S
JEAPTHL ™ ® 414 % R KB UL Tk e H Tl
LRI (TTPYE A, % FIURR . 3 AL A
Wik ik, BAMI i, Tk . A
G STHE . SEEIPH A . IR 4
FELURL
st P GEL Ll
ok BESRIABUIY E LfF ELE
pugt TR, 5 AL . W . APTALSURIK . 5 R4S, 2
g i A AT R, WIS R RS . ATT&CKAR Y [29,51,86,134] 4 Wby MR R . RS
g FOLIR I SORILACSIY U NS B, A
WIVRIE B A IESE A W
D HEEE.

N BPEAS L PRSI A e ko FRBLRUR LS B
O R, (V. BOHEE. BRI, Rl B e BT, 59
0 WU RVE . AR @ WHUELE [ULI35-137] oy ‘E_E* AL S A7 AE 57 B
oy SEMEFERIRHES S AT, ATk MRLE. ik iy, Ty RSO
‘ . ENEER. RIFAGE (RS . JLitititie BREE

Ui F155)

B3R S AT, 5 S VR B 280 55 A Al 3% 5% T I APT Bk, il 22 FRpAE T 2 DA AL B A 200 2 >
I SR X3 123, TP bk, Mok RIBGER R IR, BRI QR

1) ARH5 3 K % AAFAE B 78 AR IR % 2 AR ) S B Th RE AT A, ShASHEAE R IE T B LA 5E (W Cuckoo YD # -
QEMU HER AL HEAR) AN AZPAT R BN IREL, FASHRE v AR &S 204 TR (0 IDA. 010Editor). 5 AR
S R4 R P SRR, ARE A I 258 2, i FIARRIE R 2 R o FliR . APL /3 BIA1 R G0 FHAT M.

2) Z40 H B BT 1 S R 40 T H S R EA S A AE sAOHRFE, & W A% i T B AHE Windows

HATEREE 2% (event tracing for Windows, ETW) Fl Linux ZZtH Auditd T B U3 [ 25 5 &4 S H T APT Bfiks:
TUFASAIE Y, F G0 H B ORIy v A B e b E S (1 7 €8, e o S B ] S A4t = A2 g S A T B R T s e A A
BEE B AR, W IRHEAFEIERE . SCMF. Socket MIZEIEMS . JEMEMEH IFHEFAF (i, 5. $UT. TS,

3) RIS TN RFAE F B2 G KRB M A kL 22 TAR BRI APT B, 1% 2 MR- IEAE 7 b AN B 58
(¥ A= i A0 R G0 PR R L. 8 S R 2 TR 2 SRR HE S AR S B Bk & 1 B, 0 Checkpoint 24w U2
MILHEAE . Twitter A1 GitHub 0K 5 SCIBCIT R R X2 By 1 E 5 FLURAT LASGHR A APT AEA Pl 3R 11 TIOC FR1E,
AR FARIE 2 R 4% A ) TOC FF-AE, 18008 2 A A R AR A AR IR, 8 id C&C Hilik. Mutex B3 fif
HASH {8 SEBLIB AT, Ean 22 28 =] (138 520 40 22 B0 R A 28008 B 1 M VKBl 1 £ R 2 20 Y, g i 3 3o 3
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WA 5 ®E) APT 3k 693 R AR AR 5 4338 223

A Je K R EEH BOBEE APT UK IE Y.

4) W BN RHIE B E IR ME SRR 77150028 0500 APT ZHEUR IS, P 2 BRAH & B AR B i
{147 ) 8% Bk SRR PRI B . 2RI 2 7 I J2 T8 e A R 0022 ki 2 43 ] 3 St G ) e AR = (B Al S 2 P 48 7% 47 4
BRI B ATT&CK B8 B84 it 1207 s/ NE US4, SIS I 7E 12 RS A A 6 2 >) 9 20 S [F) 21 ) 3
i, B AR A R] 2H AR B A ) 22 S Sk S .

5) X B R R A Bl 1E Bk 20 43 A0 T Y PR R 2k 2 AT ARt I RHAE . 2 R E Rk . D
WY VRVE . HOETBLUSE B R S R AR, DUINSEIRVE I R G ELE B A o 32, B i i i R ER B S Bk H
W Bt it 2 73 76 R UL R AR R, BRI BT R S AR AE D B O AR A 2 T B, LA R 40T APT Wik 5 i Oday
Tl i it e,

TESRBUIVRRFAE 5, 75 ZEX R R AL AT A0 3. AR SCREHE T4 WK 5 A REED IR, 4 M2 BE AL PE (data
preprocessing). JFAEIEFE (feature selection). RFEXTF% (feature alignment). 4FEfES (feature fusion) Fl[) & FRAE
(vector representation). A, K Tl A B8R 33 i B3 i e AR v AL AL FRA5 B B R e (B, B0 B oA R T
B WA HUIE G — FRUELL A MEM, 4847~ F“mov esi, [esp+4]—mov esi, MEM”. S 1% 45 M R S JRARAE A 1
B LA AR AR AE S A, I B2 30 RS 20 (1 T 5 S, et o AR 8 N U005 B 70 008 R AR AR ot B EHE W,
1) 3 R8BSR APT B URFAE, QFGTRESA I . Vo A A AN KA IR AL, e XS 55 MRHE R & B 724 B
I SCHRAE H AR — SR E 56 R AT X SRR A, B AR T ICECRE , 4 Milajerdi 25 A P26 a3+ H 21
WK (provenance graph) Flgl i1 i S T4 2 1 298 B (query graph) BEATHFAE X 55 F1 9 R UTHL, f5e 24 SEULXT
APT Ui A, % TAEBvt T PR EBIXS 57, 23 7l 17 U5 (node alignment) FHEIXT 5% (graph alignment). [ &
RAE B E K AL 2R R BN G R A B e 2 S1 I 05 46 BB & % 2, L 776 4% TF-IDF. Word2Vec.
Asm2Vec. DeepWalk 4%, #2111 Ding 25 N\ V7R H 25 &8 UANRITE 56 28 DL R — 338 4] R B 17 B, R — gkl A
T3R8 S M Asm2Vec SEEL 3t il 38 R AL 7 BEAG I
3.42 WEIT

283 WRUEREAE Sth R VR AR AL AR BRI , 452 T SR A SR IR A Y, e o s AN APT Mol B Be IR AT 55 1 i
LLE I ARG G AR TR FAE B I, F VR T7 950 53 4 28, 43 ) 3T 00 DG TC AR QI 23 A R 7 v
BT WA= S MR i B TR 2 ) WD 512 DA B 22 1 D LR e e P e g .

(1) 2000 DG T R S B 20 AT PRy g 7 2%

&4 APT Ml iR & BAE B & R AW ST, @ SRR . 22288 (F 10C. BEAREE)
APT 2HEUH R AR R UG ECHAIRRRAE, BRI B HT . R 2 AR R EVE B RV A BT B R FIMT APT X, i H)
SE IRRT 5 B 4 1 ) 286 B SRV

ZRTTEIE T RIAR APT Bl 77 v, B FE RN UCHED . SCIR 43 B A0 [RIE 234, £ 28 T 7=k 7 2 4
sty e DU D E 5 7 388 3 ) s A S I 0 2 ok XS DG P RFAAE, 08 1T 3 B B SR I, 22 R 22 W 9 5 B s Ak 3 o B
IR 35 ) 23 A BT R O R A C&C Mk R0 G 13525 BT () B SR 1R AL AR G A A2 I i #E 4 AR 25 R T
fE FEA 10C RERHFIE . ZHER 50 R RBRARFIE AL B WRARFAIE 2, I 38 ST AR AL J8F i g vk B I e A A2 S L VR
Kaspersky!™), FireEye" "/l Checkpoint®4y I8 it 81 4547 o 4141 TTP 4GAE. AURSHS SR Lt A7 AR 523
APT Bty JCBR A M WU, [RIVR 2347 2 8 T RRAE B AR ABLBE v 58 (R sZ AR BLRE B8002) BB 2R (I DBSCAN Hi%)
SB[ s U, ROl o Hob Ry, (R EURE FEE  , R TO 4 SRR, SRR iR A A 0L BinDiff A0
DeepBinDiff ™. 3 v, BinDiff /& il [ 95 70 H1 T H, FAARE R R 80 i B (RIS Es B . AR B 1]
MRR FRECAAEE) £l — A4, Bl 24 BREURE A ) VT B R T SO A ] (9 A AL A B8 A5

FRAE H R FE I, 2T H U U e RS 620 T R IR 7 VA BB E — B R A iR B AR X 4. AR, ]
DLFE Bh 22 4 AR MR 30 B0 AR AUV N 22 5. SR, 1% 07 V2310 B Sl AW RN Re Ak AR BE R, L id B8 Ak & S iR
AN CARYE, ToA RORM B ARG . APUEUH B M 2% Kol (oSO8 ) BISRIE. Ieok, BRI & B e, 3
JEPERIVER LA ZE, J5 BHB T S AL ST BUBR BE 2 ST 45 A R S FHEE B ) M R
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(2) T HL 5 =T HOWAUR 77 2

BEAE LA ST 2 RO T84T Mk, BHIF AR R APT By, %3877 i ad 4 L o 2 >J s 1Y
X PRI AR AE AT YN 2R 5% 2, FE R A m o 2R 1 P 248 TS SRV EAT TR 5 WA B HE SCRE M B (SVM)., ek
B (decision tree)s BEMLARAK (random forest). Z#[A]J9 (logistic regression). K IT4T (K-nearest neighbor). A2 Il
-7 (naive Bayes). K-means. DBSCAN 25572,

1) BEHLARMRRZ — LA AR S (0 40 2 88, R A B 32 5 s i H 9400, Wang 25 A il by 222 B ML AR
RO S ST R B R SO (R B S UL, LASEEL APT AR, Caliskan 25 A\ VR F SCIC 40 A0 I G 1% 2% 12
AR RS (148 4« 4% il BURRAE R I 2R BB L AR AR 202 38, S 28 SEBU IR ARG 15 4 1R 5. Laurenza %56 A P45
& APT 2R B E A RE A AL FRR 20 S 38 FE I WA A B JB 2 2.

2) SRR R HLAR — 28 i 10 B 2 0 By, A O SEL AR B B 7 v 4 = (A P R Sl — A5 A2 o S B R 1 8 °F
T LA SE AR AT 55 TR N IR SVM 43 3888 5K 5 5] Bl B0k A 28 R B A g 175 SRR AE. Alrabaee 25 AP
VA 3k ST H AR IR SVML Bl VR B 0 OV 2. Kumar 25 N 0% 4 APT 5% B FE AR 1 B
PSR BN A EPSFHIE DLCE B S IEYIGM B 2S5, T SVM BRI G B DLSE i APT &= 31
WIRAESS.

3) WEBEARAE R AE A AR DL B 4 v A AR AU ) A 52 3R & /2 — 2. FireEye /A &) P42 APT 414111
SCRYE AR B, P TF-IDF AR B 2Rk 3198 22 & 41 2. Rosenblum 25 A MO 5k $RHX — 3 AU AD ) Py 45 4
CFG B 1KY XU AT BR S AL, A K-means A7 SRR R &, 7748 2 A VR ] K-means ST
>] WinAPI i FH S, 52858 el 2 AR AR 35 1Y [R5 40 52 . Hong 28 N IR T 3828 0L it Cracer R IFFERL
BT IR C&C 2B FITLh KIE.

55 T T 2 T 0 ) DC R AN DR B 23 BT B 7 VAR B, ML 5 ) R L & — e R FE I e 1, 1X b B B AL i R 7
IEAEFEA SO TS IL T BA B B HER AN B B R R 2. Ak, 29807 1 Boas — e I AT R, Sl R ik S Bk
BE A AR ILRIEAS R0 R B BEARE, HEEFIEF . 5 T 92 scil. JRT, th THL 5 S B8 T2,
FUECHEFZRARHAE 7] BRI J2 OB SUE BT BTN SO ¢ R, HAERHIE TRER BUID AR 75 B 22 4 1 SR AT PRy AR 43
FESEY, T OB H G RE . FEAAN APT R S iy, R i 9 R PE AN if 2 2= N B, I B2 it
VEA ARSURR AT v BRI ey o B 0k () SRR, TRk, 4 o] 5 R M s v A 1R 00t B0 SR TR, 28— I R IR N A [R] 2%
TR B, TR AR AR AR 5 R R 2L

(3) HE TR B 2 ST AR 7 2

TV 2 A B TR BE A ST APT B IR T i, F R A SR A M2 (CNN). G IR 4 W 45
(RNN). H#iE# (AutoEncoder). 4G HERE UMM P M 4, B &R 25 (GNN) FE# % 2] (transfer
learning).

1) BRI 25 B A SR B R REAE, AU B Re 5% e A R FH 28, A Sl B T T SN LA i A, 3
WHBRE . WA E A E A R TE SRR b, b 3k R A e i 2K B S T4 78 CNIN RSB SR By
TR A2 SR S FH 45 U4, TS, A 0% SO IR h A S P Alrabaee 25 A BY3ET CONIN BRSP4 3 1
U5 TR BinEye, REWAS IR F AR SIHEH WFE RAEEEE . 8 8 T4 7R 1 i M % & ik AQRS 4
F R 7V, RS A RO g R SR AR AR AT AR B A RHIE . TRITCREIE . AST F#ERT CFG RHIE,
T4 H) 7 CNN-BILSTM HAY S B 2 25 B 44 A0 AT 45 1 Sk [142] I B —FhiR B 2 ST 4L 408 (57 MLP. CNN
FILSTM) SRARI ) 2 X i 52 3 BOR B APT B (1) 1P Mkt

2) JEFR A0 N 26538 A G R AR Z 45 (LSTM) AT 17 PR B T (gated recurrent unit, GRU), 585 47 Hb
AT FE B 1) B, S TCAZ B TG A B B AR R, R AR R S AR 1) . 2 B DV B B A AR
FE 35 R AGE I Ve vk R 2 1 92 25 DL 4 00 [ 47 B 4o 22 I 4% 52 1% APT ZH 23135 Shang %5 A U I#) 4 CNN-LSTM
HEE T 2 S0 B AT C&C IR 558 1] I 45 i i i e 2 R AiE, AT R ISR B APT il Xt C&C [RHEE. Wei 55
U S SR O R A APT 2 G0 FASAE, A LSTM AV 7 4 Bl R AL A, e A i 7% 2 ST
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RUSZEL APT 4H 5.

3) BRI N 45 B 75 R FH #H 22 I 265 3R 2 2] IR S5 W80, 712 0 B 45 W 500 P AR e AN 20, B 7 Gori 55 4R
H U GNN L T2 5 T A5G RS B, AR 3R S VR 2 R A SR, BB 3 K A AR A A& fE ), IRt
HAEZ A GBI IS BTG, 282 N OV H —Fh 3T B A 4 0 48 1) B0l AL L0305 5 2. L S N PO i —
FREE T R LA B P2 AR A, RETE RGN 4% 2 TR IR APT Bk 0 4 A iy B AT R VP4l TR AL g 1k .

mov e, 00 o] [mas
cmovs  edi, eax HAAAIE EEE
Y Y
B i :

1
0000101 1111 int f(int a) { 1
:1|1 10111000 | ] ‘f(afg? JCAFAE [: : : N (s * —
) a=0; =" A
i 101001 s " 660 &%
e
© it o +
T O e © Zraki i
- (=321
LR
EE

L]
[-] CFG H#E

INELAT
@ }5E iR © i 2 R R AT
Bl 8T I A AR B A B R R TR

MR LR T AL, TR B 2 20 O PR 7 vk e S 4 A ST SCRTR AN B B AR O 2R, REAE D AR RIS
BT AT R ROV A Fy A, F B EAT S0 SR AT TR, LA A R A BB R APT Xt i RS
AEMTIB ER H F5. RA, 122K 08 % 2 5 B ARTE 5 AR BEORSS &, 6 AU EE R UL R SR,
GRTTIER T AREEAN SR, JE T B 22 0 28 AT A 2 o1 ARSI 1o ANk, TS MR, DA 58 3.

(4) F= T PR R P g i vk

K9 JoR 1A H i H S ) APT HSUVR REIIR T R B AR RAR, % R HuE WAL BE . RPESRIN . 5% & K
HaE . BEEAE ORI (SR R ALAL) . APT L1026 5 AP IR. 2065 N P72 U B T H B R AE A
KA P, F SR 4% A1 Louvain 41 X R BUSTE S APT ZHLAVHIE. 3 uR e A BI51N I 45 il 43
VRAARAGEY, 308 1oL 3 HU LT A 20 R 2 2 15 0 R TE SR A 5 2R 1, i R PR N AN BB L i 7 SRV Ik
SSPRFALE [70) B8 I8 B MO 2L AUR IR, e b, H BI05E PR SR PRI A FH 3 JHC A S 8 10 AR5 A4 1 0T 8 BT B8 ) A 3%
W=, Han 58 N P9E T APT 3 RE AR 10 22 G018 AT D9 SR ) s 990 00 1 PRI, B & s APT 2 SR AE 55
Berady %5 AU NI B9 A FA BESEX TTP BiR L 2RI ROZERRAE, P4 6 R PRI SRS APT29 A it
AR ProTracer Al TRACE! ! A~ LKL -3 U5l 11 BRI R 4%, 300 1o 2 B PR A% A R AR P 2R T8 Ok
WIS P, e 2 SEBUG Bty 2 1 o 2 BOIE AR B,

T RN GRS Lo T AR B, A EE T SBT3 Ao ik, Tl TR R TR I AR5 VA B S A
ALV BEAL /KT 207 2 IR (i vh H ) 5 BB a0 45 6 R 50 R B, DAZ /N iE S s, JF
H AL IR 5 22 B )i A 24 SR e T il e, U0 R BR eV B i i) APT Ll S, L 5l SRk
BT B DL RC RIS e it R, 3 S i i 5, ST SCHERT. DRI, 2R FEAT b 5 H A E 72 8 PR 22 4 iR
TR RIRABTFE, CUYIEE BT B ek S v L BB A B ik HLOE T KO 22 e il R R 7™ i, ST
X E B TSt e ST M, 85— ISR R i 1) APT Bl ek 28 or Hh et SRV, 4 th Mo 3 4.

LT, ATVEARS AT 4 KRB REWIVETT i, 73 )2 56T HUI UL RS AN SRR 7 M BB T i Tl e )
ISR i 2 TR 2 ST (IR 5 v LU T IR B A R R B i ik, R AR B S ik R B A
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M TAE KR e PiRe, [RIE T b o B &2 05 vk AR SR . tbab, SRS R M @ i Dh 2 5, iE % BRI VE o 51T 5
MrBtSs & (FELE 6 128 5 AN B, 18 W A AUR TR, BETHR . AR RS SRR &
Herp . EAE 6 AN SSERP IR, EATTRE MG RTINS FRVE RS SRR A, AR ABLRE DT AT [F) YR 43 A B
KB HT R HHFE, 40 FireEye®". Checkpoint®®. Alrabaee [21B\ B"'7F0 BinDiff Wiy T4, ACHT L R 5 1 2
FECSCHRACRD R AEAE IR AR 2R, I8 B MUt Gy, B e K A 7 5 R 24k 0 B Checkpoint! ! ff
R CAE. BE vH S AR T 7 K HE 5 32 B v d vF RS S e A 1) R, e o o BT P B A AR A SR SR AR B 1) o
SPERE, LR TAE & HOLMES FR%: P, 55 i ik 5 0 5 4 HE SR Tl (g S0 2. 1 bk, ARSC EL 58 i APT 3
o BRI SRR 9T, FETEANZE B & B BT 55 ik SR 1 T AE.

) o HERHY T T

| . p

i ! L [® '

l ! A :

| -\

1 |€ E .
- it '@APT ¢ =
41t -, fmﬁn: :9,%%31 POV B

- ] i [X
2 @ men i kﬁl@

Lo v — E—

| : | | |
s | A ' | | s3: GEED

e 5 | 32:.: A | . A2 @@=

I\ /‘ VKRR / I\ Btk /4B ; ‘\ APT3 v ,

\
I
|
|
|
I
:
T —
i
|
|
I
|
i

—_—
|
|
|
|
|
|
|
|
1

___________ N

K9 e HE R APT 4208 Beillii 7 ik

3.5 WRx

SR ARG M S 53 S0 X 2 B0t 5 1) D) 8 T o A8 e AR T JR B 2 W RIT 9, B SR a4 At
PR AE 2% . SR, B R4 T TSR AT APT Muav AR (AN A R, BUAT IR BR AT AR A7 AE 78 2 Bl i 10
o, Bk 2 il KA O 2 - Boks 15 I 28 it B A1 R 4t H 845 BOdEAT A B, AT BE s T BRI RIS MG R R,
ARSCRE H ARG IIERT L. L PO HTARER, R0 (1R 51 ) R R R M e A B BR H ARG .

=
=7
_ =
WPM%  EAR%  EfEk
e | @ g
© F#pR/AE P i iR Fl .
[] [}
® © ol o=
- PRI AR (4BRs  BE ity
T XEBIRTH
oo fx / é @ E AW
DDoS Zili  NAT Hhuhi-[aii = R
@ FilfE it/ R 45 TR Mol
Wil % P2
W

(95 5] )
Kl 10 APT Brilisxd frimi e
iR AT B R R s s TS o fh, BRES M. BN, BfEkkE. P ARE/ENBME. A
HEIRA . WATE . DDoS Wi NAT bt Rl = sk 3. — 71, APT HASFIFE 4 M. @ERE. TH
BhAR B AR B it i, SEPUA I R GBI B B bk B — 7T, APT 440 18 )7 4% &
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DDoS Hilr, T EH brth ik BOEAER E 7, BE I [ 44 84 . AT E . NAT MUk BB 2 R BRI
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BRI, FL LI SCPRBCE B 0day YR F6 v e i 150k 4 109 4% 24 ) 2 4 s o 7 ok gy 1401, 81, e A G 0
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VEE RUFMITE 98

2) {EUEZ T DA BIF T T 1) AR R 90 2% Ty, kb 3 S SRR SR B A5 IS St B RE AL MR 0 A
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g, BT B AR AR, i R R B APT T St T, A s SR X0l B WA s ki SR 4L 35 Bh. 4R
M, BT APT AR <RI AR, Bk, FRp s F BB o B S5, B Rl ErE RAEBCR KA NBTHAT N
SRR SR B 37 5, BRI A PR AR K HARTE T 2 SRR, HHOCHF L TAE i,

s N PO BT R E A S, BAEET AR, RIRXR . I8 RN
X 4 2071k, BTEB APt K & 25 % B B, KRR 8 B AT s sURE SCHIR, 23 b B0 8] 1) SR B RIE SR
W i AR ThaRaAf A U Rl I T A 2 VO DL i BRI SO, AR TR 2 IR S N (A
e ST A A AR N PO Y — 2 A AR 37 S R T T, B R R AR A R R I B D IR,
R FH B RAE AR 58 B A A 45 25 BRI AT A0, 35 28R F E M IS 3143 52 BE I N A24T W . Tajima %5 AP0
V Bk BRER AR B T APT By, i o) o 4% i 45 R BHUE B R A MAT N, FIH gRPC 2 B, APT Hiti i
F 52 3 5. Dain 25 A P0G 2 A NI R G0 R AR 4L & B3 5ob, AN RAS R R B Gk 3 5t i v £
BB R G U RN MU AR AR FE M et 3 Bt TR N PO L 35 DR S5 e ) 4 ) T et 3 e A 7 1%, R P R AR
TE SCR I8 R I G A RS0 21 8 25 2 R SR AR, S 2838 5 15 RN B K 98 A T R P A B 1 R
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SRT, BRI EER L KA AR BHUREE S B R OC Rk, SR E UG8 O R B AR, Ho R
FOYCTT R APT 237 500 SR A 55 1. B D005 PR S iR R B R S 2 R 8, e AT I APT 3%
FHE L. Hossain 25 A P H —Fh 3% Tk E ML H & S2i S A Zedids 5 (10 2 48 SLEUTH, & VR T3 F AN
Rl AR 5% 223k A A% 5 (scenario graph) 3B APT Wi 5. K65, Hossain 25 A POUER o) 400 R 1 i) 42 1
Morse R4, 13T 51 N\ P FIFR 25 0 E A2 R A% B R MR AR R I SIS A DG A%, AT A0 4 B S5 42 1 3 e BT LA ARl /&
Bl i) APT Ziiki. Hassan %5 A\ POVEF St iy 28 0 45 4% il R, 2 b — o) R B 754 B SO g s 45 R s BN AR AR
T NoDoze F4t, FiA% U F AR R 80 i 40 340 1 R AR 30 0% 2% [BTRH S35 0 ok e W By, 9 A B0t 3 53 AR
WO R, B S, % B BB X sy SR I AT B2 (EDR) L B2 = AR R E i i, YA B U 4 ) L, 4 SR AR B 5 N
AUt I EDR A= BRI 8 4 2 18] f R SR 5% 2 SR A4) 2 RapSheet Z248 1Y, 5 4 SEHRE K6 138 [ APT29 40
YU T Bt 5. Fang 25 A PO HY Depimpact HEZY, 385t 01 POT 3 1F 1 BE AH 56 (M 5% 8 SR HRE B S St i
AR R B FE 1, TG54 I A A% 3 AN R S i o 8 SR R LA, DAR SR H0% 2R TR ) i 4 2F . Milajerdi 25 A B2
A I SRS A T 1 I 265 B3 A7 0 R P 8 I P o o R R P, ) P DG R 0T S AR SE BN B B APT 21
LA B AL AN 5 B (40 OceanLotus).

B4, &t 2 B 7 VA AR A 2R BE APT Jahs i e i 4 sl A= i JB 301, Miilajerdi 25 A\ B'0KE APT Bl i sh s 2 e i
B EE, H8 m g g s B SEIURE X H S B s R IR AT R WU, B2 SRBRT APT ok (1 S w7
Wik 5k i, HOLMES &2 i) APT Ja il K37 500 SR R St Ja e JE PO ot B BF 70 R = 0t 45 B ik 5 24
i BT SCORBR G R BNAS 2 1Y 0] A, e e X 4 b AR AR Y, B T G B e A Y ) 5 [ Y 4 Bk i o
T, K Pl AR R W B M AR R BA BE. Zhu 25 A PO FR IR TOC {5 B I E i B M BE I 4 o
M B, A 2O T3 Bk A 5 KBS T B RSk, RIS 1R 2] R R, T AN B E R B
T H B SCARBE R, ST DUEE [ ARE F AR RS L VR AL, Satvat 25 N PURIFT [ ARE AL EE M 4%
R HR R 2 RS R SR ICTAT N, B I E A AR AT AT, BRI AT N R R IFRE AR LS M SO B
R . Shen 25 A P12 ATTACK2VEC, 5 78 FH 1] i A R FRL AR N 28 T4 o F) 35 28 AT AT N B 2B R rp R
PR R TR, b e A A0k th A7 70 Mot 5 8 JR T AR, R 303 Android % & BT A B & P C&C %%
FA P AR £ 2 S0 0 T B R A S FR A B i Ml S B R 2 A B A ORI LR R R A B
T AR Y. KRR, IZAT S5 A APT JiHHE B () X 15
4.4 IEPAERFLR

Wt LW FH Js i) i 20 A CHE R A Mot s L A %) B0 R A RN B A 1 ML 3 e ok BELIT APT Bahy, H 22
R H B R IR AT B I I Bt . AR G ik i TR S E . S RO B R ST AR SRR BB R AN S . AR
T, IX 7 vk SR TS T S I 4% T o B, TV R e A B N AN s ) i BRI ) APT 2, F ELAR SRR A 50 AL
TELEWE 2 M pi . AR B S5 AN 4 B 0 BT A I PR 2R R 5 vk, BRI AR

o 32 30 B 2K 575 A0 £ 0 ok BEL U A0 B2 S 352 A . Gartner 24 7 42 HY B0 3B (deception) (R4 B, 5 76 1) Fi 30 B
T Bk BH T ) 4 Ty FiA, He I Tk 2 I AR A SO I BC AT . 388 T 5, B A S M SR Ol A B BRAT SRR
S5 Sk B LASE I e A 4. BAE A N PO 2 A SR SR, 0 B 0 A S A 2 N X 4%k e ) 3
T VRGOV RIS 4 Bl Cohen™ T H S8 1 R FU B B A 52t 22 4= i 7 (1) T. B DTK (deception toolkit).
Araujo %5 N PUU3E b F 3 5 T SR USSR TR T A7 SRS B 14 ST, e 28R D S #1224 b T R BELIT I 4 . iR I &5
N B0 b 5 2 i S RS AR S R T B, T 1B B B R D 2 M. L L7 XU AN B SR T
¥ (honeypot) BEARMAR H, FAR T A2 B F B AR AT B P 1HAE 8., P Bty st B, B A 75 AR b 3R e o
R R R R St o S ) PP, S A A N PO A B R R BRI S R SR D RE. I, A R
HE. %M (honeynet)™". 217 (honeyfarm) ™ AR, B AEHE R M BRI 28 AR SR AE J1, FEARER B X
K. Zhan %5 N\ P2THE il A1 43 A 8 Al 308 110 I 288 0 GE T HE SR, BB R T W9 48 B0 4T A Akiyama %5 A P24
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A RER TR URL 5 5E 7 2l 7542 HE BELIT T 456 Trvene 28 A\ PPVt b LA AL D7 7] i 4R HY HoneyBot
INVR T 2 DA PR R Tt s, Skl T e R e P ) D 4 T4 3 0 3 21 5 72 HE L. Fan %6 N 242 —Fh 4
N HoneyDOC (1) B HES Ky, JEITIAH . S FRAN DM 38 3 Bt 3180 5T 2 i 20 4045 . Horak %5\ 7 de A 18
R 1 B8 RS R 31 AR BEL DRFr A 4% 34 5 (R R RO A 3. Tian 458 N PSR H A 6k MDA RN APT A ot 11 25 BREAG: 0 5%
. Jafarian 25 N P2VRIH TP ik BEHLAL 7 206 oo E UL AR A AT B A5 20 B A, DUBUBEIRE . i dus R e
) P48 0. SR, 12807 V49 5 BRI R, B RG22, HL = BRE R B0E A AT, T R
Wrks A BRI AR £ LRI Oday R Y APT 2.

o FlA AR AN APT Bk 25 iy B 1 ok BELWT AN S R R S i R A LA 22 20 o VR 27 S R ARR
HEBREAR, 5A APT Tl A= iy Jo A A0 400 0% 1 Sk A 2 B 0 B0 R0 e i R OB il R 4, LA S B a8 < BHL T 0
Sl BRE AR N PRGN T M AT APT BUah i 5 I A7 7R ) 4 S50 L, AR IBE RIS . RIRS BEAR . BUie
] ERCE PRt R A e 78 ok i 712, 42 AT St B9 B 997 40 7 5 R0 060 I FRIBE AR B 2. 5 7 I 2 N 1004 L oY
MR 1) 2 IR AR 4 4 I 24 5 A0 W A 2 BT 8 o 5 A BB PR A BB 2 R AR R 5 %2 4. Dai % N PO H 3
T Snort Fl OpenFlow 1] APT Btk Jii & 2B B HEF &, I SR IS i SRR E - 45 & ATT&CK HESLRHIT APT
Wik, eAh, Veluchamy 25 A P21k 8 05 1R B 0 10 2 o (1) 8 GREPR ok SIZ IR R BHLIST DoS Ttak., MR 3525 A P24e
HH T 1) 35 T B0 2 5 () B4 98 3 AU (0 B i 75 40 7 12, SRE K 28 Tk i R S M B KW B 41 Yang 28 A PR
253 {ZE A B APT Zh A8 S0 Foureye™ 56 T8 2R B8 A1 W 46 ARG REHERE APT J0ah %5 B BEA et
SFEIGS, ) FH 57 10 30 B e AR SRAG IR APT k. R 529 S N P24 Y — b 356 T 40 41 20 W ) 0 48 37 2 47 R L D
J515, T 22 Foft 2 0 SR W SRER X 2 Fi 41, FET- EALAT R AE S0 X 245 T ek, i 28 A S R T VA 3R AR S S e 9 7 3%
KBTI . HoneyPLCP L& — 3K m A0 L A7 i L S0 H75 v 4 R 328 46 42 1 0l 84 5 E, T 28OS R L3 ) T
bz i JR G 5% T, DA Bk & 1 SR ) PR OB AR BHLIBT B . RADP U —Fh 47 43911 DDoS 2
o X PRI S AL, fE7E ROR BB E B IR A I iR DDoS Bridi. Qu 258 A PR it —Fi B 0 (A 0 3 7 S Sk 2%
IRBAFTT Y AT AR DGR O 3 BBy, Ahmad 28\ PSRN0 AT APT Mo S BUi AR . BOR RIS o
PAT BN, 1285 42 1 —Fh 3 T 25 358 S () R B A5 IR ABEZE SR I i) APT 4780 L3878 4 IV 3. Singh 28 A P94 43
Mt APT Bl 2D IR S AInt 5, 1R Rk Bl 58 APT Ak J8 A O B BAE L.

B2, FIRFR RS — @ FEE S E APT Bk FELWT AN S il SR, Bl SO T 2R 14 i, SR 4 4 R F K
B o, KW Oday iS5 BOT e 10 W4 0, S AT 7 VA IR 2 P2 B BRI, 56 b, AR SCH & R 2
TS 22 ) R e R TR B 2R A R I R, OB 4 AR AT G R B BRI RO RS UE . 3K 6
YR APT Buh 2 Rt BLACRME TAE I VA0 5, BR N A G FEHERL 7730, EFARAE . Db 2800, DTk g
M JRISENR. FEAmE. BN, SRR

*6 APT Wiy Rei TAERGER

‘ ) [T YR A G R o O
A% HETHE  HEE HEERE P (Y T R e srel N A
re TREBGEE  RAMSUEEIURS BT GOSTSmIEREL | .
TR BRI R B lulzhne
SR BB . A EHIAIOCS
HNTI R OGO B sk v v e v Y L
Yk GON+iIi g 7 o 25 IR 2 B
o gy DDHEUE mmseescimn P cnnamman
iy FIRITHA o ok ) (oo i et 251
RAEE A | ZGETHE o
Shade:  “GNN+EBRL  (AURUSCHgmy APTIEHEERERAIR G oy
watcher TransEf1 i %0 IESS) ity B SRR 9 48 JB
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F6 APT MBI TIERER (B)
o — _— ST ) B T T T
2 AR T HEHR 775 HEFRIFAE i 155 F s R e e i e PN b g
o MPEE R IR RATITHE  APT A UERRIL )
g VATSON® S ponmonny GRRUCHER) sk Py Vode Mo
o RREEEE  RGHiHE ‘ o
M ATLAS™ LsTMisl (@R APTEBIRRERIIREL ooy
[R5 22 eSS X
T T 5 APTE T o
BRHEBT SeBEIER 8 SR U4 ggiﬁﬁﬁﬁ;gg% Vv e v ox L o«
T {7 A7) BT R
o WliMarkoveE  BIDDOSIL (PR s FI R O N . . )
W SR Yk e BB R v . L
HIRE AL FHAE L
it BS] o fA ST .. APT FIFPIRZ K RIE R
UTOCONANST  RARMMER (SRR RS Vox o v x M A
E;&;;i; %ﬂﬁéﬁ%mﬁA AP Wb RS A APTH &
— %ﬁéﬁ? RUMAGIUL oy ARG SR
it BEYER) i RHEE0day Rk
K 0 e e FIAYUSURLIGIE Mh TReG e
=T [STCAY k-3 ~ A . e/ r K Y6 TR o X
LA TR (= URL/fj%/IPJT%) A R T 2% 44 i URL
e poon SR BOE: IDSHERRIERUR NB RN RIE | .
- 2 A B R Rl AT R E A °
o DR RBAE  RABTAE  APT  HUHAWEE
SLEUTH™ " psmsRmpe  GRRSCH%R)  we  @mmp ) ) * Y« LW
o DR RBERE  RBFUHHE  APT IR KB
ﬁng“E AR AL GERCEER) sk memem 0 Y Ve Voo H Y
£ s WEE AR RGEIFAE . \
7 HOLMES®!  wgds R (HERR/ U IR RR) IA;; *Hfggﬁisz * NV e N x H A
KA R AT Tk ol 5 AT
WRE ZOTHE —
Extrator?™ (IR 2 AbEE IR/ R) §§§E$§i§§%§ v v ok J%y o
i U BRI AR f R
rowena BB BRSGHTR APt BAGGHEWEOF .
. Y Wi S A (R Wk SEHLG
R )
FEIT | re o 2301 APTA1ZIWebShellfl  APT MEEZ T & EHEFKIN
B DREATT ShonsOpentiow ikt Yt MAEmAPTIGE. < Yo ° Vo< Lo~
w Velucha- TR AL ] B X B £ DoS S G AN FH v o N 4 M <
my™>" B DoSH it &= Wik DoSH ik
VE: @ T T o0 P 5 1 T PRI B0 RV L 0 7 7 B B W R e b BTl 0, o7 7 B

BT I ANH; L (low)Fon B HEMERZ; M (middle) Fn B HEHE T sl B A —ZIEBHE; H (high) Rom B R VELF; VFR R %
TTEE KW xFoR R ARZIT B BR Y KN

4.5 HEIBIT

ST AT VEZRR A B APT X B REAERE 4 SEOCHRAT 55 HOAH R AR, o4 4 841 55 B e 7 i 1k A
T 1 R PR A, 0T S0 S AL o T ARG U0 o b A B S BT BB APT s BN 4 32 2270 3 2K,
() MR In5e. I APT 8 ARLE A5 BOR R Gt ke I & S i HE R, Mol & 2 ARIE AT R Se i 2
T ANENZS AT IS AL 6 R EEAT I L TRVE AR BRI 1L S B A RRE R U AT N, IR A API 44
TEERRRB RSN AR A 5 APL PRI DI RERREL. B A, RIRWE . N iln . ST SR BRBOR B R SRk By 1
XA G HE I R X HiH AR, Li 5 A 94150 M1 PowerShell AREGIRVEHIAR, $2 A AU IR G J7 7%, Cheng
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2 NP R GEE T Windows IELBAFINFERIAR, FF42 HH—Fh 4 1 BinUnpack (RIS 775, REA 2RSS Windows
AT 2.

(2) A R (anti-debugging). X EEIIL (anti-virtualization). ?P#E (anti-sandbox). 44T (anti-
analysis). /i B (anti-emulation) PR35 72 B AIACHS 5 FH0A (00 3 0 SR s 15241, RV P2\l 72 1 g
N E AR R BT N MR R B EAE R R, 28, APT HLBI i3 2F FHZ I P AR R G R A
W 2R SR B0 85 70 A 51 B0 o A ANHE SR, LR OF BH AR APL. ZE 44 508 FH AR P S it v B i i 9 X ke
M P22 Galloro 28 N PHIVEYR 4 M7 3 B O 3 P SR Bl ot 3% 3 3 BHLAS 22 4 40 T O BIBEAT 1y, R GEUeE I 19 40
T Windows & 5 FH RN BRI R B (i 38 AR ALY 1 92 FBlBERE AR, I e — /N AR BEAE 28 SR R 53l 31
SRR REA AT 5 R %X RT LA Ik P AT AL PN e UHE S B R 1 5k PRI ST 20 b S .

(3) 38 IS O AN E 08 45 2 My SR B 2 e A A, 57 ML #8 5 ) BR P SRR S R AL IR AR
K, BEE N LR RREARYE 2 M T M4 tHEVALR . B 3072 505 0, 1% R IR U8 AT ARV J7 20
SRkttt . SRT, B R AR Y (0 B FH -5 0 AR LR TR 1) 22 AR . Bl S B SRR B S BB (e e 1 . Bk
PEMBATATETT R By, B2 774 7 R RO A o . Wy, RGBT B B P Bl e R
RREAS TR N BN UREAE, TR B 2 )RR SR, MY K T 45 R 2 R AR R RS, APT Tuaks o A 7Y 5 152
BB EREATR A R, e, Yo 3 2ot 0 5 S S B, 456 2 BRASE 28 TR0 25 SR HE I A G HCR B2 2 S A Y
S RIS B, R0 5T A MR AR . B X2 X T, SR SR S B A N A 22 2 R AP PR A 1 FE T
WA, SCHR [247] A BB R 5 1T BRI S MR 7%, B ok . S a8 RIS S 2% ) R k.

4.6 I 25

AT EBEANAM W APT W WA REEEEAT 7, 454 APT B & ReEERAEZL 2 Il H g AN 25k 4 MR AT
%, BRI B EHERE . B B AR IR . MU 3 s 0d SR RN B BE T R I, d ik AT S5 AR LGB RIE T, B
LFHSEEL APT BUi B . B4R T 5, APT Boahi & ReE BAT) Ak T2 B M B, APT A B A BRI\, 14 FH B4
ARF-BFITT BN A, B2 2R FARDIRE « AU & T B el . s A B R 48, APT Bkl
HEIR S A 2 M . AR, G5-GBR I YRR 3 B A B Rk 5 A s B8 e 2, FUFH N TR e ARl
FeRhG APT Xeah 2 A= i Jol A HE SR 43 R K OB 0 R, 8 B PEIHE R . BRARIR A 350 i A B 2 3 PR
WrAN S il APT ik, I B A2 A SR ke BSOS SO TE A 2.

5 MREBTHES SR
ASCHSE APT Brai e sid@ th APT Tk B A0k, X APT Mo 8 Ao Al . WIS AN 3] 3 AN 75 1 1) AR BEAT 7

5.1 APT KLEHGUd AT A m E R KEX

TG, 456 APT BUhdaill . WUEAIHEIEAR G 200 258 2 W5 AT 3 CRESr A M 2% 5145 B 22 29U
CCF RFIB3C), SRS B 7] B A% O AT $2 X, 480 Pl i R ISR ISR FI G R G, TR &l 14 B i)
APT Brah At i 38 0¢ R IEINE .t 1] 4 w50, BSR4 A8, AR AT,

(D) BrF 0 Al X3 2 APT B0 1N T30 BB R 22 @, U2 (9 4 2 32 Bl 5 “advanced persistent threat”
“APT*“deep learning”*“machine learning”‘cyber attack”*APT malware” 4, R fF & A SCHIFFT 1) 32 8

(2) M T2 F f A2 X2 APT Boatiar il g, #4 ad 32 A0 45 “malware™ detection”“classification™ APT
detection”“malware behavior”2%, R i B A . SR EZAT NIR RSB & AT 5%

anonymizing”*“ip traceback’authorship attribution”%%, 55 2 F H ¥ i 3 Y8 3 &5

(4) A1 T 72 LM A4 XS J2 APT Bl #E 3 3 URE, 4 ml A 45 “reasoning”“knowledge reasoning”
“knowledge graph™“ontology”“threat analysis” %, Jik T H11% BT 1) B0 HE R AR AL G HTH AR
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IoT seeurity
threat @ualys? correlatiq analysis

targeted ogber attack

A4 forensiamnalysis iferéde Mule

artificial itelligence

darlgveb

knowledg@reasoning
indicator ofigompromise

reaé@ﬁng

Zero-dey attack

systam log

knowlédge graph

Oxer threagintelligence Vulnegbility

ontalo cyber egpionage
APTattack 4 | S

Lc Threat i
cyber @curity

provenafice grap)

mmmmmm

computapsecurity realgi

™ internetiof things

cyber attack

grayscale image

advanced persistent threat

sectrit networl@securi
g/ APT Malware b ty.

aftribution sy

graph neutal network
convolutionalieural network A

security intelligence  gyiack dgtection

learning

android malware

malwarerdetection clustering pggr R =~ D
anti-virtualization neural network
malware recurrent neural network
APT detection
d 4 t hreat dptection function@all graph android security
etection

anti-debugging
random forest

- word embedding
malware classification

control flow graph
feature extraction

classification _
malyeare behavior

malware visualization
nnnnnnnnnnnnn

14 APT Taki Uik s 22 UK 5 el it

WAKT S, APT BU kil IS AN B AT Rl 2535 APT B0l FUS e BRI, & £ 2 0] X255k & N AEAE 2
S, BN U A NI BIBIE, RN R, 3 A B RR A IR TR T, AR IA, — T T X F AR A0 ¥
BRI APT Ko S0, B RS0 i Ae g TGl . vHE R RN R I I AT, F2 3R IR 2 IR 138 SCRDR AN
R R, FFIIIR B R VE, 1K SR TF 3 RAL BT VR TR B S — O T, PR B 2 AR S A, APT B
SRS VR R UR % T Bk BB W S IR, TR G O AR L KA, T R RS I0E
VU FRRAE, SECC IR AR 0 BRI APT o, 18 B8 7V B IEVRAN VA R R G A2, 383 5 3 R BCR
RIA AR, IRBIARLE AT R, EEMRHE SRS ERE. B2, RED AR CBE— e BUR, (HR T H 28
A, BEFSPE . R8I AR Uik i SR I Bk, VA MR 2Pk, A SOIBAESS 5.2 IR,
5.2 APT WHGUBHIMRIEE 9T

Bt BRI 46 22 4T X H a8 B, T DdORs eI . IR AR APT Moy Q2 oy B E BT L 1/,
REAL APT Bl B4 A A ORI [ 53 e 4 R 22 4, SEAF MUk I e A7 D IR e e JRUA 3 ooy 1, R D
LRGP 0L T SR 2% 22 25 A X SR AT I SRR AN G M, S5 APT T B ReA il . Vs RIHE 2 3 35 43 B 52
AR BR RURIBR AR, 1238 70 R0 BEAS APT SR R AW FEia % HEAT R 2. AR A R 4 .

(1) Fil e APT Hady 4 Az i Jo 0 RO 7 AR LA ol 75 i, &85 S Aar s USRI HERET Jle APT Mraki Bt 72

APT i B B R 2L U R S, AL SER 75 @A 1 APT Xah i) A i J 00, DAl 0, o)
FITT R FT, 3K L oy e M oty 4% B Bl 8 A7 S R, 1T Ja IAS B A% 3 A7 78 STk, T 0 2% 3% 0
ATT&CK FFHESEPAR h, 22 AR SR b SR E AL APT 4 i A W BT 7, I HLIE DR 25 B BURFE A E
A FIRAN R 2R, RESE APt R I« BRI, L P i O LT B et 3 T b, AR ST AR A H B
EZiE APT Bl 4 E A BRI 53, JF H BT Bah el s A e e,

(2) &5 BB AT HT BB EHS APT Xk 52 Al FH I s R Sk R ICE & 9 2435 3

FRAE T 5 [ 7 X 2% s 42 HH 9 BT B (defend forward) (10 5 A4 B 245249 I B 7 ) 8 3 2 B 40 R T 2619
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TR U Sk LT AT P4 IR T 9 435 3 DA e APT By, AR SC AR (1 3 S B PP TS B BRI 140 ) iR
REAL BRI T APT Bratitil] . S50 A FHEBRATT 7. DRI, AR SCTARAFAE — € 10 R PRtk BTGV B I Ay 32 5 8 A UE 3R
B, JUHCRE LA 2 29 A IR 0 APT A aly ) S i A5 v LA B CKE XSt BELIRT AR 950k () 76 R 25 T 0k, S 5 5k
JIHR T BB AR, AR SO R R 1R 90 2% 2 ] 22 4 Je. AP 15 460 2 3283 A 3 7 A0 9 17 S Bl 0, 2 0 4R I
2y Ko APT AT BN IRk EEAT T TR BEL I, L 55 45 5 S REBOAR SR e S il N7 3R I8 ] 00 22 By, AT 24 7
B R RN R BRI 2. eAh, 32230 58 B BB 977 0 A A0 4 o ) % T b e 977 0 5 10 5 38 AR 78, 45 45 i L T A )
APT TRl o 5 A% HE 3 e B 4 M Sl APT B, DL T4 1 S0 A R B Ak &

(3) ALTRRER) APT Tty H AR REA B 1E 4 ACKE A2 AR KA T B R

24T APT Xty [ A T s 4 — A LR B A2 e i A B R AN [ T 2 1 5 Bt S SRR AR R, k= % APT Xt
dr SR R AL 0, S TCVE R APT MUy A AN HE BRI B B F L SR R APT gl e 0 A )
PRI IL FEHON T2 30 M ZRRNR, B A B AAIHLI BEXT APT Zih JF R KB ROWT 7T, A% SeAs /7 ik oA 2
XHPURE DhZe. HERANH G 5 1K) APT Mrdly. BtAb, B K 5 LA ChatGPT BOR KK e, AN AR K
K S R IR P AR SSREAR AR B BORE AL SE IR A5 S A R AR i) 25 AL 2 TR 0T AR 258 A [F)
APT ALK LT F A, W™ E R 4R A0 2% 22 45, PRI, A fa) 4 YN T8 RE AR B 2 8 Bt R 2, e HEAfg
SEHU APT JCahy ) AR I KA SRR, A7 28R ) D 28 (R 5ot AN BELIOGE ST RE A Tty DA B At P, SE B S

(4) T Lotl HiA 1 =ikl APT B By 18 75 B4 58

APT ZH 25515 TR FH Lotl BRI & B Hh sl o SO Bk, ax 2K 07 vk 8 /b Hh 9 A7 IR (E M b RGEH, 4N
1RGN R G0 2 A=Wy KBS VR SRR IE & R G H & LT R, W] S0 i 2 8 Re b VR IR B sh &8 4T
I ERZS A B, A ROR B E R B A EEINEE DY B2, 1A Lotl HiRM APT Mo {57578 2 3 5, iX ¥
R AR SR B T S 1Y) B BRI AT 45

(5) T 0day JiFI APT M B 75 3 — 25 g

APT A8 2 A 0day JiFIEIE A4 57 E B . AR SCBEIRRE i, 3 48 35 LU gL B 4
PRECRE RS SL B PRI, 38 I A AN )15 4% B B 00 SR B, R PR TR ) B Bl 3 L S [E0A T 9= A D i
J& 2 5, 8 ROR B R SR8 4% 1) TR A0 AR 15 25 50 B B, 0K A R e O B A it R A BB TN 15 2% 1 2 4

(6) T APt By . Mk AU R 1) APT Mroki B A 75 iR Ak, I B8 & R B2 BT R 4

BE & ST PUREA A B B BRI R R, AL G0 ARG A MR R 4R 5, 88 AR S AR B FA S BT L. [
B, BFX RS VORE mumib iR AT FBMETIG IN, T 2 b T A AR R S DX 4 A SR SRR A B e AR
RE (S a0 B YOE, 2 T BOMIE AR 28 APT Bod. PRk, @5 i 2 R0 AF (g 36 32 FC g A0 RT) SR

AL H ORI & APT oy [ A4 2 AR KB 700K B i, 0o o ARRE 2 V0 A R K0 R A 2 T B AR R 255 R ) O

(7) 3B A2 30 o 2 R SCRFSRA I L SER R BT RN R ) APT Mrly, $2 i 2L g vl ke 1k, ik — 2D s
BRI N T SE PR L At R L

A2 Rk B A e 2 R B AT D9 AR BRSO, B T2 AR e 2 s SCRTRAEAE 1 20 3 i, 1
BANR AN APT Sradi s b s EL. DR, G e Ay s 4 RE AR R e B 0, 5 S ROt PR i U 7 )
ATHE s TRIIS, BRI S5 2 ST AR TR ) T AR AR 2, S o o) P e AR P R 2 i APT o s 2 5 — MR T 3,
i SR SCORBRAN BT MR 2R 20 M, REIE ISR (T AR RN, O HL RE SE A M HE PR AR IS SRR B AT N
& BRI B8 A%, AT B IR BELIRT A S S0t . o, 7 b SR 2 AR S B0 1) T4 2 EASE 2R 80 ) T S o 22 423 57 R
S R, B EHES A GOSN A, D FSR K SR A B U 1) 22 i

L EpTid, iy a5 A APT Bl Rr . BURAIEHT ML 0T TE, A4NE 45 T APT il GUSA KT 6 KBTI
FEaF, CATIHe 4 B M ORI 4 R 0 24 725 (1) 22 4.
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ASCVEYH LS5 21T APT Gk 8 RERT 4k TARRIBT FUREDL, - 1Y 7 APT Brav Bl e, 70 550xF APT Bl -
APT Jei WIS AT APT Baf #3810 8 BRAL 7 258007 R RN TS Z A OCIR. & 58, VRGN 2 HTTHD 1m) X 4k, 20
A Wi MhEASATR B APT WISRT 7T, Hok, ABGE S EIHERE . I AR . Ml Fod . Bkl
WA S I 4 A5 T VEAR A g AN B APT J0eli B BEAEREWE 7T, £, X APT XUaly i ik ity #A el 32, K g
HMPEIRAEAT I 8.

UEAh, Al RGNS, ZE% T APT By sk 4 2RWF 7t i i O fE5 1.2 145 APT ik
B EEE, JF A R0k APT Bt il PVEANHERE R GEOCH; @ 20 AR S 2 RIS 3 TR 4B AN 940 APT Mt
INIEANHE L BB T 2 R, IERERAS R 7 iR AN I A BB S AL SR O B REAL T i E R A2 R R 1 SRR
AIRFAIE, A% 22 4 0 PR Pt el PR R BT R i g B s B APT Jfi il @ 758 5.2 35 % APT
b RO FE e 55 S PR AT ) IR

B, AN EANYE LSRR APT Sy i RERT 177 1%, 455 BV A BetLA 20 i APT Bt L BUR, IR far
DS WIERHEBAR G A R A APT Xl BARB A, JF RS T Wt FUARKRIOBT T 7 . Ay AT RE NS 5 APT I
r B AER X 28 22 4 AR SCAT FEER (A B, it — 2D HESh APT Bual B REAI . U AIHERE (K K Je.
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