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Constructive Data Hiding Based on Texture Synthesis and Recognition with Image Style Transfer

QIN Chuan, DONG Teng-Lin, YAO Heng
(School of Optical-electrical and Computer Engineering, University of Shanghai for Science and Technology, Shanghai 200093, China)

Abstract: Most traditional information hiding methods embed secret data by modifying cover data, which inevitably leaves traces of
modification in cover data, and hence, it is difficult to resist the detection of the existing steganalysis algorithms. Consequently, the
technique of coverless information hiding emerges, which hides secret data without modifying cover data. To improve the hiding capacity
and robustness of coverless information hiding, this study proposes a constructive data hiding method based on texture synthesis and
recognition with image style transfer. Firstly, natural images and texture images of different categories are used to construct the content
image database and the textural style image database, respectively. A mapping dictionary of binary codes is established according to the
categories of natural images in the content image database. Secondly, the labeled textural image database should be constructed and input
into the convolutional neural network as a training dataset, and the texture image recognition model can be obtained by iterative training.
In this way, the secret data can be extracted from stego images at the receiving end. During secret data hiding, natural images are selected
from the content image database according to to-be-embedded secret data fragments, which are synthesized to form a stego mosaic image.

Then, a texture image is randomly selected from the textural style image database, and the stego texture image can be generated by the
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selected texture image and the stego mosaic image with the strategy of style transfer to achieve secret data hiding. During secret data
extraction, the obtained texture image recognition model can accurately identify the original categories of stego texture images
corresponding to natural images, and secret data can be finally extracted by reference to the mapping dictionary. The experimental results
demonstrate that the proposed method can achieve the stego texture image with a satisfactory visual effect and a high hiding capacity, and
it illustrates strong robustness to attacks such as JPEG compression and Gaussian noise.

Key words: constructive data hiding; texture image; hiding capacity; robustness; image style transfer
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LU UG AT B AT IR B8R R R T SR SR AR PR R Bk S, S 6 v BTN e AR R IR B B ek
2 000 %¢.

(e) T LSEIEIE (500 #) (f) &L 1% (1000 5) (® é‘&fi@ (1500 %) (h) ZELHEG 2 oo #)
K6 &g MG A gl R Rl 1

30 3o 3 EAN 7] (1 S0 A G, 4 A BRAS TR A0 R0 (1) 5 2 SO UG, W 7 9B B o — TR AN R SR T [ S X
¥ G AL RS U G 5 R Gl B S 6 45 NS DLR I, AR SCEL R AR I A s U G (BIE 6(h) 1
1 7(h)) 35l 5 I B SO G (BRI 6(b) RO 7(b)) 1 KUK DRFF— B, MR R B TR] At 06323 AN L 6(h) AN
Kl 7(h) & I 6(a) R 7(2) HIEMG A, BEH BRI 2.

TERHAT RS 5 BALE AT, By O3S T e GRS 40, RN 5 R IE 74006 TN ARG E © T
SRIEMG B ST (B 32x32). ISR I 2 512x512 HI& g MG G, 13 2 s G 7 B Rk 256 N8 % 4L
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PR % P, T U P S0 R R SRR, 3 TR HEX 256 AN a8 U BG BRR 0), ARE et 7 3145 256 B
MEE R B S, BaHix 256 Ba BB S, G 2| e M F S A S, i FASCERG + A EGE © KR4
G0 E AR G AT 5K, DRI ) K 500 1) 1 4R PR A 068 I 1) 5 8 S0 P A R AR TCARALL, i AR IR 230 (¥ 1 4% Pl 5
Az SR B OB PR H e B L 2 SRR, AT Ao i SR R S A5 2R T I A R S A SRR R A b 2
KSR IAIE, 765 a%ﬁl@{%&ﬁ BN S LN, A SCRVARL AR IR IURILZE A 0.

(a) é‘:bﬁ%@% . (b) RIS XA B (5 (c) EHLFR % (100 52) (d) F a8 ES (300 §2)

(e) Z i SUELEIE (500 #2) (f) EE SRR (1000 42) (g) EH SRR (1500 %) (h) EH S EZ (2 000 5)
Bl 7 s SO R A g R il 2
A SCFTRANSCHR [18] 8 38 1o A= ple o e SO BB ORIEA T Bl A L BRI . W00 13— DI A SRR IR 1
fit, TAVTERALA TN 1024 bit IAAT T, KA L% %jc#ﬁ [18] EEEEGAF%EIE@%&% ELE, JL 8.

(b) SCHE [18] U & SR
B8 A Sk [18] AR k& B LR ER L
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B 8(a) by A SCEE AR FH AN [R] AUk (1 SO UG A i) & 3 SO G, 11 8(b) S SCHiR [18] AN A FE A% v 2R
BT B s SO MRl 2 AT DUR I, A LG T SCHR [18], A SCRE AR B & 8 SO G XS B 0 22 ¢ HAR 58 808
T AR,
22 REEESH

T AR S S 0] ) A R @ AR TR SR (K AR UG AL G A i B DR IR, JERI F S0 XS 27 3
I B R B SO G, DR A SO A B 2 5 A 2 BB R @ b AR MR I 28 ORI T e & s g
PG IR RS AT . S s I FE P ] St 9 I 2 2 K, AT 5 IO B i AT 88 0 R 2% £ B AR SC BV I B 2% o
BV R

(XXX o0 10
_(waPh) 082 (19
Hor, 1 AW EEGE © 1 BREUEIZRBEL, P, F1 P, 552 @ F ARG R 56 R, X, R X, 4300 B 4 AR Ik

1 g EE R sE R . th A (10) BT AN, ARSCEVE IR R ¢ 5 AARIGE © B HARBGRIZNE L. &
BB GREG N SF X, <X, BOEEE, 5 @ FF B8R EIG ) PxP, R LE.

N T T A SO B2 o, BRATT 1 S AR SCE I ) U st 80 ) ) 35 1 B8 32 A A5 R e s 1)
HEAT LA, St g5 a3 2 B, i T AR SCEVE RN SCHR [16—18] (A Rk 25 5 #-5 A B 1 2 8 S PR A4 16 R ST s e
Ll TOERAT IR REAT LA IS A B 1) 7 2% 0B MG R S G — 1 B R 800x800; AR SCAN SRR [16] I¥1 Ryl Jy v 5 A 7
EIHGPE @ h B AR UG RS U L, ST T @ B R R SHGe— 080k 32x32. 3R 2 AT, A SCEVETE A
G AR R G2 05T =16 I BR2AE H R 2 500 bit, KT 3CHR [16] F1SCHR [18] AIBS A&, SCiik [17]
TERGT AT A 0.03—1 1N, A2 sl )25 45 S F B80T AR, 8003 750 bit [R5, AR HBSUA BRI R TA S
%5, B © RS INEL A I3 N, AR SCEE M B 2 B ] E— PR

AN, FATTE NG AR SR e T IR B 1045 B SR U BT LA b SR [12,13,21] S W FR
A G ARRAE AL R A 35 D06 52 A 2 KRt R 1, L R 7 it 2 B2 5 M) S () 75 bR B e A (K B AT O STk [14] 2%
T & B B AR B B S AN [R50 B0 G0k SE RS IR BRI i, DL Bl 7 1 5 %) 50 P (0 R 8 B LA B
AR G LB BN G 0% AR SCERE I R A it 5 N 2 UG B v 1D PR A T B S A b B B SRR R 0 R
FHOG. BRI T A WL, 76 EEBE AT TR SRR [14] S5 ZE P 0 S8 E AR SCEBE 9 75 BB T I RIS 2001
BV E R A, BoKSCHR [14] 10 & B & R B RS I 200k y. ARSER Rk B R R R Wk 3 iR,
P 45 T LA H, A Sk (B g A B KT Sk [12,13,217; 54 i1 T UG A 5 (R S 8y — SR A B, T
ARSI S AR R 5 R AR B RS I EUAE (X, X5/ P, Py T AR K, IR A S Ak B A v et Al T3
Mk [14].

2 GRS EE U B A e #3OGITAR MRS I B A e
RIRES LK B (B BHUA L (bit) Jiik FBK ER BRI A (bit)
SCHR[16] 432 SCHR[12] 8
HR[17] 800-3750 (Fiiikt: 0.03-1) CHR[13] 8
SCHR[18] 832 Hk[14] y-logyl
AL (1=4) 1250 CHER[21] 18
AILEL: (=16) 2500 P/ = 87 logyA- X, X;/(P,,Py)

23 EHEMSH

FEASCERIR AR, RO T R R £ s SO A A SR B AR A O K R v, Wl e 32 2GRS
fr RARIBGE WA, D R i B SR P RE K T SRR, AR SR I e, JRA A S RI T — &R
FIEMG I 3, AR 4 Pros. SRR 4 AP IR S50 (KA B 7 5 QBRI AT Moy, SR 5 S OB £
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I AR S PEIU IR R C,:

C, = (M./Ms)*x100% a1
b, M, SRR A KRR A SO RE, BB I AR 3 A5 L9 I A £ 6 S R LA AR [ F) LR 2, Mg=nx K Ay ik
WA R A B TR B R AE R T 1205 % (bit error rate, BER) 7 i 5731 #5148, I BER=1-C.,.

K4 fFBIRBUER R LR 4R AL

Wik e E S ZHE A S AP EG (%) RIS SRR G2 (%) CHR[21] (%)

3x3 100 100 99.31

HER KRN 5%5 100 100 95.84
7x7 100 100 94.11

3x3 100 100 96.53

BIEIER BB 5%5 100 100 94.80
7%7 100 100 94.63

10 100 100 89.77

30 100 100 96.80

JPEG/E4ii Ji i R 50 100 100 97.92
70 100 100 98.27

90 100 100 99.48

0.01 100 100 90.00

B MR 0.05 100 100 88.30
0.1 100 100 83.80

0.001 100 100 93.41

- 0.005 100 100 89.25
RIS TS RFIT 0.01 99.43 99.78 86.32
0.1 71.84 71.78 83.19

0.001 100 100 99.31

: 0.005 100 99.73 97.75

PRURIRA BRI 0.01 100 99.73 94.69
0.1 99.87 99.73 90.99

9 A& BT MG 52 B T JE (R 45 R, Hodh BT 9(a) R 9(1) i WS sk 0B XA 1%, B 9(b) FIIE 9G) 4353k
b [R5 25 UL RS (B2 20 1024 bit), 18] 9(c)-1& 9(h) FITE 9(k)-1&] 9(p) 43 714 & 9(b) A 9(j) 52 3| {8
W B KN Hg 7xT)s SMEBENR (AR K /N A 7x7). JPEG 545 (B N 124 50). HLBEMR S (MR 0, &N
0.01). =ik (BMEN 0, J7 7500 0.01) BUERME RS (AME N 0, J7 2220 0.01) Buili J5 B &5 3. X B0iti Jo 1 5 % 8U 8
PG BEEUE BIERI A A (1) T IERIZE, 8550 05E 4 B, A TR AR BRI AS TR RURS 1 45 8 gr s el 4%, o P
UEW . WHUED . JPEG FR4i. HOHEMES | AR S Bl B RAF SR, 5 BIRBUEM R TE 99.5% L F;
X e Ut P ) R PR AN 22, AR SR BT L A 2 B A v T R 7S Y ZE IR G T T R 2 v R R U ZE N T
0.005 I, 15 BILHUERIR N 100%; 24 @i s 5 2 KT 0.005 BT 0.01 19, {5 B3REUEHR KT 99%; M m b
W 72 KT 0.01 B/NT 0.1 B, I vHERT A, 52 3000 S % EIS 1 PSNR EERFE, RIS 9 2515 AR IR ™
&, T AR SCRIEANE 58 AP % B G P9 A R ™ 0 Boeh, PR HR IUR B A B IE A R 2 25, (A
70%. ST 5 2, A SCEEAE BRIAS R KRS 10 25 25 QOB R AR AT R U e 7 L ABUER I 75 L S9{EL IR S5 B i, 3 R
BRI &R,

h T RSB IAE A SR R, FRATTIE S SOk [21] $E4T T ERAS, U0 4 TR, SCHR [21] BB LDA 8
R RIA BUR EEAT T 73 SR B, TR 38545 R 5 A5 o 5 LS5 D6 28 AT 58 A 25 4 JEL I B, R 4 T LU, S5
T uEd . HEIED: . JPEG JR4h. HOREME 7 Moy, SRR [21] FA5 R SR A 256 Bl ook (1) 530 )5 8 4k T AR 4, 1
ARSI BARIUE A AR FELE 100%. 4y Wi 75 77 25 /N1 0.01 B, AR SCEHE IR B3R IR 2 W 8 13
Bk [210; M m i = 7 22 KT 0.01 I8, ARSCHEVERISCER [21] 1045 B AL BUER R Y BEE R 7 2278 K000 T B el
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s Mk g 22 0 0.1 B, ARSCENE IS SR IOE B R AR T30k [21]. 7675 % UG 2 B EE e 75 0 i, AR ST R R
AELERE R 7 Z2 BN I DL R, A5 BT IE A 2 ATy & 130k [21]. 385 3R 43 B vl 4, AR SCHEVE IS B AR L T
SCHR [21].

o

" A
S LS

(¢) JPEG JEGidt: () BRI et (o) R P Lt () LA P

(i) SR PR 2 () EELEG 2 (k) PIEUER (1) IR

(m) JPEG JE4i i (n) WM P (o) HITEFS Kot (p) HLEL 7 it
9 X g R UG ) B 4 R

24 REMSN

ARSCHRE H PR i AR T B SR A AT R (5 SR KR T, 7 S B 1 LT S 7 SIS Bl — 7 El o
PRI D PR, I KT AR SR B0 — sk B ROR RLAF (SO B R, A LT AR 2R 2 T Ak
1B U7 S BRI, AR SCARVA % S TN B il E A TR R (A . 5 I T, A3 U EOmomA o 15 R I, 7 2
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it ZOR A AR @ A AR MR 4 S0 C WS Fons N Fy AL, BT AE R OB R A LI TR A o 2E
WG T SERA AR A R A, W R BB © TR 16 RIS A AR IR, Ak B AR IR
TR B 6 RAZAE 161 (=2x10") FfHES1 i ) A, 8o 28 A /5 AN 0 WA O SR I B T 04T 28 . it
A, BT S HOMA S A RN 7 L 1 H SO B G R A BEAR SR TR 25 a SCE B R ek S0, TR FR A S 2 4
T RIETT 58 R R 25 JFAE XU Rk A5 AR 1, AR # B Dl s A5 8 A an T, S AEA
FIIESCER P B UM S0 DL P B CIR IR B U S DIk, A5 e U el A L A SRR B S £ (S /42
K R AT TR ST, ASCHEI BATR R 10 2 4.

34 ig

RSP T o A 38 AOOC B B RO ST i, 15 21T CAT A JC BSOS IR AN R, A SCSA TR
IST A 27 2 A pf 15 85 SR IR SR 2 £ G ) KR, i T S0 P U B R e S B RA S £ R R B . §ik
TSR R B BAR BRI SR DGR, A ARG E R R S 5 A B R A5 R BO
IS 2RI FE) AR PR A DR A 5 D P, 7 e ox 32 E 1) SO PR EAT KRS TS 27 20, e 5 B R R e 4 p
KA B R I 10 S B PR, s e I e 18 S R A R A ) 5 SO R B R (R AT
SEMOR AR B KRS 45 R W], b CARIE R AR MRS L, A SR 5030 FA O R Bl A A R A 1) 45
BRI, £E— R A T IR S B A B A i 55 8 R R JCVR AR e ) 7.
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