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Abstract: In smart healthcare, cloud computing and the Internet of Things are combined to solve the problem of real-time access to large-
scale data. However, the data is uploaded to a remote cloud. It increases additional communication cost and transmission delay. Fog
computing has been introduced into smart healthcare to solve this problem. The fog servers assist the cloud server to complete data storage
and access locally. It contributes to low latency and high mobility. Since the medical data is highly sensitive, how to design a fog
computing-based smart healthcare authentication protocol has become a research hotspot. If the data is tampered illegally, the consequences

will be catastrophic. Hence, the authentication protocol should be secure against various attacks and realize the secure data transmission
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among users, fog nodes, and cloud servers. This study analyzes two schemes for smart healthcare, and points out that Hajian et al.’s
scheme cannot resist stolen verifier attack, denial of service attacks, impersonation attacks, node capture attack, and session key disclosure
attacks; Wu et al.’s scheme cannot resist offline password guessing attacks and impersonation attacks. Furthermore, a fog computing-based
three-party authentication and key agreement protocol are proposed for smart healthcare. The security is proved by using the random oracle
model, the BAN logic, and heuristic analysis. As result, it is secure against known attacks. The performance comparison with related
schemes shows that the proposed scheme is more suitable for fog computing-based smart healthcare.

Key words: authentication protocol; smart healthcare; fog computing; key agreement; Internet of Things (IoT)
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USRSk — Pl 10 R 45 B 5 LN R A0S 2 VS RE NS ma i, (R S LAE R UL = Y
WIS, AR AR R B AR RE R 255 4%, 2 IR S5 de B BEAT A7k S 2 b, A BV 1R 2 55
SRIRTUE, AEXA I FL T 350 RIS T4 5 A 2 ™) A5 B 35 T ST EOR 1, R T 2% 30 211 MK
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FEZ5 v SR B IR BB T S R, RN B BRI % B T A i, T TR I e s KA W
A AR RS R BT AR B A R R B BT R R R B R 2 g5 4%, AL T MBI G 25 1 nil il B = I g%
70 U PO A i S AR B B TS SR BEDS FUAMIE MBS AT LU R B2, KL . BT sRSSAR L
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2018 4F, Wu % N PO — R i 011 JO Lk 7 1 I I 48 LR SNy 8, P AR %07 8 RE SR L A et
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25 N PIYE H Gupta %5 N P97 SR SEBLRT [ 2 ATk, ASREARPT B 4 1S5 Bk 55 075 B 2o, IF48 H— AN B i o
J5 % 2021 4F, Wu A\ P H Tia 25 NP5 ARG SCIUA L 1A B0, A TR I R 25 (E M 5 T, $H — A
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(1) %t Hajian 25 A PPHRSCRT Wu 25 A PEMGET 4 45 40 . 3 Hajian 25 A PP VA IR PURAIE 6  RIKL
iy LS TG B Bl WA . SRS PIR T 48 Wu 25 PYERSOC IR R 2 1140
Wik« ) B 2.
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] 1, Diffie-Hellman %58 4 f fift w12 1 S 1 MR UFHE $%. Hajian 25 A\ P77 S8 82 HoAb Yot (0 R N AE T, €SP
S A4 AN UE A, Tk 2 R B0 UE A o (R S R4S P 52 AT o SRAT I B IR T o, P SRR B BRI TSR U
TP SEEPIR NS4

5 Wu F AW e 5

2019 4E, Jia 25 N PO — ST XU 0T (1) 25 B e B 7 A 3 I 8 UAIE T 58, 2021 4F, Wu 28 A PI935
Jia % N PV RAFAE 2 A B, R — A RIS T . Wu S NP RS 3 AN B T B B E
M B INIES A B, FENSE5E0RHAP . SRS F0 8. REVIGEIL, CSPIEN RS T %
B s, TN Py, = sP.

51 FFEMMER

() H P UER S O bil 1D, 5 104 PW,, I ANBENLEL 7, TFFLRID; = hy (ID; || PW)) @ ;.

(2) U; = CSP:{ID;,RID;} .

(3) =MR55 W FNIE B {ID;,RID;) J5, CSP LB FENIE x; , W5 q; = UD; || sl x) , WH R = q;®RID;, D; =
ha(q; || ID)) ® RID; , ¥4 Z5UID;, x;) A- 1B 2, WS8R, D) AAIE R e k.

(4) CSP= U;: Bt E.

%) Ui WEE GRS, WA G =Rer, Vi=D;or, NERERFMRESE R, D, , BSH G, VAR R
52 ETRUEMMER

(1) Z5 8 Fy B G AR YLD, KT I8 (1D} 8 I 2 A5 R 1% 4% CSP.

(2) CSP LR BAID; ), IEIBEHLE y; € Z, , WET g; = ho(ID; || s || y;) . CSP FS KD, y ;) ALK .

(3) CSP = Fy:{g;}.

53 NESZEANENE

() AP USANSWRIRID; 5 04 PW,, AR iT 8 g, = Gi@h UD; | PW)), Vi = ha(q; | ID)® h((ID; || PW)),
WU V= VRS O, SO, U SN e e Z,, W vi=a-q;, A=v,P, C=v, Py, PID; =ID®
ho(C), N; =h3(C |l g | A1 ID; | ID; || Ty), T 2 2470 I [a) K.

(2) U; - Fy:{A,PID;,N,,T}}.

(3) %7 & Fy ORI BAA,PID, N, Ty} I, AR T, AR, 35 T A2k, IR b e Z, , i 5Tve=b-g;,
B=v;-P,D=v Py, PID; =ID;®hy(D), L; = h3(C |l g; | A || PID; || ID; || T>) , T> >} i i} ) K.

(4) Fy — CSP: { A,B,PID;,PID;,N;,L;,T,,T,} .

(5) CSP W33 )& (A, B, PID;, PID;,N;,L;, T\, T} J&, B UE Ty, To WIB B, 5T, T, T3, WHC=5-A, ID; =
PID; ® ho (C), WEAREE T H-EAID,, ), W i = ha UD; || s | %), Ny = hs(Cllg: | AIIID; | ID; || T), W AE%E N, = N;
AL, W D =5+ B, ID; = PID;@ho (D), A&t B PR EIID ), 15T g = (D, 11 sllyp), Ly =ms(Cllg; 1Al
PID;|ID;Ty) , B UEAE L] = Ly A A5 7. 47555 or, CSP BN S c € Z,, T3z, = ha(y;lisllxi), ve=c-zc
E=v.P, Fi=h(A|BIEICIID;|T3), Fj=hs(Al|BIEIDIID; | T3), K =e(A,B)*, sk=hs(K||Al| BIIE).

(6) CSP — Fy : {E,F;,F,,T5}.

(7) 5 0l Fy WCEN A E, Fi Fj, Ts) I, S0k T (A28, 35 T3 2%, WHHLF, = (AN BILE NI DIID; || T5) , %
E R F) = Fy R L. 2555 RMOL, WAL K = e(A.E)”, sk=hs(K|| Al BIIE).

(8) Fn > U; :{B,E,F;,T3}.
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(9) FI 7 U BB BB, E, Fi, T3} IR, WAE T 47 5CHE, WALF] = ha(AIBIE | CILID; || Ts), RUFS$UF] = Fy
A AT, SR, K = e(B,E)™, sk=hs(K||A||B| E).

6 WuFAGRREMI

6.1 B&OLHEMNKT

BIE DR B 2 48, TE8 Be RAEPUBL U |, B & /A H P e RJn, W g g iy 1 45 U e
A4 P B AR RS2 BT — AN BR A3 18, FH Pl 3 AN AR O AR 12— RE 2 IR P 14, BRI —ffie i
Bt e (e 22 10 1] 3 g P B ORI 1A - B, SO kIO 7 U, (R RE R 280G, Vi), I DU R P
BAEMA P U a4

(1) WHIF B b Y7 B3 [ MDD, I I 27 2 (] B L PW

@ it5g; = Gieh D] | PW)), Vi = ho(q; |1 ID})® i (ID] || PW,) = ha(Gi @ (D] || PW,) || ID))® hi(ID; || PW;),
BAFSE Ve = VARG AL, 2755 20T, KB D], PW)) L IERA I S bR IR 114

B) Ve £ Vi, ERHATLE (1) R (2), HEHL B EHK ID], PW)).

Wu 25 A PSR R R 8 42 5 MOS0 et (1 SR DA AE -, 48 e R TR A AR S0 Vi, Bk T LURI I Z 56 A
RIS W 114 PR I A, FRFR R R 1 4
6.2 HEXE

Bkl @2k 0 AR M BEHS 2 P S0 bl S D45, Bk ir B & ae ) S5 U B AT 20,
I DL AP IR OV R UT P U, 5570 R, R 2 R 554 58 U ELIE R 23 1 B U i

() LI $ a € Z,, P15 vi=a- qi, A=v,- P, C=v,- Py, PID; = ID;@®ho(C), N; = h3(C || ¢; | A || ID; || ID; || Ty),
o, Ty g YR TR, 598 B8 (A, PID;, N;, T ) B A S5 T8 Rk 4 55 5 Fy .

(2) 9 15 Fy 5 CSP PUATNIE S %A R B0 3R (3)~(8).

(3) NAIAFEBSRIH B (B,E, F;, T5).

(@) B0F T5 A, V3L F) =hy (AN BIENICIID; || Ts), BAFA53 Fr =F Je 5 BOL. #5380, VT K=e(B,E)™,
sk=hs(K||AllBI E).

Wu %5 A P55 PR 2 A BB I R A I R E 48 e R R A7 AR B0 Vi . AENIE DU, 4 B R AR A7
ANBE R N B A TR R R (R 30 EE, (R XU AT, 755 P3O O M B, 4 i iz a8, vy LR
I Wang 25 A\ P21 HABORA 56 TEH AR, IX— B AR M i e 1 DR A A 30 1F 5 |12 1) B 2k 11 4 800 ) 1.

7 HRBFAYL
AR —NETFEUENE GRS = FNESEADR AR FERIS5HEAEAP . FWE. sk
B, TR R P AT RS IR S G AR . TR T BT 7 M.
71 RGAIAKMER
MNZRBH, 2R CSPILBUA BRI F, EM— AR IIZ6#E E(a,b), Forb p I KTEL. P A E\(a,b) I
AL, CSP BN ARG FHH s, W AH Pow = P, I A7 BB R (), BT FR Y AES-128
VL E()/Di(-) .
7.2 APEMMER

(D) H7 U WS b5 R ID; 5 14 PW,, SN EIRHAE by , 15T (04,6;,) = Gen(b;), RID; = hy(ID; || PW; || o) .

(2) U; = CSP :{ID;,RID;} .

(3) CSP WLEINH JBAID,, RID;) Ji5, SEHUBENIEL x;, x; A BHISAE D 7, F- TRl P SRA3 48 B i TRAE 2t il e
CSP 5L A =h(UD; || sl x;) , Ri = A;®RID; . CSP (R, x} AF R BE R, ¥ Z8UID;, x;, cou = O} 47 BEEHE 172
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(4) CSP = U;: BfitE

(5) U; 2 s )G, Jrﬁv h(ID; || PW; || o) mod n, o n 93 2 28 < n <20 AN, K S5V, 6)
R
7.3 ETEEMMER

(1) Z5715 81 Fy IS YRR D, 5 {ID Vil it e A Rk eh CSP.

(2) CSP W EI{ID} ), ﬁiﬂkaéﬁzyjez , »Jrﬁfk-:hl(m-nsllyj) CSP 4280 (ID;, y ;) AE 15U 7.

(3) CSP = Fy:{k;}. CSP I EE N IH 5 s B B N2
7.4 NIESZERNEMER

BT ZE N IE S AR Y i B n 5 S0 1 TR,

(D) AP U NS B ARIRID; 5 04 PW,, S N EWFRIED; , TF 5 oy = Rep(b;,6;) , RID; = hi(ID; || PW; || o)) ,
V) =RID; modn, WAEZ V] =V, e or. 4755 Xor, NS € Z,, W5 B =nP, Ci=ri- Py , F=
Ec.(ID; || x;), Ai = Ry®RID;, G; = hy(A; || B || Fi || Ty) , FeHR, Ty 28 24 i A) K.

(2) U; » Fy :{B;,F;,G;,T'}.

(3) Z 1 Fy WENH S AB, Fi G T Y, SoE Ty AR, 5 T AR, EERENEL o, W L = P, Ni =12+ Py,
0; = Ey,Dj |l ra-By), M; =hi(k; || L || O; || G; | T») , Fe+b T 2k 24 I [ &K

(4) Fy — CSP :{B,,F;,G;, Ty, L, 0, M;, T} .

(5) CSP W BBy, Fi,G;, Th, Li, Oi, My, To Y Ji, JAIE T, B RLNE, 5 T, AR, VWWE N; = 5- Ly, (D, || r2B;) = Dy,(0y).
W4 ID; LB Ky R AID v}, Wk = i ADj sl y)), M; = hi(k; | Li 1| O; | G | To), S5 M, = M2 75
3. B RSL, CSP IIAIE R 5 Fy , AT F— 5%,

(6) CSP T C; = 5+ B;, (D || x;) = Dc,(F,) . R4 ID; TEHHE R BNID, i), Briib 5 x) = x R AL, 5%
KBOL, WA =D |l sl x), G =h(A N B | Fi I Ty, WiFER G = G, & AL, 357 % UA oL, R 48
RERAR T B b ok & 3R, 0T cou = cou+ 1. Mcou > 100, WREFW L. 457G =G,, CSP INIEH ' U;
PAT T —HRR.

(7) CSP LW BEHLEL ry , THHS KB Y sk = hi((Ai || C) || i (r3 - r2By)) , W50y = Ex (3 B | (A; | C) , Y=
Ec(rs-L), Zi=m(Yi | A), Wi=hi(k; | Q: 1| Vi | Z)) -

(8) CSP— Fy : { 0, W, Y;,Z: }.

9) FyBERHEL Qi We Yo, Zi i, WWHEW = hy(k; | Qi 1 Yi 1 Zo), BESE X W, = W R 5k
(r3Bi ll i (Ai 1| C) = Dk,(Qi)s sk=hi(hi(A; | C) | i (r2 - 13 By)) .

(10) Fy > U; : {Y:,Z;}.

(11) U BRI B YLz Y E, WHZ =Y LAY, WiESER Z =Z &5 Sor. 55 0L, W L = DY),
sk =hy(hi(A; | C) Il hi(ry 13 Ly))

75 APOSS5%YMFEEFMEL

F Pl Ik AR 35 BRAE A Hh 5 14 55 AR 4.

(1) F7 U NS 3 bR D, 1% PW;, "EIFFAE by, B8R UTH5 (071,60, = Gen(by) , RID; = hy(ID; || PW; || 07y)
VI =RID; modn, 8V, =V, &G WROL. #5758 50807, Ve P A8 1 0 &R YRRAE.

(2) W ELH P8 O A Pwr FIAEIRRIED, 5, B e RIFH (07,60) = Gen(b)) , RID, = hy(ID; || PW! || o) , V! =
RID; modn, R, = R;®RID;®RID;. ¥t RIS EUR,, X, V!, 0} .

7.6 RPEEMMER
MRS A B P U, IR 2 D58 S, K Uy i ReR, Ibi, U T H P AT, 3RE—

A7, A IUNOT, T
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() 1P USSR ID; . 14 PW;y AEWRFHE by , t155 (071,6;) = Gen(b;), RID; = hy(ID; || PW; || 07).

(2) U; = CSP : {ID;,RID;} .

(3) W B B A{ID;, RID;} J5, CSP MU BENL L x;, tH5LA; = h(ID; || s || 1), Ri = A;®RID;. CSP 4S8 (R;, x;} 1233

Bhe R, ¥ZHUID;, x;,cou = O} AEHEE .

(4) CSP = U;: BREE.

U

i

Fy CSP

i\ 1D, PW,, b;

it5% o7=Rep (b, )
RID=h, (ID||PW|a,)
V=H, (RID,) mod n
IR vr=v, & 75 AL
HEIBEHLEL

B=rP
C=ry°P, pub

F=Ec (ID]lx;)
A=R,®RID,

G=h, (4]B|F||T))

{B, I, G, T}
—_—

JEECBEALEL
ThEL L=r,P
M:rz'Ppub
Of:E:\',. (D|lryB;)
M=h, (K|IL]|O/IG|T>)
{B, F,, G, T, L, O, M, T}

I N=seL
(UD||r,B)=Dy(0)
k=h, (UDls|ly;)

M;=h, (k{|L]|O]|G|IT>)
IGAE M=M, 5 75 0T

C=s'B,
(ID|x))=De(F)
A=h, UD]lskx)

Gi=h, (4||B||F|IT))

WHIE x=x, 5 GEG, 215 8T
LT EATLEL -y

sk=hy (hy (A{|C)llA,(r57,B)))
OFE, (ry Bl (4]C)

W=h, (K| QIIY11Z)
Yl:EC’ (ryLy)
Z=h, (Y]|4)
{0, W, Y, Z;}
;r Th 0T

T Wi=h, (k]|0]|Y1Z)
IOAIE W=W, 52& 75 O
(Bl (A]IC)=D,(Q)
sk=hy (hy (A{|C)llhy(ry r3B)))

1Y, Z;}
P Z=h, (Y)l4)
U6AE Z,=7, T INOT
VsL,:DC,(Y;)
sk=h, (hy (A]|C)lA,(ry L))
1 T ZUGE S S R B
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(5) WEIE e R )5, U Vi = h(UD; || PWi |l o) mod n, K ZH{V,, 0, A e+

CSP BT BENUE x; AL OGRS AG Ay, F P BETE NG 75 508 FH P B b 1R, (B R A F P AR OB R R e 240
7.7 BASET ISR

(1) Z5 8 Py B G AR YLD, , ¥ (ID; Vil 42 A5 18 R 3% 4 CSP.

() WENID;) I, CSPIEHBENL AL y; € Z, , 15T k; = h(ID; || s || y)). CSP B HEUID .y} A7 EHHE .

(3) CSP = Fy:{k;}.

8 REMIER

HE T Bellare %5 A2 HHIAE Bl 22 AR B, 9 5 5t 5 400 = PR DA IE 7 8 e A BEAY, 7 BEAY 1 UE W T
$&75 2 ANk, s AR R W I fe U5 0t AN B 2 22 42 .
8.1 RLRE

e Z5% IRMNZ 5RO A4 CSP. Z 1Tk F; N U, NS HHWEZ A, B CSPY, F9, U7

o ify. KiliE AN LU N & 52 5 3 AT AL, MM BEHU S0l (1) B

Execute (CSP*, F4,U{'): B GIWT Boaty, F055 HLKE A THS B ALIZ K S RIAR Rl A

Send (CSP*/F4/U¢, m): St MBI T30 iy, Bk A [ LW CS /S 4/ U RIL L m, SR DAL TR
K m, FEIR[AS N R

Reveal (F§,Uf): #1550 F§ 55 U A ple— N il B, K Fo -5 U A RO 2 i 1R [P 25 B, A5 RE] L.

Corrupt (U®,¢): ZTIN S HLAE R A I —Fh A ES .

¢ = LI, SR R

¢ =20, R [E 4

¢ =3I, R[] AR PR

Corrupt (CSP*, F4): TS0 1) 22 4k, H 25 IR 55 i (¥ 3 41 2 4 e s 1 M 20 Bl

Test (F4,U¢): B Wi 21847 K. WERSEH] FO 5 U B (S0~ 30) IF HAD s # 4 SK, s Bl
PRET b, #b =1, TSP SK; 47 b =0, it S s P — A KB 745 5.

o SHHEVE. F7 S S 9/ U BRI, AL

@ s9/Us FBNERISAT, HA S il # ] SK.

@ Brili B RA LS9/ Us BIAKFERATIE Corrupt (S9/CS®) 1 Reveal (S4/U) #rifi.

o i e bk, Wk HIE HEAT R AT, HEWT Test((S4/U¢)) Zilth b IME A b , e # BOBEAE J7 %5 X
gL # e N

Adviye (A)=2Pr (b’ = b)— 1 (1

A AdvEe (A) K& AT IS, T7 R BATHE L 4Nt
82 ZRZLIEMA

TEIE 1. 1147510 Dpw IR Zipf 204 7. (B i3 A AE 2 TN 18] A AT 2EAT g, X Execute B, g, IRAS
], g, IR Send £, qp RIS ML A2 B bR BT A g, JON BRI/ eif, A

2
(g;+q.)  6as+q; 24s+q; g2
+ + ;[1 h + o0 + E + zthdVECDHP 2)

o, b, By ARG A R A MRS AR BRI i L A AdvECPHP Dy it A fi# Y ECDHP 11y
HF. LL Tianya 145384 B0 48, |Dpyw| ~ 13 million, s = 0.155478, C’ = 0.062239.
EEH: HIEBEH 1, & L R AR @ (0<i<6). Prly,| FmBdi #H ALEG K G PRI FE W b 1K1 1

AdviF (A) <2C"*q

© A
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o : ZIF AT 0 ELSE B 0 Bk, BRI
Advie (A) = 2(Pr[xo])— 1 3)
O : AZIWERR AT A A5 513 A gy FIOC RN /85 53R A SRASA I A5 TS LA B0 25 /A B T 5 B i B
B H, (a) N, HRERINER Ay, 7 Ay BEHKaW—5083% (a,b), BRI b ; A5 0), AN D VR a VG F51H,
WK (a,b) WINBIFIE Ay  WEIINEE AW E (@) B, T EBIRPIR A, 5 As BE—FAHKIIEER (kaB), B
[\ g5 750, I BENL TR B AR a N 459 (3% 30), KB (ka.B) IINEIFIER As . WBIR % 251 Dy ()
I, B RINE A, 5 As G SARINCE (ka.B), RI[E o ; TN, SeEBENL 745 85 o 154 B IRk 45 5 (W
30), ALK (k. B) TIMBIFILR Ag . ZWERR WERR Do FEAN T X A3H), BRI
Prxo]-Pr[x:1]=0 4)
@, - LR LB SRR & A, LR ISR ZERT, Wk £k
TH TG 1. Wa A o 5 SOOI SR 35 Mt 5 A i e 25010 i HE R AR R
5B 2. SRS (R (25 30) A AEREE, JLAEE A ¢2 /25,
T 3. A B R A R .
HRH A= H v B, 453 39):

2
G, U 4, @+e)’

|Prh/1]—PrD(2]| < o+l Db+l + 25+l + 2p )

Oy : WR A H AR BIETAL G, My, Wi, Z;, I BT, A
|Pr[xs] - Pr[x2]| < g5/2" 6)
@, WERBH ASE B H 7 AERREEAE A, , PRl 3T, Pt
|Pr[/\/4]—Pr Ly3]| < q,/2" (7
@5 : WK E ARAT Corrupt(US,¢) M, FEHEATE C;, NI EHAT.
#i Corrupt(U%,z = 1,3), B % ASEMH R Ge-ROCHESH R, , HBEE R g,/20.
Fi Corrupt(U%, ¢ =2,3), Wi ASEMA P 04, SR 0 ¢'q,” .
# Corrupt(U%,¢ = 1,2), Bt # ARG I AEDIRHE, HEE 2y g,/2".
DA 45 21
Prys]—Prlyal| < q:/2" + C'qs" +q,/2" ®)
O : TEZUEAR T, R GA T E N H, (A LRSS TUEHLH, ) Rk H a3 8. R AW A5 PS5 L H, XK
T AU — LA, I, AT
Pr[ys] = % ©)
FH AR T FOR Bt A BEAT IR A B hy (y (A 1| C) |y Grorars P)) . A7 $EEF T AR, TR0 4% @ 50 4% @
AT XA, Rl
[Pr[xs] —Pr[ys]| < Pr[T] (10)
MR Bk F AT G A B Ay (b (A | C) || by (rirars P)) , IBRA SR Ay AR T rirars P AHICIN — 4510 3%, it
S, 25 Ay FBELYFE 3, 5] ECDHP 103 qih T

Pr(l'] < g, AdvEPHP an
MRAE 23 (D)-230 (1), FA
2 2 2 2
. + 69, +q; 24s+q
AdviEe (A) < 2C7*qS + (gs +4.) + ‘1211 N + = Iy ;12 +2q, AdvECPHP (12)
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83 BARZRENI

o3 . Hajian 2 A 2707 % 5 Wu 25\ P95 10 22 A B, 7477 % R BRI IEHS R . Diffie-Hellman % 4]
Ao G A P 0 IE 28 e AR . AV E W AR 77 SR RS RO T RO 22 A e, B AR M Bt o e A A
Wit WIS, 0BG, SRR A B4 A R

(1) B2k 45t

FF 4R 77 % 3| N AE IR E . ORI+ Honeywords H2R B2, LIS /™ B 6 A IE 0 22 A P, (R4 FH 7 11 A A
TR o DT P S IE 16 B2 A, 51N I E R, B0 A AR A P P 55 ARk 1, S T i
SO R, B TN B A 000 K%, 2 A AIE B — R AT (RARIE 7 2.5 A AR A G T I, Beah
5 AT B SR VR AT, A BRI S 14

B S FBURIRE (V] BT P S G SUR 14 % 32 4, Yo = 2 B, 15 2 b At
JE V= Vi R ] I B P P8 B 5 A MR, A TE VR FE P 1A, A 114 e R P T
[ 14, Bt RS e M 7738, 75— 22 Bl % 114, 7 % %M Honeywords $5 K, FIFT A S K58 x,
KO 114 7E SR T T . Bl 3 P B U RS S R, (LRI A, 05 R ARG 25 CSP B
(B;, Fiu G, 1) I, R = xi, G} # Gy, CSP NN %I SR AT ke [ SR P 80 R0 et 2. CSP MK P4
F{ID;, t;, cou}, T cou = cou+1. 2 Cou > 10 I, AL H F B BER, T Ach BH 1 - 7F e g il Bk

RN, ST kAR, R % 900l = H 2 24, BOE# e R IUR P 1AL 2B A [ 2 O 00, Tvk 4
FEERBE A A; LR (05 3 MR .

(2) WA Hli3RI

TN I e e . U SRR O VBT A ) 5 1R A IR B A, (A B T . B A
O AR, 2R AR 7 1 2 4 P AR TR 7 28 b, W3 2 P B 25 1 O 3 a5 )
ke AR E T BERLE ry SR A1, Beiti % TR 5L ry - 3By, BOiti % EHEV LR B0 sk . EAb, 1 T 0475 B B i 51
AR, Boahi 3 TR by 3055 2 25 S (e TR, A0 3 0k, XS ISORICFE P A TE DR 28 L AR5 £ 0
TEHE . BOehi % BT B B ) &, SO A S A . BOEER R ). E IR, HA S A
A VEIE AP R TR, TR R RSB HRT B % Dt [FURE R, 700 & 15 0 S A O IE F, i TRl

il B A, 80 T AV A .

(3) RUAINIE

TR T e, PP 25 M B G U RS I A, , 072005 25 I 5 B 6 ) k. (WA E 5 B D R B
ZEH S8 5 AR Ky TOHTAEE, 254548 15 1P AR A, FOATAEE. 590 A B L QWi YinZ ), 5 W) = Wi,
NI Z R BB UAE P, TS 10 R P (ST S, P B I 0 Wi, Y Zi ), 5 20 = 7, RIS
S 507 8, AT PP R 3510 A0 FCSEPE . (LA R0 — i, PR 55 500 2 AR A I T2 =
Ji CSP I 5E R, AL R, 4P 08 LA fh, ) BB 97 1% 40 A7 1 CSP, R A it
WA, TR 7 SO T FH P R A ok B R ).

(4) =I5 AR EHI

T R RE LS B b, SR . B RS 8 2 A, DR AE 7 S B = T
TN, TERTH I ek, SE T % Diffie-Hellman % 1A AL, 49 258547 sk = hy (y (A, 1| Co) | rirarsP),
SUA A By, o, s PP . 250550 2RSS B RO T 5T 1y rars P, 250 9 10 22 A I o 28 5 Ot B
SR BAh, itk — R 22 A, 2B BN A I T— A K IR Ay (A, 11 G, BEASHE K £ 7 B L
R T, AR TEVEAR 8 23 ), RAE T 7 S R R e 5 1 2

(5) 441k

PRIy S ST ) 5 44 P L5515 1 0 0 b U0 44 ST 2 RESE TR 0 (551 80) S IP BEHLBORN 25 1 55
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PP A T AS I, B P RS 1 s 1 B bR TR A B2 S AR iR
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