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Abstract: Log-based failure diagnosis refers to intelligent analysis of system runtime logs to automatically discover system anomalies
and diagnose system failures. Today, this technology is one of the key technologies of Intelligent Intelligence for IT Operations (AIOps),
which has become a research hotspot in both academia and industry. This paper first analyzes the log-based failure diagnosis process, and
summarizes the research framework of fault diagnosis based on logs and four key technologies in the field: log processing and feature
extraction technology, anomaly detection technology, failure prediction technology and fault diagnosis technology. Next, we conduct a
systematic review of the achievements of scholars at home and abroad in these four key technical fields in recent years.At last, we
summarize the different technologies in this field based on the research framework and look fowared the possible challenges for future
research.
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B N T4 68 CArtificial Intelligence, AD [ &, 2 G224 (Artificial Intelligence for IT Operations,AIOps)
FINE[S5]T 2016 “E# Gartner 1 /X3 i, il i #1258 % 3] (Machine Learning) S5 A0k H T 2 Misd T A
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SRS TS, H S H0E AR s 2 o R, R

1\ BRE SR T 0 A bor 5 1) e B AR R 12 W7 5 T 2R 45 s 478 1) B 12 IR A 43 X B 0 7 38 2 — > B R 48 4 Hh 3
S AN, T2 T B O B R 2 W R T DL O BRI A B R R FHARE R
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PR I PAAT I 4 2 0T 2 A A BURR P AR L g — AN R BURR P AR S 0 S X H A AT AE— 8
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Fig.1 Relationships of failure, anomaly and fault/root cause
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Fe T H B HEE B 5 H R B A AR G H RS U R R BT A TG AT D 0 e R A R R H B R B
RBET R E AR R HE R BOE RGREE R R PF AR S ORI (Precision). # [A] %
(Recall) MEEG I 4RSS F {5 (F-measure) A& %8 H T P00 & 0 5 5 A8 2P TE A 1, 79 Bl o8 F T4 30 5
WA T A TR F A R 0 A0 T 3 A G AN 259, T P10 S A U ) B A
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BE T 5 s 1 e e T 000 B3 5 2 i R O T R AN R SR T 2 R AR AR A i . A R R R
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Fig.2 Research framework of log-based failure diagnosis for distributed systems
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2 HEESHHERER

H 3550 2538 5 4 9 8 AR d, R R R AT AR R AT N BT e, A8 B T S AR g AT AR
A LT UE R, B ip #hlk. S%E . wuid Z5. UL Hadoop NodeManager 2145 i H & A B (B 3) A6, RHA RS
SREAEHRIRET & FL LR H B B, HESHENE SR Tz H &
FRR T, H 5 A 2R H S TR AE A F 4 1 ™ SRR 2,3 % B 4% ERROR. WARN. INFO. DEBUG %%.

(1) [2017-01-20 15:44:59,661] INFO org.apache.hadoop.yarn.server.nodemanager.containermanager.ContainerManagerimpl: Start
request for container 1484893655240 0014 01 000003 by user user1

(2) [2017-01-20 15:44:59,662] INFO org.apache.hadoop.yamn.server.nodemanager.containermanager. ContainerManagerlmpl
Creating a new application reference for app application_1484893655240_0014

(3) [2017-01-20 15:44:59,662] INFO org apache hadoop.yarn server.nodemanager NMAuditLogger: USER=user!
I1P=192.168.5.65 OPERATION=Start Container Request
TARGET=ContainerManagelmp! RESULT=SUCCESS
APPID=application_ 1484893655240 0014 CONTAINERID=container 1484893655240 0014 _01_000003

(4) [2017-01-20 15:44:59,662] INFO org.apache.hadoop.yarn.server.nodemanager.containermanager.application. Application
) " 148. 40 0014 transitioned from NEW to INITING

(5) [2017-01-20 15:44:59,662] INFO org.apache hadoop.yarn.server >manage e age
Adding container 1484893655240 0014 01 000003 to i n @ ati 148. 40 0014
(6) [2017-01-20 15:44:59,662] INFO org.apache.hadoop.yarn.server.node ger c srmanage
ation 148 40 0014 transitioned from INITING to RUNNING
(7) [P017-01-20 15:44:59 662] INFO org apache hadoop yarn server nodemanager containermanager container. Container:

Container container 1484893655240 _0014_01_000003 transitioned from NEW to LOCALIZING

(8) [2017-01-20 15:44:59,662] INFO org.apache.hadoop.yarn.server.nodemanager.containermanager. AuxServices: Got event
CONTAINER_INIT for appld application_ 1484893655240_0014

(9) [2017-01-20 15:44:59,662] INFO org.apache hadoop.yamn.server.nodemanager.containermanager. AuxServices: Got event
APPLICATION_INIT for appld application_ 1484893655240 0014

(10) [2017-01-20 15:44:59,662] INFO org.apache.hadoop.yam server.nodemanager. containermanager AuxServices: Got
APPLICATION INIT for service mapreduce shuffie

(11) [2017-01-20 15:44:59 663] INFO org.apache hadoop mapred.ShuffleHandler: Added token for job 1484893655240 0014
Fig.3 An example of Hadoop logs
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Fig.4 Related work of log parsing approaches
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BOPR IR H SR A AN — R A i B I8 ) H SRR G, o3 A SR G2 B IS R AL B R R S A T
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IR KA H E N 2 ERAMERRE S5 = AL B 0228 N A AR A2 1 S I R T v
A1 H ERARIZHE 1 = Fb 527k AR O AR

11/12/2013::8:59 am :- Error in resp method: JobRequest Missing parameter serverld .

11/12/2013::9:01 am :- Parsing resp method: GetLparNonBlockingDataBeans for omd.
#HERD: SO fiRER, BROefofRya
(1) print(time.time() + ‘Error in resp method’ + method_name + ‘missing
parameter’ + paramsli])

(2) print(time.time() + ‘Parsing resp method’ + method_name + ‘for cmd’)

#HFEFTEN{LES TR B
(1) Error in resp method: (*) Missing parameter (*)
(2) Parsing resp method (*) for cmd
# B RS R 5

Fig.5 An example of logging statements and log templates
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%77 15 B R A AR 0 T S5 BR T B, AR A48 R ST B8 ) 3 MU 6 5 ) Hh 472 AT AR ARG
248 A EBBUR BT AR RHES X T CIEFERER CiEE, HEBMR T UL E i B & s i
AT HESR AR I XS T Java 55T [0 R IR E 5 0 5 M AE PR EH S BR 5B+ 5 2%, EZEm IR =/
HEMBPEEL: B—. DATEHRB A EITOEL (0 logdj T Log 2%) 3 . HHNEEFRIHESPHFE
5 HR L E ) AR AR B R BR LS T toString() 7V, R L T B N B AR BN G0 2 P AR AT 3R AT R 5
=, TR AE R RNALE, BRI toString() bR B IIARHD AT GEAL T T 25+,

XX Z AN, Xu W et al. [14] 8 001G VR ARAS 4k N3l R AE 744 (Abstract Syntax Tree,AST) %A J& f# H
R IEERHE R A SITER P E R B AR R 84, K85 58— D IER I #A —A F S
MR B B, 3 3 BT BRI toString() 7 v W, I FE HR 0 7 7 B T BB A R SR T B 1078 R X S
DA 5 A2 35 7% 2R B E SRR B, an S A B 3T B 4 o % AR LI SR toString() o e, M 326 I 44
RHTHR AR LD ZR BN I BN 5 A7 A H SRR BRI N i 4 58 1 H BB

A SCHR[15,16,18]H 8 7 LR 7792, Yuan D et al. [26]FRIBEESRFEFH R G148 H H EFTED R # LA K
TEZ B BUP R — A S50 B SR B 280 Zhao X et al. [1010977 M T TSGR E A EITEN R & I Bk T
AST Wi P32 3R A2 D7 G AST )5, 38 7 B A 1) J7 608 AL 3R B0 A B 8 B B 58 G0 R 3k 2 455 5
FATAL. ERROR. WARN. INFO. DEBUG 8t TRACE [¥)J5 % 1 i, 3 &8 J 2 38 FH B N A5 16 B 25 3T ENiE A

2, ETHETERLEK HEERIZHE

PR AEA R H & S50 H I AH )R8 AR T R 2 o, 28 T B AR 12 4 10 H AR 3248 7 i g —
FBHEFE-FZ ST H P — N (tokend) FHAE—/Ni i, 8 1 298 5 E M 4 A&, 008 B &R &,
T 30 5 20 A i e A B 28 4E i H BB Vaarandi R[461KF 36 T 40 % AR 3248 B0 J7 R4 N8 25 B8« 4 264 4%
I R0 AT AR 4 B 4240, 1 2038 i A TR A R B H AR K T SRR B R AR A AR R O TR — 4 H
TR B H b AR A S A, AR U X e 4A 5 400 (1 L B AR R T 3 e A R A AT i 0,
22 Al H B

Vaarandi R[S114H TAEREAT T #E— B4k, B e 4 0d 5 35 T80 R 4 H & A 003 35 H BUR R 3E47 e it 5
T R B4 K 2 B0 15 H AR AR b, e 1 I B A R R 2 R B 2 RO B T AR M O &
MR F2 48 509 AN 92908 T2 SLCT[76,77,82]. 18 Apriori SLiEA Lk, 1% 5578 4 FIH H B RIRHIE, 4 B8 T 75 2R 238 40
B AR AR, IR I FE AT 2R LA AR KRR B L B4R TN R P K AR B ) 8, Vaarandi R[52] 5] A AR UG e i JE 48
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et al. [49D BLVEREAT 1S3 — DAk, B 2, 7298 H B R B X 38 (frequent region) I8 3T % B A E B{H 2
P B 2 A IR B AR DA X ek, K A0 IR 3 R A ARG SR R A X S R S — P i
TR AR T T, e R B A H AR

3. ETREHEHERZR

BT RN B BRI 04 a2 2 B R I A R B SO AR AL B R SR 28, AT
20 H BB IX LB RAE 2008 4F Jiang Z M et al.[BF 78 TAE[55,56]4% Hh, 2 Ji5 S5k B 78 B 1 B 7 AR
[19-22,24 K H R B K N T —Fh & S8 (AR 4288 5075 Jiang Z M et al. [SS]ESG3RHE T —FREF /&5 5%
HUR PR IZ 4R FvE g H B ES# . HEIMERYIA 5028, HEERGEEUR 0 B R G JF LR
#8.Fu Q et al. [22]#H 55— Pt TR 200 H BRI IZHE 77722 48 5 00 H B 37 R 28R A Al g 4B BR 25 1 H 5 H
B I ARARE B Ja V) oy SRR B0 B B 4 AR R B SR

[A] Fu Q et al. i) 5 yEAHLE,Chen C et al. [S4]7EXF H 34T T 0S5 S4B HE 25 00 TF 5 o vk 1 i — e k.
JEE X B ESCA SR S TR B A SR BN AL ESERT B E SO A B S B SR N
T S A R SCIE I B & RIUEETE SCAR B AR AL B B AT R R TS ) SR 2 T X P A4 A
TEFE S T — P TE A Ym i PR B AR LS (Modified Simple Weighted Levenshtein Ratio MSWLR) 15
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Fig.6 Related work of anomaly detection approaches
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B FRBS U AL B AT R FIF 5 2 [0 B ARAL BE 4R J5 5 T BR B 1T B 7 A8 2 IR R B 7 K A AT R F
7 0 52 BRI Gn SAT 75 51 10 53 A5 AR AL, T4 K1) 4 D — AT i X S AR T B B, AR R TE 26 H B AR 1
1T RTIRHVES VT H R —/MT T F 5 1) 75 VF 45 (anomaly score).
33 ETFHSEFEINTERN

Fe T HLES 2 2T 10 0 K DN H B AE 170 8 v 22 ) R G IE 3 1847 B S B AIE ) BU i 2 S R R A M S 5,
BN B 3 AR B H B RHE 1] 5 A AT 0 BB SR AR T HE P B A (outlien) B N R AL Z ORI A B A H &
B H B8 G RRE M S LA 5 ST B 0 H 2P 5 R SCORERIE A R, R IE A T30 55 8 H BRI AE
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Fig.7 Related work of failure prediction approaches

P 7 3T R e 0 B T 75 925 73 288 B AR 55 ST
4.1 ETHRS B ETN

I 1] 7 11,368 T A = A 2 2 5 5 e P AR DG ) G e AR 3K, T g — i P B0 A o WA ) S BB =R, 3 v 3
DB 27 AT H 38 e S AN H 38 2 8] B RR OGRS &, R e L& T 955 R H 6.

SCHR[ASTVE SRR — > HSARAR PP 81 (R i 2 18] () QIR R (BB IR BRI 10 SR W i A G 1) H A
AP A7) BT A — AN IR 1) & 11 P AR AR PP 71 1) P i % PR W B i DR BEK ) I R ASAR PP A7) 2 TR ) 22 S5 R AL, 0
AR S B R SCHR [ 1090 STHR[ 110148 I 181 U2 70 #7 (9 77 VA F2 40 H 5 BRI 2 1) 9 SR 6 0% 28, TR0 2%
48 i e AT AN [ S H 35 B 70 A1 R AIE 38 I B AR 2 8 5 O R H 5 20 AR AR, N 1 2 e A e SRR
(714 P00 55 0 472 40 550925 K000 B 25 T TR 2 10 A RS 1 AR 471, 3045 L RS BEAR 2 TR] ) SRR I 2 5% R,



% F AT HEHBENIA XM R AREL B HKLEL 13

=

o P X A 10 3 SRR 2 ) ) S PR MR = e 3 i e o 45 ) E 06 A RN F — BUIR TR ) H S AR A H
AR EE IR 2 ) 6 AR e M A 5 TN a5 SR L L X 2 I, A 4 2 5 B S O e
4.2 ETHBRZF Ie0rEmn

B FHLAS 5 ST (R TN 5 9 MR T A W B A R 1 5 B, SR s TN AL L o 3T R 3 SR
FOLAZ 5 1530 W B I e e PR T — BN 8] B SR BRAE, B R H S B B g R SOOI R A L
AR H 38R AE, R AGE T 955 B H 8 SCHR (1111 e R 2 TR i 5 f 4k H A5 B IUEOR IR H &
RN S R R AR5, DU H 58 40 FATAL 19 H 3G AE 9 £ 48 i iR 28, 908 100 22 s I 2. B AR T &
PRk R an HEE S AT HEEHN FATAL 1) H 882 H & Z A7 — A 8O N R &5 1A B S AR IE 8 5
WA %, AL I 8] % 11 P9 B RS AR AC D 55 W T 56 R L e 7 0 26 11 5 70 SRS ) iy 22 8 R SR 75 2 B
.

55 SCHEROTTT)ZRABL, SCHR [ 11 2] [RTRE S A 5™ Fi 1k 28 e e ) A6 A 9 R G0 A iR AR R (Errror 5548
(B AL SR B R H SRR 42 408 77 53R B H AR S8 5 HRAE TE R C 20— AN SR AR 4k H 3B A0
2k HED Wi s T H 81X FE Error H G Z AT H A5 7 B 5bR 10 D R 5%, LAt ) H 25 910 0 e o
LN TE R R 2 T B AR 5 A B H B RFAE SR BT M i — A H 35 PP S AR AL v B, 2 1 T 22 B s
Ik ) B, VI 2R SO R LB (SVMD T 4 i 78 26 H 357 510 75 2t BB SR [ 10814 I 2 1 SRR i HL &
AR 24 T 12K H 5 et J) 73 e 2, O 0 B 1 >0 g T Wl T A 2
4.3 ST AL 4

R4 BB IR BB R T AR R E 2 B 2R T AR AT D7 iR A A TR H S SR
ERSCORBROR A i b AT H S A 0 BR85S B R ST R e e I 4R
Pk R AE T /% 2R B AR YI 70 H S Fr 41, B 2R bR 28 1 B S e v 550 H 357 910 55 W 10 SR T A 2 [
I T VRS B 1 LR, 1% 05 1006 B 2R B, 0 1 A B HE B H 6 PP 7, T i 0 I3 S ) R 2% () R G ia AT fs . A
THLE A T IHOR G T H SRR B A BEAE F, bRl 1 H S A 3 PV R, AT BLOd I 2 3] e st H
Fe 51 A2 2K, 78 23 M H 365 189 e 910 R AL AT SRR AR, TR 52 s x0Tt LAY 35 3 20 At T DA AT T
R AE T A2 O 5 B R I 1 328 BOMI 5 e, RT E  EOK R by R e P LA S ) s N A R 1 25,
AR TN ) Vi LA i B2 BR

R4 HT BB R R TIN 77 V20 23 A

B WA XE BRAHAER R B

B bt

ETHM OHE &  HEHHE FMHHEMEEXRBEXR, B 1. [EERMIRTIS HERFS.

ot / H AU AT H SR DR T 2 W BRI ARSE 1 H B B T S H B A

s G S H 57 91 5 R R IR 2, B 5 B ) SR IR <.

T U TR H R IR 7R, 3y T AT RS AR L ALK, Jo ik Ak BRET ) BLRY
H&E P, ki a2 2R RS IE 1T 1
L.

ETH HE MK FHEUEAE @R H SRR O 5 O R R O B, W RE R

#®¥ /H A, P HER P RVRAEASCA  BEORE IbR v 2 S0 DU 2 1 e s T

{1 s G T & AL, TREAA L, 0 TR i Bl BRI 2k, Wb Tt 1 90 B M i 32 PR

T fiE 1@ ¥ H 35 7 71 A AT L AT .

2N

5 ET HEBIEREIERED B
ARG BECE TT RN G B 2R GE 4T O ) B BRI R, LR 1) 35 500 7 il B Ao B 12 W b



14 Journal of Software #.A+54R

JEL AL 5 THT ok 9 e 2 0 AR, i 6 i 1 W 2 W R = s e A A 1 Pt R e o g A B A
B2 W51 R R G R A S PR T R B R G I LA R ) L SO DA IR R SRR A B R R E
5 R U 5 AR R AR R A SR AR B HE RS R T SR AT B AR O b 2R T A AR
Bdi 5 AR 5% AR ACRS e e bR 30, H G B 5 48 5 MR AR DR ) — 26 B0 T 2% H 8, 5 T SR T IR A 1 B
FHR K L H 365 5 81 0 AL 375 SR ARAT B A2, i P S TR 48 U080 PR A PR AR DR SRR Cam g 2 v i e 55 e . 25 5K
BREED AT R, AR T ORI I (K BOR A T AL 2 S I BOR & 8 B4 T BRI 70 K LA LA
A FC A 2 Bk 7¢ T A 5 rp 78 A5 228 T SR IBCHE W (1 BOR VR R R 7 AT 32 4, 12 W i B I 19 30 6 B 57t 37 5K
AT B A2

( REBHE } ( AEEs J (%ﬁ%*mﬁ%@} ( T ]

(B3

[0J[11][13][16][20][22]
[24][27][68][72][75][76] [86]
[77][78][88][105]

BT REXMRTAISE
BURTI R

[53][54][59][81][85[86]
[1026]871106) e

ETF HEEIRENN
iy

[7][14][39][41][61][62]
[63][64][65]166][69]89]
[94]195][97][102]

ET ARSI RIE
PSS

[71[20][44][57][61][69]
[7S1[92][96]1106][107] frolgsis4)

Fig.8 Related work of failure diagnosis approaches

Pl 8 3T 2 Sl ) B B892 W 75 92 2 288 B AR 55 SR

5.1 BT KEXHEMT A EUBR AR B 1D B

F T R W Wb AR K2 W AR ARAS b . RARAN . BHEXAZMETF B HE TS, HENE.
ARG 1 H ST B sUBEAT 0 1 e B HE BT 5 B DG B ) H AR B e A SR A S AN B HEE AU
B 5w SR PUAT B AR S5 Z T VAR T B E R A FARED . i RPAT B AR MRS T S R AT SRR, IR e A AR AY
ERATHSMAL.

1 W2 Wk B R ARAD B B

Yuan D et al. [26]8 ARG 5 H7 (1 77 248 B B & 5 50 Bt B2 AR ) B AT 2 48 48 IS B 0T 047 18 4 4
185, U2 Wr il B 1% 5032 th— /N 44 4 sherlog PR TR, 22 3R G0 Jk A= B ) 368 5 866 A O 0 380 o 9 301 e e
A= AR Fr B, AT 5 B SR 0 6 BN DR T A R S R AT I R S

Zhang Y et al. [106]%F IR TAEHEAT 7 # f il i B B4R 2 S8 00 08 B0 1 E . H H 12 sl AR 20 4
KR A3 AT [0 75 V2 4H0RL B b 38 X — ZR BN SC s AT i 4k, A T B O e LA TR R 2 A RGN T
i 25 Kb R A CAJT (8 B S AT R B2 ek, 2 58 X — RVIINZH: 0 (APD WA (HERESINFH P AP
A] DL T APL A FH R E AT A A task 803 job) X E4hZE APL I B FRVEH 7 $8 4 (user commands) .
YRGKARENZITELS 8 A B H B0 A LR R A B A A AR R 1 A AT I A, 5 R B
SN A, B2 P48 2 2 R, AT I — AN B — 2 8 A I R DA I

5, Zhao X et al. [10][FFF A H #2405 70 4 i 7 4R B A5 H & FT EDE A) I ARRS P AT B 45 CoR H0A
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