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Graph Neural Network Based Anomaly Detection in Dynamic Networks
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Abstract: Dynamic graph structured data is ubiquitous in real-life applications. Mining outliers on dynamic networks is an important
problem, which is very useful for many practical applications. Most traditional network outlier detection algorithms focus mainly on the
strutraulal anomaly, ignoring the nodes and edges’ attributes, and the time-varying features as well. This study proposes a graph neural
network based network anomaly detection algorithm which can capture the nodes and edges’ attributes and time-varying features and fully
uses these features to learn a representation vector for each node. Specifically, the proposed algorithm improves an unsupervised graph
neural network framework called DGI. Based on DGI, a new danamic DGI algorithm is proposed, which is called Dynamic-DGI, for
dynamic networks. Dynamic-DGI can simultaneously extracts the abnormal characteristics of the network itself and the abnormal

characteristics of the network changes. The experimental results show that the proposed algorithm is better than the state-of-the-art
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anomaly detection algorithm SpotLight, and is significantly better than the traditional network representation learning algorithms. In
addition to improving the accuracy, the proposed algorithmis also able to mine interesting anomalies in the network.

Key words: anomaly detection in dynamic network; graph neural network; deep learning on graphs
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A8 P AR L FR) 28 288 B0 I 9 % PR ) B ) R 2 — A O s e BRI AR AE A H e — AN R —
AN 0 R S v XIS Al wI AR o B e 1) B 2 v 1) B B 4 O DAY R 40 B B o, O RN BE R SR 2R
H1.Streaming k-means B 2025 5 BT 58 28 b0 (0 — P BR 28 R L AE ) 4B IR R H (decayfactor) R B A& 1
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BTS04 (X1 A CARAELEN no A B A5 LI I RS 20 047 0 ANB K B0 (3, SR, BT i 2R v
¢ IR FRHUh o, IR I ) SR e SR A
L 25y +(l-a)Y X
any+(1-a)n’
5 T8 S 5 B B n B B H B I IR SR rh L A B
SCOr€anomaly=||Cnearest—Xill2 (12)
AN 5 LR AT B vk 2R 90 PR R AR, HL 22087 A B0 e IR A 75 S W L 3 ) 2R 2K I i BT ) S
2.4.3  Encoder-Decoder-Encoder

(11)

BT b m A A FH 3 i B A 118 S G 00 285 > 35 ) 5 J e 5 S U 7 58 Encoder-Decoder-Encoder HEZEHKIZE 1 A
Encoder J244 52444 it b 43 A7 2 ] 12k 1) R 5 (R 48 0 8% ). 24 0 S G A A9 2 A7 X ) i 5, FRAT DR 0 A 2 ) a3
Zr—> Decoder, i 1% 43 11 2\ 1] 5 i 0% 1R 1 #0545 6 b ise A FH R4 5. L I 35 22 o 2 4% 7 (reconstreuterror)
P AR (1453 2k
Lreconstruct=||Decoder(Encoder(X))—X||, (13)
2 [] 4% Decoder it 2 i K fift i J5 1) ) &3 X — N8 1) Encoder 1.3X /> Encoder 75 ZEF1 Z Tl (1) Encoder
P 25 K (B — 350 A BT 40 2 BR 2, IN N % Encoder 12 [ Encoder 5 H 13 7~ 1a] B 2 (] R HE B9 k1L 58 2 A
Encoder /X 1] fig 2 8L & 26— Encoder 3 3| 1045 8, 1X ik 51N T #L &% %
Ls=||[Encoder(Decoder(Encoder(X)))-Encoder(X)||, (14)
TERE, 2458 B ES i 21k i, T S R0 2 F A 3 A A 1R 2085, 55 1 A Encoder FI1EE 2 4~ Encoder 45 8 2 [
1) 22 25 RURT B /055 T 24 57 8 14 80808 R 1, 5 R 265 2 A Encoder MR B L 587 10 2088, it & T A Encoder
TR PR g 22 A% K IR e, W] DA B 4848 FH PS> Encoder < [R] (1)1 224 2 54 3 40
SCOreanomaty=||ENcoder(Decoder(Encoder(X)))-Encoder(X)||, (15)
XA 5 A7t SR S PO B 4R B 2B B0 Sl (0 2R 28 vp, R ORAF R AL B m] L (R PR AN it 2

3 SRIGIFMh

KATIE LA BRI L VPAN IF LA ST 7 VRN LA T 2. 1 S8 05 3.1 15 R A A AE VA R 0 S dE 4R
LS B4 A B 1) 7 235 585 3.2 719 v A RS 1 25 I b DA R B TR R SR A S 80 5 3.3 1 PO SR 45 SR AT U
JF 5 oAl — £ 77 VR AT XS L.
31 HIE&E

76528 FR 4 ] TDS2017. Digg #1 Reddit Hyperlink Network iX 3 M #E4E#E47T 9256 3X 3 M EURESE R LA
TR 1.

Table 1 Basic information of datasets

R HEREIEAN I

LIEiTE REabd BUE} I} 7] 5 5 PR R bR
Digg 30398 87627  August 3th 2008~August 6th 2008 A S
IDS2017 9015 691406  5/7/2017 8:00~5/7/2017 20:00 A, X 2
RedditHyperlink 55863 858 490 Jan 2014~April 2017 A, X 2

3.1.1 1IDS 2017
TR A 2 0 25K I % 22 A AT 5 I DA 22 A J R L R R I AL PR 199 4 80t 3 S5t v e R 8 ) ) 9% i B
PP e I — S B 75 MRFIEA G — Sl S S AU TP F AR TP LR ) A 7 (AT B 25 1 %
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KV ABE. DAy 17 15 A S 6 8, AR SCAE P 2 30— PR Bl AT S e 2 ) = 1 el b — ST 640 000 4534,855 T Dos
(denial of service) Sl (1 & 7 5 i 24, of 1 . Pl I 5 i A ) ke i BB ) AR S B0t R op BT R A 5 20 BN )

A IARAE — AL 2 — AN E TP AEAE 200 45 DL R B iy A FER R 10 T A A B BT
A IR IEAE A B K SN
3.1.2 Digg

Digg i S UL B Digg 4142 WSk o A4 FH P A2 o TR £ 5 4Lk 0y I 4%, 12 400 4 v A 55 30 360 AN 25 A
J% 85 155 431, L jdw IR s (0 BE B0k 283,719 USRI O 5.6 1,4 4 X #0365 01 e IR AE A3 0 R )
S22 B B T AR AE AR TE S S DR B B A8 ) S AN 5 0 N S B A AT TR R i 3R
A FH — 5 T TR) B P )24 S T R AR 23 58 T U BERLIE R 10% 1) F BT F 8 e AR 0 e I8 2 5 AN 7E
FEACRCAIIE e/ T SRR Rith
3.1.3 Reddit Hyperlink
Reddit Hyperlink Network > #7401 Snap 525 55 %6 5 fit) oK 5 90 2% BI04 45 B3I rh (1) — AN 2 B g e sE 7
2014 4 1 J1~2017 4 8 J T Reddit b (A [R] 1 i [A) ) R B e — SRR R T — N il 4 T 5 — 14
T LA E e A e A P SR A I A [ 43 A T R AR R e AT TR Y T S R 1 e R AT
A BB A — R I T I B A — A BB AR P SR R A T I R IS L A3 by 1 ) 15 R LA R A ) 1 TR
ol DR Ay 1 ) 5 I 5 A7 ) A7 I o0 AT R A 38 S0 A S B (AR DU e FRATTASASE ARG A S X 23 S b AT I, AT
BT AR SO I AR Z B AR EEATIBAT T AE D 52 001 SR 380 1F & ATT A B9 AT AR H — 8 I LA S o 2 I
SEH L
3.2 MtkAE
o DeepWalklV 28 il (1) [ b 28 7 2 3 803k, AT H BE LI 38 $R75 15 A0 1 R 3¢, 948 skip-gram 4295 33k
AT R M =I5 2,
e Node2vecP & DeepWalk 75 ¥E N AR bias 1 et 5792,
e SDNE(structural deep network embedding)?®":i% 77 :4# 1] Autoencoder LA & 4544 I i PR 65k 2% 3] & 2
WGHE SR EE3 1 ok

R e PRI I 8] o T (R 8, A0 e ) e R DM ARV AT S S
o GraphSage™ % il IR A5 PR AN D R & RRE 5 12 52 DL VS R A B, mT AT FH 1 K W 45 11
RN T INGRIE L, %07 A8 ] skip-gram B (453 2% o BOR BTG B 27 >
o NetWalk!":iZ% J7 i Al /K 128 A A AR5 11 19 3h 2545 B IR AR - Autoencoder A1 CliqueEmbedding
SREAT Y R BRI ) R K ) SO 8 streaming-kmeans Sk EAT 1 5 AR FT 43
33 KWHERGHN

331  HERE

FEIX — T VPAG Tk R HERf . 15 58,76 IDS2017 FIE A ¥ 16 Digg Hd 4R HabAT AR b 6 T 1DS2017
A P LR = — RN B AT W 48 S R BT 1 20 Bl N &3 19 BT 14 by — A7 B B0l 438047 R 2, 8
JLIRIET 1 008 AT .2 )5, 57— P I [ () 0080 1 Sk N GRS VN A 28, i — 23 I i) P 5000 1 Ay i R ke A
REAT IR T — A 7 B 24 B b oA Bt 1 8 H 2 F 200 B, IACH F4 S8 B T Digg #0448,
19 56K 100 A A7 P BT Ay 38— B 2 ) R Bt A2 R AT X1 3 9045 3 124 1L R KR — R
V) 1T LA A DN B, i — 2 B T T A D A B, A0 b A7 B ) 5 5 03 7 D3 A v B LR B 10% 1)
P Ay S TR 9 A L N N S T S i TR N R R BE AL B P 1 0~3 ST 30 k.G e
TN BN AR MR AR AR 45 3.4 T DeepWalk,Node2vec,SDNE %5 3R 7 24 3] 81k K HAE R
Bl EBEAT IS AT F 15 AL 1 3R R ) &, 2 05 A B R B R s ) P s U R O A B I R s T
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SpotLight, H #:¥ H 1247 T A4 B B IS B R A7 &%) T Dynamic-DGI¥E HAE I 2R 4E L 34T I 2k 576
TRAE AT IR 6 TR A2 5, BT A o R B 2 S X pR 2, (AR Y 22 3] 20 B T LA L BT Uy v A 2R

curve) {E R DAl S 56 45 HL 0 TN 70, 1 B AR 1) B I 4 B2 O 512 IFI8 4T 10 OB AUC (81 A 5246 25
RER A RN 2.
Table 2 Result of accuracy experiment

F 2 HETESL IR AR

. IDS 2017 Digg
LTI RRCF Streaming K-mean EDE RRCF Streaming k-mean EDE
DeepWalk 0.66(£0.05) 0.60(£0.04) 0.59(£0.06) | 0.65(+0.03) 0.63(x0.03) 0.62(x0.04)
Node2vec 0.64(£0.05) 0.62(£0.05) 0.61(£0.04) | 0.66(%0.05) 0.62(£0.06) 0.65(£0.03)
SDNE 0.66(£0.01) 0.56(£0.03) 0.60(£0.03) | 0.76(%0.04) 0.72(£0.06) 0.70(£0.03)
Spotlight 0.86(0.02) 0.84(+0.03) 0.77(0.02) | 0.75(x0.02) 0.74(+0.02) 0.69(+0.03)
GraphSage 0.72(£0.04) 0.73(£0.03) 0.68(£0.04) | 0.69(0.03) 0.67(x0.02) 0.63(x0.06)
NetWalk 0.78(£0.06) 0.75(£0.04) 0.74(£0.03) | 0.73(£0.05) 0.70(£0.04) 0.68(+0.05)
Dynamic-DGI | 0.91(+0.02) 0.86(:0.03) 0.82(+0.02) | 0.81(+0.01) 0.74(+0.02) 0.73(0.01)
13 b cdfs T LUA Y :Dynamic-DGIHRRCF £ P 8dli £ BT T i (AR L b 4 IDS2017 L HE
T B S AT 32 Spotlight A7 5.8% 13 T+, 7E Digg L2 17 8% HIFE . b Ah 78 T Ath 114 3 b S A i 422

kit Dynamic-DGI 1) 3¢ IR LU H AR 77V 22 4T 3K U8 W AR ST 77 46 ) DAL T 0 2% 1) 25 4 DA A J 1 B FR) e o oy
E BRI 2 A0 A EE IR T HoAth J7 725, Dynamic-DGI #5 25 1) 45 SR 80 T8 D B 58 A AR VE B 52, LA R LI A& b BE Ak 1)
W 2% 42 7 5 > Ji i DeepWalk LA K Node2vec 7 P /N B0 42 b (1) 3 AR 1, 3 18 W 40 S SR Al Y 2 50 TR 4R AR A R
AR I PR Y R B AT B [ 1) 1 B 7R BAT — 0 e 2, AN BE AR b e B Y R R T %) 45 FRFAE. T SDNE 7& Digg
FR R IR X B B A — e R R RE A A Y AR AR IS MR AE AR X T IDS2017,SDNE IR L 72,
ENZY IDS2017 (40 A b B0 AR I 20 1T il (0 B AR AR 240 00 3 22 A a0 A 4574 s 2 1D 11 3 i
FE RGN, 4 SDNE A B % 4R U b X 4345 s 2 (0] 25 ¥ (1 AN [A]. 6 T Spotlight, 7T LA Hi:B8 T Dynamic-DGI 4F,
%R I B U X2 DR R A R T 1 T AR B 2 T ST IR S AR I (B 2R ) il L, b ASOE T AR SC A Hd 2
P R A LT Spotlight AAX L BEPIAT: 2544 1 19 5785, AN e u) J& M 10 S5 8 {0 S A L DR) bt e 24 1 85 SR AH EL
T Dynamic-DGI %72 %1 T~ GraphSage K, 98 H 5 -G Q3801 77 1 50 A 4 FH 380 REHIL i A2 1R 2 H 401 9% ek B0 ot
TR BT skip-gram #58 W T A8 24 15 17 1) 1 HLA 2856 P 7 O 25 A0 LR T 5, Dynamic-DGI g5 [7] i 10T 25
Fo 1 DA R AR A b (%) S DAL e ¢ (1) R0 Bz U AN I W] DU 21,5978 IDS 2017 _EEEAMIMREE KT Digg
Hdn B TR RE FRATT 3Bk 3 2 R R A% 5 (FPIR S AR G . IDS 2017 1) 45 5 I T 70 2SI 9 i 4504 v K
FRAF B ) 4 H AL 10 B0 A S RO A G LE 18 0 I B 1% B, 0 T S A8 EL IR B A I b I T 7E. Digg
B 4R b T AN I S S AR A, AR R S R A P S T N BT N B, Sk 19 5 b R BE AR A

GHAFAE IR 5 5 ] R 2 Y (1 25 SR s 1 1 5 W

B2 SR H B ) 55 3 A I 53 Dynamic-DGI A1 Spotlight £ IDS 2017 i 45 _F bt I 18] 25 4k 1) 1 57 5
T 3 B LA B b I (R 45 SR ok LA VL 2 W) ) 3h A S A I B8 T, an B 5 B 6 oms.

H P 5 n] DUA L E S5 o R 2R 300~400 ¥ B 1, Dynamic-DGT % 53 4 B (13 203 I AR o, LL 3 44 &
T ELSE 45 SR M6 T 200~300 22 11745 — A ST, 1X 12 2% Y511 Kl 4 B o AN [ e 80l o0 A A3 50 AR 1% B
A0, AN R 09 0 2, (L TR A SHE A B ) ) 4% 11 2 A 5 Atk PRLAS [) 7T 38 7 B R T 6 1 Spotlight
it i 6 mr LUF 3,30 78 B P 0V P9 1949 4335 a5 0 R R A A A ZE AR O SR FE T 3 400 AN
{17 BT — b WA Sk (0 ST, 3 LI A R 1L D PR 1 40 BB T v X AT B & R A Spotlight LS & T80 % 7 B LL &
2 I I 175 000,24 0 5 - L 607 B ] PRy 98 1 386 A 0k 31— s B I BT AN B AR A b X 43 HR SR 3 i 2 O A
AAE 300~400 & 27 7] 5 BT A7 B BT IR 2 57 BB Spotlight 2135 45 45 1 4 P AR 757 11 2 8. BT 57 iy 1 3o o e
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Fig.5 Anomaly score abtained by Dynamic-DGI
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Fig.6 Anomaly score abtained by Spotlight
Bl 6 Spotlight ft 55 A6 43 %

3.4 ZENRELR

AR 5 R B0 AT LA, T R O TR A 4 P 1) 4 1) AT LR K S S 36 rp A T 3 A
IR 20, 70 3 AP SR MR B e DK R HORIAR SR H 11 B KB 2 T B el 503X 3 b oy 00 ol X R AT

K, FR A5 K 45 R LR 3.
Table 3 Comparsion of readout functions
3 AN[A R e HL LA

P31 GIRR Mean Max Max-Distance
Zig | 0.86(:0.02)  0.90(x0.03)  0.91(+0.02)

M 3 AT LA Y doe KB e X BRI A T e A R 45 SR 0T EE M 135 e AT #8204 T, O AT S X
SE T Mean 15210 bR BARAT T S 22 1) 45 R S DN AT Mean ()3 MR 202 (5005 ISR BEA TP 2 it AL AR BRI —

JBCR AT T EASR HR S P g 57t 5 PR AR P 0 B T Mo, i KB 2 R R 3032 10 AN 2 A B3 ) e KA A 7 2 A
BT 22 T D00 2465 (1 5 R PR AR AL 3K B A8 44 AR [R] T 22 T 0 265 P PR AR A 425 0 ke, AT R A28 4 H 22 i 6l v A 2
HIT 1 B e AN ] e
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35 BEYR

AT R IR AR SCTTVEAS B 1 Ba B 27 1) SRR e 1 2R 2 A% R R o I 2 ) ol T T R S o L I 43
IF, W A B B 45 X 43 115 A 53 B 16 A0 B ATT 90 A T t-SNEPPDk X DeepWalk,SDNE, SpotLight il
Dynamic-DGI 7 IDS 2017 b15 2[R 7 n] f @R 4T B 4, 7K B 4 1) 45 R 2om t R 7 i ow).

. SDHE . Dhyria mic-Ba|

& nomal * o & nomal
& anomaly * . & . o. . " EDn] & anomaly 1
4 e (P20 | : .
- LY ™
L ] - t
b |

(c) DeepWalk (d) Node2vec

Fig.7 The t-SNE result of the four representation learning methods
7 A FPRIR ) T35 t-SNE R

M7 AT DA 4 Bl R0 1 R 2 i R AT SRR I AR JL R DeepWalk (1145 R A Node2vec (1145 R
AT, (H S 3 AN BEAR A toRs 5 % U IE i DX JTOR T RE AR S IR AE 2R 3.3.1 4549 8 2 1 WD, B oA 4% gk 4
B 5 P S 01 K L Y R T AR X Al 20 10 Sk R R 0 B 2 AR 2, DR B4 2 T £ T A R e A
PR R I S AN BEAR I X 23 5 0 T SDNE, AT A Hi AT T 410 ISR SR A5 1 (EUR AN RERE H 7 5 B A0 IE
P DX 73 I BRI O B 408 i 14 7 ST T 31 P AR 22 I 5 AT R I 4 o e A 6 0 AP A — 8 I 2 B

SO AN L X T 5/ 3 73540 E, Dynamic-DGI % T3 Fhh 2 i 199 2% T 2 5L AT B 491 2 >
X 46
3.6 EHIotr

ool 8 k.

i A AT LA L 4E 100~200,200~300,300~400,400~500 [X 11 A 1A Pl H B IR 3 750 16 S % {8 R ATTH e i {1
s E 279 5K B SR A0 A SREC RN 2 0 A5 5 N b m] DU I, 36 26 S HE 3P BT ) 6] . ek [ 2 (] 47 T A
S5 VAT AH T SR U G R 22 R I % B X S I ) B Reddit (9N [R] 756 801 114 1 7 22 ) ) T 258 by A2, [ I, 3 6740 3
2 A B IR LA A7 TS 24 10D T AR A S 45 2 i 1 S 3 155 o, K 22 B0 P Y TR A R A A R AL 2
1) ) VAT AN 22 3Kt S5 00 T I % 5 ) LA B D DR 2 1 2 55 IR M 3 488 51 ) S5 0 B e v
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Fig.8 Anomaly score of Reddit Hyperlink network
Kl 8  Reddit Hyperlink 5 43 3%

4 :L,\_I:I 'ﬁﬁtﬂ

B W 4% S5 R I i FBUIL AT LH A T B 1) R B A R I B R SLAN S R T S A I % ) S AR DU 1)
R, B 5 I I R 0 28 Gt v () T g e L P AR A IR S T R A TR (10 B 2 D 4 e AR W ARV R BT
T2 25 W 465 1 5 KA R AIE 33K 26 vl 3k LU B A [R] ) 2200 I 4% &5 ) 2. | NEE SR S E % O S i L 91
SERIE BRI 481 mt s 3L SRS S, AR SCAT T B 28 I 49 RSk I 004 10 AT S A5, DT 8 08 o 925 ) I B 1)
265 1) 25 R RE IR R 8 TR AR A, BB A 425 408 HS B 2 11 3 5 A O () B, AR S 1N AR I 1 1 1) 488 R o 1Y) 5% P AR 43X —
AE AT A, DT 2% 8 P 2 A8 A 1) S 5 DA 5 SR SR, A S ) ARV A L e e 14D R W S i AL VR 5.8%~8 % 1Y)
FRFF AR I LA FE AL Dynamic-DGI /3847 303, A4 38 47 SR K SR AFE 7 v LIRS 280 38 - 58 K 1) 19 48 175 100, 9
H R 5 3 77 v Dynamic-DGI 3& H T £ £k 2% 3] (online learning) A% ¢, L A5 R GE 4% 6 I At 25040 10047
B 1 2 ) R
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