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Memory Leak Intelligent Detection Method for C Programs

ZHU Ya-Wei, ZUO Zhi-Qiang, WANG Lin-Zhang, LI Xuan-Dong

(State Key Laboratory for Novel Software Technology (Nanjing University), Nanjing 210023, China)

Abstract: Memory leak is a common code bug for C programs which uses explicit memory management mechanisms. At present, the
main detection methods of memory leaks are static analysis and dynamic detection. Dynamic detection has huge overhead and it is highly
dependent on test cases. Static analysis is widely used by academic and industry, but there are a large number of false positives, which
need to be manually confirmed. Inaccuracy in the analysis of pointers, branch statements, and global variables leads to false positives in
static analysis of memory leaks. In this study, an intelligent detection method is proposed for memory leak. By using machine learning
algorithms to learn the correlation between program’s features and memory leaks, a machine learning classifier is built and applied to
improve the accuracy of static analysis of memory leaks. Firstly, a machine learning classifier is trained. Then, the sparse value flow
graph (SVFG) starting from allocation should be constructed by using the static analysis, the features related to memory leaks can be
extracted from the SVFG. Lastly, the memory leaks are detected by using rules and machine learning classifier. Experimental results show
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that the proposed method is effective in analyzing pointers, branch statements, and global variables, and can reduce the false positives of
memory leak detection. At the end of this paper, the feasibility of future research and the upcoming challenges are presented.
Key words: memory leak; memory leak detection; static analysis; machine learning; extracting feature
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o bR T BT AR RS L A A7 I S 00 5 B A FH A1 2 DRt Saber™® 156G © BT ARG 6 BhiE A, LR 1.
FE2R 1 ,p A q AR R v RN AL R B HEXT G F AL
Table 1  Six types of statements
F1 6 kKA

K ik
Hhk p=&v
A p=q
Load p=q
Store p=q

i B p=F(....0....)
& |m] return p

Saber TP A BT 75 /% Full-Sparse Value-Flow Analysis, g #) SVFG SKas il oy 77 it 36 o,
VFG(value flow graph) 1 7R (R 2 A3k b (103 U, & e AR B 5 Sy AP, RS R R PP 28 B X A i
W 16.VFG A [f]-F- CFG(control flow graph)#! DFG(data flow graph),CFG 7 (1] 2 #2 tHIF2 )7 38 S AT 11 25 J5 5
J7,— /MR IK CFG 4 FH St 1 i ) A48 88 1) — IR IR 1 B A% 4% SR e Hh (K W 28 447 5, DFG & 7E CFG A:Aili R sizil
1,6 1 IR (0 2 AR S a8 A7 I R R 1 i g s ITAT RS AE VEG i g — AN SRR R B I R4
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fifi . def-use 5 R EE. A1 X T WAL B MG FEAN B2 00 SSA JE . G A 7747 B 1K 142 57 1l , 1 load),
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Fig.1 Framework of our work
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Table 2 Features of memory leak
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5 1WA 4419 Full-Sparse Value-Flow Analysis.
221 FRAEHEEL
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WA AF HCRFAE AR BRI 1) & V
for (i=0; i<src.size(); i++)

FIaE A 2 i A A7 RS O B D 1) V]

MAAE S BE /T U6, 19 i 1 SVFG

for (j=0; j<dst.size(); j++)

M dst[jIFFEG, 1A 5 3 77 SVFG, 24 AT 47 £ 4 CurNode

if (CurNode in FNode)

10:

CurNode JBt A\ BNode[j]& &

1
2
3
4:
5: SR sre[i1F¢ 358 73 28 BRI AR AT B AE A VI WI4f 1k BNode 524
6
7
8
9

end if
11:  end for
12: i Jjj FNode 5 BNode, 3K HX src[i]f H A4S BAEA VI
13: end for
End
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/IBNode LT — 4440

W 2 Fros, A8 T A BRG] R T SRR rR S R AIE. 18] 2(a) 2 C U5, I 2(a) il
ARREAT 5 P 2(b) 2 MR8 AL R A ik LA R 0T N7 ) Je AL O X NEER 16 A7 A A7 20 Bt s AR RF AIE A5 U2, O X
Y55 5 AT WAF 73 TC A5 B AE A JEL, O ARG N 25 6 4T A7 73 i A HRORFAIE A JEL AR 18T 2() mT 0.

o Oy Jr0 MIAUHFAL 1+ FFAL 4~FF AL 6+ FFAE 9+ HFAL 16 2 TRUE, R W% A A7 A7 B AR M o 70 e 5 R,

Ho23 BE 5 R TSR B — BURHIE 10 BIME 3,375 A7 70 IS s BB TR B 4o 3 A e

o Oy X NMIHFALE 15+ HFAL 16 370 FALSE, & W] i% A A7 AL B BT BEAT W AFRE T, B0 42 Jm) AR B 4R 1)

o O3 TN HIHRAE 15 ) TRUE JSAE 16 4 FALSE, % 1% N AR B 3% HEAT N AER B A7 AE & JR A8 &

ZNAEALE.
i CREAREER A
1 char *p;
2 void () {
3 boolt = false;
4 char ** buf = readBuf();
5 char *p 1 = malloc () ;
6 char *p 2 = malloc () ;
7 p =p2;
8 if (t)
9 printf ();
10 else
11 freeBuf( buf) ;
12 1
13 char ** readBuf () {
14 int ** Buf = malloc(10);
15 for(n=0; n<10;n++)
16 Buf[i ]= malloc();
17 return Buf';
13 1
19 void freeBuf ( char **Buf) {
20 for (j =0; i <10;i+H)
21 free (Buf[i ]);
22 free ( Buf);
23

(@) ALY

Fig.2

Example of feature extraction
Kl 2 ReAE 4R OS5

© bR

HAL ey AT OV T | O ki PEAT] O5 g PEATT
| B TRUE FALSE | FALSE
R, ok FALSE | FALSE | FALSE
i [ FALSE | FALSE | FALSE
4 ik 53 Al TRUE FALSE | FALSE
5 MR IK TRUE FALSE | FALSE
e P PLAL TRUE FALSE | FALSE
ik |7 ) it FALSE | FALSE | FALSE
3 Ui FALSE | FALSE | FALSE
9 S FeAF TRUE TRUE | TRUE
10 PREN B 3 1 I
11 | Bz h4¥| FALSE | FALSE | FALSE
12 | Pt %EO I I I
Bk 5 | msmml 2 i >
L~ 14 EIEAR AT 0 0 0
15 )45 FALSE | FALSE | TRUE
16 Rk TRUE FALSE | FALSE
(b) 7

ST
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(2) AFFAE 15 R FLFRAE 16 KR (HVAE SVFG P 4745 4% JR AR FE 48 1) 1% N AT 43 Bl 23, AN A7 I AERE IS 1)),
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(3) AT AW 1AM HATE R HE 2 4000 () B0, 3R A8 45 P A7 s R WU ASE 28, 5 34) pA) A Vs A 0 45
T A R A A A I 5 SR R RT R R

B2 FIWT hy BEAL N A7 M 457 SVFG P A7 1E 42 R ARt di 10114 9 A7 00 TG 5 BN A7 E N AR R T80 0 T4 JR AR
A A AT AT b 7 R 5 TR AN M) W7, A0 A 2 KT a4 R D (L) R0 R ) (2), B AT T T A W i o B ) 4 28
R0 T AT P9 A T A U ASE TR AR 28 3 2 U, 11 2(b) O BT Xk I8 AR A 0 12 2 A N PAY A s A 00 8 AR 9 24
14N 2(b)rf O JT X R4S AE 1A ) i &5 T g AL PN A7 3t AR 3 265 2 45 R0, B 2(b)Hh O Jiir %oF B 1A 5 A JU) 6
AT R A A R

SRIUH I B v ) s 5 SR A S ABL P A7 TR B 20 FIC A, IR 45 7 B A 4 IR TR AR A R S TP ks W R LAY
17, R4 AN b A SO 4 L AT DA B TS A,

3 T ES5ITH

FAHET LLVM G B 25 (A 4.0.0) S BLIRATT C FEF A A7l 2 BE AL R 0 T 1_Mem, T HHESE Ui /5] 3
B AT e AR I T H 1_Mem E2E93 0 3 AR He: A A7 Mk s A IR A ik fi ORI P A ks S . 1) 1
W20, B8 2.2.1 TIHIEE 2.2.2 75X MY,

(:: A ::)

( LLVM environment )
Gnux development environmeD

Fig.3 Framework of I_Mem
Kl 3 |_Mem HE4E

e h A C R IR SCAE4R i Clang 236 % LLVM bitcode 30441 #% 20, 7 H1 LLVM Gold Plugin #47 &
I, RSN FEIF K be SO AR B B BE BRATE T 1 SVM 432538 1% 1ibSV Mt WL AR AR RN e 35 44 138 ]
(S HLER 2 5] T H wekal®LBATT S50 40 4 B8 53— i A A5S 700 ) b o BB R A1 AR AR R 0 A7 VA S AR AT
PRI e B AR 0 B BT P A7 M I 0 A 0 45 SR R AT DA
3.1 REEMEL

WATAITHER) C 27 i HEBULIE A 55 R A B A A7 TR S R AL P88 27 30 40 2K AR B N A7 TR s
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B ITY5 C F /5 24 icecast-2.3.1,cluster-3.0,droplet-3.0,wine-0.9.24 LA A SPEC 2000 H [f] ammp,equak, sk &,
T3 DAT 25 BRI E 5 AR A A
(1) SRVEVERS BT R A A 43 T A T8 N D0 B T R N AR TR SR B IE 1) 5 R T P A i s
(2) Ui CEIREU PN A7 R S5, 70 U5 AT b3 5l A At Dk DAY S =F 1 TR I R4 R 2 AN R AIE
1) Je8 k.

JE G DA B PRSP IR AT AT EASR R 5 1 N A7 ks S0 T BL85 27 ) 20 S35 B F s S 200 g s o B e i 3
T 1 7284 A7 IR SE 451 (396 A R AR P A7 1, 1 332 AN B4 1E A A7 Ik ) A4 el B AR v AT 1SR FH 47 A8 U3 IE Sk
1iff 5 THE A 26 Bz 1 1) A3 S AR S T TN S B0 ME I 5 2 IR 0 R R AR B S R AR B 2 T

PATE T A8 ERAIE, 78 1 728 A2l h AT BB 25 5 -4l 6T SVML BENLAR MR RIS X 3 L
P S B AT IR R PR 27 3 S0 U o B v VA 26 o v AT TR R, L3R 3.

Table 3 Results of classification
Fz3 HHRLgGHR
B2 ) 5 53 RUETI (%)

SVM 97.7
[SERSIREN 99.6
YL 99.6

W% 3 Fros, SVM (173 JEHEN 0 97.7%, BEHLAR MK L5 P SEM (1 HERf 22 99.69%. P b v SREM 25 o) th B 40l &
LG, DR L FATT 8 AL AR AR AT Sy AT P A7 e 00 A5 25 52 6 & SR WY, AT ) 2 PRy B L AR P ABE 2R 0 52 5
REAB PR P A7 Tt 0E 4T 20 I 2 A K
3.2 FFEIRENS SRBAE I B

FRATH 25673 A P 4

o M LERAIA SR B R 1 SEVERL T SiemensL LAY 4 AT, 1 4 5T 50 568 2 10 BB L /N, A7 AE 1 A

AR AN 22, Rt FRATTAE YA o T AR N N A R R AN AL R . BERR AR ORI N A
I, LA PR A7 T A5 R A A 0 5 S 28 pAY £ i I A
o B 25 Bk U5 T 5 SPEC 20000%, FRATTIE IR T 3 AN, LA IE Py A7 ik U RS A AE G I KRB R
I A 2
SR R 4.
Table 4 Experimental subjects

x4 LENR

KU k) %47 $(KLOC)
tcas 0.17
Siemens replace 0.56
print_tokens 0.72
print_tokens2 0.57
vpr 17.0
SPEC 2000 mesa 49.7
vortex 52.7

BATHI JTIERETE SVFG (WAl 3R A7 IR RFAE, JF R LAS 27 2 HOARBEAT P9 A7 MR A DU, R b, 3R AT 32
Y Saber 3k Lt &se A Sz 7 VE RN 2S4BT 7 V5 B30 SR Saber 8 i H SIS (4 SVEG K7 N #7178 % 5 TR R
T ACITVEY Saber 75 Siemens T 6 L B0 B SZ B 45 R
HRIGR 5 4 B, FRAT AT LIAS B0 R 4518,
(1) PR P AT IR RS I 7 2 R I FR B E #8 LE AR
(2) 5% A7 R 1 — SUARR R G2 401, P At (R 20 e A P B R L T R ER L BB BERSEE UL
i, Saber %3R5 2 4140 print_tokens B3 77 (1) 34 AN A4 Tic 15, Saber iR 42 10 AN, AT H A 5 4.
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Table 5 Experimental results of Siemens
%= 5 Siemens St 45 R

[Eha WAFrBC s Saber Jwift  Saber 4R Saber #EFiZE(%)  1|_Mem JgdR  I_Mem iR 1_Mem YL 2 (%)
tcas 12 0 3 75 0 0 100
replace 26 0 8 69.2 0 3 88.5
print_tokens 34 0 10 70.6 0 5 85.3
print_tokens2 46 1 14 67.4 1 5 87.0
il 118 1 35 69.5 1 13 88.1

A 6 09 SPEC 2000 (¥ 52 56 &5 4 B 45 P 8 73 S 36, AT Tl AAS B R 4518
(1) ARSI EETEFRAS 73 A IO BEA R FLRS % o SRR i T oA A s R DU 7 A e 2 4] T YRR 1
(2) A SCIR P9 A7 U 4SS 20 0 DR RIS P I 2 A1 20
Table 6 Experimental results of SPEC 2000
% 6 SPEC 2000 54 &5 7t
PR ANAESECA Saber iR Saber idR 1 _Mem YRk |_Mem %3k

vpr 120 0 3 0 1
mesa 58 0 4 0 1
vortex 6 0 4 0 0
it 184 0 11 0 2

33 i it

PO A R 7 A 3 AT g iR IR i AR T OB 7 R R 2, 75 N A AR SCRI R WL 2 o iR SR I VA 1
HIR R0, 15 B4 v A A7 M s 3550 285 20 AT 100 4 e 7 30 B A A M s 5 0 1T, AT T 5 P A7 M s L 38, R 7T 19 A2 3t
TR 7 32, AT 8 52 P A7 3 A SRR AE , S 0 2 P A7 it G 00 A 7R s 56 &8 R 3R MR AR SO VR s B TR
PR A7 THE S 00 (0 7 AT A A 2R o B AT T 0o A S %) P A7 T 5 A DU ASE B R AT 4T A8 ST, AT S I 45 SR U
TR s 95% LA 1. 556 45 B3 W, AT A 8 1) A A7 IR R DU ASE 28 o) B 52 5 R 1 P A R R AT A I B 2 A
SR AE R R I 5 B B A WU B B, A Siemens [F1SESG 30 B, FRATIN 75 Y Saber BEAT X LL 5256, Saber (-1 3k
R KA 69.5%, A1 J7 kR 2R 575 88.1%; 4 SPEC 2000 #5256 33 b, 5 JL 184 P4 7743 Fid 55, Saber [R5 3R
h 1L AN AR AE 2 A4

gk LT, FRATTI T2 50 45 R W1 ,C R 3 P A7 MR 4 B8 AU AR I 7 V2 7 AT S5 B AL« 498 BR A5 AH DG 1) P9 A7 ik s P
% 73 380 5 Ik A PR R0 5 SR AE S o A I A D R R ML A 2% 50 SRV A A P A7 TR A 45 SR 5 n v . Lk A,
SIS AT AR SR T B R H A, AT C B S AR IR AT AR, SR AN FE CH S0 L FRATT BT IR L
[0 2 7 5 ) R ME R P, A 5D P4 N — 26 N A7 R R ik S 081, AN BRI 32 7 ¥ 6] P A7 i s A 5 2k 2 480 A )
IS LA L ey P R 20 AR FRAT AT, S0 V) 8 SR SIS 3R B T A SO 7 vE AL I PN A7 M 0 T A7 P B M 12k
4 HERIIE

FEARATHL FRAT B EE S LR 3A TR A AR IR A 3 TAE:(1) AR ER S 08T (2) WAR IR 3)
AR (3) FE T AL = (¥ ik B 4G
41 AEMRASBRSHN

PR A M R A TN (R R R TR B A P A (R TS 2 3 I, A A T 2 5 P A 2 R O R, ELTE
& 332 AT 3 1] D V2 [RDSCRN 765 R . 9 A7 30 1 o0 B i, 76 R 17 18 A7 WA 5 R I AU ) T KB 47 I 7%
7R R IR 45 2% R 143 B3 A B P R B, B A S BUR P A IS AT IN B AR IR AE C B S NAEI A
e 5 8 8 e N A 5 1 1, P A7 T — 20 BR AR 7% ) ke 22, DT A 380 N A7 Mt

A5 0 AT 25 R AR R R I R R A R P AR, B A T A A TR A B R Sk R AT PN A T R AR
Cherem %5 A\ UV 5 #4g 2 K385 9 P 047 550808 97 9 T, 200 501 M PR 17 T 280 PR 1 8 s 1A B A PP 5 1 Al A%
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NEATE R 7 AR AR B 358 DG R (B e A o A A7 5 L fe e 1 NPT HR BHIR ), DR ki g it 2
M — 1) FL LA A 33 1 T I 6 R 2 B — Tl 0 3R, P AR 00 P A U Cai 2 AR 7 36 T BT SOk S0k
1 Rea i e B el 6 R 2 £ O Nl = P /4 o R £ 160 I R L9 ) g o W R R N K ek P s DA E
RAETE A RS R AR kY R A 7 R T AR IR AR R 5 2%

P A7 R S 2 B DL 2 BB RS B Sl A AT A T R R B AU IR IR IR 2 B AT A — S TAE RS
G3 BT AL L 0] A7 IR AT A6 B2 N A7 T 18 52 75 1 0 s A0 W AT IR AV, DRI, P A7 Y 18 2 1 Mt v
ST A A7 52 A T HER M, L O 0 AR BOE A I MERG M. B ar, R N AR B R TR

o LeakfixPHEF541 20 Mr AN BCHE U 40T, J40 e o A 30 85 07 8 O 64T P9 A7 TG 1115 52 Leakfix AENE {3IF

AN AR A R ME R AH AN BE QR UIE AE R 18 B R PP 58 Al Uk T 3% A7l
o AutoFixPELR MR CL AT 1B A 2 W2 3 I PR AT A W A VEG, AR 375 20 W7 0 1T P A ik 47
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DA A7 I T8 BT 0 0 R 0 O P A7 Y A D00 1 T A AN RN R R R AT 18 5T L UK, Y A7 i 1 5 R B ARAIE
& 52 1 IE A M. Leakfix 7EAE ST 2 Ja 5 BEAH FH A A7 IIER RS U 1 HL 34T 45U, AutoFix U2 A 3 TEIE 2 2 51847
TR AT e 4 PRS2 DALk, P9 A s 119018 52 52 PR T RS, a2 v P9 A Mt U A 5 190 mT 37 1 A R T R A AR 2
— AN M.

ARSI T TAERAEEAS AT MGl B R BLAS 27 ) BOR AT P9 A7 IR AT I, 95 20> T #8285 23 A 1 U R AT
R, B T RS AT IR MR 1, UL AR BTG P A IR TR R TR A0 ), R Y 3 B v P A S 0 P M
42 AEFEt RIS

PO A ks ) S A AL I 7 30 5 B AT YR AR E R P B AT I FE N N AE A BE A DL R RO AT B A BR B
LeakPointM 3 -5 f 4% 3 19 S0 ABLME 725 A0 47 X0 2 IRIR 2%, 368 B 1N A7 B Jis 1) A P A7 8 LA R 2k 25 B 1 4r
DOUBLETAKERL R840 AT 3% 4 2 AN FEREA BB AT T 4R 2 WA A FE IR S AR 1% B 2 AT 45 R 2 e e A5 7
FeAR 25, U P4 77 2% 15 2 2 i 4 Sniiper PR F A B 2% (6 W B0 B 70 (PMU) HE 47 45 4 SR RE I B B 0 3 3 79 77 f U5
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