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Malicious Code Classification Method Based on Deep Forest

LU Xi-Dong®, DUAN Zhe-Min', QIAN Ye-Kui?, ZHOU Wei'

Y(School of Electronics and Information, Northwestern Polytechnical University, Xi’an 710072, China)
%(Zhengzhou Campus, PLA Army Atrtillery Air Defense Academy, Zhengzhou 450052, China)

Abstract: Aiming at the problem of insufficient accuracy of current static classification method of malicious code, this study maps the
malicious code into uncompressed gray-scale image. Then the image is transformed into a constant-size image according to the image
transformation method, and the direction gradient histogram is used to extract the features of the image. Finally, a kind of malicious code
classification method based on deep forest is proposed. Experiments on malicious code samples from different families verify the
effectiveness of the proposed method and the results are superior to the recently proposed SPAM-GIST method.

Key words: malicious code classification; histogram of oriented gradient; deep forest
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Fig.1 Malicious code mapping flow chart
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(a) Ramniit (b) Obfuscator_ACY

Fig.2 Malicious code images of different families
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Table 1

Malicious code dataset

#1 CEEAMEdEE

A

I B

Ramniit
Lollipop
Kelihos_ver3
Vundo
Kelihos_verl
Obfuscator_ACY
Gatak
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2470
2936
446
387
1166
1011

OO WNEO

3.2 FMfERE

AR ER 5 (accuracy) s % FL(macro-FL1) P3P A7 45 bn PP A I8 5 AR ARSI 00 S8 RARRS 1) 70 SRR o

(RN

© EEEERK T

http:// Www. jos. org. cn



PER F—HEATREARGEZERAN LT % 1461

Accuracy = P+TN (12)
TP+TN + FP+ FN
_ TP (12)
TP+FP
Ro_1" (13)
TP+ FN
1
macro-P = HZLF} (14)
lon
macro-R = HZM R (15)

macro-F1— 2 x macro-P x macro-R (16)
macro-P + macro-R
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TRA A8 I 3RAT1 19 MCDF 751 5 SPAM-GISTEIEAT T HL A A6 MCDF Hi, 22 1 J8 471 M 45 006 465 W 40 40 25 A
ARPR L BESFRARAL A 1 000 AR LA A AR (1) 52 /1N 73 B4 Uk 10, 47 BT 11 K/ 2y 32x32. 25K 1.4F SPAM-
GIST 55+, K 2 4% (K-nearest neighbor, & # KNN)4» 28 503 (1) K=3, % i 10 #74 X % iiE (tenfold cross validation)
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Table 2 Experimental results of MCDF and SPAM-GIST
% 2 MCDF b SPAM-GIST 556 45 3

SLH A4 FR e Accuracy (%) macro-F1 (%)
MCDF YR BERRAK 96.0 95.2
MCKNN KNN 93.4 91.3
SPAM-GIST KNN 95.4 94.4
GIST-DF IR ERRAR 95.6 95.1

(2) 73RN

9 B E VR BE AR AR 43 SV B8 A SUAE IR BE 2% 3 7 v N AR N 2% (artificial neural network, @ik ANN)FI
TSI KL 2% 24 ) J7 12 B WL AR #K (random forest, A B RF) % A SCH ¥ HOG 45 4iE 1A T 3E4T 40 25 Hodb ANN 155 3
A B 2 BN B 2 40 & B N4 1000, 500, 100.BEMLARAK 1 000 R v S 21 k. S 06 45 9L L3 3.

Table 3 Experimental results of different classifiers
F3 AR LR LR

S Accuracy (%) macro-F1 (%)
RS AR 96.0 95.2
ANN 94.5 92.1
RF 93.5 90.4
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