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Abstract: This paper proposes a security opportunistic routing decision method based on trust mechanism (TOR). In this scheme, every
node locally maintains a trust vector to record trust degree of other nodes, which indicates their ability of carry and forward messages.
Using layered coin model and digital signature mechanism, the forwarding evidences of relay node signature are bound dynamically on
message packet during the relay process, and the message carries evidence chain to the destination node. The node broadcasts periodically
the trust vector with signature and time-stamp to network by flooding. Through multi-iteration, the read-only trust routing table (TRT)
with multidimensional row vectors is built on every node, which will become the key-player of selecting the next-hop relay node and
dividing copy number. The node with greater trust degree is taken as the next-hop relay node. Therefore, the message can be delivered to
the destination along the direction of trust gradient increment. Simulation results show that compared with existing algorithms, TOR
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algorithm can resist the network destruction behavior of malicious nodes and selfish nodes with higher probability of delivery and lower
average delivery delay, and it only needs very small buffer and computing ability of node.
Key words: opportunistic networks; trust mechanism; trust degree; message copy
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Fig.1 Message forwarding process based on trust
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Fig.4 Iterative procedure of trust routing table (TRT)
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TRT>N;;
TRT;->N;;
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endIF
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endWHILE
WHILE VT,eTRT; && T, TRT; DO
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endIF
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endIF
G ARN T 3CHR6,7, 912 A 55 4o 1) B Bt P RS 3 ke SR 22 H I AR MBI SR 2 05 FR A AT UE 4 X
RAT AT AR VAN, T 1 A5 A PR AL ) 2, A 75 ZEAAMAN OB AR AR UE Y % SFE R vz LR B 0715 1 5%
FHEAT A B R 2 M 2% b T sl 5 0 AT 6 th 36 TRT, B & AT n A5 5, RS B Y AR5 AT 4T 1) e
LA N FA0 MAEATE R 2 PN S ATAT R R 2n P, A B R TRT Skl 2n® 4 AR B
FEABI A pY R AT 11 o 1 522 5E 3, U SF S T 435 4% b1 28 BT 75 9 B 2n2p% 7 1 1] WL, 37 15 G247 B /N FIEd AT
% T FE I B A 5 ) 41 B 062 n=1000 B, HUFE KR 2MB 12247524 p=20 ] BRI BB 200 4%
AT T i, R BEORME 0.4MB it dt. A1 b, 12 S50 06T T i /) B 90 % A 2 1) 52 4% B8 R ) 24 P e 77 T AT P b pI 3%,

3.4 ETREAMREBEER

TOR SR RS L A 0 SR G T 45 A0 6 40 135 8 2 T R e 43 0 L A B, 2
NG IBEIH 2 N B0 IR EAF By 2 75 7 4050 0 R 000 0, R 0 4 T S MU B R 7 46 5
meM, BRI ELI0 H 5 5 NG 285 A4k TRT F3RHCH 2 NN 101 4EBE T Ty BRI R M 52

. anz-e T,k>T,. mu N; »il ‘I‘Ej fm a@auwz N, 510 No T B m 44924 N TEFT Nc<—Nc. Noy 7

TJ.k
Nc, « -Ng; (5)
TJ-i +TJ-k

o LERILAI B I Ty Ty A7 £, U T B 0 NG N 15 4 3 T = ZT,,, jT,,kﬂzﬁwﬁﬁwxz
p=1

=ik

i e S 4 B L B = szk> sz, NSRS Ne, (36 m B N T B NewNe-Nox
LT LA 50120 2 (6):
HZTPK

Ne | 75—z —Na (6)
DT, +=> T,
n;pk n;"
1n

- uod, ST =0 W A R E B LI R epidemic BEVASSILNT ELEER N, KNG m
p=1

nea
R4 N A7 BB AL N,
ik 2, T T w A bk,
IF N ER Sl B 5 N @ SL8E . THEN
IF By=¢ THEN
T TR I B MBIE S M
endIF
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IF EZTpk >12Tpi THEN
Npa Npa
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ELSE

IF 1ZTpi :EZTpK =0 THEN
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endIF
endIF
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Table 1 Parameters for simulation environment
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Fig.5 Performance comparison of TOR with different TTL
Bl 5 ASZEAR I TOR B i 0k At L

SR 2055 GELRAT RN IR AR Ak S % £R B S BE 1R R .

W E TTL A 90min, i o 1 3 22 47 K /N5 4 it v B2 Mk e TR bn (0 2R AR 0. B 6 45 HE T 4 b it th B0 A AN )
SZATIE DL T I PERETE bR,

b1l 6(a) #1151 6(b) v LA tH, TOR S03% I 5 L4850 /IN I 2R A7 5t T LAAE 1 JE\ A% 28 B T 30 R V- 35 868 e Bk S 5 TRT A
EAF TS MR A7 A 10M I, TOR Sk +— Mo R, R A B T 96.3%, T3 IR MK 1 300s. 3t
H] TOR SN 28 A7 2% [ SR AR, L& & T 22 A7 BRIVAL S W 45110 Epidemic 1 Prophet 532 Bifi 5 2% 47 2% 7]
(Y38 K FLEE R BRI R ST S 3 | ST 38 5 S ) 5 3o ek A 3K HH T R AT I Y K AE 11 AT R 8 A AR R
I R PR S R AS BRI T T 22 1R RN o, T BH X W R0V 0T R A /NIRRT 88 5, 3T v SR e DD R A
)7 PR AR AL 23 ) 4% 5 R A5 A SAW B30 et T FUR T 77 A PRV JE ) A S 6 17 A0 2 0 4 st (0 14 W L o A6 7 5
0} A7 2 ) SR B AR A /MH LA 38 K KA TOR B,

P 6(c) A1 P 6(d)rT LA H B 28 47 25 ) (1 184 00, TOR F32: 119 190 8 52 A5 AR AN DK K BEAI. 46 2247 2 10M B, A8
M BRI R T 100 247,55 SAW 32 L 208 Hola T-32 e R3S 0 Epidemic 1 Prophet 5035 AR 2146 F A
Ji T BRI LA AT AR T AR 8 v 71 P 3 BB 7 T, TOR SR SAW BVEATI AR R e R I i) v e

S 3: 7 AR RN AU B PR R CME RE IR R .

NGO T 7 5 T A7 AR AN TR B 1Y I S50 AR P e X L AR L.



2840

d_prob

o_ratio

Journal of Software #:4F33& Vol.29, No.9, September 2018

T T T T T T T T T
10+ . 2600 |- = TOR 1
09 / 4 2400 | —e— Epidemic | _|
—A— Prophet
08 - 1 2200 - .-\\ —v—SAW |1
—¥ v v v =
o 07F g gzoookv’v v v v v v
2 o6 ] 3
2 % 1800 -
) L —=—TOR 4 S
05 Enidemi | 1600 - 1
s —e— Epidemic ] -
0 —4— Prophet 1400 |- 4
03| —v— SAW -
1200 —
02 n 1 n 1 n 1 n 1 n 1 n 1 1 1 1 1 1 1
10 20 30 40 50 60 0 10 20 30 40 50 60
buffer(M) buffer(M)
() ¥ B A% i T (b) VH ST~ 2 e S AR (1]
T T T T T T T T T T y T r T T T T T T T T T
2000 - ]
14 | .
1800 - -
1600 |- —=—TOR 4 12 4
1400 - —e— Epidemic |
1200 —4— Prophet ] 10 |- TO.R . .
o SAW . —e— Epidemic
£ 1000 |- J = 8| —*— Prophet i
o 800 | y < —v— SAW
600 ~ 6 |- 4
400 [- ] k‘——‘\‘\‘\‘\‘ 1
200 [ ] T ]
ok = 2 v Y 4 Y Y Y
0 10 20 30 40 50 60 0 10 20 30 40 50 60
buffer(M) buffer(M)
(c) MZEA AN (d) “F¥yks
Fig.6 Performance comparison of TOR with different buffer
Bl 6 AFZEAA/N TOR B i fPERE XS L
1.0 — ———————1————1——1—— 2200
09 E 2100
2000
1900
2 1800
3
g 1700
;>( 1600
ToR 1 & 1500 —=—TOR
0.4 . . 7 1400 —&— Epidemic | ]
—&—Epidemic 1 1300 —A—Prophet | 4
0.3 | —A— Prophet n —¥— SAW
02 —¥— SAW L Ty 1200 Bop i e e
0 5 10 15 20 25 30 35 40 Qo0 15 20 25 30 35 40
Malicious node Num Malicious node Num
() H Bk L & (b) Vi B 3% B S SR I i)
1200 ——F———F7——T1T"—T1T"—T1T 777 5 T . A B B
—a—TOR 10 [
1000 —e— Epidemic| | of
i —&— Prophet | ] L
800 |- ——SAW |7 8
27
600 |- . &
] Z6f
400 f St
F g 4
200 |- . 3L L L N
3 - B B - —a > s [
0 = = i 2 R T S O S e
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40

Malicious node Num

(c) WA

Malicious node Num

(d) ~F3HBk

Fig.7 Performance comparison of TOR with different malicious node number

K7

NIRRT R TOR % e (M PERE X EE



Zk I B FATAEAE] LS W 2k s skt R R ik 2841

H1 &1 7(2) A1 &L 7(b) AT LAt - A S8 T A R 08 22,4 i ey S0 T AR 3 B D) R AR LR Bl 3, 2y
FeJ SIS 22 BT H T TOR SEVAA MR I G I AR T HoAth 3 Fh 5327 98 AT B e 10 e D 46, 2 0 1Y i ol
F) 30 W, I S A B Ay 849%. WA W) 44 i 40 AN ER Y A AR ARy 1S R a5, I B SR A A R A
609 /e A1, Ut B TOR SHIER T A5 AT e A SRS X 588 J AT DA AT B (R HRAH A . 2 BT LA SV A e ol 4 e A A
- 3805 SR I T i A TR DAy A % R AR A1 T AR R Y RO TR RN U, I 4 I R Y R A B
SAW LI I S A% 3 Jl D A SR AE T B 4, U W AT B A B SR 32 05 AT 0 (R B2 K - Epidemic A1
Prophet S £ T kBB D I T L e T R o L AL 1 3 T A TG MR T AR T B SRS A B g HAT — 52
(1 22 4 mT DA TR] o SR R b AT R

HilE 7(c) B 7(d) T A H A8 R 5N TOR  SEA AT B AT B 1A 0 25 S A AR A Bk i o 2 i T

R B B 2k Epidemic I Prophet H3 BE A W R IT s 8 00 22 JL W S8 A8 AR R Bk B B R B A A X
J TR O IE 19 SRR 2 i A D0 6% 11 0 JE B A ek > FE) 25 W0 1T SAW 305 b SR AT B R AR 38 R Y il A
3 M AT A5 [ I 2% A8 AR A T B R DR R A v R R

o SEHY A ALY SURH R B U B 5

WE TTL oA 60min, 2847 K/ Ky 20M 245 40 AN V& IR 155 i 1R 1E 8 15 s A8 0 11 RL 19 R 5 55856 I 458 1k R 11 7% )
P 8 4t T AN [ Bl 19 FATTY 545 SR 0 1 Bt EL A oL

o5t L T L T T T R 1 1800 [ =
0.90 [ —@— Epidemic || 1750 -
90 - ~A—Prophet [] 1700 £ 1
SAW L 4
0.85 [ = 1 1650 F 7
0.80 \I\. ] 21600 3
L ] S L -
o070 B im0k E
s Cf ] 21450 [ 3
< 0.65 | . 1400 | 3
0.60 - T 1350 - —=—TOR b
055 L ] 1300 —@— Epidemic ]
.| B 1250 —&— Prophet ]
0.50 - b 1200 f —v— SAW -
0.45 " " " 1150 g 1 o 1, 1 . | We oW ], | 0, |
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
Selfish node Num Selfish node Num
(a) W E AL p % (b) ¥ ST e R S AR I [1]
T et 1 T T T T T T T T
1200 E
—®—TOR || 10 7
—@— Epidemic 3 ]
1000 | —4A— Prophet | 7| A ]
- —v—SAW 1 8[| -=—TOR ]
o 800 - = 7L —@— Epidemic 1
k= L g [ | —#— Prophet 7]
= 600 | . % 6 - | —w—SAW -
° r 1 sl 5 L ]
400 wt 4 M-—
200 + - 3 b
! i 2 _‘:":':‘:':.:':'v:;_
OF Y Y Y Y Y Y Y1 [T S Y U U RNUN HRU RPN B B
0 5 10 15 .20 25 30 35 40 0 5 10 15 20 25 30 35 40
Selfish node Num Selfish node Num
(c) MZEACAHM (d) P45

Fig.8 Performance comparison of TOR with different selfish node number
K8 ANIF B FATY siE TOR B H M BE X EE

i P 8(a) A1 B 8(b) AT LA HH - 1 RL Y A5 PRI 1M 4 Tl 8% vy 450905 (0 104 JE A 0 R ) SR AT S PR A R G R SiE
I} 5 1, TOR 523 5 b TFi&a 94 Epidemic £22: 1 Prophet £33 5 B 56 TH G B B9 & 95 TOR 52355 HAth SR A0 34 1
BIUHEL AR SN 20 FAREE 91% DL AL S oh 5, AT [ ALY AUAE] 40 I, HAG R Th R AR A



2842 Journal of Software k3 4% Vol.29, No.9, September 2018

80% /¢ 47, 1t W] TOR B3R FH B A5 AT ML R AT A HAT A7 (30 4 FH. TOR B3 7 3 e ZE 1 T 1 2 IA Ay
9 RL YT M I, IE T R A B BE A IR N ) A B B R Bk el {5 (¥ %% &Y LT Epidemic 574 R Prophet
S T 1 RAAT S AT AR 22 0 R B e o R v A A I ) A B P Y R e D B
FlETVEAE AR SO I 10 I, 1% 326 5 T 26 01 34 e i FiE I ARG LU A B S SAW STV 1h SR FH W Bk A o s
ELEK T DAL BB Ly B T 0 AT AR i R AR IR U7 TR A2 F AT SR/

f1 P 8(c) Il 8(d)E i, TOR Ui 7E W 26 A2 AH AR RSP ¥ Bk BT 1A A 34 X S IR TOR Bk % T
AT Tofs P55 38 398 11 90 JE A 3 S g%, S A 00 30 0 B O 1) B RV SN A A 3 UL BT AR B2 [ R AT A . Epidemic
1 Prophet SLEBEA [ FATTT AU (3 0K, L 45 28 (AR FIP 388k 8 Bt R a4 12 T AR A S 5
S e AR % R Y SR AS BB BT LT SAW SLVETE BE R BB, R R A % SR AR R A B e
NESE

5 4EXRE

P T — Bl RE TR AU R L2 19 2% 22 42 g SRR TORIZSVEM I H 1Y mUR 4R 21 45 AR UE s i
AR JE S T I 18] 520 A1 e PR A A A AR AR A 1) B P A A UE B SR AR R Y 2 PR T R A 5 28 44 L
il 5 A 35 S R A R A E A Bl A TR 3 A L, e i A Al B A A% i B AT B 1 B A 2
A AT H AR RAMCAN BN 1 i P g B A 28 A2 R T PR A i) B A0 2 ik 77 s S it 38 A 2% o A2 A
W RUEACIE Al 2 44T 1 SR A R LB T B R TRTAE A N — Bk R AT RO% BRI S w4 5oy 1 1)
SR R0 I 25 4 MU T8) BERATL 1 75 1 A5 1) 8 3R A B B0 A v 48 4T s B 05, A AU DRAIE 1 B el R 1) 22 e kA
AR SR A A R0 P 0 110 77 16 A s, AN AT A S AT T LR OR B e 17 B 1) 1 o BRI
T B BOLE R

References:

[1] Xiong YP, Sun LM, Niu JW, Liu Y. Opportunistic networks. Ruan Jian Xue Bao/Journal of Software, 2009,20(1):124-137 (in
Chinese with English abstract). http://www.jos.org.cn/1000-9825/3467.htm

[2] Su JS, Hu QL, Zhao BK, Peng W. Routing techniques on delay/disruption tolerant networks. Ruan Jian Xue Bao/Journal of
Software, 2010,21(1):119-132 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/3689.htm [doi: doi: 10.3724/
SP.J.1001.2010.03689]

[3] Wu Y, LiJH, Lin C. Survey of security and trust in opportunistic networks. Journal of Computer Research & Development, 2013,
50(2):278-290 (in Chinese with English abstract).

[4] Zhu H, Du S, Gao Z, Dong M, Cao Z. A probabilistic misbehavior detection scheme toward efficient trust establishment in delay
tolerant networks. IEEE Trans. on Parallel & Distributed Systems, 2014,25(1):22-32.

[5] LiY, YuJH, You XH. An incentive protocol for opportunistic networks with resources constraint. Chinese Journal of Computers,
2013,36(5):947-956 (in Chinese with English abstract).

[6] Lu R, Lin X, Zhu H, Shen X, Preiss B. Pi: A practical incentive protocol for delay tolerant networks. IEEE Trans. on Wireless
Communications, 2010,9(4):1483-1493.

[71 Ayday E, Fekri F. An iterative algorithm for trust management and adversary detection for delay-tolerant networks. IEEE Trans. on
Mobile Computing, 2012,11(9):1514-1531.

[8] Nelson SC, Bakht M, Kravets R. Encounter-Based routing in DTNs. In: Proc. of the 28th Int’| Conf. on Computer Communications
(INFOCOM 2009). Piscataway: IEEE, 2009. 846-854. [doi: 10.1109/INFCOM.2009.5061994]

[9] Chen IR, Bao F, Chang MJ, Cho JH. Dynamic trust management for delay tolerant networks and its application to secure routing.
IEEE Trans. on Parallel & Distributed Systems, 2014,25(5):1200-1210.

[10] Li Q, Cao G. Mitigating routing misbehavior in disruption tolerant networks. IEEE Trans. on Information Forensics & Security,

2012,7(2):664—675.



SN F R TR AR P 4 0t R ik o

[11] LiF, Wu J, Srinivasan A. Thwarting blackhole attacks in disruption-tolerant networks using encounter tickets. In: Proc. of the 28th
Int’l Conf. on Computer Communications (INFOCOM 2009). Piscataway: |IEEE, 2009. 2428-2436. [doi: 10.1109/INFCOM.2009.
5062170]

[12] Chen BB, Chan MC. MobiCent: A credit-based incentive system for disruption tolerant network. In: Proc. of the 29th Int’l Conf. on
Computer Communications (INFOCOM 2010). Piscataway: IEEE, 2010. 1-9. [doi: 10.1109/INFCOM.2010.5462136]

[13] Burgess J, Bissias GD, Corner MD, Levine BN. Surviving attacks on disruption-tolerant networks without authentication. In: Proc.
of the 8th ACM Int’l Symp. on Mobile Ad Hoc Networking and Computing (MobiHoc 2007). New York: ACM Press, 2007. 61-70.
[doi: 10.1145/1288107.1288116]

[14] Zhao H, Yang X, Li X. cTrust: Trust management in cyclic mobile ad hoc networks. IEEE Trans. on Vehicular Technology, 2013,
62(6):2792-2806.

[15] Wang B, Chen XX. Opportunistic routing algorithm based on trust model for ad hoc network ad hoc. Journal on Communications,
2013,34(9):92-104 (in Chinese with English abstract).

[16] Zhang SF, Huang D, Chen Z, Wu GX. Optimal stopping decision method for routing of opportunistic networks. Ruan Jian Xue
Bao/Journal of Software, 2014,25(6):1291-1300 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/4434.htm
[doi: 10.13328/j.cnki.jos.004434]

B B 32 5 2 STk

[1]  FEKF PRI, A a4, X 3 L2 9 4% 5 2 1% ,2009,20(1):124-137. http://www.jos.org.cn/1000-9825/3467.htm

[21  Ti4W, A bR, 5, 52 A0 28 4 2 7 I 5% 8 bl B3R A 1 2% 4%, 2010,21(1):119-132. hittp://www.jos.org.cn/1000-9825/3689.htm
[doi: doi: 10.3724/SP.J.1001.2010.03689]

[3] i, = A bR 1) B2 I 20 v 1 e 4 5 05 AR R STk e E SEHLAE 5T &5 K ¢, 2013,50(2):278-290.

[5] 22,2500, JU 8 PR DU B FROHL 23 190 2% 745 il SR M F 9 S BL 27 4%, 2013,36/(5):947-956.

[15] EfH, BRIl Ad Hoe I 25— Fft i (5 AR ARL R AL 2 i oh §7030% 3815 274, 2013,34(9):92-104.

[16] ik =, B duln, A M, 52 FEL ST — P D 1) L2 IR0 4% 3 e 1 e A0 452 1 vk 55 0 ¥ ik 1 2431, 2014,25(6):1291-1300. hittp://www.jos.org.cn/

1000-9825/4434.htm [doi: 10.13328/j.cnki.jos.004434]

ZEUE (1978 —), T3 (L ARE N 18 = BRI,
CCF Tl 2x 53, 3 2 AU A L2 b 45,
(CEESC#IN

&7 (1984 ), 5, I, PR, 3 LEOF LA
B8 I 28 22 4

A (1981 —), L, fl B 4% ,CCF /L4
B, EE A R B B A A AT R

AR (1962 —), 5,0+ ##Z, A
Jili,CCF oy 2 2x 0%, 2 BRI 0 40U o 2 4
1B [ o 5

FRE (1987 —), B, 1 4 ,CCF 2440, &
B AT N £ AT 5 R 45T 5



