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Abstract: In conventional meaningful image sharing schemes, there exist some shortages such as low authentication ability, weak to no
repair or recovery ability after being attacked, and low visual quality in embedded carriers. To address these problems, this paper proposes
a Gloise field self-recovery image sharing scheme with non-equivalent backup and double authentication. The proposed scheme includes
both distributing and recovery stages. The distributing stage include three steps. First, the LL subband of the secret image is obtained by
one layer DWT and then the LL subband coefficients is scrambled by a secret key to generate the non-equivalent backup image according
to different bit important degree groups where both the backup image and the secret image are in same size. Second, each pixel in both the
secret image and the backup image are shared with their 7K-13 authentication bits into 7 bits distributed information on GF(27), and then
the distributed 7 bits information with its 1 bit authentication generated by the secret key is embedded into 2x2 blocks of N distributed
carriers by the optimized LSB embedding method. Finally, the secret key used to scramble LL subband and generate 1 bit authentication is
also shared into N sub-keys by (K,N)-threshold scheme, and then the sub-keys’ MD5 values are published into the third reliable party and
the N sub-keys and embedded carriers are distributed to N participants. The recovery stage has four steps. First, the facticity of
participants’ sub-keys is verified, and then the sub-keys are used to recovery the secret key. Second, the embedded distributed information
with its 1 bit authentication is checked by the first authentication, the checked distributed information is used to reconstruct GF(27)
interpolation polynomial, and then the pixels in the secret image and the backup image with their 7K-13 authentication bits are recovered
to construct the preliminary secret image, backup image and authentication image. Third, the backup image and authentication image are
used to reconstruct the LL subband of the secret image and then to build the repair reference image by the descramble method and inverse
DWT. Finally, the unpassed secret image pixels in the authentication image are self-recovered by the polynomial interpolation fitting and
pixel replacement in repair reference image. The theory and experiment show the proposed method has a superb authentication ability and
can make full use of double authentication ability and the adjoin pixels to improve its self-recovery ability, and the embedded carriers
have better visual qualities.

Key words: image sharing; meaningful image; (K,N)-threshold scheme; Gloise field; backup image; non-equivalent backup; bit

grouping; double authentications; self-recovery; polynomial interpolation fitting
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Table 2 LL sub-band pixel bit recovery probability in the proposed scheme and schemel'"!
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10(b)~ &l 10(H)FT 71, 73 JF H 512x512 % i |8 £ Baboon,F16,Sailboat,Lena F1 Peppers 15 4 #E44 B 15 2 W TE
B, 2450211 MSE JE & B 52 5, 120 30(22) 19 PSNR 77 5 B 4400 3 it 22
m-1 n-1
Zz(pi,j _p;,j)z
MSE === 21
mxn

2552
MSE
NRQOM, pyjopl; JRE B PR EAGAR AL Ah A SO R T 2o TR ol 5 4t BT 4 SR () DA AIE RE ), L

PSNR =10log,,

(22)

(d) Sailboat (e) Lena (f) Peppers

Fig.10 Experimental images

10 eI IE G

51 ZEENESMERIERR

B 10 8% 1 34T (3,5) 1 TR 447, 159 2] 4 AR A B 11(a)~B 11(e) B 4B T 10(b)~El 10(H 1Y
PSNR 434 46.35dB,46.36dB,46.36dB,46.38dB,46.38dB. 3 WA 43 & i 44 L A5 58 v ML i o e, T80t 2 ol A A UL ke
NAAEAE B

SFE 11 4y AR 4 2 520X I 2 5 1 R4 IR A 1 55 B RN 43 R R A R AT K 52, Wk 52 S ORI 52 45
B 4 ME 12 iR R RRAAEENE 4 ME 12 0T H RS 5 EREN TS5 05RERNT
TR 3,4 REJCH K 52 Hh 235 145 F B 180 /N T TR 3 B K JCi I B2 Keey, AT VR 52 2 JUC.

RSB T SEHMRE W TES. /SRR 3 J7 A5 )7 474#% 1) MDS {1

X6 RELUSHE 1 ABESHH M FEHTAT AN MDS {H.
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Fig.11 Distributed cover images
SRV &R
Table 4 Secret image recovery variables

x4 EEMKRESH

i Z 5 E B VR # & MSE
1 Bl 11(a)~& 11(c) &l 12(a) 0
2 Bl 11(b)~F 11(d) El 12(b) 0
30| E i@, H1e). Biie) | B 120 0
4 11(a)~ 11(d) Bl 12(d) 0
5 Bl 11(b)~F 11(e) & 12(e) M10@ |
6 Bl 11(a)~& 11(e) Kl 12(h) 0
7 K 11(a). & 11(b) - -
8 B 11(a) - b

@) B 4HWELEER (o) HSHAKELSR O B HRELSR
Fig.12 Recovered images

K12 R
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Table 5 Participant distributed information

x5 ZHESREE

5% kY Y RTEY HE 1k % 3 Ji A% MD5
1 1845480 11(a) 0xf17a011ceba20886dbcd8b2ac3695¢12
2 3559167 B 11(b)  0xe2a7bcc2df75fccal918be812d40e541
3 5272880 B 11(c)  0x63e80f9¢b22816ec36c9b54f11b75¢93
4 6986619 11(d)  0xfe69be6a745b8b3f3df3b9effc7dlbdl
5 8700384 [ 11(e)  0x5eaa34c8e66cc5c4958e069ef9bde57b

Table 6 Verify results of the sub-key’s validity
F6 TEYIAEAAERIES R

RAUA T %8 TEIX N MD5 55 3 Ji A i) MD3
1845479 0x51085133a086258f7162f776¢10a6949  0xf17a011ceba20886dbcd8b2ac3695¢12
1845481 0x4f4a2433fd13d00f36ae84398e6fe27f  0xfl17a011ceba20886dbcd8b2ac3695¢12
18454800 0x1d0c8f13dfdece8d690783fdaa2c01a0  0xf17a011ceba20886dbcd8b2ac3695¢12
11845480 0xe743befd638042a41b4be901240cbb9d  0xf17a011ceba20886dbcd8b2ac3695¢12
118454 0xfd4ffd379afdd5afb5a0bb28ball69cc 0xf17a011ceba20886dbcd8b2ac3695¢12
11 0x6512bd43d9caa6e02c¢990b0a82652dca  0xf17a011ceba20886dbcd8b2ac3695¢12
666666 0xf379eaf3c831b04del53469d1bec345¢  0xfl7a011ceba20886dbcd8b2ac3695¢12
1324354353 0x6d34fe122a255af207b2034f6e45789b  0xf17a011ceba20886dbcd8b2ac3695¢c12

MK 6 WIR H,5 58 B B PR S 4 =5 A7 8 1 MDS i B K.

52 EZESMRIEERIEEIERE

hy B0 A5 4 3 SRS TR AT R 6 T 10(a)HEAT /N AR 4 I L 731 B LS, 20 A % SCHR[ 1110 45 0 %
3 SR AR 3 A 03 P 1 R AR SRR I 45 4 1 SRS A 3 4 03 T 28R i e A B 1 R A 4 TR 2 4 S SR EE N 1%,
5%,10%,20%,30%,50% 11 FE ML 75 56k 200 B 1 R840 B 2 IR A HE 1 LL 171 (1 45 LR ARR A 1T ABE 2R A R ) 1o
[f) MSE BHT4i .36 7 F3k 8 44 i T Bk szt 45 3.

Table 7 Recovery results of Ref.[11]’s backup image construction method

R T STHRLTTIIN & TR 3 7k IR e B2 4 2R

Bali %) h(%) (%) (%) L(%) L) L% L(%) (%) MSE
0 100 100 100 100 100 100 100 100 0
1 99.99 100 99.99 100  99.99 100  99.99 100 0.55
5 99.93  99.79  99.91 99.85 99.88 99.87 99.91 99.86  16.60
10 99.75 9920 99.68 99.43  99.61 99.53 99.63 99.53  54.96
20 98.87 9690 98.65 9791 9827 98.04 9824 98.09  223.05
30 97.25 9289 96.67 9521 9587 9554 9564 9559  527.16
50 92.19 80.69 90.97 86.74 87.82 87.80 87.74 87.75 1461.53

Table 8 Recovery results of the proposed non-equivalent backup image construction method

R 8 AU IR IE 5 ik i) T 4

ik 1B I (%) I (%) 15 (%) 14 (%) 5 (%) L (%) 11 (%) Iy (%) MSE
0 100 100 100 100 100 100 100 100 0
1 100 100 100 100 99.99 99.99 99.45 98.51 0.02
5 100 100 99.98 99.97 99.85 99.87 96.98 92.64 0.19
10 100 100 99.91 99.84 99.39 99.49 93.95 85.87 0.71
20 99.92 99.93 99.50 98.89 97.37 98.05 86.36 73.63 4.90
30 99.48 99.45 98.34 96.84 93.52 95.36 78.35 63.75 21.14
50 95.83 95.32 92.47 87.75 81.28 87.54 62.11 50.00 145.86
INFE 7 FNR 8 wl YAt B AL A T, zlxiﬂ’a LL 7% & MSE i /N SCRR[ 1110 B J5 6 1) LL 137 9%
5 MSE.ARSCX LL 71 R 7 ELoRE £, 06,05 FH 1y PRI 53 M 24 8 2 oy SCRR[ 110, U W 6] e 7 LR 20 21 45 10 B 2 IR

AR A5 25 A7 SRS 2 AT R 1 A SCARA LERF 20 AL P L, Lo, 1y AT T (1 PR G AR T SCHR 110, B AR ey 24 5K(18)
SR R AZ Z A AR AL HEAL 1) T 3 SO AH B A T A SCSS A AR S5 2 40 SRS D0 - SCHR (111 H A 3 075 5.
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5.3 RLSBHRNREEH M IELIE
T HL AR A SR T (A4 LSB N SRS IR A R0t HEAT SRS 900F, 358 LSB VA1) PSNR 544k LSB ¥
PSNR it Hb &5 UL 9. N3 9 v & i A FH A4k LSB HL 38 LSB A A HFE PR YL 0L 5T i > 38 71 2.22dB, T it
WAL LSB ¥ 1k N SR (1) A5 K 1k
Table 9 Verify results of the optimized LSB embed strategries
Fz 9 At LSB kR A SEHE AT 0P 50 IE 45 1
A DT Hifk 1 (dB)  #fk2(dB)  HE{A3(dB) Hifhk 4 (dB)  #EfA S (dB)

i@ LSB 44.14 44.19 44.15 44.16 44.14
itk LSB 46.35 46.36 46.36 46.38 46.38
AL +2.21 +2.17 +2.21 +2.22 +2.24

5.4 XUAIER L I4EIESR T

9 BEAE RGN E B A R, LA B 11 (a) 20 A HEAA 1 R 48], HAA i 0 S8 v Bir ase B 1 B 2R B b B 13(a)~
P 13(d) A 78 i B B0, I 13(e)~I 13(0) 28 78 25 B, I 13(g)~IEl 13(1) A9 BE LI 75 Bea, e 75 LE I 8%,20%
1 50%.

AW

LS

AN i b AN ‘%\‘7‘
(d) 58 4 FhBrey e (e) % 5 FhHGH A (H) %8 6 P KM

(g) % 7 P e (h) 5% 8 Fh B (i) %9 Pl KA

Fig.13 Examples of attacking and tampering images

K13 B FEL s R 4]

L2 5 1~3 5% 3 RN SRR 11)~B 110)Z 5WE W x5 5% 1~5 5% 3 317
Yoy BONIE 45 R ansk 10 FE 14 Frow.
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Table 10 Double authentication results of the attacked cover images
R0 AT I XOAES R
ik 1 etk 2 etk 3 Wi 55 1 FALE 5 2 FINIE

5 pon bem wkzon ME wiee o) ek o0 MR ()
1 K 13(c) - - K 14(a) 99.85 50.40 49.60
2 & 13(d) - - & 14(b) 99.74 50.06 49.94
3 13(g) - - 14(c) 99.83 53.67 46.33
4 & 13(b) K 13(e) - P 14(d) 99.83 56.58 43.42
5 & 13(b) & 13(g) - K 14(e) 99.85 54.87 45.13
6 & 13(g) E 13(h) - [ 14(f) 99.82 58.05 49.95
7 & 13(a) P 13(b) K 13d) K 14(g) 99.85 51.20 48.80
8 13(d) 13() 13(g) 14(h) 99.84 56.32 43.68
9 K 13(c) K 13(e) B 136 K 143) 99.86 63.39 36.61

HEINELR #2051 ISR Mk 3 58 1| VRS, B ZNE

seoret ) ) : ) .. secret

tampering © tampering
AR 15 1 EINIESE R 258 T EINIESE R HiAR 3 105 1 RS 532 SINTAE

(b) 5 2 AXGERCAELE R

AR 1 RO5E 1 BGIESS R MR 2 3 1 EUGESTR AR 3 05 1 FIAES R 28 SINTRE

AR LIS | EALESS SR AR 2 MOOS 1 EUGESE R MR 3 A 1 EINIES R 23 SINTRL
(d) 2% 4 AT BEAUEST R E

Fig.14 Double authentication results

14 BUAIESS
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28 SINTRE

AR TSN 1 IAUESS R 232 SINTRL

AR 1 REE 1 FOAMESS SR HEAR 2 MO0 1 EUGIESE R B 3 A3 1 FNIES R IR ZANE ]

RN

3

(h) % 8 A B RAIELE
-

—: e S B v-"%@i&
AR 1 RS 1 BGIESS R MR 2 03 1 EUGESR R 3 05 1 FIAES R 28 SINTRE

(i) 28 9 ABGHBUNIESE R K
Fig.14 Double authentication results (Continued)
14 RUAIEZE R (4h)
B 14 4955 1 FEAE B T A B AR AN HE AR B 1 S0 B, AN 5 28 DA I P RT3 I R I 5 A 4l 52 B 11

2ME.
EH 3% 10 T] 40, 4% 3C 5 I 1 B PR L 60 T 511/512. 5 4 1 T UGE IR B HL %K T 8B 50%, k59 3~
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bt 9 Bt UHE 1 SAUE U EE R W] B KT 50%. 3K 42 KA AF 4L 2 [R] — M AR 3% 2 00 A7 A B I 2 Ut
10 AN 14 WA ST XA UE S 2 A 241

55 82 EES5HEMESE MR IELE
NIAEEE S % R SEEAE TR US 5% 1~2 5% 3 #i0N FZHMEEE 11)~F 11(c)5
5WEAGNS5H 1~553% 3 #4780 NVERIKRE, SR WE 1. K 15 FE 16 fir.

Table 11 Recovery results of the the attacked cover images

e B VEIDIEU USSR VRAE S

FRS HEAR L Bl Mk 2 o Wk 3 Bl UGIEEL kS WE RS PSNR(AB)  BUl IR (%)
1 4 13(a) &l 15(a) Kl 16(a) 49.57 100
2 FE 13(b) - - B 15(b) [ 16(b) 32.58 99.79
3 &l 13(c) - - Kl 15(c) & 16(c) 29.49 99.85
4 13(d) - - 15(d) 16(d) 36.71 99.74
5 & 13(e) - - K 15() Kl 16(e) 26.87 99.84
6 K 13(H) - - & 15(f) & 16(f) 33.04 99.76
7 13(g) - - 15(g) 16(g) 30.73 99.83
8 13(h) - = Kl 15(h) & 16(h) 25.92 99.84
9 K 13(3i) - i K 15(3i) & 16(i) 17.56 99.82
10 FE 13(b) K 13(c) - Kl 153) E 16() 28.48 99.83
11 13(b) Kl 13(e) = K15k & 16(k) 26.88 99.83
12 13(b) 13(g) - 15(1) 16(1) 28.84 99.85
13 E 13(d) El 13(H) - B 15(m) B 16(m) 31.89 99.82
14 & 13(d) & 13(h) - K 15(m) & 16(n) 25.23 99.78
15 13(g) 13(h) - 15(0) 16(0) 23.37 99.82
16  13(a) P 13(b) E 13(c) K 15(p) K 16(p) 28.52 99.84
17 [ 13(d) K 13(e) K 13(H) K 15(q & 16(q) 26.27 99.81
18 & 13(g) &l 13(h) Kl 13(31) El 15(r) El 16(r) 15.78 99.86
19 & 13(a) FE 13(b) 13(d) 15(s) &l 16(s) 31.63 99.85
20 & 13(a) 13(b) 13(g) 15(t) 16(t) 28.99 99.85
21 & 13(d) & 13(f) E 13(g) B 15w E 16(w) 28.39 99.84
22 & 13(d) & 13(f) & 13(h) K 15(v) & 16(v) 24.12 99.82
23 13(g) 13(g) 13(g) 15(w) 16(w) 29.74 99.95
24 &l 13(c) Kl 13(e) Kl 13(31) K 15x) & 16(x) 15.98 99.86

secret
tampering

(a) NIEK 1 (b) AIEK 2 (c) AIEE 3

(g) IFE 7 (h) AIEE 8 @) IIEE 9 G) WIEE 10 (k) AEE 11 ) WIEE 12

Fig.15 Authentication images of the proposed scheme after being attacked

Bl 15 P sems o Ja (A
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ey

ret
pering

(@) NiEE 17 (r) IEK 18

________________ L D g LS

(s) AIERE 19 (t) INIERE 20 (w) NIERE 21 (v) NIEE 22 (w) WIERE 23 (x) NIEE 24
Fig.15 Authentication images of the proposed scheme after being attacked (Continued)

Bl 15 prde sRms e Ja iR AAIE B (28)

(d)

(e) WEHK s
Sl | A

;- ol |

(g) &M 7 (h) T&SLH 8

(k) HEHE 11 @

5K 12

(m) KEKE 13 (n) WK 14

(@) =K 17 () 1
aleh !

K& 18
yf‘m?’ e 34

(s) EKE 19 (t) E K 20 (w) WEKE 21 (v) E K 22 (w) kKKl 23 (x) WS K 24

Fig.16 Recovery images of the proposed scheme after being attacked
K16 Pl sems i 2k k2]

MF 11 Bl 15 0T LUE B ARSI, B S AN B R R e 20 1/512 DA S [ E, B0 L 2R 24
H99.80%, 17 11 S5t i B i 45 2R I R HHEIT 99.80%, PRI T W 3 31F 3% — 44, 1 W A 52 S g LA 4 5 R DA AT
73N 11 R 16 v F Hxt B 13 58 1 Rh~50 8 Al A Beas S FL A 45 30 LA S i B 2 B8 75 mixd 11 13 285 9 Fif
Bk 5 (50% ¥ 75 B o), o T BOeh B BE B, J LT 34 TR T 2x2 s b, S i 45 g 22 (1 i i I,
RS SR M LA  AE SRE ) O D IR 1S 52 2 5 B S AR E LA SRS AT U AR SO B 2 AN AT A
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BERET BRIy E

T 285 TR PR R T e, X 138 ) AN S 11 4 473 ) S - 20 A7 280 ) R AR T A B T S R BB ST B A AT
PYER LR, PSNR AR T HAEME RS % K BB PSNR M A7 £ M 75 ML aki I A 1] 58 B s AT 2 L
MRS KB BB PSNR AW L 1% KOG 728 5 MO i 00 R 2 BN R AP — MR R R
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Aol Bk i ) A5 3R A e A0 I 00, 3K 50 W AN SR A7 A 40 SR 2 A AR
Table 12 Validation results of the recovery strategies

R 12 BEEMEAANERAESS R

v RAEHME R 22 B G ST S B 500 2 AT 18 A5 S0 1) 3 B AL R kAT
X G LS5 R WA 12,3 AL AR RT3 Foft SRS (1 B UL AR 12 WA H A ALl o o B AR B R 4

L YL MEE  HHBHREE Bk
WS T W2 Bl RS Bl % PSNR(dB) PSNR(dB) PSNR(dB)
1 13(a) - - 39.75 49.57 49.57
2 &l 13(b) - - 23.27 32.58 32.58
3 & 13(c) - - 20.90 29.49 29.49
4 13(d) - 3 28.32 36.71 36.71
5 13(e) - = 17.93 26.87 26.87
6 &l 13() L - 24.05 33.04 33.04
7 Kl 13(g) - - 21.21 30.71 30.73
8 | 13(h) X - 17.76 25.72 25.92
9 &l 13(3i) - - 15.27 17.55 17.56
10 &l 13(b) &l 13(c) - 19.57 28.48 28.48
11 &l 13(b) Kl 13(c) - 17.93 26.88 26.88
12 13(b) &l 13(g) - 19.51 28.83 28.84
13 &l 13(d) Kl 13() - 22.92 31.89 31.89
14 Kl 13(d) ] 13(h) - 17.56 25.04 25.23
15 Kl 13(g) &l 13(h) - 16.84 23.17 23.37
16 13(a) K 13(b) 13(c) 19.56 28.52 28.52
17 13(d) 13(e) & 13(f) 17.49 26.27 26.27
18 Kl 13(g) &l 13(h) &l 13(3i) 14.86 15.78 15.78
19 & 13(a) & 13(b) &l 13(d) 22.37 31.63 31.63
20 13(a) &l 13(b) 13(g) 19.53 28.95 28.99
21 Kl 13(d) Kl 13() K 13(g) 19.40 28.38 28.39
22 &l 13(d) Kl 13(f) & 13(h) 17.09 23.95 24.12
23 Kl 13(g) &l 13(g) Kl 13(g) 20.20 29.72 29.74
24 13(c) Kl 13(c) &l 13(31) 14.87 15.98 15.98

5.6 SHEXICHERINIEFNE & RE 3T LESRLE

O Y6 I AR SSRGS AR X A SCRR AR IAE AME 52 RE 0 060 SCRRLLL M SCRR[36] 09 7> A AR HEAT 24 Fh Gl (W3&

11). 9256 25 B W48 13 Fatn &l 17~ 20 s,

Table 13 Recovery results of Ref.[11] and Ref.[36] after being attacked
A3 0 SCHRILTTA SCHR 36T Ak e J2 Wk 52 45 2R

e A R SCHR[11] SCHR[36]
PSNR(dB) IEE WEHE  WE L PSNRB) | AMEE KEZRE %K E K% PSNR(B)
1 49.57 Bl 17(a) & 18(a) 48.57 & 19(a) I 20(a) 45.89
2 32.58 B 17(6) Kl 18(b) 32.60 19(b) K 20(b) 28.82
3 29.49 17(c) 18(c) 29.46 & 19(c) 20(c) 26.89
4 36.71 B 17(d) K 18(d) 35.51 E19(d) 1 20(d) 28.86
5 26.87 K 17(e) Kl 18(e) 25.72 K 19(e) & 20(e) 22.62
6 33.04 17() 18(f) 33.01 19(f) 20(f) 27.89
7 30.73 K 17(g) K 18(g) 19.14 19(2) K 20(g) 14.59
8 25.92 K 17(h) & 18(h) 12.63 & 19(h) & 20(h) 14.59
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Table 13 Recovery results of Ref.[11] and Ref.[36] after being attacked (Continued)
F A3 X SCER[I1IAN SCHR[36] 10 HE AR Bty S Pk 2 &5 SR (48)

e ARSI 5 SCHR[11] SCHR[36]
PSNR(dB) WIEE KE%E KE RS PSNRB) | WIEE WEHKE kS E{Z PSNR(IB)
9 17.56 K 17(i) &l 18(i) 10.30 &l 19(i) &l 20(i) 14.59
10 28.48 &l 17G) & 18(j) 27.94 & 19() & 20(j) 22.57
11 26.88 17(k) 18(k) 25.79 19(k) 20(k) 22.62
12 28.84 K 17(1) & 18(1) 17.99 &l 19(1) & 20(1) 14.59
13 31.89 & 17(m) & 18(m) 31.39 & 19(m) & 20(m) 23.60
14 25.23 17(n) 18(n) 12.52 19(n) 20(n) 14.59
15 23.37 17(0) 18(0) 11.42 K 19(0) 20(0) 14.59
16 28.52 K 17(p) & 18(p) 27.99 K 19(p) & 20(p) 22.51
17 26.27 B17(q) K 18(q) 22.98 Kl 19(q) 1 20(q) 20.19
18 15.78 K 17() B 18(r) 10.24 190r) & 20(r) 14.59
19 31.63 17(s) 18(s) 30.93 19(s) 20(s) 25.78
20 28.99 K 17(t) & 18(t) 18.00 &l 19(t) &l 20(t) 14.59
21 28.39 K 17u) & 18(w) 17.37 K 19u) & 20(w) 14.59
22 24.12 17(v) 18(v) 12.26 19(v) 20(v) 14.59
23 29.74 K 17(w) B 18(w) 19.12 & 19(w) &l 20(w) 14.59
24 15.98 K 17x) B 18(x) 10.28 K 19x) & 20(x) 14.59

secret
tampering

(b) NIFE 2 (0 NFK 6

(k) AER 11 (1) NIERE] 12

(h) AIE 8

(i) AIEE 9

(o) WIEKE 15 (r) NIEK 18

(s) WIEK 19 (t) WIEE 20 (w) WIEK 21 (v) AIERE 22 (w) AIEE 23 (x) AIEE] 24

Fig.17 Authentication images of the Ref.[11] after being attacked
K17 SCERI A B e AR
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(2) WA 1 (b) MRELH 2

S

0 HEKE 12

(n) WEKE 14 (o) KEKE 15 (r) S K 18

(t) E K 20 (w) WG K 21 (v) S K 22 (w) WS K 23 (x) WS K 24

Fig.18 Recovery images of the Ref.[11] after being attacked
18 SCHR[11TAYBeds s 1k A

(2) WIER 7 (1) IER 12

(m) AIEE 13 (n) IFE 14 (0) NIEE 15 (p) IFE 16 (q) WIEE 17 (r) NIEF 18

Fig.19 Authentication images of the Ref.[36] after beging attacked
19 SCHR[36] Bt 5 IE &
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(s) WIEK 19 (t) AIEE] 20 (u) AIEE 21 (v) NIERE 22 (w) NIERE] 23 (x) NIEKE 24

Fig.19 Authentication images of the Ref.[36] after beging attacked (Continued)
19 SCHR[36]M Bl i PIE & (4E)

P :74“ e

Bt

(a) IE K1 (b) WG K 2 (c) EKE 3

(e) KEHKE S
N )

(g) WEE 7 (h) S 8 (i) mEE 9 () =K 10 O wEE 12

3.

i

(n) KKK 14 (o) KKK 15 (p) KK 16 (q) HEE 17 (r) WEHE 18

(s) WA 19 () W 20 (v) I 21 (v) WK 22 (w) & 23 (x) W 24

Fig.20 Recovery images of the Ref.[36] after being attacked
Bl 20 SCiR[36] M B e Pk

13 P APHARRRIC T %5 B PSNR IR SR AAE, 7T & BRSO R4 2, SCHR[ 11 ]dse i HL 55 AR SCI R S A AH
30T 5 H A AT o Y451 40 S A P P A 8 R U T SRR [ 11,361, 0 HE A2 o A B L M 75 A o ) B 481, A S R R
435 18] PSNR 22 EESCRR[11,36]7% 5225 18] PSNR = 10dB A& 45, T 30 3E 45 3016 5 g 2243 T STk 11,361, HLA T
B AL 25 B0k 2L A% AU B S AE ) e b, AFR 13 R 19 1T H, SCHR[36] T 5/ AL T AL B A AN Tl 15 1
PAIIE SIS £ 17 Sk AR K R UM 2R A B 15 RTE 17 B AAAIE B LG RT3t SCR 11138 52 Bl WL e 75 8085 1 TAAEE &

M AR T AR S S (AR B8 AL STk 11,36].
5.7 S5HEXIEEGE MR EXE

Shy U W A S SN B 2 B M g, SCHR[10,11,27,29,30,36,3 7 K940 KA & 21 Fros, 2 14 FH T SCHR[10,11,
27,29,30,36,371FUA L34 T fg.
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k1 etk 2 HEfh 3 etk 4 etk s

E(ENE]
(b) CHR[11153 K HE

S

(3

Hefhk 3
(d) SCHR[29]17> & Heddk

A1

Ei(ENK] Hifk 4 HEfk s
(e) CHR[30]4r & HEiAk

Fig.21 Experimental images of similar works
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LA .
¥ M
Hifk 3
() SCHR[3615r K HEA

‘ '5§"f
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Fig.21 Experimental images of similar works (Continued)
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Table 14 Experimental results of similar works
F 14 MSCSCERYEREXT LL IR

/ TORMk NIE s , B 4 R #E 1k PSNR(dB)

s BREN S an oy MR o) BT W2 R W4 ks TE
SCHR[10]  HELE K AMHEA 1/2 1256  AFFb % % 4722  47.18 47.18 47.16 47.17 47.18
SCHR[11]  ESE K AN 1/4 1/256  ANIESS 7 B 44.15 4417 44.16 44.16 44.14 44.16
XHR[27]  AEE K AR K4 172 NES 7 E B 39.18  39.23  39.17  39.18 39.18 39.19
HR[29] AT K AMHEA 1/4 1/2 NES 715 B 41.60 41.62 4149 4141 4133 41.49
SCHR[30] T3 K ANHEAR 1/4 1/8 IR 7715 & 4272 42.60 42,18  42.00 41.79 42.26
SCHR[36] AT K MR 1/4 1716  NIEAEER 4513 4513 45.12 4512  45.13  45.13
SCHR[37]  ATE K AN 1/4 1/8 NES 715 B 4512 4512 4512  45.11  45.12 45.12
FriEsRmg  ATR K MK 1/4 1727612 SNAE 46.35 4636 4636 4638  46.38 46.37

M 14 W] H:SCHR10, 1119 52 4% 2 T8 BEZE 48 K AN FEAAR, 38 FH 4 A3 355 200, 10 AR SR Ay A G SCmk R 7%
R K AR AAUERE ) B, 2 K=3 B, R SCSRBE (RN UE BE oA 1/512, 4 T oAt STk, 3 BB $2 e g
TRV E S SCHR[10,27] 6 5 K Hk N 25 12 A 6T A0 T At SCHR, (RS B 4518 55 68 07 . e 4k, R P 44 5K s FH SC ik
[11,36,37) L #1552 A8 1, i He Al SCHR A L 46 R 14 1) PSNR 1] 5 H AR SC RT3 5 s L 4 AR 4 X AL o &, 7 34
fa T SCHR[ 11140 2.21dB, i 1 3CHk[36,37149 1.24dB AR T SCHR[ 10109 43 &K #E44 PSNR,fHSCHR[ 10140 B 4% A TIE BE
HIMA R R ERE 7. b ST 45 53R 01 AR S0 3R W 70 HL 45 SO IE B 77 FE 55 68 07 1) R I, 29 J #4E 4 th RL & 8%
e LD T
5.8 LiE IS

Shy B8 AUE AR SC TR SR 1) 3T 1, A SOt B 10(a)iZ S 1 HEAT(2,5)R1(4,5) 1T BR 43 A7, T 43 2 1) 23 A HE At
&l 22(a)~F 22(e)F1E 22(H)~F 22(m)fT7=.

22(a)~[&l 22(e) X T & 10(b)~& 10(H)If) PSNR 2y 46.38dB,46.36dB,46.35dB,46.37dB,46.36dB; K| 22(f)~
P 22(m) A X T B 10(b)~F 10() ) PSNR 437 4y 46.37dB,46.36dB,46.36dB,46.37dB,46.39dB.iX % 1H(2,5)F1(4,5)
I BR A3 A 3 R HE AR IR RE L 4 25 v TR PR 9 5 8, B o M DA R IR N TR 2 4745 B 3 1B 22 19 43 R AR Rl 4 0% 2
HHAT (2,5 R1(4,5) I BRI & ,3X BLAR YR 2 5 2 S L 19 1B A 1 25 B RN o RFEAREAT IR, I 2 S BRI &2 45 IRk
15. & 16 F1E 23, B 24 i MK Legh ol LUE H 6 1(2,5)804,5) N TR, R B 2 5 0 E MR AR 7% HE0E

b o B o o o 2 o
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Fig.22 Distributed cover images based on (2,5) and (4,5) threshold sharing
B 22 (2,5)81(4,5) 1 THR 4 R 1k

Table 15 Secret image recovery variables based on (2,5)-threshold

15 HTQ5)IIRBREKESH

s Z 5K % P H K HE MSE
1 [ 22(a)~ 22(c) [ 23(a) 0
2 E 22(b)~FE 22(d) K 23(b) 0
3 &l 22(a)~E 22(d) & 23(c) 0
4 Kl 22(b)~K 22(e) I 23(d) 10(a) 0
5 & 22(a)~HE 22(e) K 23(e) 0
6 E 22(a). Kl 22(b) & 23(f) 0
7 [ 22(a) - =

Table 16 Secret image recovery variables based on (4,5)-threshold

F16 HT@SIREEMKESEH

i Z 5K} 5% HHE MSE
1 22(fH)~&l 22(h) - -
2 Kl 22(g), B 22(h), K 22(1) = -
3 K 22(H)~ 22(h), & 22(1)  24(a) 0
4 & 22(g),E 22(h),El 22(1),E 22(m) [ 24(b) 10(a) 0
5 & 22(H)~ & 22(h),1¥ 22(1),1# 22(m) [ 24(c) 0
6 [5] 22(g), K 22(h) - -
7 — —

(a) 21V AWEER (b) o2 4KEEER (o) W 3AIREER (d) 4 ARELGR (o) 25 AREER (D 54 6 4IIkEER

Fig.23 Recovery images of (2,5)-threshold
B 23 (2,5 T MK AL A



B PR & dE K2 & Fo WUAGE B 15 B TR B 1204 3341

(a) HIMAWELER  (b) F4AMEER (o) S UAMELER

Fig.24 Recovery images of (4,5)-threshold
24 (4,511 BRI H

XHLZr I LA 2 N FIET 3 AN 538 8507 K 5 85 P10 00 R A AR S 5 Tk 0 1SR B iR (2,5) F0(4,5) 1] BRI TAIE
e 7 A e 00 e (2,5) 1T BN B I B i 2 R AR AN 1 22(a) B 22(b) 077, BRI Mot o A E AT 5 45
Rz 17, 181 25 R 26 Jr7s;(4,5) 1 B R A Bt 55 20 A e 4a an 18] 22()~ &1 22(h) i, H AR I Bee . IAIER!
WA AR 18 Bl 27 A 28 oK.
Table 17 Recovery results of the the attacked carriers based on (2,5)-threshold
F AT X (2,51 TBR I K HE AR Bt VS 4 2R
biig HEAR 1 BGE MR 2 Ml AER BRIk IEIME PSNR(AB) B U (%)

1 K 13(a) - Kl 25a) K 26(a) 40.42 73.26
2 & 13(b) - K 25() & 26(b) 24.38 74.93
3 Kl 13(c) - B 25(c) [ 26(c) 20.10 75.26
4 E 13(d) - [ 25(d) Kl 26(d) 27.81 74.11
5 13(e) - 25(e) 26(e) 18.77 74.98
6 K 13() - l 25(H) 26(f) 23.95 74.95
7 & 13(g) - K 25(g) & 26(g) 21.10 77.20
8 13(h) - 25(h) 26(h) 16.24 76.42
9 E 13(1) - &l 25(1) Kl 26(i) 11.20 75.65
10 & 13(b) 13(c) 25(j) 26(j) 19.52 75.88
11 13(b) 13(e) Bl 25(k) K 26(k) 19.25 77.99
12 & 13(b) Kl 13(g) &l 25(1) & 26(1) 20.09 77.78
13 13(d) 13(H 25(m) 26(m) 23.00 77.50
14 13(d) K’ 13(h) B 25(m) & 26(n) 16.53 77.19
15 & 13(g) 13(h) K 25(0) & 26(0) 15.27 79.18

©osecret
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Fig.25 Authentication images of (2,5)-threshold
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Fig.25 Authentication images of (2,5)-threshold (Continued)
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Fig.26 Recovery images of (2,5)-threshold
K26 (2,5 MK SEE
Table 18 Recovery results of the the attacked carriers based on (4,5)-threshold
R A8 X (4,5) TR A AR BT IR e A2 4 R
BR AR 1 M R 2 Bl xR 3 s AER] W kSRS PSNR(AB) B U (%)

1 Kl 13(a) - - 27(a) 28(a) 49.53 100
2 %] 13(b) - - B 27(b) K 28(b) 32.85 100
3 Kl 13(c) - - B 27(c) B 28(c) 29.64 100
4 & 13(d) - - B 27(d) K 28(d) 36.83 100
5 K 13(e) - - & 27(e) K 28(e) 27.04 100
6 E 13(H) - - 27() 28(f) 33.40 100
7 K 13(g) - - K 27(2) Kl 28(g) 30.86 100
8 & 13(h) - - B 27¢h) B 28(h) 26.09 99.99
9 B 13(i) - - 27(i) 28(i) 17.69 100
10 %] 13(b) P 13(c) - 273) & 28(j) 28.75 100
11 & 13(b) Kl 13(e) - B 27(k) B 28(k) 27.02 100
12 & 13(b) K 13(g) - & 27(1) & 28(1) 29.01 100
13 K 13(d) B 13(H) - B 27(m) K&l 28(m) 32.12 100
14 13(d) 13(h) - B 27(n) & 28(n) 25.35 100
15 &l 13(g) F€ 13(h) - B 27(0) K 28(0) 23.42 100
16 & 13(a) 13(b) & 13(c) K 27(p) K&l 28(p) 28.73 100
17 13(d) Kl 13(e) E 13(H) K 27(q) K 28(q) 26.46 100

18 & 13(g) 13(h) F 13() K270 & 28(n) 15.79 100
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Table 18 Recovery results of the the attacked carriers based on (4,5)-threshold (Continued)
R A8 X (4,5) 1 TR AR I VR B 45 2R (48)
RS OWHEAR 1 Bl xR 2 Bk o 3 Bl AIEEL kAL KSR PSNR(AB) Bl IR (%)

19 13(a) 13(b) 13(d) 27(s) 28(s) 31.80 100
20 K 13(a) & 13(b) Kl 13(g) & 27(t) T 28(t) 28.91 100
21 & 13(d) & 13(f) K 13(g) K 27(u) & 28(u) 28.47 100
22 13(d) 13(f) 13(h) 27(v) 28(v) 24.12 100
23  13(g) E 13(g) E 13(g)  27(w) 28(w) 29.75 100
24 K 13(c) Kl 13(e) & 13(3i) K 27x) P 28(x) 15.98 100
secret
i tampering

(h) AIEFE 8 (@) AIEE 9 () IEE 10 (k) AEE 11

A0S

(m) NIEK 13 (n) WAIER 14 (0) AIEK 15

e

(6 IIEE 20 (u) NIEE 21 (v) IEE 22 (w) MIEFE 23

Fig.27 Authentication images of (4,5)-threshold
127 (4,5)1 PR BCd i A E ]

\V/
3
=g

(a) EKE 1 (b) ALK 2 (c) HEKE 3 (d) WK 4 (e) HEK S

Fig.28 Recovery images of (4,5)-threshold
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Fig.28 Recovery images of (4,5)-threshold (Continued)
28 (4,51 TR I (28)

HFEE2,5) T TBR < (4,5) T T BEAN(3,5) 1T B AT 400 45 4 BOAAIE, (2,5) T RN R B 21T 1/4 MR BEAILE,
R, U0 B 20 0 75%, Rk, 36 17 B0k st U 3R AR AT 75%; 10 (4,5) 11 BRAEAN Tl e 2247 1721 RO Ag 3 3k i
NAIE, PR, 3R 18 1K B s RN R BT 100%. A3 17 FTE 26 LA R 18 11 28 w7 Hi:[F(3,5) I TBRAHZEALL,(2,5)
FIRRFN(4,5) 1 TFRXS ] 13 F R 5 | Fh~5F 8 PR B Bty S I 20 & A B 45 B If (MBS B8 D 0 BT 13 5 9
Bri JE B ——50% (17 75 Bk, ol T Bk b B 450K Bk L LT e 7 AR I (1 2x2 4 B, B0 52 45 R4 2=
HR AR B AR SO IR S AR R T BR 7 %8 B R & B 1B L ae ).

6 HERIE

AT T PSS B AOOOALE F B AT BRI R 0477 58 AR 0 A7 I T 216 38 3 12 A/ I8 2 0
B Key Kbt 525 P25 AR5 2 4500 B8R 5 78 GF(RT) AT BRI 25 BMG 2 R4 15 3% S L5 2 FAESS Bk
A7 (K,N) 3 A7 SR LA LSB K 73 4745 KR8 1 S A UEAE B RN B A v, LS e A L 08 ot B 0 = K Key
HATK N IAF H LS 5 E AR MR 3 Tr A A PP 1 MDS HAEWEI, B e A Key, 3F 1
Key~ HEMRIBOAUEST SRR Z A1 3 B DAIE B AN 6 18] 0 3 s 52 RE 0, T4 SR AR s 45 32 IR B R A IE S
D0, 38 1 3t 00 475 B8 SRR 0008 B2 DR T, A SC SR L 96 450 58 K DA IE RE ) RIME B2 8 0, HL 3 A7 i A R 46
(K3 W5 S (LT 8 SRS 23 4747 SR 2 HR AN 2338, S S806F T 20 0o BEAIRATT A0 50 A0, AR ST 40 S 1 4% 0 SRS o2
ST PURE 7 IR SR 00 21 ) A A5 o5 00 SR 0 T PR B TR 3R LR (o7 TR R S8 DUAI AN [ D5 3% ) T R
JEE A AN TR (1, 810 G 57 1 2 Pl B A DXl A0 75 S5 el 45 e DX 45 32, 2 i AR 5% 3% S R J3E 1R AN [ R A 3
B (K AR A5 A 0 SR AR N2 T A A, AR o SR AE SR ), L AT S A PR 18 SR 4 R 3K B e o) 0 o
L R BRI 8 SO WU 7R AT
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