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Abstract: Mobile node (MN) is reachable based on home agent (HA) in mobile IPv6 (MIPv6). This paper
proposes the active detection and transfer HA fault-tolerant method (ADTM) for MIPv6 networks. It defines the
conception of ring detection & backup chain (D&B chain) among HAs in the same link. An MN only backups its
registration information on the next HA in the D&B chain. For any HA, its previous HA and its next HA in the D&B
chain detect the HA’s validation based on neighbor discovery mechanism. If an HA is detected failure, its next HA
will take over the failed HA temporarily, then inform the failure information to MNs served by the failed HA. An
MN received the failure information will select a new valid and perform home registration again. For implementing
ADTM, this paper defines the data structures, designs the fault-tolerant algorithm and describes the procedure in
detail. It is proved that this method has less fault-tolerant time and less signal cost than the method in RFC 3775,
especially in the scenario of MN moving more frequently.

Key words: mobile IPv6; home agent; fault-tolerant method; failure detection; information transfer
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3 HA recovery

Al HA. %g F

Home link

1 - HA failure

2 - MNs lose reachable

4 - MNs resume reachable

Fig.1 The procedure of HA fault-tolerant
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Fig.2 The passive detection and recovery HA fault-tolerant method (PDRM)
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Fig.3 The active detection and transfer HA fault-tolerant method (ADTM)
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Home agent table Registration information table

HA_address HA lifetime | HA_preference MN_homeofaddress | MN_careofaddress | MN_lifetime |MN_backupflag

Fig.4 Definition of HAT and RIT
Kl 4 2 A RANNHE B E X
7E HA, Fis47 I 2845 5192 HA fault_tolerant(i) WL 535 1.
Bk 1 KU P R
Procedure HA_fault_tolerant(i) //HAy,...,HA, i BCHIR 45 03 5, AN 75 2225 18 i (X3 3t
¢ Timer(HA;_1(HA_lifetime)); Timer(HAi..(HA_lifetime));
While (HA;_1(HA_lifetime)>0 & HA.1(HA_lifetime)>0)

If (BEK E HA; IR 2 ARHE 50 B, T E HA(HA lifetime);
If (%) Signal_syn_HAT i1 J&.),Syn_HAT();
}
If (HAL1(HA lifetime)<=0) //K: 3] HAq 23k
HACE A G HE I 45 10 MN IV B A4 21 HAL, 1
If (HAL_;(HA_lifetime)<=0) /i3] HA_, %%
{
Multi_send(Proxy_NA_HA;;); //HA; K I6ACHE AR e B 2 3245 2R3k HAL, I T4k
For (each MN in RIT with MN_backupflag)
Send_to_MN(DHAAD_Reply); /il HA_y 320U 55 I BT A MN 3 7 HA L R 3L

}
Syn_HAT();
Multi_send(Signal_syn_HAT); //[f]25 HAT, 3T/ #& [ 515 &
}
TR B AR UL A SRR I FIR B R 2 B IE AR 2 Ml B ST RIS 8 R b A CARAE R HAT A
MR R 2 A BPR, BE AT HA ST RBAEM A HAVEIK S EIHE 5 /A E H S RIT JF
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(a) HA; hasn’t failed (b) HA, takes over HA; temporarily  (c) MNs; have performed home
after HA; fails registration on HA,
(2) HAg 2R 24T (b) HAs RS HAG B A5 HLAE - (¢) MNg 5 HA, Ly 5¢ R s

Fig.5 The backup relationship among HAs during HA; fault-tolerant
KI5 HA; ZERL TR % HA Z [ 210 % 3
3 AESHFIITM
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Table 1 Time constants used in FTT evaluation
Fe L oy AT ] F B I ) =

Toom  The resident time of MN in every domain

Tur  The lifetime of home registration

Tran  The transmissions latency from MN’s location to its home

Twait  The period that MN tries home registration before it can determine its current HA failure
Tua  The lifetime of HA in HA advertisement message

MES 2795 (K350 B AT LUF H PDRM T3 5 (R 0 A 52 M0 5 A Ak 5 (R 2 e M 2 i) AN /e 47 (S5
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FEfE ADTM Jy ZErp @R i 2 Ui FEAZ Tl B 56 2 Al 7.

© HEEREETOR

http:// www. jos. org. cn



REE #5 IPv6 MR 9 REREFT HAR

4.0
-&-ADTM &
~-#-PDRM ¥
35 *‘,"‘ 2
R -
X
R L
;@ 3.0 k .*_,sr“"‘_{ T
— e TR
L 25 rons. ==
L E(tPrs—DeI) -
n.—é"“i—é—‘r
2.0 V.o T
—4—“*'4'
_<4-
gttt
1.5
0 01 02 03 04 05 06 07 08
Trath (S)

Fig.6 The FTTs of PDRM and ADTM
6 PDRM J7 %A1 ADTM J5 % I 2541 I i)

3.3 WEHAR AT R AR

R B G OLUR, AT BEAT 224> HA RN 2 20, 832 70— AN HA Je % 0 A el e 1 98 A b T 5 J ) S AT HA 2R 3%
PDRM Jy & vy Z5 45 AR B — /N B I I 78 S0 A 1)y ORIAL L RE D) AN 52 22 HA BCH 1R 52, BRI AL T 22 HA
[ I 2R 30 75 ADTM J57 28 oF IR 4 40 B P AR FH A1 HA ] I 2 2%, AN 5% Wi 2 i A B (1 3l R A0 428 I 2 R 41 HA ] It
R 300 MR A A T AT 9 ACLR A 7 e HE R I ITT AR 2 HA B2 SE I 3R Ak Ol PDRM J7 58 O 254 HiE I, k7 0t
JE T HA 25T AL IR AN 52 52 0.

3.4 ZREMILSH

E(tP re—Det)

1497

Toom

Fig.7 Rrelationship of E(tpre.pet) With Tpom and Tygr

7 E(tPre-Det) 'j TDom iﬂ THR Z]‘Iﬂ m}é%

T AR 1 70 B, W] LU PR A R 42 HE ) PDRM 7 28 5 A SCH Y1) ADTM 5 ZBEATZ8 5 % LE (LR 2).

Table 2 Comparison result between PDRM and ADTM
% 2 PDRM 1 ADTM &34 5%t/

PDRM

ADTM

Reduce the influence of HA failure to

The same with PDRM

Object MNs’ reachability
Who performs failure .
detection? Mobile node Home agent
Method of failure The failure HA can’t be detected unless
detection its MN starts to attempt home All HAs in the same link detect the validation of each other
registration
Who performs failure Mobile node and home agent Home agent
recovery?
Method of failure MN obtains the valid HAs, sel_ects a The next valid HA in D&B chain takes over the failure HA
new one and performs home registration -
recovery on it temporarily
Information backup No Yes
and transfer
Transparent to MN No Yes
Infrastructure needed No No
Treatment of multiple Independent of the number of failure For the adjacent multiple failure HAs, the last HA in D&B
failure HAs HAs chain isn’t influenced, but others degrade to PDRM
Passive detection and recovery bring Active detection and information transfer make the valid HA
Conclusion the longer latency and the more signal take over the failure HA automatically, so reduce the latency
cost and signal cost
4 % it

2y 1Pve BMSUBRAE g SCT K S AR RO 0 2 Ak B e (B rh B A 7 R R T R B A sl
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PR AFAEARRRIN G AR R 2 T8 RS AL AE DT BUAT JLAR K 2 A A T VA IR B At b A3 1 38 A
THB) 1Pv6 (1 LB AT (5K S ACBE A 572, R PRPRAS IR 25473 8 (14 05 300 R 2 ARBL R DL EAT
R, 6B B4 AR R 2 B LRI BT & 0 40— R 2 RPN AR 2 A RS T s Al JF
[ AHOG MNCREAT I 35, JF 1 48 60 K 2 AQBIET I 434 2R 20 HA (19 55 30 1oL 3 30 1) 2R A 0 A0 e 2 el 7, RE S AR K
b AL A I ), AT A 2K 2 AR AR 000 B8 5 e mT 3 ak M ol Y 2 o 28] o G 0 3o 2L 98 20 A A0 B UE B T
AT AT R HORR A AR SCER I T 300 B 3 19 mE W), DU T X & B Z IR I TR . A sl
IF B3N A SR LR, B 8 5 FUR S AT K S AR 03 SR AR R IR T] 1) B AR 7 3 A7 3 1), W U883 1
R Z ARSI A Tk AZ AL T D0 I R DG A 2.
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