ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software, Vol.17, No.8, August 2006, pp.1775-1784 http://www.jos.org.cn
DOI: 10.1360/j0os171775 Tel/Fax: +86-10-62562563
© 2006 by Journal of Software. All rights reserved.

( ( ), 100876)
Time Stratified Packet Sampling Based on M easurement Buffer for Flow M easurement

WANG Hong-Bo®, WEI An-Ming, LINYu, CHENG Shi-Duan

(State Key Laboratory of Networking and Switching Technology (Beijing University of Posts & Telecommunications), Beijing 100876,
China)
+ Corresponding author: Phn: +86-10-62264949 ext 201, Fax: +86-10-62283412, E-mail: hbwang@bupt.edu.cn

Wang HB, Wei AM, Lin Y, Cheng SD. Time stratified packet sampling based on measurement buffer for flow
measurement. Journal of Software, 2006,17(8): 1775-1784. http://www.jos.org.cn/1000-9825/17/1775.htm

Abstract: Although NetFlow is widely deployed for traffic measurement, the sampling method of Netflow has
shortcomings: it consumes excessive router resource during flooding attacks; selecting a suitable static sampling
rate is difficult because no single rate gives the right tradeoff between resource consumption and accuracy for all
traffic mixes. An easily-implemented packet sampling method is presented in this paper, which samples a fixed
number of packets in the constant period with measurement buffer. The method can automatically adapt the
sampling rate to traffic variety and provide the controllability of resource consumption. Theoretical analyses
demonstrate that the new method can provide unbiased estimation with certain relative standard deviation bound.
Experiments are also conducted with the real network traces. Results show that the proposed method can achieve
simplicity, adaptability and controllability of resource consumption without sacrificing accuracy compared with
other sampling methods.
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Table2 Comparison of relative error of bytes
2
Aggregate flows HTTP _P2P  FTP  SMTP RTSP HTTPS DNS NETBIOS
Percent (%) 5648 1191 193 0710 042 0.32 0.21 0.06
6s | TSPSBMB [ 0004 0009 0022 0035 0050 0042 0028 0.032
w22) RSNF 0.004 0.010 0.024 0.036 0048 0040 0.031 0.043
ANF 0.003 0.009 0.025 0.031 0.051 0047  0.030 0.040
12 | TSPSBMB [ 0005 0013 0030 0044 0073 0060 0045 0.048
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Percent (%) 5313 1076 199 154 110 0.88 0.49 0.27
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(V/92) RSNF 0.004 0.012 0.025 0.033 0.038 0.055 0.057 0.076
ANF 0.006 0.012 0.031 0.040 0.039 0.054 0.058 0.073
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