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Abstract: The multi-step attack is one of the primary forms of the current intrusions. How to detect these attacks
is an important aspect of IDS research. The correlation research to intrusion detection performs mainly on the
following aspects: (1) reducing the false positives and false negatives; (2) detecting unknown attacks; (3) attack
forecasting. Especially the development of the third point perhaps improves the passive detection to the active
protection. Through the study on patterns of the multi-step attack, a detection and forecast algorithm is designed for
multi-step attack based on intrusion intention. In this algorithm, an extended directed graph is used to show attack
types and their relations, while the correlation is performed according to the method of backwards matching and
absent matching. Based on the weighted summation of correlation attack’s chain and the branch’s weights on the
logic graph of attack, the probability of the next attack can be computed. The effect of this algorithm includes the
detection of multi-step attack, attack forecasting, detecting unknown attacks, and reducing the false alarms. This
paper also presents the process of experimental and analysis result for validity of the algorithm.
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Fig.1 Example of the multi-step attack

1
2.2
( SR , , (
CAML) )
) . ,SRI
1 [7]‘ ,
;1 :
;2 ,
2 1 ; )
[ Address probe ‘]4{ ProtScan ]4{ Get passwd H PassCrack H Login ]
Fig.2 Intention format of the multi-step attack
2
2.3 1
( ). G s G={ V(G),E(G),R(G),W(G),H(G),L(G)}.
1) V(G)={V1,V2,V3,...,Vn}, , .
2) E(G)={ey,e€3...,}, ) v e=(VinVia),
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YV GV(G),
E(G),ueV(G)} v .
3) R(G)={R(v1),R(v2),R(v3),....R(v)} ,R(G)  V(G)
'R(Vi):{ r1,rz,rs,... !rki} '
4) W(G)={ w1, Wa,W3,...,Wn},
0~20 , v;
5) H(G)={hy,hy,hs,....h.},  E(G)
Ve eE(G),e=(v;,vi),3r1eR(v)),reR(vi)
hi(g,r2)=TRUE, g—r,.
6) L(G):{ L11L21L31'~~1|—n} y V(G)
JIN(v)={eye,,...,ad reR(v)

IN(v))={ ele=(u,v;),ec E(G),ueV(G)}

hi(rl,rz):TRU E,

v LOUT(v)={ ele=(v;,ui) e
Vi>R(V).R(V) v
V((.S) VIOW(V).W(V)
‘eohh
. r 0.

true, [IN(v))[=0O

Li(r)=qh(v;.r),

[IN(V)) FLIN(Y) ={e=(v;,v)} .

Logic(e,,&,,--, &), [IN(v) >1

Logic(ee,,....&) , H(G) TeR(v),
Li(r)=true, r o r
Stuart McClure (14] 3 :
(popularity) (simplicity) (impact). (risk rating).
0~10
0~10
0~20
2.4 2:
G CA,CACG, AAe
V(CA).
3 : T(r),
C(r),
C(r)/T(r),
P(r)
reR(v) Li(r)=true. Li(r) Fase h
P(r) . P(r)
1. : ro, Vi
2. : P(r),T(r),C(r), :
a) |IN(v)[=0, , P(r) ,T(n)=w;, C(r)=w;.
b) [IN(V)[>0, Li(r)=True, : P(r). P(r)
le re—>r ,C(r)/T(r) P'(r).

T(r),C(r):
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T(rp)=w+ 2T(r),
reeP'(r)
C(ry)=w+ >.C(r) -
reeP'(r)
©) [IN(v)[>0, Li(r)=False, , . Li(r) Fase h
True , Li(r)=True h : , P(r) ,
T(r)=w;,C(r)=w;. : oy [yl b)

re  T(rp),C(rp):
T(r)=w+ > T(r),

reeP'(r)
C(ry)= 2.C(r) .
reeP’(r)
, cr) )
Li(r)=True, b) P(r),T(r),C(r), .
3. : , C(re)/T(ro)  T(re) ,
| DDOS C(re)
n o, ) C(re)<T(re);b) n ,
n-1
C(re):C(re)x(l——C(re)jx 1—[1——C(re)J .
T(r.) T(re)
4, : OUT(v) Vi BREAK IN,GET_ROOT,DOS,DDOS
) re, r—=rp Li(rp=True,
P(rp), T(rp),C(rp), C(ro)/T(ryp), G, ,
5. : BREAK_IN,GET_ROOT,DOS,DDOS ,
G .G , G ,
IDS . , 65%
) , .G 65%
) .G
3
”(90104030) ,
MDFM (multi-step intrusion detection and forecast module).
3.1
, 2000 DARPA[516] LLDOS1.0
.LLDOSL1.0 . :1) i2) ;3) 4)
DDOS
LLDOS1.0 , DMZ
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1 , 18 202.77.162.213; 18 DDOS ,

’

Table1 Table of the attack records

1
Target address Event alert Intention Alert T C L
1 172.16.112.0/24 ICMP_PING_SWEEP IP_SWEEP 6 6 Null
2 172.16.113.0/24 ICMP_PING_SWEEP IP_SWEEP 6 5 Null
3 172.16.114.0/24 ICMP_PING_SWEEP IP_SWEEP 6 6 Null
4 172.16.115.0/24 ICMP_PING_SWEEP IP_SWEEP 6 6 Null
5 172.16.112.0/24 SADMIND_PORT_REQUEST RPC_PORT_SCAN 15 15 e0001_0006
6 172.16.113.0/24 SADMIND_PORT_REQUEST RPC_PORT_SCAN 15 15 e0001_0006
7 172.16.114.0/24 SADMIND_PORT_REQUEST RPC_PORT_SCAN 15 15 e0001_0006
8 172.16.115.0/24 SADMIND_PORT_REQUEST RPC_PORT_SCAN 15 15 e0001_0006
9 172.16.115.20 SADMIND_PORT_SCAN HIGHRISK_PORT_SCAN 27 27 e0006_0008
10 172.16.112.10 SADMIND_PORT_SCAN HIGHRISK_PORT_SCAN 27 27 e0006_0008
11 172.16.112.20 SADMIND_PORT_SCAN HIGHRISK_PORT_SCAN 27 27 €0006_0008
12 172.16.11520 SADMIND_OVERFLOW_ATTEMPT REMOTE_OVERFLOW_ATTEMP 41 41 e0008_0034
13 172.16.112.10 SADMIND_OVERFLOW_ATTEMPT REMOTE_OVERFLOW_ATTEMP 41 41 e0008_0034
14  172.16.112.20 SADMIND_OVERFLOW_ATTEMPT REMOTE_OVERFLOW_ATTEMP 41 41 0008 0034
15 172.16.115.20 RSH_LOGIN REMOTE_LOGIN 45 45 e0034_0012
16 172.16.112.10 RSH_LOGIN REMOTE_LOGIN 45 45 e0034_0012
17 172.16.112.20 RSH_LOGIN REMOTE_LOGIN 45 45 e0034_0012
18 131.84.1.31 DDOS DDOS 61 61 €0012_0098
DIDS ,
ICMP_PING_SWEEP 256 .
;MDFM , , 2.4
2.4 4, OUT(v) 7 BREAK_IN,GET_ROOT,DOS,DDOS ,
1) MDFM 3 HIGHRISK_PORT_SCAN , e0008_0034:HIGHRISK _
PORT_SCAN—REMOTE_OVERFLOW_ATTEMPT . 4, Ips
C(r)/T(ry):
2.C(r)
C(rp) _ recPRE(rp) — 65.9% .
T(r,) ww+ > T(r)
re€PRE(rp)
C(rp)/T(rp)>G ,MDFM , .
2) MDFM 3 TROJAN REMOTE_LOGIN , e0012_0096:
REMOTE_LOGIN—DDOS ; 4, I'ps C(rp)/T(rp):
2.C(re)
C(l’p) _ recPRE(rp) —73.9%
T(r,) ww+ > T(r)
recPRE(rp)
C(rp)/T(ry)>G,MDFM ,
3.2
, SADMIND )
, . 1 3 SADMIND_PORT_SCAN
HIGHRISK_PORT_SCAN , REMOTE_OVERFLOW_ATTEMP, DDOS
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MDFM 3 TROJAN REMOTE_LOGIN ,

€0012 0096:REMOTE_LOGIN—DDOS . 4, ™ C(rp), T(rp):
T(r)=w(u)+ > T(r,)=61.
reePRE(r)
C(ro)/T(rp)=1, AC(re):
n-1
AC(r,) =C(r,) x 1—% x|1- % =8
T(r.) T(r,)
C(rp)/T(r,)=41/61=67.29%>G.
MDFM ,
4
1) 12) :3) 4)
:5)
1) Unix ,
Windows :2) , ;3)
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