1000-9825/2004/15(02)0278 ©2004 Journal of Software %% 1 % R Vol.15, No.2

ETERAERBREREN OO

BET, B BEZ, IEN, IfT

(PR K% G BRIEL TREZER MM K 410083)

Payload Analysis of Rerouting-Based Anonymous Communication Systems

SUI Hong-Fei, CHEN Song-Qiao, CHEN Jian-Er, WANG Jian-Xin, WANG Wei-Ping

(School of Information Science and Engineering, Central South University, Changsha 410083, China)
+ Corresponding author: Phn: +86-731-8830212, E-mail: hfsuicn@hotmail.com, http://sise.csu.edu.cn/cise/
Received 2002-12-04; Accepted 2003-06-23

Sui HF, Chen SQ, Chen JE, Wang JX, Wang WP. Payload analysis of rerouting-based anonymous
communication systems. Journal of Software, 2004,15(2):278~28S.
http://www.jos.org.cn/1000-9825/15/278.htm

Abstract: Rerouting mechanism is adopted by rerouting-based anonymous communication systems such as Mixes,
Onion Routing, and Crowds, to store and forward data in application layer. With this, users can communicate in an
indirect way. Thus, identity information such as IP addresses can be effectively hidden against eavesdropper. This
mechanism, however, can result in extra overhead in performance such as communication delay and participant
payload, which may affect the applications of anonymous communication systems. In this paper, the participant
payload induced by the rerouting mechanism is studied quantitatively. By investigating the establishment of
rerouting paths in detail, a probability formula for calculating the participant payload is derived, which proves that
the participant payload is determined by the number of participants, the number of rerouting paths, and the
probability distribution of length of the rerouting paths. By applying this formula to a practical anonymous
communication system, Crowds, a precise expected participant payload 1/(1-ps)+1 can be derived, which
significantly improves Reiter and Rubin’s original analysis O((n+1)/((l—pf)2n)), and demonstrates that the
participant payload in Crowds remains constant and is independent of the variation of the number of participants in
Crowds. Simulation results are presented to testify the theoretical analysis. The conclusions can provide a
theoretical support for the design and implementation of anonymous communication systems.
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SHEAGY FAGIMNGTAE B E . ABREF A EAEA LN T A4 THAA AR BTEAEZELTFER
HELBEAGNERONAEFETEATERIELEERAAT RN ABOBEAKERT AR ARG A%
WA 4B E SRR B AR E B AR KL AR A BT R R A KT B Crowds R4 ¥ A 69 14K,
FFbAr s e RBHEAAA 1/(1-p)+1,73E T Reiter FAMI AR O((n+1)/((1-py)°n)),iEH T Crowds % L4549 M 5
RBRZZG T RASE n 69%oh, BA RAF6 T4 b il it 4y A FI0IE T X AT B 2L 4k 6 ki Fa LX)
B % W AR T BIIRIE.

KA MBRME LB E SR/

hEESES: TP393 CERFRINED: A

Internet E 1815 515 B 70 T B IE PR HUR R IT L 0 AATT T 352 3L v 1 22 4 5 BR A Tn) R0t 7B Sk B 58
HAE— S P H T 4% 2R (e-voting) . L TR AT (e-banking). HL T 7 45 (e-commerce), (R4 H /1 B FA R B E
JEA — b AR T B A T AR T AR W0 285 I3 TP A5 S A TR B A b TR T8 A 5 PR TP b bk A A TR A A
W55 R0 L AR T UA 3 Pl k1% 7 B 44 (sender anonymity), RIHR SCTG L4 S 36 31 L % 38 5 Bl Ty B8 42
(recipient anonymity), R[4 SCIGE il 5 I B L2 Wi 38 475 5% R [ 44 (relationship anonymity), BRI GV S k4R ST 1)
Sk 5B M. AT T 9T 35 A e ofE Rk T B 44 IR 45 T

HACOH M E 415 R 445 DC-Net**! Mixes!*!, Anonymous Remailer!®,LPWA,Onion Routing
11 Onion Routing I, Crowds!" A % Hordes!" 4% 3% & 2 45 24 5% 1 T % 1 ML (rerouting) 5 /800 5 B 78
HLH (padding), LA4R (I B 44 441 5 e ph (LA — Pl N FH 2 % R ML A e o R 4406 o 00 A A e — WOl
15 1 2 A EHUAE R 2 A7 6 3 0 B0, T T J— 4% H1 22 A 22 4 38 41 B 1 18 00 B8 2 Bk b 280 8% o 8% 422
(rerouting path). \\ ¢ {5 18 AL 26 1 TP B0 1 350, A B Bk 8 J0 v 38 A5 B S R a6 38 I/l e i 1 TP kb
A5 JEN DRI T, 308 455 S 1) B 415 S 4 A 285 it B i 65 7 0 o ) 42 01 R 0 00 o it ik 3 B 48 RS X R I
2R 45 A Mixes B8R IS4 2 2% 3 10 5 43 {7 /S .Onion  Routing B2 i S W 8 {5 HH 8 15 52 4K 2 18] 1 T8 {5 5%
Z:.Crowds U4 Web I % 7 1) 5 045 JEL, A58 ANl 1E 78 0 Y ¥y Web i 2R .

P HLEI TN S BUE R G B8, Wl AF L B0t ST T AR A TR S B R B R G
RETEAT 52 1o W, DT F 76 SE B B AR AU . Guan 25 R A (S BE A E A E R i IR TIEX BE RS
1 e 44 1 15 T B AR A JBE 1 9 R B 25 1 T B A4 A FE I ) 56 R U4 Reiter 25 ATHEL T Crowds & 4E
Hh OB B G AU N Wright 25N ERA T LRR 3 SRR 4400 A RGO B A S b RS Wang S AR T —
ol S £ 8 by 9, LA R B8 P 46 40 1 K B AR AR A5 B I U OV AR SO o A 1 R T B oR B 4B A R e K
RS T R IR E AKX A XS Crowd RGN E M R IEAHSE & it & T
Crowds ZR 4t 1 i 3 57 801K 2502 S B4R, O 38 0 4 L AR et 45 R AT T IR ik

1 EFERmmELEERSE"

Guan 5 N T 56T HE % th 4005 RGBT 48 T 48, A5 45 H o8 B 1) ) TR0k 3E 5N —
L
1.1 RGRE

BT HEK N E LG RGN — A2 REEE 2L EEHIE ST 2 MU 5 Rk 2 EE, U
LB E AR B IR e B S RIS E E LR CRE R SR ML — N T ES N E
K 0AE R G th W2 A AR B 44 IR 2 1 E VAL R B Y=y 0<i<n} LR AL v BRI
(participant), 2 48 1 3 BN | Vi=n(n2]1) 10 RGOS AT WIS — R BE I A,a0 1 /AN S 30 H n [ 8 — AN
B I 2 A AT AR, T R A 2 ) AT AR R 2 A RS R IR AR R seV 1B
B, FE A B W b A 8 45 1A BRI AR B A A R S T — 4% T 2 A R 2 ) Bk A T T K
B A, LA T P RN 2 Il (R ) B 0@ A5 8 S0, — 4 F I Hh 648 T LSRR b
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<S,Il,12,...,It,...,[L,}’>,
HrdrseV FrONMAE 19K %3 (sender),rg V A AE B (recipient),], (I,€ V,1<t<L) Jy H 4k 15 55 (intermediator).
L(L=1,2,...) 0 T % FH B 40 T 25 3o 10 v 4k &5 5080 H BRI A K B L kg s ) s B LA e, IR AR %643 A

Pr{l =k}= f(k), 0< f(k) <], if(k) =1Lk=12,..
k=1

TE—AN AT A, R G o 57 2 4% T B H B A T M Pl AR — S R L K R DR B R RN RS P
(P=1,2,..) 09 T % tH R A2 IO B0 H R AR — 40 B R R A2 B0 — U IR Ry — A e AT 45 53 41 28 (participant
[ m o 5 payload) Ay BLAN R B v, T AHH 136 B A1 55 A T v,

@ @ @ @ @ ; Recipiont PEDTHT LB B 5 11y 11205 4t B 0,

! iy F B 1 Ry AT R il A0 R
YoZ0X0 e

AL B RGO BH n=16, L% 1 #45 K P=2, 7

i @ i}@____; % B AR A 11=(0,5,2,7,11,8,r) Rl 1,=(5,10,3,9,5).
Sender b : Hrp it 0 5 5 95k I, ) RIEE BEKEE 5

! @ @ ! i Ly=5 1 Ly=3 58 5% 10 7 R G 1 i B 4% 1 R 1
i_, _ Anonymous communication system_ UCHRAE 1A AT 55 L 50 o= 180 S TEP 4 7

Fig.1 Rerouting-Based anonymous BB AR BB EAE g gk b R 1 AN

communication system RAT 4, B Fe=1 W B ol B M EZE W

M =
Bl Z3ERNEARERA J Reiter 2V M R B 1 5 T R B o i 2

1 AE 2 2 SR T B 3 S 5 SR 0 o5 4 AT RV 2 .

1.2 EERMEX

?’fﬁjﬁﬁﬁl—l—lﬁﬁﬁéﬁﬂ',ﬁﬂ/l\llﬂ ﬂﬁ*g%)ﬁ il 2 FIT’ Input: s, : Sender, Recipient
TR ST A S AP i T i R AR R K BT SR 1. Determine the length of rerouting path ;

2 Choose intermediators 1,,5,...,I;;

SRR Ay 35 A 45 1 sk s (Iength control Strategy);ﬁﬁ- JEH AR L 3: Return the rerouting path(s,l\,l,...,I,r);

w4k 5 05T A, 9T SR I SRS BR A B B SR I (member Fig.2 Rerouting algorithm
selection strategy).7F S by FE 4% 10 {5 2 48 10 25 1% 1 4909290, Ok K2 i E:

RS BRAR <5 22U HH B4 41, 72 Onion Routing T H, 2 b B8 AT R B8 S — AN 5 B00E, DU B K gk PR A8 s

A 2 ) SRS A A - 5 K SR I (fixed length strategy) 5 48 K SR (variable length strategy). 7t € K SR I& T, 7~
AR TR T E B AR A B O SR B R AR IO L MR 3 A

Pr{L=k)= f(k) = {}) izg k=12,..

Onion Routing 1 15 Freedom ™R H 12 58 G SRS . 15 AT [, AR K SRS R R AR RE L I M\ — W28 23 A0 1) 1
BB AL AR B X Bl S W 7E Crowds Y5 Onion Routing TT H SR FI . A% 3¢ 32 B2 AR K S 1) 475 100, 78 K S 1 U e A
Ry AR SR W R — iR 441

FH T R B 326 5 60 5wt 1T 43 Sk B B BE HL 5 I8 (randomized  strategy) 15 AF B M1 % 1% (non-randomized
strategy ). BEAL SR WS 44 81 B, N R S8 n AN I (BLAE R IE 3 B B REMLIE AR S J 6 o B 4 B (0 P 4k &5 R 3K pf 7=
AR TR TR R B AR AT AT e L ILER AR REAL NS AR AT S nE AR AR B BB AT T AE T S S U U G 45 e 4%
PR 45 . B AT E B T % i B 4 08 {5 &2 40, W0 Crowds, Onion Routing 1T 25K FH ) 2 Bl AL SRS, B AT Ky 32 2
B 3 Aot 0 0 EA T i

2 S

o PRATT S G T I o e A A AR G A AR b SO A T R B el A AR R G AR R
B 8 F, R SR B A T A Bl B AR B R LR R AE R s AT AL AT S e AN UR
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(n=1,2,..),P B M EP=1,2,..),0, NF m(1<m<P)4H M 47, A (L, B3 S b AL AR & (L, ) BT
] 3 A, B AN 43 Ari A

Pr{L, =k}= f(k),(0< f(k)< l,if(k) =1Lk =12,..,0) (1)

HHAGAERE MR v o F 5 v DRI SRR, b v, 75 2R 25 AT T8 3 ol A ok 2
B UCRCR S B vy 26 55 m 26 T B T 1 4B YCH,

F =R =3R" )

LT L T L T, KR WL EL,):
E(L,)= S kPr{L, =)= kf (k) 3)

k=1 k=1

SR FH B L 51 A 3 3 ol K AR N, 78 M A Lo gk g5 A AR GE R o AN P B AL, T LA
S B AR T, KBE S k0L v 7R AR IR i(i=0,1,2,.. k) IR I 4 A R %6 .

i k=i
Pr{RY = i|L, = k|- c;;(l] [”_lj =012,k 4)
n n

t 2 () FI R (4) P AR B 2Kl 8547 1, B kb, AR A% b bt vy MR ¢ IR R O
PriR! =i L, = k}=PriL, = k|PriR? = i|L, =]

(Y

T2 m &LEE N L, A k(k=1,2,. )00 S04 95 5 A A 28 R 5 A2 A4 50, T MR RY v, 7 T,
L IR

Pr{RY = if=Pr{RY =i,1, =1+ Pr{RY = 1,1, =2} ..+ Pr{R! =i, ,, = oo}

S PrlRr =i 1, = k| (6)

H138(2)s 2 3)RIZR(6), T BAF 5 F T3 T 15 1l 5 46 JR 0o et 97 M 2 24 w1 s B
T 1. AEHLT B I A0 ARG R B AT LR n(n=1.2,. )N P(P=1,2,..) 4 Tk 1
B0, 585 m(1<m<P) 5 T 1 B R 00 K BE S (L)AL} o 35 R B T LS 70 90 7 IR M A e

Pr{L, =k}=f(k),(0< f(k)< 1,§ Fk)=1,k=12,...,0).
k=1
7 5 G 3 I PR I AR I SR FH B L SR B B v 4k 5 R U R G AT — I vi(0<j<m) N IO B SR gk Fy I3
EL eV
E(F,)= (EJE (z,) %)

o E(L,,) 0 TE B AR 10 K B I B0 S B (.

F B LB 5%

ST 1 AT T B A R 1 AT A L, B SR I S R G R B ey

e h AR e P DL TR el AR A RE (R A S B A E(L,) T R . o T Bl B AR R L PR R A R S IE AT Tt
CE, R BB AT IIR], E(L, )02 D % 20 F F E B R T n 5 P SRR 44 AR 55 10 78 03 B H o 3 U REAT PR 1Y
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KNS DU 45 P11 355K AN 32 R, DA S 508 52 DR 00 8 T T AR AR A e A ) A J st IR B, 7 2L S 12 T I
4R AR R (K LA 8% ey B AR 2 H P 3EAT BRI B SCHRAT & B, Crowds IEZ & MHLHIE P=n, R EEH
TAINE NG n o P IR B IR AR GE B AT R AT e

3 Crowds RFHIM R G1E ST

AT FATTHG N L — 5 1 52 LR 4341 Crowds H s 51 1 61 #8450 1 T Onion Routing IT 71 % F 1356 % 55 s
5 Crowds 817, Crowds [1143 #7145 R [F]# A T Onion Routing II.

Crowds!" 2Lt — R 3 5 8% th [ 4% 0815 R 48,00 Web 3055 FH P S 436 3 2 1 44 T o (0 A 0. 75 B2 B 44 {4
) 2 LA 20N FR 58 A 8 0, 0 A DR 7 ) [ BT 2 1 P 44 TR 45 244 )ik
e B R — YK T A A N 0 SR e e o Ut i 7 Al 5 K 1%
W SR AR B R B AR AL HAR UK, R R P AR EIgT— A4
29 Jondo FIACERFE PP, T RUR B T A Hh ) U 4% B H A il A b
Jondo ] HTTP iKW UEHS Jondo [i] 2R 4t A 47 4 5 FE I BE 1K) B 12
Blender yEMFF3R1F R G T (17E 3] Jondo 3R S AH M 1) 8% 9. I 2ok
B A AR HTTP 35 3K i, Jondo M Jondo & B HLIE I —AN1E
5 4k, SR B B 45 1% J5 4k Jondo. 24 J5 4k Jondo 3R A5 3Kk, LA %

Fig3 Crowds system A1/ 25p <V R GRS e A W R ELBERAC S B AT
3 Crowds 55 5 Jondo 4L T 1 . 0K 17K 015038 6 o

WiZEEBBEEER.EWE 3 A Cowds & % n=6,P=6, & I o1 % 2 7 7 A
(1,5,serverl);(2,0,2,server2);(3,1,0,server3); (4,4,serverd);(5,4,0,serverl);{0,3,server2).

A LA 2, Crowds  H R AR SR W 425 1l i 1<, R ] B BIL SR 328 1 o 4k 25 . R G838 47 LUR A B 0T 1
TR AR A A2 T 145,50 P<n, il A S AT IN AT P=n. T F0 6 b A0 1 T RO 28 20 A Ay

mﬂwzk}iﬂm:ﬁ—pfb/*,%Spf<Lk=Lzm (8)
JUJ AT A7 51 T 6 o A K 1 M ST
1 1
E(Lm)zl_pf 3(Esp/<lj (9)

X P=n,HE L 1 W3R v, BN E(F)):
E(F;)= [ﬁjE(LmF EL,)=— (10)
n l—pf

L R0 2 Reiter! 2V 0% 2 15 by o 4k 4 AUV N B B AR KB TR v EIT A n 4B th 45 L
1 g S 3% 4 B — U, T LAF5 21 Reiter 5 SR Crowds 1R i 41 330 WIBAE N 1/(1—py)+ 1. 3CRR[12] P )52
BTG T 45 S SR IR A G R 20/ (n=1)(1—p,)> A P Bl 40 A7 45 SR EAT EL AR, AT U B, A SCI 40 BT
H TR ) S B R, SO0 T Reiter [R50 BT 45 L.

N T BE— D W UE T 4 L BT T Crowds RE IS 4T, IR T R 21 58, VB kMl FL A A
PUBAT IS, LU ) ¢ g —ANIEAT R, R A N O R e i A 45 2R — S B h 42, 06 0 n 4% BERE n 81 p,
(RIAN R IUAE,3Z AT 100 000 A Ji 3, 30 seABEAN IS AT J I A FE 45 050 v, I O SR, 193 B S8 F, B n, P AR 4K
b2 &l 4 FE 5 o, 7T G IRATAE B b W I 45 TR Reiter 23 AT 0 S B0 B R
2n/(n=1)(1-py)* LA S B A SCAF I S B 1/(1—pp)+ 1 THETHE 45 A9 20 1% i 2k b ) 4 po] DU 31,p,=0.8,4
n RIS SABIE F, /K B S AT AR B 10 E(F)=6 ZEASTE 5, L IR T Reiter (K S8 8 150 WK 5
A LLE B ,n=60,2 p, WK, SOBIIE F, 54300043 200 O8I 9 i 2 e A — B0 0 — R 28I T 695 K
(1 il 2k, FL 3 KA AR T Reiter (1503 1 S IR AR SO Crowds ) 51 80 40 HT & IE A9, % T+ Reiter )
SRR T B SEIE, A 55— D7 B IGTE T8 B 1 1 IE Ak,
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X Analysis result by Reiter
— Analysis result by this paper
% Simulation result

100%

80+ B
70 B
60 X o B

50 -

FJE(F)
x
X
X
X
X
*
X
X
x
X
x
X
X
x
X
X
X
X
x
x
X
x

401 4

30+ B

20 B

10} R

P T A R A T

5 10 15 20 25 30
n
Fig.4 Average payload F,/expected payload E(F) vs. Number of participant n (p,=0.8)
K4 S F 5038003 E(F) vs. 45 58 n (py=0.8)
150
X Analysis result by Reiter L
— Analysis result by this paper N
* Simulation result
X
100 : 5
£ .
S x
50 X e
e
y Kx,x*x
xxxxxxxx
MX"’“%XXX
0 1 1 1 1 I 1 1 1 1
0.55 0.60 0.65 0.70 0.75 0.80 0.85 0.90 0.95
pPr

Fig.5 Average payload F,/expected payload E(F) vs. probability of forwarding p, (n=60)
5 HEIME F/NINE EF) vs. HREZ pr(n=60)

SEAh B AITid T LLAG LR Z518 8 5G, Crowds RETIH R T R G il i B H n LUK iR AR50 H P (97321
X B F AR L T Crowds SR € AL T #% dr Bt AR 20 H P oSO R G R B n (2 B
B, R R E(FYTIAL R py B8 BAE RSB AT W) p by — AN EUE 1R 0, AT I R B 1 S 300 B Al D 8 i DX
WRA 2 AR G0 ST s AT I, R G A H I Bl AR AN 2 T BUR G il A S 3R A AR A AR G BB H
BEINAN 52 22 58 PP R B3 A PR R0 B 1, AT IR (3 R 4 . 2LV Crowds 2R 48 1 52 1R~ 35 7 380 i e B L py
PITHE—PRAE 38K py IR A2 AR KK 3 B0 AR I AR e i SR v R S s 86 K AT b A 52 o I

IS 240 o BRI AT A 200 6L, LAARA B4 1 R e e

4 4 i

AN SO o3 A 3 S B A R S A AL, S T R AL ) B A A AR R R

© PEEREBEAD

http:/ www. jos. org. cn



284 Journal of Software

BAFFIR 2004,1502)

ST 25 38 W T DU, 7 T T o 0 4465 AR T B L A DL R 8
F 50 25 A BB 0 0 DR e, 9724 R 97 1 1 0 B 1 B 7 0 4 Y B i - 3 04T ), L
16 47 IV D 20882 2 3R 3BT Crowds 1B 44305 2R 6o 10y OB 2, 15 1 7 P08 00 S0 B8 1/1mpy 1, 2056
o 4 AL S T 3 S5 00 IE A SR TS T Reter 195017 45 L, 48 WA Crowds 2 01, i1 T ) T84 ol B 2 3
HEAT T IR, 75 2R i ST B 5 Ol — L 86 e 8 1 93 25 A 5 S e R

(AT, Crowds R4 H A KL 1 AT 4e k.

FATHE 2D 00 TAR (1) MRAEA SRR H 959, 50 B0 AT B 44 T A5 R A Pk g R EAT DAk, (2) WFSiAE

FL T E S I A4 AR AR D R oL ST i AR G e A R A e

PSR ETE 1 B9IERA.
E s (6) AT LA B R B T

E(R™) =Y iPr{R? =i}

i=0

Hy 3 B
£
> Cia* 7 (bx) =(a+bx)
iz0

PR x SR, AT

k
MiCia b'x"" = kbla+bx) !

i=0

P N\ i
S 2] 2
0 n n n

4 x=1,a=(n—-1)/n,b=1/n, W (iii) 7] 1t K

mA3). KOMRGEv) 5

E(RY) = if(k)(f] - ngﬂk)k - [%}E(Lm)

k=1

th=X @R (v) AT 1
lr)- £le )= £ S0 | - S ) -
m=1 m=1
AL
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