1000-9825/2002/13(04)0567-07 ©2002 Journa of Software Vol.13, No.4
. *
BLP SecL inux
] 1
( , 100080)
E-mail: lwg@ercist.iscas.ac.cn
http://www.ercist.iscas.ac.cn
BLP .
, SecLinux
. TP309 CA
24 BLP
1 BLP
1.1 BLP
BLP(Bell-La Padula) (351 DavidBell  Leonard LaPadula 1973 ,
(1)
V=(BxMxFxH) , B (SxOxA) S ,0
A : el g IRrCR & ) w(C ) -( xM :
m;eA M S O F , 3 :fm
fo fs H ,
v=(b,M,f,H)eV, b=(S,0;,x) eB,xcmy;f=(fm,fo,fs) eF.
2
, , 00
« )
* : 2000-07-03; : 2000-12-05
(60083007); 973 (G1999035810);
(Y C2K5609);
(1967 ), (1939 ),
(1975 ),
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P:RxV—DxV,RxV “ - i ,DxV “ - " R
,D . (Yes,No, ) “Yes' ,“No”
o A(RV)=(Dm,V*),v ;v
3
BLP ,
(simple security), ss- :
v=(b,M,f,H) Ss- Jiff (s,0,X)eb.

(i) x=a x=e
(i) x=w  x=r, fs(s)>fo(0).
* (star property), *-
v=(b,M,f,H) *- Jff (s,0,x)eb.
(i) x=a=fo(0)>fs(s);
(ii) x=w=fo(0)=fs(s);
(iii) x=r=fo(0)<fs(s).

*

(discretionary property), ds- :
v=(b,M,f,H) ds- Jff (s,09,,x)eb,xem;.
4

1.2 BLP
BLP . *-

BLP *.
BLP . BLP
BLP : *. : : :

- BLP “
(write up)” . 6 y , e,

2 MBLP 7

SecLinux Linux , GB17859-1999
3 . SecLinux , .SecLinux
BLP , SecLinux , BLP
MBLP(modified BLP).
(1) MBLP
1.D , S 0] . ,D S

{su.s, Su , St :
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,D o, {Ou,0s,0v}, QOu ,Os
,Ov .
2.P : s P s, {PwP2,Ps,Pa, -, Pn} I=ps
P2 Ps Ps ... Pn
3. R , {P1.P2:P3,P4, ..., Pn} R {P1.P2,P3,P4,- .. ,Pn}
{P1,P,,P3,...,Pn}. Pi={pj|1<j<n},1<i<m, P i.
(2) MBLP
, v=(b,M,f,H) Jiff (s,0,X)eb.
(i) x=a x=w, 0eOusely, ,
(iiy x=r, 0eOu Ovsesy, ,
(iii) x=a x=w, 0e0sseq, ,
(iv) x=r, 0e0Os Ovseg, |,
(v) x=a x=w, 0eOv,seP,n 3
(viyx=a x=w, 0eOu,seP,m
v=(b,M,f,H) JIff (s,0,x)eb.
()x=a x=e ,
(i) x=w  x=r, fg(s)=fo(0) seP,,n
v=(b,M,f,H) * Jiff (s,0,X)eb,se{Su S}.
(i) x=w x=a, fo(0)=fs(s), sePnn ,
(ii) x=r, fo(o)<fs(s) sePp,n
v=(b,M,f,H) Jff (s,09,,x)eb,xem;.
H Jiff - V0,000, oeH(0), fo(g)=fo(0).
H .
(i) . 00, (s,0*)¢B,
(i) QD :
(iii) . S o, fo(o)=fs(s),
(iv) : S o, fo(0)=fs(s).
(3) MBLP
1. MBLP , Su,BLP
MBLP , se Sy, BLP
BLP  *- - n ' ) (
). ,BLP MBLP
2. MBLP , g, (double contral).
MBLP , R S=p1 P2 Ps P2 .- Pn
: «¢ ) :
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,MBLP
3. MBLP

Ov,
i) X=r ,seu S;
(i) x=a X=w ,seP,n

) ) ,MBLP
, Ou Os ,
(i) x=9, 0e0s;sesy;
(il x=a x=w, 0e0u,seP,m
, , ,MBLP
,MBLP
4, MBLP A
“BLP BLP .MBLP
(1) if CLASS(S)>=CLASSO)
then Read(S0) or Execute(S0);
(2) if CLASS(9==CLASS0)
then Write(S,0) or Append(S,0).
CLASY(S),CLASS(0)
, MBLP , ,
3 MBLP SecL inux
MBLP , SecLinux L MBLP
SecLinux , b MBLP SecLinux
, MBLP g
SecLinux .SecLinux Linux “ / " ,
ext2 . . , ( ) ,  Linux
(1) MBLP SecLinux
V=(BxMxFxH)
SecLinux ,
(pid) (uid) (gid).
SecLinux
MBLP BLP . ) () & ) w( ) -( ) ,SecLinux
n W x 6 , 1
SecLinux B  SxOxA ,
B . task
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) IPC
B , ipc_perm
SecLinux M Linux 9bit (owner/group/other)  ACL (access
control list) , .
Table1l SecLinux access mode set
1 SecLinux
MBLP File Dir FIFO IPC Process

r - - - - -

r r X r R r

re X - - -

a w w w w

w rw w rw rw W
SecLinux F , )

7{ ’ }
SecLinux H
(2) MBLP SecLinux
SecLinux , MBLP P RxV—>DxV
£
R.eR .R
Ry V.
DeD={Yes,No,?,Error}
,  Dn#NOo,Dy#?,DizError, R Vv, ,
P , v , OV MBLP
(3) MBLP SecLinux
SecLinux
SecLinux 3 ,
1 , MAC . "
' (TCB) , ,TCB

5 TCB

( USER_LOGIN  USER_PUBLIC)
SYS OPERATOR1,SYS OPERATOR2

( SYS AUDIT,

SYS_PRIVATE)
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R2.

ACL

e SYS RANGE MAX

User domain

® USER LOGIN

USER_PUBLIC

System administration domain
® SYS AUDIT
® SYS _OPERATOR1

&o SYS_OPERATOR2

.~ SYS_PRIVATE

e

® SYS PUBLIC Virus resistant domain

® SYS RANGE_MIN

Fig.1 SecLinux domain separation via system security levels
1 SecLinux

MAC(mandatory access control)

(a) (n (x) , , CAP_MACREAD
R1.
(b) (w) ; , CAP_MACWRITE ,
DAC(discretionary access control)
(© X X ACL , Xcmy, R3.
PAC(privileged access control)
(d) (w) ACL, CAP_MACWRITE
CAP_OWNER , R4.
(e) (w) , CAP_MACWRITE
, CAP_SETLEVEL , R5.
()] , , R6.
) , , R7.
(h) : , R8.
(i) : , RO.
@) 1 CAP_MACWRITE ,
, R10.
(k) J , ACL , R11.
(4) SecLinux
SecLinux Linux (root) 32 , , 4
C ) , 4
(5) SecLinux
SecLinux , 4 :
< , MAC DAC PAC ;

{}
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< , ;
<>
4
, MBLP SecLinux SecLinux
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Abstract: In this paper, a MBLP (modified BLP) security model is presented which is PAC (privileged access
control) oriented. Some concepts such as role management, domain compartment, limitation of covert channels and
defence of viruses, are introduced. MBLPis applied to SecLinux, which is a self-developed secure operating system
the authors.
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