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Abstract: Adversarial training, a key strategy for enhancing the adversarial robustness of DNNs, has been widely studied in image
classification but lacks sufficient research in object detection. Traditional adversarial training often relies on PGD for model robust
optimization. However, the iterative process of generating adversarial examples prolongs model training, becoming a major bottleneck for
deploying adversarial training in computationally intensive tasks like object detection. To address this, we propose an adversarial training
method based on NAG. By introducing the NAG momentum mechanism, it accelerates algorithm convergence. This method maintains
detection accuracy comparable to PGD-trained models while significantly improving adversarial training efficiency. Additionally, since

object detection mainly differs from image classification in object bounding box localization, we design an adaptive loss re-weighting
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strategy. It balances the number of adversarial examples from different tasks during training, restoring the model's focus on localization to
enhance robustness. Experiments on the PASCAL VOC and MS COCO datasets, comparing our method with existing advanced object
detection adversarial training approaches, validate the effectiveness of our proposed method.

Key words: object detection; adversarial training; momentum optimization; multi-task loss
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for t=0 to (T—-1)/K do

for m=0 to M -1 do
MR (12) 275 B ERAE o
for k=0 to K—1 do

% F () = ~Loarr (fo (x0.{B,})) A ®) it 57 X5
% F(x,)=—Loar (fo(xk,{ })) JRIE®) A x,flfl

}/:‘CLR(fﬂ(fll:fl’{ }))>£LR(f0(xk+l’{ }))

X=X + (- )X,
0=0-1V,Li(fo(Z.4bc}))
end for

end for
end for

ith: @
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3 BESSE

L= <N S I 7 = R = = G (7 TR -9 IS A 2= e > T W R S s 7 N L B S
VGG16 BT M 4% i 5B B: 22 HEAS I #% (single-shot multi-box detector, SSD)_& 3 AT %t Hu &4 P 56 IE .
3.1 LHIEE

A SCAE PASCAL VOCHY R MS-COCOM ! AN AT B ARG M 508 45 1 E AT 5256, 38 1 S T i S i Ve 4
{58 £ PASCAL VOC _EJTJESz86 I, FARUE R "07+12" Y 2R B IE (Rl VOC 2007 trainval 1 VOC 2012
trainval) I ZRAR AL, BT VOC 2012 MIHRKAE k2D A= B %o B RE A i 0 75 I AR 3 SR, BRI AN ZE. VOC 2007 4R
(VOC 2007 test) 347 & M PR 7E MS-COCO FJF /&S24 T, R il COCO 2017 Y ZRk4E(COCO 2017 train)ill
ZiA T 7E COCO 2017 B E£E(COCO 2017 val) k47 PEAl.

R 1 OSLIRHEE

B R THE FEA K Fm e
VOC 2007 trainval 5011
PASCAL vOC!H! VOC 2012 trainval 11540 20
VOC 2007 test 4952
. 1] COCO 2017 train 118287
MS-COCO COCO 2017 val 5000 80

3.2 M iEfRFIT LB

ARSCE R H bR IR AL 5 F (124 K5 5 (mean average precision, mAP){EIFAr b3, 2 A 22 3 HL R (9
0.5 8 T VAN AR BYRS T14 BE AR IR R ARG B2, T BSR4 B 1) mAP B, D9 7 PP AT e v SR TR A
BT BRI Bt (A )~ BT 58 ML R I Bk (Aoe YRNEE T (1 BLti (Class-Wise Attack, CWA) =Fh AN [ {54
PUBCE R 19 mAP A8 L AME 51 NBRLYI 25 18] R SPAN B RR A AR TR (105t B | 255k

Xof B BVE AL T I 2R B 4 AT R G0 450 SSD A3 FAT 5538 S LT XI5 A SSD A2 44 (SSD-AT-
A BRAFLIR Soe EHEATXHFIUIZ SSD AFAK(SSD-AT- A, ). RIS T — R SEHE ) B ARSI 1 2507
AT HE 45 MTDES, CWATP7RIT RobustDet ™ 4 SC TR J534: NAG,q,-LR 76" % 2 " FIbRAE il 25 28 T 1
WA 53 T NAG,qy-LR-free F1 NAG,q,-LR-K, /1 K & NAG,q, BRI EL
33 ZWET

AL SLG TV SCER[28] IR FF— BT A B I 2 2 & 7 2 0.001. B E RECH 0.9 BUE Ik Z N 0.0005
I B AL B T F#(Stochastic Gradient Descent, SGD)&¥AREAT Yl 5, 7E VOC % 45 LA I 25 K 30 T=40000,7E
COCO ##i 4 FAE A ZR kB T=120000, [F I 25 & 1 5 4% FIR & 45 B2 I R AL 0 2588 A i BR R ~E N
300x300 14 2 AH 70 [ D9 [0, 2551, AR 45 B8 42 M I E HEAT (w2 . I ZRFE 1) batch size By 32,8 HL X UIZR AT
BENLAEL L 16 AN T34 FF A A B BURE AR, B 5 5% 80 14 A 422 s — AL 5030 108 NS R )1 5, 3 0 B s 49 1%
AR E 1) B AR B TS BB, B R e B N 8 ARTCHTA Ak SL LA T NVIDIA L20 GPU,
ubuntul8.04.6 #1E 248 python3.9. pytorchl.13.1 F torchvision0.14.1 & H# 1 ¥ it
34 XWERSNR

AT S 2 TR 28110 S 90 W TH 5 I Je sk B XU ER T VEEAT XS LE, i T MTD SR I PR 0t $70 Il st
3, CWAT F1 RobustDet K" G "W H G, A FE W, AMALE LR EEME T HERKN B
NAG-LR-free #EAT H 4L 7E PASCAL VOC 2007 WA b 3Pl T35 BE AR MRS B2 kg P52 LA KOGT R ASE R fg )|
SR [], 25 Rk 2 s,
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2 {£ PASCAL VOC 2007 R4 b5 b S92 10 15 A mAP(%) S I 25 [ (min)

ik Tk A A A CWA Y Al
SSD 71.5 1.8 45 1.2 736
SSD-AT- .4, ¢ 46.7 21.8 322 - -
SSD-AT- .4, 51.9 23.7 26.5
MTD!?! 48.0 29.1 31.9 18.2

CWAT™?" 51.3 22.4 36.7 19.9 -

RobustDet 75.4 41.5 452 42.4 1462
NAG,4,-LR-free 75.39 47.27 56.94 48.81 1481

M 2 tal LU A ST IR 1 NAG,q,-LR-free JU-T- A5 4 el 32, H& R 1t RE#R B I 0f P 3i%, L
RobustDet #& 7t 1 5.77%~11.74%. I ZrI (8] 75 1, 5 % b SR ORI 2 P2 B A% S AR & R Y SSD A A )l
ZRIG IF) IN 1) £ 7T 52 52 Y5 9 AE COCO it die B &5 RIFIRR IR 1 A7 i 10 800k, ik 3 s,

=3 1E MS-COCO 2017 JAE & I 5 bb 592 19T 1% A1 &6 mAP(%) K I 2R H ] (min)

ik TEREA A A CWA PRI 1]
SSD 42.0 0.4 1.8 0.1 -
MTD!?! 242 13.0 13.4 7.7
CWAT™?¢! 23.7 14.2 15.5 9.2 -
RobustDet 36.7 20.6 19.4 20.5 1458
NAG,4,-LR-free 40.3 17.1 23.6 18.3 488

N E— 5 U E AR SC TR SRR B I AR AT EE T H AT A G HE ) RobustDet #5843 73 7E Pd X il 4k
(FGSM). "% % "5t BTl ZR(PGD-free« NAG,q,-LR-free) FFR#HEST BTl ZR(PGD-20 NAG,q,-LR-10) = Ffi 2 Il
TR T RE AR UG AN R B2, B T T e A v, FRAT TR A X B I GRS R T 48 5 31 5000, AR R FF
A RN 4 B,

4 7E PASCAL VOC 2007 MR AR AN A IR 2 1 4 A0 mAP(%) & VI 25 B 8] (min)

o Tk A A, Ao CWA IZRI ]
FGSM 75.92 39.38 49.65 40.81 1459
PGD-free 75.4 415 452 42.4 1462
PGD-20 76.39 30.37 38.75 31.88 2343
NAG,y-LR-free 75.39 47.27 56.94 48.81 1481
NAGa4-LR-10 77.10 41.55 55.27 42.99 1189

T 4 Bl ghEe O E ) PGD-20 F1 NAG,q,-LR-10 K I, NAG,q,-LR-10 A 2242+ 7 &8k B, Lt
PGD-20 & 11.11%~16.52%, 30K I Yl ZR IR 1A] A 2343 200 [ 2] 7 1189 43 fh J FEFR T 1 %, 3X W IE 1 Bl S0 TR 18
YD PR AR R BB 5 A AR R U RS B IR VAR R LB B T S = R B ) FGSM. PGD-free Al
NAGadv-LR-free M &L, R FGSM AR I PRE X B il 2R R I 5 58, 15 BT R 2 o) (R — ik 8dis 2 2B AR Ak 1)
AR, 5 B 51 BE L PGD" o 9 "5 P I Z50 22, 110 AR SC 1) NAGadv-LR-free 7E (R UEAH 24 I 25383 5 A 1% B A RS
JE [ TR BT, B 88 0K ) e v )6 AR S

BAVHE— ST IEREAR . BT HRBCEHRS A 2T & Bl fx A L a7 9L i 75 06
TAEE I SSD(SSD). #: T PGD-20 X 4TIl 25 ] RobustDet(PGD) FlJE T NAG,q4,-LR-10 XF T Il Z5
RobustDet(Ours) =AM B R 45 5, 40 2 Brzs. v DUR H, = AR B Y REAE T4 R A B i R0t B it H
R 24 53l R 1 TR AR TERT PR A BRI Z2 S 35K, e b AR i (1) SSD HE I T 7™ 1) 8 5 A VA 2K A0 43 284 i
5[] 1L T PGD-20 X B YIl 45 (4 RobustDet £ il 45 45 21 T B & 008 (H2 5 IR0 H T AR A0 14 = B Aw, BLAE
BEE /b & H br & R I E DL AE B2 R AR SO 3 U7 25 e 08 50 IR 26 [a] B, TG 18 SR AE T FE AR IE B W e AR Ik
BT el BRI AR



BB 5 AT H) Ak AL 5394749 B ARSI I 7 ik 2213

T HEA A

SSD

PGD

Ours

Kl 2 SSD. RobustDet FHA 3L 775 A Il A B4 A6 il 25 5

3.5 JHRASCLE

AT RIEFE T NAG 38T 1L (NAG,q,) FH 2K B I1AN SR B (LR) T 544 M 8 (¥ 52 0. 1 2, R 48 v R (0
Ga B S BUIN SR 2 AT PP AL 45 R WK S BT/R AE TR AR IR B NAG, 4, -free #H LG PGD-free B& 1 PR, (H 7E
P 2R B T e bR BT R T X B N NAG, g, J&7 46 R T %o 43 28 15 A5 5t IR R 5 4 B o 484
iR [ FE 1, 7E NAG,q,-LR-free fl PGD-LR-free (X L R B T NAG,q, B B TR SR B ER HL BT R TR
il ¥ Be F e PGD-free #1 PGD-LR-free K ILEIE A NAG,q,,LR tHAE(ZE B & F 1L 42 T+ 55 4b 5T L
NAG,q,-LR-free Fl NAG,q,-free, il LAE H LR BIIIAAEAF 73 B0 T RIPERRIRTE T 5.18 N E 4 (M 42.09%%
47.27%), BEALBE T HITERESR T T 4.2 4B 2 O 52.71%%1] 56.94%).3X 1 B NAG,q, A1 LR 2 18] 4£7E B F 4 F,
EATRENS H B A T M B B A X BT R R T R R e A I R K DAt L A T AR
FF.NAG,q, FI LR 51 N3G K /b &Il 2RI A] 2 56 4l B2 52 1.

% 5 1£ PASCAL VOC 2007 MR 4E _F X NAG,q, F1 LR 178 mlAf 50

i SRETEPN A Age CWA VEAG!
PGD-free 75.4 41.5 452 424 1462
NAG,q-free 75.38 42.09 52.71 43.87 1481
PGD-LR-free 75.43 43.46 48.54 44.20 1468
NAG,q-LR-free 75.39 47.27 56.94 48.81 1490

FLWR, T A TR Y I 25 UK B (T) LA B S5 PN 3 32k AR TR 0 () %o = 34 1A T 256 R ) BT & 2 119 52 1l 7
PASCAL VOC 2007 #(# 45 L4 L PGD #l NAG g, 7E TR FEA . @R B . /3R R Bt Al CWA il T
FOAS  25 SR P 3 BT B 3(a) AT K, AR S NAG, g, F14% G5 PGD Y1125 IR 2L 7E X6 HU BT 90 T S 0 1 B35
1% AR B N T 2 155,35000 $21% AR5 1K B R @ A F T AL S8 PGD kAR HUR 95 I, BE 5 ik BRI AR SC U7k
A2 BB X AAE T, (1) A SC 5 VR I R B A 32 1 58 A6 B0 R ROV Aff 28 e B 3 A T A% B 07 255 (2) M I
BEARUEL N ARSI vk R T4 88 75 vk, B A% DL /> (35 R IR B0 f A5 B4 1 i 08 B AR A IR b 5 4 4 7 1
PO, AR ST AR B T s iR AL 3() R T 0, AR S ER ) KB FURE AN RS TE 2 IE M R R, H A AR &%
ERERRTESC AR
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09 09
urs-cls == Ours-loc Ours-CWA

PGD-cls == PGD-loc PGD-CWA

o Ours-clean = Ours-cls mOurs-loc Ours-CWA
084" ;

— s |
0.6 06 ‘
. |

04

03 03

0 5000 10000 15000 20000 25000 30000 35000 40000 0 1s 20

AR (D ’ kA aui«t;xmm
(a) R I 25 R B0 A 00 s 5 (b) FE A 0 AR YR HIOx A Tk R 2 i
Kl 3 BRI SRR BT RISV SR IE AR IR EL(K) T PGD FIAR ST 7 725 i IV A5E 24 PR G RS P58 5

DN B RAE A A SC SR HEAT K I 2R R B BRAT TN B B 1 T=200000(5 A S bR E VI 25 I [8)) 1k AT 5
56,45 AT B 4 B ASHES IR A0 5 A0 2 TG A 2 {040 5 I ARG Il T A B W1 2 o 4 5 B0
PERE IR SR DU R 2L RIS AN IET 4(a) BT LU R AE 225 20000 $E35 AR 453 % i 26 A 1 B 58 T B, 1t B
IEI sk

I —o—Ours-cls —e—Ours-loc Ours-CWA

kﬁ

EOEST
=

(b) I TRS AR b h 25

(B 4
B4 KBNS AR DI S A 2 A0S RS 2 AR 4k fa 3 1

FANFRAVHE— L FL T NAG,q, M1 LR AN FEREARXE(K E {10, 20}). A [FHHE 4 (PASCAL VOC 2007
MS-COCO 2017)_E sz A0 ¥ I 4E A48 a0k 6 FISK 7 .

= 6 7E PASCAL VOC 2007 it 4E _E XA K {8 1) NAG,q, F1 LR ) 78 Rl ATE 70

=A7S FHREA A A CWA HERG
PGD-10 77.21 39.44 47.03 40.27 1165
PGD-20 76.39 43.72 50.53 4391 2334
PGD-LR-10 76.58 48.54 51.12 50.38 1167
PGD-LR-20 77.19 49.43 51.92 50.04 2343
NAG,4-10 76.95 42.19 55.52 43.97 1189
NAG,4-20 7721 44.70 56.61 46.21 2377
NAGia-LR-10 77.10 41.55 55.27 42.99 1195
NAG,q4-LR-20 76.90 49.84 60.47 50.93 2391

N

%z 7 1£ MS-COCO 2017 BiE4E EXIAF K A NAG,q, A1 LR 178 BT A

873 SRELEFN A Ay CWA E !
PGD-10 40.64 1.85 8.09 2.35 2186
PGD-20 40.50 6.96 11.88 7.52 4378
PGD-LR-10 40.42 1.79 7.98 2.05 2253
PGD-LR-20 40.68 11.05 13.71 11.18 4517
NAG,4-10 40.48 13.46 20.81 15.23 2189
NAG,4-20 40.46 16.50 22.24 17.48 4510
NAG,4-LR-10 40.82 16.31 20.46 17.24 2259

NAGag,-LR-20 40.35 15.34 20.23 16.56 4525




B AT hoik Ao E 538064 B AT x 9 4 7 ok 2215

MF 6 15256 45 TR B NAG 4, F1 LR 35 BEM 37 52 15 AS [ AR R B R 28 B0 1 & G P2 ZE %A N LR (1
UL R NAG,q, FE AL 1 500G (B3 25 PGD A1 24 1€ 8 14 B8, R I 8 B NAG,q, F1 LR S0 B i i,
WEW T W B — SR EVER N 7 BIEE COCO Hn &M it 45 Rk B NAG,,, M E IR T SR L
LR SRR L5 TP 3 2 0] 7T BEAFCE M R (NAG,q,-20 2T NAG,4,-LR-20),iX A B8 /& COCO #4f &+ H Ax RE
ALK F BT B AR, BT A BGRB8 BE 0 45T BE AT B/ LR AR 1 74T 45 [A) (4 2k 22
S AR R BURE AR B e B R Ak T R A R T 5 IX 43 (K H AR AT B AR T 5 /N AR B9 9% M R UNAG g, 7T
DA 70 S AN [ RS B s o (10 B RURE 22 57— 7 D, 3 B mT DA BR AR/ B A 1 /N RO BBE A6 FEE o6 o) 0 gk 75 1) /N
B SRR, DT 2 = A58 B S5 /I E A B A KRR 9 2 = LRI 06 1 0K H FR AR 00 100 K R B A6 88, 30 28 ] AT B30, 3k
RS I B 305 K E AR 20 /N A

4 B 4

ASCHRW T — MO H BRI O ZR DT 5L B IE SIN NAG &R & HE 4k 9 J2 B R AL T R W8,
I BN GUUNN R R 53— 7 L8 2 AR 55 B2 2K bR B 6 ot B, X5 0 Bt 17 B 0 BB X 5 67 A0 7 245 2K ik
ATE RSB T H ARAS AR TR 5 B 4k R B T A A SUHESUE ] 1 TR J7 15 5 G NAG S Sios A L
FIE, T 32 ST AR A B VE 15 08 J70 8 A B ST 37 55 2 ) AR TR TR 2R, 3 — A AT i SR 4K, O HLAE SE B P AR
TH PGD BT (RIRCR 5 — 2 0F FOT Bt & b vk (1 BRI SR A B R K R SC Ak 7 B i A SR A
8 8 E A0 A S50 B 22 S ik T ik A R FEE A 2 I 2 ok BT I Gk, T L 2 B A AR A U S5 T SRR B A% AT
b DR R RS e . BT SHOT 4.
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