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f%iﬁw: L LAAK IR K G R, 3%t T —AP R T B % B ok SM3 09 SR — K& 2 % SM3-OTS. 24 4 7
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KA%RT 29%. 27%. 26%, ﬁ*z'iﬁéf—‘?éﬂ AR RA. FaT, @it R A B % SM3 Bk, 1245 SM3-0OTS & R 4F

HIRETRERE ), FREIFT RIFeH50H
K H2IR): oA F 3k, SPHINCS ; %54 4 ; /RZSZ,;/ET%%%EJ
FEES5 2T TP309
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SM3-OTS: Compact Post Quantum One-time Signature Scheme Based on Chinese
Cryptographic Algorithm SM3

YANG Ya-Tao"?, YIN Fang-Rui', CHEN Liang-Yu', PAN Deng'

'(Department of Electronic and Communication Engineering, Beijing Electronic Science & Technology Institute, Beijing 100070, China)

*(School of Telecommunications Engineering, Xidian University, Xi’an 710071, China)

Abstract: SPHINCS' is a stateless digital signature scheme designed using hash functions and has been proven resistant to quantum
computing attacks. However, its wide practical application is constrained by the large size of the generated signature values. To address
the issue of the lengthy signature value generated by the WOTS+ one-time signature scheme within SPHINCS®, a compact one-time
signature scheme, SM3-OTS, based on Chinese cryptographic algorithm SM3, is proposed in this study. The proposed scheme utilizes the
binary and hexadecimal information of the message digest as the indices for node positions in the first 32 hash chains and the last 16 hash
chains, respectively. This approach effectively reduces the key length and the signature value length compared to traditional one-time
signature schemes based on hash functions. Compared to WOTS+ in SPHINCS®, Balanced WOTS+ in SPHINCS-0, and WOTS+C in
SPHINCS C, the proposed SM3-OTS shortens the signature value length by about 29%, 27%, and 26%, respectively, with a significant

improvement in signing performance. In addition, by adopting the SM3 algorithm, SM3-OTS exhibits strong resistance to quantum attacks
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while maintaining well-balanced overall performance.

Key words: hash function; SPHINCS; digital signature; one-time signature (OTS); post-quantum cryptography (PQC)

1 35l

BEEE T ERAR U GE R E, LG5 TR 4. B S, KBB4 B IR X il B 3 1 Ty 6
K T B T B eh B 1994 4K, Shor™ 42 H (1] Shor S35 — il A% im0 b A2 e 8 K4t ) AL F) B 7 B0
1996 4E, Grover™ 42 H T & 1% Grover Hik, J0iT 5 )Tl A 0 75 30Ke Tl A S K 255 ) 550 vk 2 0 0 ek 1) 42 4% J5E M
0" FEE] 0272, & F i SN f# H Shor FIEFN Grover Bk, & 45 it 2 8H S A B2 FGHFR 26 AL S92 44 i
T B, N AR e B, B TR T RS B B S5 S 5 (post-quantum cryptography, PQC) I
FEGIACTARBAEERE. 2016 47 12 H, 56 H [H 5 bR 5 HARHTEFEFE (National Institute of Standards and Technology,
NIST) 1E 3 [ 7] 4 tH SRS B & P2 i EALSGE B fE &1 3 80, DEE FRAE D ARG 5 A%
=7

2022 47 H, NIST M3 3 fo 5 FH M EIER ST E R, WPk E 4 PR bR BE, A3 1 A
EIN B SRR 3 U254 S5, 73 Bl R AN 53 CRYSTALS-Kyber” . #7454% 5% CRYSTALS-Dilithium™
FALCON'LJ % SPHINCS ™', H:1, Kyber. Dilithium. FALCON &3 T-4% B i o] S G211, 2022 4F, Yang 25 A\ 1
#TF CRYSTALS-Kyber #1475 L1 T —EHE T H S VPN IR 5, B T 5 & T %77 RIEM %%
S TREMA. XAT L& 3 FEig )5 %, SPHINCS & A — I T 04 75 SO B (M 250 7 %2 B 5 4L NIST
02 ek B S b A B fth 2 Ak Rk i B A 75 B RS S

Hul G & 735 RRBTLL AT HiD. T8 BT 28 DL T A iR 5 S B8 1 )y
R U1 BT 75 R BT IR B0 25 4 05 SR IR 285 44 76 PRI 6 VIE IR 1) f 4, L &2 A 1 5 AT 5, BT DA T s 735 5 1)
Her 2407 RPN AR BT BB AN E K5 & 7 %00 )7 %, SPHINCS U —Fh Ik 04 77 bR B 1
TR S B F %4 77 &, SPHINCS' 2 Fll F — K % 4 J7 & (one-time signature, OTS). /> IR% % 77 % (few-time
signature, FTS) 1 Merkle Tree! My & 1), — R 2544 75 %2y SPHINCS' 75 (A% O, — M3 T4 75 B B0 19— 1k
8542077 FAFAE AL PR 25 424 (K B 80K T 1, 335 B T SPHINCS "5 5 T W 7 b6 B TR 25 B 7 25 44 75 SR AE 52 B i
FH A A

AL TTERUT T

(1) Wit 7 —FloBr 95+ B % 503 SM3 5 & T — R4 77 % SM3-0TS: A7 i R H M B M EER —
BEHIE S, (binary) FI-F/N3EHI{E S (hexadecimal) 43 HIEVHET 32 Sk MGMEEM G 16 SMG A FETT AL E RG], T
HHAR L T ARG T e A5 A — IR 4 T RIS K A O B A E KR

Q) MR T Fr LT E S 5k SM3 [1—1RZ544 75 % SM3-0OTS RS i 528X, SM3-0TS A% - SPHINCS
H {4 FH (1] WOTS+. SPHINCS-o!"*'#{# i f¥] Balanced WOTS+LL & SPHINCS CH*d1¢ F f) WOTS+C, SM3-OTS
TR RS A EKE RAGEE T 29% 27% 26%, 24 MRS 3 B4R T

2 ERSMARINR

R FH WA A5 bR B PURAR SO RV (B 1) M3 B 28 4 5 Bt — AN A A 70 ST F A T i 7 S .
Suhail 25 A\ U1 Kumar %5 A U153 51 2020 4E50 2021 R4 % & T 0 AR SR (K350 45 o0 500 B 2 4 07
FICYE R % 22 AP I B SR 75 255 R ) &P TR 3 AN Pk SRtk AT T 20 AT, 0 Ik I 14 46 X 24 A 455
R JE T AR R g TR R R R B

1979 4, Lamport' V¥ YR HEH 1 56 T-04 A5 5 L0 — IR % 44 7 & Lamport-OTS (LOTS). LOTS J5 24 44 i X i
BBALHATH 4. LOTS J5 547 A, Ho— 2 07 RIGRAT 50 N ReAE F — 1k, 35 AT nT AR AT — 25015 2
BRAENIER A, & B, LOTS J7 RT3 8H Hge i — i KR F R A M AR UK AE K

il
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P EKEIETE K, GELAHNIERNZESE 0, WAHKNKE N 2xnxn, AHMKERFE AN 2xnxn,
FRERGEBRMNELEHKE N nxn. LOTS T RZARHARZ A ENKE S KIEREAESESLIRP R, FE,
Merkle?**I7E Lamport-OTS 75 & (I HE:AE B3R H T Winternitz — X254 77 % (Winternitz-OTS, WOTS). WOTS 77 %
W B T A EE (hash chain) 5 84 RAIE 25 44 5 S A KRFLEH, WA A5 BE e i — AN BE B R TR A s AR
B, AR S — AN OB — AN SIS A, 5 LOTS 7 2L, WOTS 7 E a5 S5 RRE R e B — 40
B0 LOTS 75 R aANE B AL BN n F G E, /£ WOTS FEFEH 2. 4 8¢ 16 NH B EALN N
n FHWIEFAE, B ARMAE T LOTS HEERME L EKE.

HT OTS J5 & HaEx 2540 R A1 — &k, MerkleP** 2 H T Merkle Tree %44 75 % (Merkle signature scheme,
MSS). %77 ZF|H Merkle Tree fIZEHP K —IRE L TT Y BNV IRE 4 TR, Merkle Tree A5 L& —Fh — X IG#
B, 7E MSS 77 2 Hf# FH Merkle Tree M+ 15 sl Bl — IR 4 77 RN AH, ¥4 Merkle Tree IR AR MSS 77
RHIAH, LIk —IRE L TT RBY BNV IRE L TR, 2577 ™ Merkle Tree 15 A h, W — R Merkle Tree A 2"
AN T A, X LR s T AR OTS R AHMME A E, Bl — & 8 h 1) Merkle Tree 7T LA HE 2" 4~ OTS
B 0] DL 20 2578 B Merkle Tree %544 77 R A RN ZE 4218 B FE N7 Merkle Tree M1 A X M Y —
TRE 477 S I 28 44 4B DA S st e IH 735 A5 B B AR BRI 2. IX P304 B H: R A i T Merkle Tree 2544 757 &1
LA, OTS HRZFTAWMAREZL LG, HHWMA R L OTS FRY R NZ IR T E.

SPHINCS /i Fil 7 WOTS+— K244 J5 % DL Je FORS /b Ik 4275 &, F-F| 1§ J& Merkle Tree f 5 20K H
IR N TEIR A I BT 4477 2. 2022 4, Zhang 25 A\ "PI7E SPHINCS-a 77 28 %t SPHINCS v i ) — Yk 26 44 77
& WOTS+iH 47 &tk $#2 tH 7 Balanced WOTSH, 4% T WOTS+— R4 7 RA MM B A E T T 24 .
A 4F, Kudinov 2 A U'I7E SPHINCS'C 75 % H % SPHINCS 4 i 1] — Yk 25 4 77 & WOTS+HE AT 7 Bt 3 ik 7
WOTS+C, WOTS+C B T JE A 3 2512 50 B, T A2 70 25 4 Bk v B 4 2248 J5 50 B n 271 O BE LB, 3 FH e A
BR 00T BB B B8 ATL A T S A RO A I8 AR G A E, T R — IR e A A e A BT AL B
%5l

15 A R 1 22 458 n =32, ] WOTS+. Balanced WOTS+. WOTS+C. LMOTS £ [#125 42 B K JF (Bytes)
LR 1 s,

R 1 WOTS+J5 &5 LA L BRI A4 K FEXT B (Bytes)

UES e S 44 A A FE
WOTS+ 2144
Balanced WOTS+ 2112
WOTS+C 2080
LMOTS 2144

Sun £ A PP S04 A5 0k SM3 B 0T SPHINCS $r 2544 77 2 4 F I WA 75 BRI, JE4 T SM3 si24gl
& SPHINCS' J& (AR S Sz g 45 SR, 22 W1 [H %% SM3 S00k Si 300 Tl B b A PR s 75 BE 8025 44 7 S 2 V) SERTAT (1. TR,
Sun 28 N\ P F [ 72 242 B 8 SM3 24X LMS (Leighton-Micali signature system) 77 % 51 (s I (I0G 75 R 8, 3548
H T RIS SEs 45 1. 540, Li NP R Gt 45 7 5T I 75 28 4 R I FE R, IR N AT 77 A R 20 11 3
TG (24 T R T B S

SCHR [10,14-16] XF WOTS+J7 R IRALIES) T 2T 064 R U 5 & T2 4 07 RARAEAb & 7T B AL, tonG A
B2 77 BRI T BB (BRI E 17 AR RN 2 A K FE IR SR R, T DA WA 5 B H 28 44 T I 5T
FARAL TAE I 75 B — D4 ik

3 EahEmR

ARG SM3-OTS 264477 ZHIFERIAIIN . FORKT S LUK 7y bR B0 A 2.
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5 UL IR 2 FR.
%2 Y
i i B
M 44 B SCVE B
H R4 77 AT B [ % L SM3
m 44 RIS EAE, m = H(M)
n BT FERN TS
PRNF POBEHLECAE e H, T AR BBE AL
base_8 VG0 A B AR 8AN LRy — 28 9 - 1k ) B
Seed BT, N PRNF A= BB HL L FH 1 #F
m_bin SR g HE R
m_hex R ER S HERIE R
KeyGen() B A S
Sign() R4
Verify( ) B4 U IE L
sk e T7 FRVH, R RN BAE R E
pk 52077 A, R RN B 4 A R SIE
24 BAEAH, 55 pk HH%E, W2 EHA L
o BT BRI A
ADV Wi, SE s
sk_size FAEH RN (Bytes)
pk_size NEAR/N (Bytes)
o _size ZAME KN (Bytes)

32 MEHERE

W7y B K AT DA AT 3K R A N T A [0 K B F i L i R — RO A 8 B e E Y. X
Fh g 2 — b e 28 WL, DR 9 BB A P 2 oz /I T N B0 25 0, A [0 0 3 N T e 2 Wi RS () ), BT AN 7T R
IER G SFe 0 5 i — B 5 NABL. — N IRAR NG A SR 08 B DL PR

(1) #aE v BRI RS B4 F— N R UG & 77 A A R R B

() AR PE: WEFHE T HRNE BIETE LA AT

(3) TemliE v R A FHME R P AN TE T 5 LR AN AT AT .
33 MAHEERRREM

WA R BN 2o A VA A M B4 T RIRFEA N e 2R, — MR BB EG W 3 AMER P

() VB — R BB i — R R B A Fe X T4 B A A5 (8 h, 7EA FRI I 18] N R BUTAT TR GG 3N x, 115
H(x) = h WAL, BL, T2 2 00 h, 3EUEE x 8158 Hx) = h B E _ERATTAT P,

(2) Push = R G B BUsE R GG A R T — AN 8 N x, TE-& F T R YR MR B — AN R
BNy, 153 H(x) = H(y). B, $FT[5E 0 x FUERE y # x, 33 H(x) = H(y) B8 R4 5

(3) Puiif e Bk Pl Beeh Y FE 02 76 -6 BE 0 I A] AR MEFR BB ANAS [ AN x Fy 4545 S AT ia A5 fE A
[, B H(x) = H(y). B, %} F BT x 2y, 33 H(x) = H(y) 7E3HH 5 R AT 171 P,

4 SM3-OTS 5 &

SM3-OTS 77 KH T 3L WOTS+ 5 Z&HH WA Ay B 45 M0 i Bt AT 25 44, SM3-0OTS 7 RA AN 4 K
WOTS+J R45 5 T KL 29%, XA EZ IR T+ T B L A AL R, #13 SM3-0TS J5 LAt 72 IR
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IFREE P EL WOTS+/7 B 5 KM R A& 7.

SM3-OTS 5 ZEBAF 3 NFEE: BHERE: KeyGen( ). 244 R E% Sign( ) R UWAFHE Verify().
FEAE ME AR — R ESH n 1R RFIN, G 1 RS Ho 5 25 4 2 AN (sk, pk), BAEH sk W R B R4 EA,
FFxH BT84, A ph v AATAT A SRR, BT 009 B2 2 /BB S I 25 44 A4 sURIR B2 AR 2 44 1)
HE M. B sk AN, B E A RTEE M RIS E o BAWIERIEEZHE M. M XN E4
15 o DL AN phi& 3 NN, 2544 30 0F 5032 T B0 IE 25 4 (B 1A AR, 5 2 (B A RO true, #5254 (BTG R0N
i false.

4.1 SM3-OTS /5 REHERK

T n =256 bits (L ESET, HHEM T Seed 1EANBENLEUK L4 PRNG BIFhT 05 4= 1 48 A Oh Bl HL
H: sko, skys ..., skag, A DBENLEC 32 775 IOV BEAL 7S 3k 6l BB B oy — DN AL ER, SM3-OTS %4 /7 R Fh4H sk
5 48 MRAVEHBR, 18N sk = sk, sky,. .., skys .

pk = pko, pky,..., pky. WAL R A AR FER B 48 KWG A 8E, 530N Ly, Ly, ..., Ly, BB FER A 256 Mk
N, FRAE A RE AR AR P ANBE T PG — AN BN RT AN ARE A E, B AR R N SN %A AR B
AR, SRS A RE R SUONAZ G A BEXT B IR A B, SR AR B B0 1 .

B 1 %L KeyGen HiE.

N ZESHn;
it RV sk = sk, sky, ..., skyr; NEABEA pk = pko, pky, ..., pka;.

1. Seed < PRNG /181 Dy FENEUR 4 %% PRNG HEBLRENLFN T
2. for 0 <i <47 /IR P A 1l 48 MARLEHBR

3.  sk; = PRNF(Seed,i)

4. end for

5. for 0 < i <47 /R AL EABLA: B B2 g8

6. pk; = H®(sk;) /ISR FAHIAG 255 VX0 738 A B0 A g R
7. end for

8. return sk = sky, sky,..., sky; pk = pko, pki, ..., pky /5 ZEHNT

WL 1 FR, TR N2 4S50 n=256 bits T, {FHBE T T Seed FIHFENLE K A48 PRNG FEALAE L 48

A n T BEHLEAE ARG, 735 48 ASRLFIHAE T [ % 523k SM3 i 255 RIS A8 SR B 48 A n TG A
BN R, LRI 1 PR, A BRI 2 P,

— SM3iES () HETA
L ~H
L @—0—0—0—0— - ~0—0—0—0—0
L @—0—0—0—0— - —~0—~0—~0—0—0
L @—0—0—0—0— - —~0—0—-0—-0—0
. K2 meAEEsi i

K1 SM3-OTS &4 R

4.2 SM3-OTS ZZ4% /K
SM3-OTS %544 4= B 4 1 I8 2L 115 2 LS B A 25 8 7 S I 2. W 3 o, 1 3(a) A4 7 RINIE A
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B, WG AF25 44 BE S A B A B S WS B 6 B A S a0 B 3(b) FRR T e, B B R SR AR L
ER B RJEERNELZ AT, AT E N SM3-0TS 42 1072 1 1 BAR w75 5.

564 PR S

L S S S G U U

P S S G

R S O S G ¢ + T

PO O S O 4

(a)”%?ﬁ'ﬁ% (b)§47xﬁ

B3 A g

T S 2 % SM3 AR A INTH B M A IS B m = H(M), 133 32 71 1T B ZE, 15/ m_bin
103 R B E R RS R, M m_hex T T VE B E M T NEERIE B 32 FATE BN ke 8
A7 R AT LAEE Oy 32 2H 0-255 2 IRV -kl 0. 0 PR S 90 A 480 I 1)1 30 A 8 40 R i 32 4R M A B Lo~
Ly, HEET BAL B R T, RS B EEST SE N SM3-0OTS 22 B IR 32 MELH, 18N oy, 01, ... 050 BT
“Hello World!”#&id SM3 53211+ 57 H 7 247 B8 9 0ACOA9FEFOD212AA76A3C431F793853CE145659CA1D14B114
E96C1215CF26582. FLiH 28 | A9 09 0A, #4452 325 00001010, T FE 2 1) -3 il 4 10, 4528 1 ASFA
FHYL sko i 10 IRMEASIZHAZRE | DMLY o TP 2 ANFATN CO, F¥f oy ki i 45 >4 11000000,
X B IE BN 192, 458 2 M FAHBR sk 1 192 IRIGATE HAG RIS 2 MER P o), TEHEE 3 DMFETTN A9,
By —HERI 25 R0 10101001, T H B3R B0 7 169, K58 3 ANFLEABR sk, i 169 IRFEATIZ HAZ B 2
MBI oy, DLESEHE, THELH 0-31 S A EEX RS2 B, N3 3 s,

®3 AESHEEL (FRIEE)

A A B WA E S S X AR index LEAS
0 0A 10 10 H'0(skg)
1 Co 192 192 H"92(sk)
31 82 130 130 HB0(sks1)
32 0 15 15 H (skzp)
33 1 362 107 H'7(s5k33)
40 8 92 92 H%(skap)
41 9 123 123 H'23(skyy)
42 A 98 98 H(ska)
43 B 46 46 H*(sky3)
47 F 100 100 H10(sky7)

o = H'(sko),..., H'3O(sks1 ), H'> (sksp), ..., H' P (skay), HS (skap), ..., H'O(ska7)

32 FHH BB AR E S 641 0,1,2,3,4,5,6,7,8,9,A,B,C, D, E, F F IR T, UL+
HE R EME T | A ORI EE SCH 1, s — MR WA E e N 64, T 0-F KIS0 R FTERL
BRAENENICERAER R, BEAN LRI B (S BB 255, UK 0 KM EE BN 1+4+10=15, Kt B H K
P B A5 BAERR 255 380 15, BRI sk, 15 RGAIBHARNE 33 MR oy, R 1 WM BREEEITHA
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362, K 362 #EAL 255 JE 1T 107, KEALHBR skyy i 107 IXMG A2 HATBIES 34 DEXHL oy DU, AR ITR
BB AE BRRER 255 5 BIBHRIE NG 16 %M MHE Ly, — Ly PHETT (AL B RIR 5], K2 51 BRI E Y m/E Dy SM3-0TS
BAETHIE 16 MEAY,ALH 03,053,049, WIFE 3 PR,

FitLh SM3-OTS 77 ZA MM LIEN o = 0,01, ..., 04y BAE BRI 2 iR

BOE 2. B4R Sign 5L

N FRELA T E M, RHES sk = sky, sky, ..., sky7;
Wit B4 o =04,0,...,04.

1. m=HM) /THEHEE M #EE

2. m_bin < m /¥AHEAE R )y — iR BIRXAFE R m_bin T

3. a=base 8(m_bin) /%G m_bin FHE 8 N N — N HIBIEAF R o
4. for 0<i<31

5. stepli] = ali]

6. o= H"(sk,) [IHEFABAEST B stepli] TXMG 7y 18 AT B0 R4 44 P
7. end for

8. hex_symbols =0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F

9. m_hex<m

10. for 0<i< 15

11.  sum[i]=0

12. for 1<j<64

13. if m_hex[j] = hex_symbols[i] /TT HEANAHFIIMEEE

14. sumli] = suml[i] + j

15. end if

16. end for

17. stepli+32] = sum[i)(mod 255) //¥EEA T FF R BLAS BAEHE 255

—_
o]

< Oiazp = HO P2 sk, o) 1PV B stepli + 32] YIS SAZ B0 28 44 B
. end for
.return o = oy, 0, ..., oy 1R

N =
S O

4.3 SM3-OTS ZZIF

SM3-OTS 254 Wik (1) #2022 448 Ok SR A S 2. SM3-0OTS A8 2t B FASH 2 i 1H B A e,
5 5% WA A P )9 A AT L B B A R A R R R Y 05, BT LA BB T LA RAAA T SEA3 B, [RIRE AT e 75 5%
)T s AR R TS RAT. BN ] 4 o 4 S A AR R4 B RV Bl 2 TG A s AR B, BT LURHZ
222 AN 3 VR A I B B AT A BT R A B R

{O—0O0—0—0—0—0
4 Ak
264 R 5L A P 6 44 A S 4 2 0, TR 5 S L R AN N R PR
3, TR BN TG U T 8 G ERE L0 32 AL TR, TR I B SR U T TG 0-F
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s BAE R, 255 5 _EIRAE B2 AR UERS 4 B 154 2. & THE A R A BEAR R W25 4448 A R, Sz )
A TR AR IIE B AR R IS 3 B, BL“Hello World! gl (125 44 56 WEA% B 3% 4 B,

BL 3. BALIAE Verify 5LV

BN HE M, B%1H 0 =04,0,...,04; NEES pk = pky, pki, ..., pky.
S B EA R true; B4 E TSR false.

m=H(M) //TF 52 M e
m_bin & m (/¥ EE N 30 BB XAAAE B m_bin
a = base_8(m_bin) /¥ m_bin 114 8 MR — TR B2 E] o

for 0 <i<3l1

stepli] = ali]
pk, = H55=5rl () /12542 B0 B (255 — stepli]) XIS HAF B0 RIS UIE A B
end for
hex_symbols =0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F
m_hex &m
for0<i<15

A T A o o A e

_ =
N o= o

sum[i] =0
for 1 < j<64

if m_hex{j] = hex_symbols[i] // TV AN FRHIM BE B

sumli] = suml[i] + j

end if
end for
. stepli+32] = sum[i](mod 255) /¥ EEA TR AL BAR BAE 255
kL, = HESSi o I 44 A B (255 — stepli+321) YE SR BIRE A B
. end for
- Pk’ = pky. pki..... pkl,
.if pk’ = pk

return true /2 25 4 (HA ROWIR [ true

. else
return false /4525 % AH A ZOUIR [F] false

NN NN N — —m ok o—m s s e
2 O N~ S © ® 30 L0 &AW

*4 WAESHEELRIE (BT E)

WA Ay B WEHHIEE ot LA index ISR A AP
0 0A 10 10 H255-10()
1 Co 192 192 H255-192(
31 82 130 130 H255-130(g )
32 0 15 15 H?55715(3)
33 1 362 107 H2557107 (5059
40 8 92 92 H?55792(04)

41 9 123 123 HS5 1237, 1




MLk 5. SM3-OTS: A FEZEHH SM3 W EARNESTTF—RELFE 4425

*4 WESHSELRIE G0 E) (55
J5s

e A B WEAE R BIE Xt A index LTI/ ERER
42 A 98 98 H?5%(gy)
43 B 46 46 H255746(4)
47 F 100 100 H235-100( )

pk' — H255710(0'0) ..... H2557130(0.31),H255715(0.32) .... H2557123(0.41)’H255798(0.42) .... H2557100(0.47)

5 REMIER

FEAEMA SM3-0TS B i&E b % 3 B B 7 (chosen-message attack, CMA) I A7 7E A /] £ 38 ML I, & 56 75 2 # i
W A R PR P 1] R T U A 1 T 25 42 T R e A VTR TR A B 0T SR ) M ORAIE T 4 S8 I P A B B VE A R
e TE AR RN, T 0BG P i ORAS R %60 N 22 7= 2R 4 [ (R G A (B, AR 308 SM3-OTS 1 %2 43 14 I3 2 B 1X Ha i 45
BRHCRETE b, B R BT # BB AEAE CMA T I i % 44, 84 ek 3w LUR FH G AN By det i 72 0 A v A 1R 4K
f1y B v e B e L o, SRS A R 8 P i A 4, T o RT R I I ) AR A A4 A i R SR R B e A B
00 lE i B ) N, X TR A R B R AR R B X R R 20 R, AT DLUE B SM3-OTS ) % 4 P Aff 52
AR T e A oK) B 1) e R G R DR OGR4 S A R O R IR A A T R W AR 2 A RO
O

TEF—FGBUL Pk, X F ADV FIBkEORAE S 2 fin Hh TH B H R R RN

Prly = fi(x);x —ADV(y) : x = X'] < Epreimage-

FESE SR I BkaR X ADV FiER A -H XS (x,y), ADV Bk T AR B 5 A SR x AR
BN x, (RETHA y.

Prly = fi(x); X' «<ADV(x,y) : x # X' Ay = fi(X")] < Esecond-pre-image-

SM3-OTS % it J7 G Xof A [\ 8 AR Bk A HR BT 8 7 368 9 PR i D SR At 1 22 4 0001 Wi A5 bR I A1t 1 28 SR
B RGO T I A BB ZEK . 1T Grover 8 2 BLVL I RL0R, WAy B L) 5 BT 2 A GO X /T4
Gr U B 122 A ). d A A A FBE (A A R BORE B8 SR B8 — R SR T HU R R BT AR it @ A 28 2 A ) DA K
d/2 BLi e T A R, Ui S AR — AN E R e A R, — R d A K R NG A R T BB a2
B2 Wiz A 90 UL K d )3 5 8122 A o0 fumt i 2

U — UGB TR B 3 0k N RN VE A y HE S AR x, B f(x) = y. BB # ADV g%
thi& SM3-0TS %4 o, 4 ADV AR BN 5 A pk, S RE BEE L4 o), B 25558l (o) = pk;, step) & Biti
R B Dy A G A MH . X R B TR N AR ph, Sl A A E T AN B o A R A R R

BB # R B iAok, Wil #H FER BT RN L R o, 2 o), (AN R 21T — 8 TR G 7 1%
YEJEAR 3] T AHIF AR ph, B f255-5eri(or)) = 2555 (o), IXAH 2 TR MR T P s bR BS0 IR TS B ik, R o B
FHRB T AN RN o, o, I H o, B o) SR A5 R 02 HAF 3 1M R % pk..

i T it 28 44 BN TT LUOE e e A BR B B0 26 — BRAR MO A 58 — SRR Bt Re R 10 22 4 et B

Puecess < Epre-image + Esecond-pre-image»
Ho, Epreimage S A BB — AR T (K R, & ccond-pre-image /I M 705 BRI BT 3 — SR AR MLl (1 R O 25 340
T HE ADV X354 T3 ZE AT F (106 A5 2R B0 Bt K BRI Pyecess VI 28I, JUI 35 B SM3-OTS J7 22 I FH IR e 75 o84
R — NS R A, RIUEH SM3-0TS 77 £ LN T R4 TT &
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SM3-OTS J7 ZE HIA% U BT A BRI BR824 455 R B5CHE VIF B ZE T i S L s i ek i . 586 F
b2 477 % (I RSA 1 ECC) ANA], iX 26 ii 77 e v] LA & 1 AL Shor FUV7E 2 T [A) P A i, {2
W7 B BB PE R 232 B Grover BE IR, Grover i — M T R B, BRSNS LT J7 ML B b 5
T2, (HABE 52 AW MNG 75 B L. B P SEHLEIL Grover SVEBEUL NG WA A bR BN 22 A P PRAR — 2. 2805k 3, H%
SM3 HERRIEHRAL 128 ML 22 A, (HIE i ENL b, X P22 V2 FRAR RN ) 85 L. X Bk AE & T Hl
TERB AR IE A5 BRSO R LAY/ I8 B, (H AN REA R A IR I 75 bR B0 22 A k. AR IS LR W] LI I Grover
SR BRAR E 5 SM3 STEL R 2> 2 4k, (B AT LAl # SM3 B3kt e K FE Sl kA, Fir bl SM3-OTS fE & it 5
AR IR 22 A T 4.

6 EHRSEBRYT

AFTH AR SM3-0TS 2544 J7 % (W 2 RH AR BRI 2 A (B RE, 35 HoAh = — IR 2 4 7 R A
B A R XL
6.1 ZAFEBRT

SM3-OTS %4 77 A EH NI R P Seed FIFF5 i A0 NG A5 MR BSOS AR IS S04 i, T2 BH U 2 48 I v 6 oA
HO6tAH RLAL SO A5 12 BAE K. SM3-OTS 77 ZRVAR ST A: sk_size = ix 32 = 48 x32 = 1536 (Bytes).

[FIEE, SM3-OTS 77 R AHNSTN: pk_size = ix32 = 48 x32 = 1536 (Bytes).

SM3-OTS 2544 77 S I 44 HUON S LG 7 B 1 (RIRE 1 . W28 44 B () B30 o IO M 3 % (0 B, BRIV R 28 44 7
ERHLE R, SM3-0TS T RZEA R N: o size = ix32 =48 %32 = 1536 (Bytes).

SM3-OTS J& & T WA MBI I —ME B F— IR FEL TR, A H/ N K8 R DR E R %
4. MIEET SPHINCS A f i ) WOTS+J5 % SPHINCS-o # i il (1) Balanced WOTS+J7 & Ll J% SPHINCS'C
1) WOTS+C J7 X JLF F IR — IR BT 25 4 07 BT A I B A KR AR T 29%. 27%. 26%, %544
PEREAS 2 W ST, X AR AT Bh T BRARAT i 07 T8 [0 75 3K, 1632815 T 244 FIEG TR 302, [Rlitk, SM3-OTS 1E
LR A A BRI R S S R I T B R /0. 3% 5 09 SM3-OTS S 3HAth JLRP G A B — Ik 4 7 RIS
HORSFXF .

x5 JIMELTTESHTLL (Bytes)

EEES KESH YRS FRERT
WOTS 32 2144 2144
WOTS+ 32 2144 2144
Balanced WOTS+ 32 2112 2112
WOTS+C 32 2080 2080
LMOTS 32 2144 2144
SM3-OTS 32 1536 1536

6.2 SM3-OTS {EHHh

ALH SM3-OTS 5 WOTS. WOTS+. Balanced WOTS+. WOTS+C 577 it 47 %t bb. AR IR ERL % 4GB
RAM ) AMD Ryzen 7840S CPU (3.3 GHz) [WEE{ 1% % Lig47, MAIAEL A Ubuntu 22.04 LTS. B 5-K 7 755185
Y05 BEPAE . BT RELE R BT R ET AL H1S26E 1, SM3-0TS $UF54 77 RIB4T
BRI R B R 4T, 5 NIST FrifE b5y SPHINCS 4 FI i) WOTS+J5 ALk, SM3-OTS fEEHA . B4 4. &
2 96 E BT 75 H I TEL 23 > T 27.2% 18.7% 25.3%, 5 WOTS. SPHINCS-a H11# A 1) Balanced WOTS+LL
SPHINCS+C i [ ] WOTS+C iZ47 A Z BN, 456K 5 FILME4 T RARIBAE KN KE, SM3-0TS
77 R EAT AR R A R AR
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18
A25 f‘a\l6
E 20 =4
= = 12+
215 =10
Y] g8y
x 10 E 6}
g s i
e ool
0

S & & L e @ NS N S CRRC B

O ) &) S O O O o o S o O

RS N RIS RO
& ¢ R
%&‘b“ OTS Ji % Q’,ﬁ OTS Ji %
Bl5 JURREE 44 J7 S8 5 A B (A0 LE K6 JUMh%:4 7 52644 S A) %) L

S N B~ &
A S m—

B 7 JURN 4 7 R A4 IR R (a3 HL
7 B4

BE S A 2 T8 A5 BR B0 — IR B 725 44 T RATAE AR A 8 4 A B K vl i, A ST T — s (R 5 T i A
BRE I — B 72542 5 3 SM3-OTS. %7 E4RME Tt WOTS K WOTS+J7 R ¥ = 1) 4, [, SM3-0TS J5 %
(R0 A B 1) 25 48 AR BRI . 25 4 S0IE R [RD AR T L3R W 5 R 4. SM3-OTS &4 )5 RN AN kB 4 {1
KR 1536 770, MORHOARHE T — MRk T-RG A BRI — IR B4 7 R 3K RS 2 E K. F, SM3-0TS 42
BET AT (11 B8 2 B ) A AR IE Y R U AR I UK SM3-OTS 3 BN TR ERER LT £,
DISE B TP A IR e BT84 7 RN A 22 Mg,
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