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W B AR THEENEATA P 2B RS EHGHMEFTEZRS BT MBI, EFREL
KIE. AW, UA % BAARTIE R E 7 TR FL R &, kA FIIRAM & 6 F) BT i3 23] 6 A= )5 6] [ F4.
I, %M LA Atk B R E R BER P % B A R PR T A K A3 S AR AT IR AR A S IR R AR KA
8 A AFIRAE 3T S N2 E AT R ATAT BB Pk, R — AN EBWaT e aeRIRG IR TH EmEF £
RFBC. £iZH £ ¥, R BABN KA E I AT LIRS, 53R T 545 BT E-0m Fa il o 69 K 4235/ S AFARR
AT R A KOS, BB P 3% KA BT R, RSB AR A LIk BT R B, R RSB R, BT
FwyEthte. puobh, FIA % K4008 P BRI R AETARAIE G, L ARELER L BT HE, FaBRasLs
KAL) 4 A AR IR R IIRAE ). BN F ROME R, 21T 4 5] 69 RIEY RFBC X #H7A7 & A4
5 Type-lll j& &) 184, 2347 & A48 F A8 % 7 %, RFBC 32 K18 E 48 & T+ Ffeilif2 2% . B4Rk, RFBC £
Ak 49 FL I 48 9 %) ODXT #= BDXT 49 28% A= 61.7%, 3% % #AF 49 it H 45 5 %] 4 ODXT 4= BDXT #)
21.9% #Fa 27.3%, W34 & AR 49B 12 T4 5 5] 5 ODXT A= BDXT 49 19.7% #= 31.6%. M B, % ~A-I2 3 69 b4 i
B Annt, R EGRA NI G T BDXT 5 ODXT.
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Abstract: Dynamic searchable symmetric encryption has attracted much attention because it allows users to securely search and
dynamically update encrypted documents stored in a semi-trusted cloud server. However, most searchable symmetric encryption schemes

only support single-keyword search, failing to achieve conjunctive search while protecting forward and backward privacy. In addition, most
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schemes are not robust, which means that they cannot handle irrational update requests from a client, such as adding or deleting a certain
keyword/file identifier pair, or deleting non-existent keywords/file identifier pairs. To address these challenges, this study proposes a robust
scheme for conjunctive dynamic symmetric searchable encryption that preserves both forward and backward privacy, called RFBC. In this
scheme, the server constructs two Bloom filters for each keyword, which are used to store the relevant hash values of the keyword/file
identifier pair to be added and deleted, respectively. When the client sends update requests, the server uses the two Bloom filters to
determine and filter irrational update requests, so as to guarantee the robustness of the scheme. In addition, by combining the status
information of the lowest frequency keywords among multiple keywords, the Bloom filters, and the update counter, RFBC realizes
conjunctive search by filtering out file identifiers that do not contain the rest keywords. Finally, by defining the leakage function, RFBC is
proved to be forward private and Type-IIl backward private through a series of security analyses. Experimental results show that compared
with related schemes, RFBC greatly improves computation and communication efficiency. Specifically, the computational overhead of
update operations in RFBC is about 28% and 61.7% of that in ODXT and BDXT, respectively. The computational overhead of search
operations in RFBC is about 21.9% and 27.3% of that in ODXT and BDXT, respectively. The communication overhead of search
operations in RFBC is about 19.7% and 31.6% of that in ODXT and BDXT, respectively. Moreover, as the proportion of irrational
updates gradually increases, RFBC exhibits significantly higher improvement in search efficiency compared to both BDXT and ODXT.

Key words: symmetric searchable encryption (SSE); forward privacy; backward privacy; robustness; conjunctive search

il

1 5|

L1 FARERREX

CAAE R — P TR RS i R B M AR R A1 IR 55 . R A7, B v DL BR A A P R 45 2% I,
Hed i P2 BEATTELR VT o). A7 RS B A S MBI TR BR Vi 0y R TE . RS m SR R 5 30
B EREER . IR, = RS AL AR TS B, ZAFM P S 42 AL By 55 A0 50 Ui 19 1) A2 B 4
J2 M DA B AT WA, A P B AL it 3 R RS, S T ORGP P OB B AL, — P I 28 7 i v s
I bR E AR T RSS2, 2 P S BRI T AT N B I SO, AEZ VRIS AN (R RS EOK

SRR AT 42 1% (symmetric searchable encryption, SSE)! & —Fft s 455 Fl P 75 25 SC_E AT 1o R0 o i i) A 0 110 25
g2 S5 i, eSS A OR FH 7 2010 DB AR FH S AR S5 4000 IR BeRL . A% e T 48 RN R FRAS 1Y, A SRS 3G, 52 032
PRAETEHT I 122 Ak SR, 7E Tk BB S SE RS 1, 2 IR %% 38 IR A 4T 75 ZEAM ST S5 S X AR )
R INET7 FAESZ IR i R BRE, =B AR T A FR A4 & N (dynamic symmetric searchable encryption,
DSSE)". #fij, —4% DSSE J7 A7 fEBRL ML 55 UG, FLAA K UE, B P S8R 5 I, T Al Sa it oG] . 412K (T
ISR S SRR R R A5 L, Tk 8 W AT AR FH I e S SISO N e et B, 3 i 2 4 .

A 17 B L BB % A O SO N T, RE RS BT 1A R g sl R R OR SR B A5 S, B B 3RE T
F A R &, WICVER E 5 I B, S, T TRt AR 5 50 M BRI L R e B,
TR T T B I R . i 10 B R R 8 B £ 5 48 (48 2R T 040 2R 803 2 W ok 1 2008, ARG 22 M (3, IR
7] B2 AL X453 4 Type-1. Type-11 Fil Type-111 J5 M B2 FAIX 3 ANEEL. X PIAN 22 & VERE 2 0048 H, {57 23238 A 108 T o
T J T B A PR P 48 2 7 .

V200 )5 R B FA 48 2N % 7 RE IR TIOR3 FH P AEERE B FA, (B R 2 7 RA R 2 REIA MG R, &
P P AR 2 A G BRRDRE TS R IEAN SO, BT AR SRR B G B ] A i, T FH P 5 BE0d I 2 TR i) KRR A g
SRAF AR SO (Rt B OCEA) AT 4 2 7 R R IR+ 2B, ALK,

SEAh, IR 1K 2 41 DSSE J5 EESERINE P o £ 22 (1 5 H 18 SR A2 & B, A2 WL ST ISR A B A A7
FER SCAFIZ PR ARG L. 2400 8K AN 3 BT 18 SR I, 2 S BUIR S S8 A48 T AR B AL RE I T B, IR PEAIRR
G EFEIE, B PRI ER. 0, Bl IR L CHE B4 e ) DA 3 AL R TR S, LB E
KRG RBCE B . W, 75 R0 &R 2 T RN B —.

PERRATTRT R, 5004 RETE W 2 A5 ) Be AL 00 (R B, S 22 S B 1] BB - 2 V) AR A AN -5 38 1) B BT 97 R (RO 5 R
RIS ZR N 77 5. Rtk SEILEFR T [ BSRAREG AT 4 BN A A 4T 25 v B e A R Y — AN T APk R. T
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RN ZEWYE (robustness). BT [FAIFEAL (forward and backward privacy) FE:S 2] (conjunctive) [ 8, 3k
TR IE A 5 R Em PR FAE, ASCIRE T —NFR8 RFBC HIE A & 1107 /5 [ 2 FA DSSE 77 £.
RFBC BEWTE R P il R IE A A B UHNE SR I AT S 3, (RAIEEHE 1, JF RE 08 RIS SRR M 2 & 5 5 24, K
S E TR T

(D) BT —NEAESEEREG MR 2248 B3 BCA W AR T8 N85 7 € RFBC. 14077 SR8 881 /2 11 1)
Fafh, FEAEABUR RS A MIEIL T, W2 Type-1I1 J5 I B FA.

(2) ASCHTHR I 77 R 3HF 2 S BRI B A B0, [FIB, AR 7 R B Sk, BT RAEGIERT S Mk
FEIEGLT, REE8 AL 2% P i i) — LSRN A B B4R AR 1E 5K, Lot CE N i SC A kAT 3 2 T N U BR AN AR AE (1 3L
45,

(3) 55 FHoAth 35 2 B H 14 AT S 1) 22 42 1) DSSE J7 ARG, ASCTHR HE 107 Rt ST B 2 BRI, I FLdA(S JF 4
B AR R b B — .

1.2 HEXIE

A RINEFH T ZAFE NS, FEAREFHSNFRAT R INE . SRR AT N2 1 B FA R AR AT 4
ZINE 5 1 R B R AT 203 LA K 22 Th B PR AT 1 B e K T 4 2 o s 2 %),

Song % N AR H T SSE J5 %, (Hi% 5 RAEPATHE 2B R 75 324N 3 SO 1M 5 8505 B 1 H 5508 5 P4,
DRI — ) B, Goh 25 NPT UUR I TR T IEHRFR 51 ) SSE T, %77 £ BAAEEA S A SR ILAS, 20
Ty 753 I3 T SO LA SE AR 2R, SR IRTHE R, BEJS, Curtmola 28 A\ VOSE TEIHER I 8 7 B W& M5 5 4
JEI SSE 5%, JFWIHA FE T SSE I bk brife. Bk, IR 5 45 A% SSE 5 E BT % . Cash 25 A1
BE—2E4RE T SSE IIThEE A, 4R 1 T 3L AR /R & 0 SSE J5 &, Lai 2 A\ "R A OXT Z5# MY, #2107 — A TTka
BAH R R SSE H&.

FRAS I SSE 75 %8 BEAS 47 05 S0 42 10 B, AR 0 v G T T I AR B A BRRATIE R L DRI UL, IX MR T R A
SEH. AT SCREINE SRR R TR, FEA R T AN AR R % DSSE, € R VER S e RS A8 P AT R
TS ok B A % 2 3 . Kamara 25 N P H T 8 A B 2R M8 R MCR 1 DSSE J7 %, (Hi%07 Mk 1 224
P, 76 T B B2 R OB A 45 L. 5 oK Kamara 28 A\ WPUE B4 S S5 MRG0 T 5 RABRAL R BE 71, 2016 4F,
Zhang 25 N\ PHRH T SCHRE AT, FRPIAN T RIS REARUIZ I . %30T 5 S8 i R kAR p i R R D i
B AR R A BRI ST, — L% P o T 28 T IS Py i SCAE, B A R R HE AR DGR, T ZE A AR B SO
7, AL D SO iE SO R AT s e itz M. £ R gy, S AR T e mr m R R AR, BRI LR R R
WAL B AT 9, O i DSSE 7 R AV B B4 .

Stefanov % A Ot i B RAHEAT T 30k e S, IR T A 1 ANATIAIBEARL DSSE &, HiZ i Z T HEAEE
T B 3 2 4 KA A T S O K I T ST 4. Bost 25 N MR R 51N T B TTHER s L, B R T AT AR AL
DSSE J7 &8 Z K, R 7 B & T A28 5 A FA T IR 6] 7 AR &R, s Wt A I T 2 &
R B AA DSSE J5 %, Kim 28 A UHE 7 56 XU 5 S A ) B2 RA DSSE 7 S8 9F S5 B T L AE 1 SO .
Etemad 25 A U8 5ok 70 45 K38 2R 2 5 00T O 28 7R 45 I 45 2 FO B R ARAIE AT 0 PRl X 5 RKZ A6 T A%
G, S8 AR R, R, Song %5 A UIFE Bost 25 A Ui 23Rk b, T540FI G R G B e T SR 1 A%
fRAT], $2H T FAST 5 FASTIO &, it — D6 T DSSE 7 R ¥ S5 RN MR M2, ZH07M kR
F DSSE J7 S BB 8 I 4% 28 il sz AP 23 (02 5%, Zhang 25 N ST 7E 2% R 55 2% % AT NS LR, R 2 4
AW R B T AN ATIRIE A AT A B R DSSE 7% Yang S5 A VR (12 % P s il ) DSSE &, fe T
o FRB& ) 085 (symmetric hidden vector encryption, SHVE) 577 il S 28 AR, [F i ] ODXTESRARAIE R 1] B
Fh. Yuan 5 A\ U5 0380 7 XA A HHE SR MIAL, 457 7RG RAERITE. Mei 25N PR T — M
Xt 22 %% ;i ) DSSE 57 %8, [RIARAIE T %5 7 SRR 45 28 B B R0 BefA. Kamara 25 N PI5ET OXT 4544 U R H T 2 2%
SRR A R BT R, BARZ T B ARAIE AT 1 B, (E FR T AR R d S DAL T 72 A S K SRS, Wang 26 A B4
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7 Bost 25 N\ "V RIWFEAE b, ST TSR TR, BARZIT RALE SRR B, (B AT I A B SR JFAE AT
PRI 7 H A H &%, Lk DSSE J7 & BARGESCHLAT (M1 B AL, I A 585 MR AL, B ik, 7)< s i R FA 1Y
My

Stefanov 2 N\ L SESIN T 5 MBS AL ROME S, 30U J5 S22 R BE 48 75 e i BRI SO B, (B IR AR SRt
A5 %, HJE, Bost 8 N PR IR AN A ) 22 42 J2 Uk, I FH Mk 5 R B VE AN R 2 T 3 FhR A [ 5 B AL, B Type-I.
Type-11 5 Type-111, 3+ LAY IE A B DSSE 5 5. HoHb Type-1 #4t T & s S 1 22 4 1R B, 0S5 #5 AR IRAF
oA N\ B ) 0 DB 3R] BT K Type-11 A B Type-1 22 4RI, A2 55 7 S8k 18] 1 B 58 i) i) T Type-111
1E Type-11 BI5EAil b, 3 — 0 EE T &M B bR 1R 4506 B2 TS AR IR AT S SLEE BT I). Bb )5, S mIBRFA R DSSE 77
FARLK . Sun 25 A PR E T — N Type-II1 J5 [ B2 %A DSSE 75 % Janus++, %5 50 FHRHFR 28 N 25 5K 3k
PEEE A ROCR, (A SIS 5 B SO BB RRE B, K B R 1 2 it BT A5 BE M. Chamani 25 A\ PR EE -
B 3 FORE ) 22 anm i, 3T B M3 AR #iE Mitra. Orion Al Horus iX 3 4~75 2. H A Mitra i &2 Type-11 J5 7]
R, (HTE VB (& P imfE 4l — KA R 5 75 B0 AR M BRI i OB ia] 5 SO AT BN %) B BEARTE BRI
FF48; Orion i /& fix i Z A 1 Type-1 J5 B AL, 18 38 2 F0 58 3 R BUIK; Horus 243 T Orion MBS 20K, (H
T EAGH A Type-111 JG [7 B Fh, 35 HZER KT8, Hoang %5 A PYKyiE T DSSE 7 % IM-DSSE;; fl IM-
DSSE,.y;, Pi# 353 FF Type-111 5 [ Fafh, (HI 7R RT3 5385 7184, He % N5 Demertzis 25 A\ P& IR T
FEAR A P o A FF 41, 38 1 T A W 380k P oA i85 10 J5 a1 B FA DSSE 77 48, (H P # B2 g #2 @ f5 7
B, Sun 5 PN T BRI AS TR, R T AN AL BT 1A BERL AT Type-T1 5 FIBE AL DSSE 75 % Aura, {475 —
YR P - AR 55 88 28 B RN AT 58 A 2R, (ELARUEH 26 BV S A vy b, — BB RIF ALER R T TS AT PR B E SE IS )
B HR 2 B2, Zuo 2 N BORI I R A i A Az B 2R 51 B BRI BRI E T Type-1 J& B8 AL DSSE 7 %.
Wu 2 A\ PTFI ] ORAMPYY LL-tree #4317 — /Al & 1B AL DSSE 7%, (H52 ORAM 5 R, 155 5 3015 T 4
K. A DSSE H SRR ZMRBE 4508 5 0F, SECEH M RPCRET, HRR TR E, shZ &
REES. WAL, PR B BIR T S 2 ThARE BTG R B AL 75 . Li 2 A PPRI A 2 X MR e AR, Xu A M)
) FH AT BECHT 2 B 0 O BE AL BB L, Beih HE SO RETE 2 ThRE B R G R Be Rl T 2, (543 A TG T S5 TR S5 0 ok S AR i 2
2 1 5 2R AR B S B ] 9 2% e PR )

Patranabis 2 A\ P/-F 2021 4E42 Y BDXT H1 ODXT, ¥4 AL Bl 5 [ B L 1O IBE & mT #8267 &, Jod ODXT
FT OXTU I RIHE B ST AT 5 1) B A, OXT M) L5 “TSer” 5 “XSer” WA HNES B4 e, 43 9 Bl T 3R BUIE-& 25 ) vh
AR AT B 370 X 7 P SRR R LA B I S A2 75 3 B 7 1 P O xSRI {EL2:, Zuo N MR Y OXT 45
FAITE BB A 725 10 BRI 170 R 5 T A7 — 52 B, RETMT 875 1 ODXTVPO/E4E s 500 N AN SR BE A A 0 (R i I B,

K2 HOAT I8 BN T R AR SCEL B, AN E T R 24 i SCEAR IR 4. Chen 25 N ™14 HI 1) Bestie J5 5
IO 7 X — R PR, SCEL T EOE R S AN R R, (Hi207 A0 2 Type-TIT & [FIBEAL. Zuo 25 N WIS = W &5 #4
e T — A LT FE 6 00 5 Rk DSSE J7 K. Wang %5 A 45 4 LT TSR 50 HE 2 51 oA R s
REEBAR, 3R T 25 18] D R A 1 1) DSSE AR HR 75 %8, Xu 258 N W] R 3 22 23 B AL b it 7 — /S RERS SiE it 55 -
W ok i) DSSE J5 %€, Chamani 25 A U A TR A M B4k b 28 T 1 2048 R 0 1) 7, JR4 H 7 OSSE Al LLSE #§4™
J5 %, (X PIAN 7 S48 BB SCREIN 1 22 5020 S B0l A5 TF 50K, Tang 28 A\ YR AR K (AR et € 4% . matryoshka
T e 2% DL R AR 2R R R T — A A R A B A A U . Xu 25 A U o IR S 4RI T R T A 2 SR A
B, BT A TREEFA GRS G A ¢ B 1748 R 77 & ESP-CKS. Jiang 25 A\ YR Xu 25 N\ 845 5058 6 10 i i B
Hi AR GERRFA R, MR vk 7 I A v ) 5 AR QBRI FETE R S R B R () B Ak SR T
Z B INThEE, (B B = 5 % v AN A PR EGHTE SR AL, SEUFAE F IR 30 10 R I IE 5o 7 R ReR . Hofth 7 &
AT REBR AT R, KBRS TR D) 5E R RS RIS H L.

ACEE 2 AR EH R ZERE AR, 55 3 37400 REBC HE4T T ¥4 44T, A48 7 % RFBC %4 B b«
FEEA, PR 2 AR, 28 4 77 2 50l A TT ST A AR AS S AS B 5 TN T 58 RFBC S REIEAT 24T
e, 58 5 agi L.
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2 BRI

AATR AR ¥ RFBC J7 & P BT B BRAH SO MR8 FH B A S AT 4.
2.1 fAREHLE

EX 1. BHLL {0, 1Y5X—Y BRUERESH b FES XIS RES v IR EL W R xS T8 2 0 a)
F 4,5

ADFﬁf; (k) = |Pr[A/*O : K « {0, 1}F] = Pr[A°0 : s « F(x, y)]| < negl(k)

HRAS AT, A2 e B f 72 D BEHLER %X (pseudo-random function, PRF), HH ADFY, (k) RoRE LSSk T, T 4
R BB, R K £ MRS, F R BEAL R B, negl(k) FRoRELTF A GBS X 4> BB £ (E S FENL RS F B RER 2 ] 2
W& 1.
2.2 &L

A B L 38 8% (Bloom filter) & — 4% o] RS 18] 5 2k 1O B4 45 44, 5 BRI I — A e R R BN LS.
A0 R BE A B om LUARR B0 B AN AN BT R R A B B B, EERV IR B, BRI E 0. RS
Y ={by,by,....b,}, VIR A RE Hy H,,...,H,, WWEAL H(b) e [1,m], Hie[0,j-11, ke [1,n], Fil ik H2
¥ H(Mb) (€0,j-11, ke[l,n]) BN 1 BES YIBABIMEL IS B HERN TR p REESET, B/
ANEF RBAF R H(p), i€l0,j— 1], HHAF A AEN BN 1, MR p EEEG Yo, BN, THp
AREEE Y. FERMR, AR IE S AT (false positive), BN E T4 7 8 E5 At 4 vk DL S AL E02H /N
PR, A i vE RS 2 JE TR A G R W REATERE A, (R HEM AW A TR — B AR A . Akl vE2R 1
WHF y = (1 —emimy GELIIRN ny WG REAE ) FOVEE RN m 7K, #oald i e BUE & i S8R 8 )
B IR 2.
2.3 XFRINE

Ko R0 85 e — e o s R AR T P A [R]85 B ) 5 Rk ) ARE b, W R X BRI 5 SRV AES (advanced
encryption standard) 5. 7E [F] 55 22 A G T, KRR 02 S o SO BE DL T AR RO 28, )iz B T AT &
#,

—ANGEFRIN%E 53 SKE F B IE A RATE Geny N Enc 5#% 5.3 Dec, {) SKE = (Gen, Enc,
Dec), Horr,

1) SKE.Gen: 45 7E W AZ 4 4, B U2 %51 sk

2) SKE.Enc: TE35H sk W61 F XS A SC m BEAT N, 2 5C ¢, B ¢ = Encg(m).

3) SKE.Dec: 5557 sk I T X2 5C ¢ #HAT RS, IREAH RIS m, BN m = Decg(c).
24 MRAHEERME

AT BN A FRAT R I WY A8 L At e T A B RL A S [ BeRL iR Ak e L.

(1) XFFR AT % 1% e X

FEXTFR AT 4R BN 7 G2 vh, 207 i i ke 1 SBR[ ST I S AR BIUAR 55, 2% 7 i e A R SR,
RCIFAH L P B 1] 4 R AR 55 s, IR 55 AR 4 Rz [B 50k 2 PR SO, e i, 0 7 o e 2 % [ ) SC A

o FR N S BRI Geny B EIE Ency WI1HVE Trap. M RER Search 5185 5k
Dec, Bl SSE = (Gen, Enc, Trap, Search, Dec), SSE i FE NP 1 Fias, VE AN T

1) K « Gen(2): HIEHE P AT, IR 2240, S EIER % K.

2) (I, ¢) — Enc(K, F): Bk % PmhAT, 20088 K A& e4dim St 58 F=(F\, Fs, ..., F,}, %55
H—MINE RS TR SRS = {1, ¢ - )

3) thn — Trap(K, w): Fik 2% P I AT, B4 K FIOCEE] w, ZE 5 AT k.
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4) R — Search(l, tkn): 5% RS 2R HAT, BAL— NSRS Fo BT thn AR 1 28250 H SO
HFHIES R
5) F;« Dec(K, c;): Sk FmBAT, Bl — N5 K AV ¢, 12503360 B 6 B 1 SCAF A S F,
® KILBAI]

O© e ] —

—g— 3
B ommltay B
@ T ettt il 1 A ‘

® fig Sk

—
ooo

@ R % R
K1 SSE Mifs

(2) ZatkE X

FE R AT 48 2R 025 7 28 v, 3 ) R AL B I ke P A R A 7 0 L 2 4 L 4 —
AN HR A BN J7 % SSE = (Gen, Enc, Trap, Search, Dec), A F1 S 43 | R =T FFIA L 2%, M2 R Hie XN L =
{Line> Lsearchs Lupdare} - AR T Real (1) FILABTE T [dealSE (1), 5E SCUITR P HEZE 7 XK.

BSEH T Real’™  (1): TUTF A BENLERE— AN SCHEEE S DB, TR AT N2 535 Enc(K, DB, W), "E S RBER &R 5] 1
RSB SRS C, TG HRIE AT A RG T A R HIER W g, 37 g &0 BT RIRME, T4 Z0HF
RIATHE R EL % Search(thkn, st, I, C), PR RE RIRBIGTT 4. 4 q 22X CBREAT EFHRAE, A2 AT
FUHi AL Update(K, w, ind, op, st, I, C), IR BIFH&E R, )5, 8F 4 fH — A Ledr e {0, 13.

HAEE T Idealls (1): BT A BENLEFE— AL S DB IR HR IR A RAES S. S il CRI it & B 8L L,
AR RO R SGER IR 2R 51 T RS 2 SUER A C, TR IR A TT A. SRE T A IRIFWCEINE BRI BiER ] g,
W g ZXF BRI AT R ERAE, T2 %W HAT B RFNE SLgearen) B R RIREILTT 4. IR g &5
S HEAT SRR, IS AR RIAAT R S(Lypaae) IR BRI EE R, B, 8P4t — > Hkr be{0, 1}

IR IHMERMEAR £ 130 (probabilistic polynomial-time, PPT) #(TF 4, /#7E PPT #i4ll2% S 5 A&

IPr[Real’y " (1)] - Pr[Ideal;’s (1)]] < negl(d)
JRAL, B A FATTUL SSE J7 S AA HIE R 2 Ak

(3) Tl 1] B AL 7] B AA R T 204k E X

&£ DSSE J5 &, i 1) B FA R 1Al B AA 1) 2 22 H (¥ 2 BR i SEHR S Z AR rh (045 Bttt 38 Ho v, Al B RA ek
WFE L % b FE AN G ERIR AT B0 5, ORI T — AN IR A PR SORY, T84 S AR SR REARE 0
& SHET H 2% 7 i N OB R 3R A7 I B 1), B IR 548 T0 s A BN AN DG B R 10 B8 37 5 0 2 i oG iR 1Y) A B
BEe R, BRAEZ P i RIS IO A 2R A R R 17 BRA I 22 A s SR

E X 2. — DSSE 77 G SCHRFRT A1 B AA, =4 ELA 24 LS 3Tt 5 R B L, RETS U 2

Lypa= (op,w,ind) = L' (op,ind),
Hoh, LSRR TR 3L

LR, S 1) B oRA 2 Fi8 J5 B2 I B W AN e e B 1o 22 BB (0 SO, T DX S ) BRORL Y — SR 14T 5 L.

R PREL L 0 Tl EATRIER— RFVEM O, W T—MEREM, O H (sp, w) KEIR, Kb 1sp FombT THE,
HAAWAE Sy 0 HBEAE 5 B2 AW AW o, X5 F— NS, O [ (6sp, op, (w, ind)) KK~ TATE % EH R
TSI BT sp(w), RS R IR AL RR, BLRERIR R — A8 w BTkt B 20, nlig e SOR:

sp(w) = {tspl(zsp,w) € Q}.

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



3864 HAFFIR 2025 FF 36 5% 8 &

BRI TimeDB(w) i th & S ] w 10 B SO B S8 S8 0 B B0 e 1) I T8 AN 602 I B o 10 ST 1),

AT RLRE L E SO
TimeDB(w) = {(tsp,ind) | (tsp,add, (tsp,ind)) € Q AVtsp’,(tsp’,del,(w,ind)) ¢ Q}.

BRI # DelHist(w) i th R w IR DG S, S5 w B SE B S5 i 2 B0 e 10 I 1 385 DA R 2 I B3 1

I RV, PRI E SO
DelHist(w) = {(tsp™™,tsp™) | ind : (tsp*™,add, (w,ind)) € Q A (tsp™,del, (w,ind)) € Q).

B 1M 5 R K, J R R BT S SR

FE X 3. —> DSSE J7 Fi & J5 [l B L 22 4, 24 LA STt 2 e 2K Ly, A% R M TR R EY L, (TS NUF 3
T, Hoh, a, RIS FTA TRINAI SO, LR ToRaS R4

Type-I: Ly,u(op,w,ind) = L'(op), Ls(w) = L"(TimeDB(w), a,,).

Type-II: Ly,q(op,w,ind) = L' (op,w), Ls(w) = L"(TimeDB(w), Updates(w)).

Type-11I: Ly,,(0op,w,ind) = L' (op,w), Lga(w) = L”(TimeDB(w), DelHist(w)).

2.5 WiERARE

A IEBA %2 45 (provable security)™ " & — R T ML) 1 2 A UE A J735, FRAIE B — AN 7 sk Sl il 75 AR
BR R SRR SE 10224 B bR . BARSKIE, 1275 W UE IR A B 26 Ml 224 B bR, H OOy iR gk I
LA ERE X, SRR AR T B BE M R BT, B, R ek 2 BT TR H b O AR R L AR A i
RSE R 2l . AE b AR v, a0 SR T RS TUR H b, il 108 B 5 52 v S R A () 0 2 A B A, R R i, REERAND
FEAE AX LR AR [ AE — 7 B[R] P9 TR BT OB, T84 S0t /& 22 4 1.

FE 22 A MEVE T B FE o, ) 22 A T O A Bt 5 5 Pkl 2 18] i o . A Bl 2 O B b R
HIE BMEATH, WREIRZ MO 222 ). 20 PR E Je g AN SRl Rk, 285 RS AR AR Sk il Xt AT — R 41
B, 452 — AR FE 1, ST TS AR SR SR AN B DL AN ORI AL, AR 1220 X P A1 R Ja — N
KAFHTT R Z AW LR,

— R, FEWTUER] 224 v, BEAL TS AR fe BB PO A A, BNZ RO — Bk IR A R S
Atk FE T UE B P22 42 i), BEAL TS B AT DIBE 7R 2 — AN BENL R B fEMIE % 277 BN, RENITE S 5%
FERI A I R AL SR AR T7 A 3 52 R, T R B AR I A R BOR A BE L 05 A AR UE i
i, P2 5 ER R XA BY HEAT ) ), 27 U 3 R 0 AE AR IR 58 o DLAS W] 2200 AN T (R B2 el B s, D Bt
T EE PR R A A R S ), (L X gt i 1 5 UE WA RV RO AR AR VAR J , AT HIE B P iU 2 4 ).

3 BEEEHMEIREMRFABE S ZEif DSSE 5%: RFBC

BT A PR S AR B RR B A, ATHE H — AN B A S A BR ALK& 598 DSSE 7 & RFBC,
[HFATVEIR RFBC Ml Bbs 77 RA0 &I V.

RFBC H)Z5AE BN 5 S 2 Fiow, 25 7 i s FE A BH S SR 1) 0 B 25 1% S B (9 ST I 2, 4% 7 i ot R 45
AR DAL 2 A S RS BN, AR S5 28 S B 12 IS B R [ BRSO, B, 25 4 i H SR RA RN
FCHAT AR
3.1 RFBC HiR£B#x

T %, AN BEESHEMNR G MRFARRE BT R R IR H s, — S FIBEA X RRAT R
Iy R EA TR (1) BT IBRAL: o MRl i B S i 2 W 5 BT R, e m) S U, A HT R TR R i R
T A AR AL, R AR 2R B S BT I 0 s 2 TR TR R (2) ISR AL RS A A
AREFEE R0 R MR I SCEF, REM T R A MR RT3 (R INEER) IR AL, 32 T AR 2% 25 S S B8 37
(IR J552; (3) B HEE s £E RN S 3 5 B 150 X 7 (0 ST R T, R 55 88 4 i HH %0 P i PO AN 4 BEEL O i 3R, £
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E SRR AR 1) & FRAE A R A5 R IERAPE; (4) BRE 8 7 RARF ORI U3 R, 18 SCRF 2 RS (K kS
R, (5) ML R BT 22 SRR (IR & BRI, TR X T SR B A X B A ST AT A R, AR X S
(IR AT R, T 45t BAT B Mk BB A X A nT 3 300 e Uy S A I 22 Ak e 3L

@ s g
@j][]ié F 1jE’Jt’Dm A _

ooo

@flégf ﬁl’ﬂjlﬁ*q 000

@ © W g,:lm T omsE = '
= " @ R R T
@ A% [ L B g N a5 SC

AN S
g=w,N...Nw,

2 RFBC K KERFE

B8 © RFTH BLRIEH TR 28 5122, TR (v, op, (w, ind)) T35, JE A (v, w) 75, 3
v FR I R, w T 00 S . X A B — AN B w, B0 TimeDB(w) %7 A CLME K M. EDB
R 0 S 5 w (T R SRR TR, DelHist(w) FR A S8 w 04 AN R TR, F 0 754 b6 it
P L

TimeDB(w) = {(v,ind) | (v,add,(w,ind)) € Q ANV ,(V',del,(w,ind)) ¢ O},
DelHist(w) = {(v**,v*) | Jind : (v**,add,(w,ind)) € Q A (V" ,del,(w,ind)) € Q).

XTGBT LIRS W g =wi Awa A Aw,, FATE LIRREL TimeDB(w) 5 DelHist(w) #iJ& i %L

exTimeDB(w) 5 cxDelHist(w), 7E S AW :
cxTimeDB(q) = {({vi}icpn» ind) | (vi,add, (w;,ind)) € Q ANV > v, (V,del,(w;,ind)) ¢ O},
cxDelHist(q) = {({v** Vi) | Jind : (i, add, (w;,ind)) € Q A (v, del,(w,, ind)) € Q}.
X TAE R R B R w, IATVEH] B EL Upd(w) 7R PR SEHT AR RO TRIER, X 35 SCan R
Upd(w) = {v|d(op,ind) : (v,op,(w,ind)) € Q}.
Xof FAT R — X SRBRER] (wy, wy), BB Upd(w) 1€ X UNR:
Upd(wi,wy) ={(vi,v2) | A(op,ind) : (vi,op,(w,,ind)) € Q A (vo,0p,(w,,ind)) € O}.

R BRH Upd(wy, wy) s A& R SR AR IR AT IR0 SR8 IR (wy, wy) B RIPTAT SRR AR RO TR 8K. 4% &

N q=wi Awy AN w, I ABESRHR IR wy 6 SO RCR R /D, SRATTRE ST ok A0 — 20 90 R T e S
Upd(q) = Upd(w\) V {Upd (w1, wi)}icr2 u1-

R8I £ Upd(q) 2 B8 MR SCAF AR AT IRIC 5 I SCHA (wi, wo, ., wy,) L FRIITAT SR IS TRDBRAN G B 37] wy
T BITA P BE B A ) 8K

EX 4. — A HER LA A DSSE J7 50 2 T 1A BEAA . Type-1IT 5 [ B FA AR B HR L, 24 HAL A W46/ R
I Loy BT Ly, 5L B L, W2 F I 2L

Lg, =1,
Ly,a(w,0p,ind) = L'(op),
Lsa(q) = L (cxTimeDB(q),cxDelHist(q),Upd(q)),

Hop, 15 LN TRZS 5L
3.2 RFBC X ZEEBE

N T SEBLTT R E R, AL IR ST #5 dii A AN SR VL T AN R D, 0 0 T B BRSO R S D £
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PERISCAF IR 3. REBC [ B RAE SRR A0 18] 3 o, % 7 b AT SRR A I, I 5% i ok P L3k A g ik
JEES SEILTT R EBEYE, TS A B S L EON R SO AR IRAE R, BF < BF, 70 2R P i g 25
FEB F ZLAAE AP AT (1) ININERAE: 2% b AR AN SC B 1R) w X RLHI ST ind W, RS54 S T h 275
WAL IESS BF, 1, 35 A AH CAE BF, o, R IR Z B X I (1 SO A n, #RAE SR 50, 5 A (E 5
NE| BF 1, M55 SR 5 S AR A, T2 OCIFAR N (2) MBR A 2% 7 i ARSI B G B3R wo X 7 ) SCAF
ind W, 5% a3 S I WT b 215 CAm AN BIAG B JE 4 BF, b, M8 h ©AE BF, o, SRR IZSSHE R X S S0 C
TR, BRAESE . #7MH b AAE BF, , 5585 il 75 AW 1 2 1575 BF, (B AE BT 1R B SE PR b IR AAEAE R ST
), #i 8 b A BF, R, MIRTRIZ BRI L (K SCAFAEAE, B/ Il CLERAT IR #3785 DU R 12 S B ) X 2 )
SCHEFEAAAALE, MR R
A SCAHE SRR e D8 3%

e

B—

/Q -Inifml])'cﬁi T, cawe
oiﬁ’ ——1 1 JEAS B, -
- @D > ——
—— b —
. R FRRAER 0 .
SR R i) |_ [: 1, E ) e
I S A4

ke JEASBF, 17 i JE R BF,

SO B A e T
3 RFBC HHrfERifE

N TSI 2 BRI  BR A A, FRATTN A SR E R B — N SO R RIS, A% e AN SRR BT
PATIR DR 5, PRI 1; R, 45 M BR -5 5 OC R R SC IR SO, TGS IRME I 1. M AT A A 1 BT,
7 U 1 S G BRI U A M /N ) SRR B ROk, RS R SO AEIE R I R R, IR GG AR R A
P MR B B A A ) P T SRR 1A REAE SR DA T TR B B/ IR SRR R G B B HTIRES, AR % e 1A
B TR PR S, I LI P A7 58 0 R 8 7 8 it 0 I 5 2 1) R 1) SR B 3l M) ok PO 0 28 ST A b TR AR, B J g O e 4
TR 1452 F . 75 P a0 30 B8 0 35 SCAFAR IR R JE AT AR B, MBI RS R, BUE R Il AT — K S
B B A, RIS T T 08 B e /N PR O B 1], 358 B o A I B3R £ SO A TR AR, 0 AT — R4 B 3, X R A ORAIE
T HT R AL,
3.3 RFBC HUif4mimiA

A VEANA 2 RFBC B BEARS:, H BTG4 53k Serup. MR EVE Search FITE W% Update 2%, I 11 =
(Setup, Search, Update) F7x. T3 A48 RFBC 1) 3 A>T Rk,

(1) WAL Setup

HVE 1 VAR T RFBC VIR L. 4 e 2 S50 2, % P s RENLAE B A8 &, 5 sk, 20900 F SR i 2 56
B A B A R 1, RUINEE SO R 1L AR R, WIS XSet R UpdCne, Fo, XSer BiLiH 77 it D 8] w %of
L 55 SRR B B SCRUR SR B, UpdCnt TSR w 40 B B SO0, IR % 2891 UG 1 STVE A U6 it
TSet F1F3 Dic, TS5 il IR AT-A 025 B8 122 R0 S R] wo X6F L 1) P AN AT B o 8 25

&% 1. RFBC.Setup.

MIN: ZESH I,
Bt L.
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Client:

1. k,, sk, d {0, 1}

2. XSet, UpdCnt < Empty map
Server:

3. TSet < Empty map

4. Dic < Empty dictionary

(2) BHHEIE Update

S5 2 VEARHNIR T RFBC J7 SEE X S8 1] w (0 SR R A, BRI INALAN R w X R F ST

3% 2. RFBC.Update.

N B k, sk, B w, 2£ A XSet, ST ind KX N HEME op, 4EE TSet,

it L.

Client:
., — Fi(k, w)
civy = Fy(sk, ind)
-h=H(tllem)
ctd=Hy(t,, d)
. (st;, ¢;) «— XSet[w]
. IF op = add THEN
IF (st;, ¢c;; = NULL THEN
sty {0, 111
u — Hy(t,||sty)
e — Hi(t,lsto) & (c;ll L)
ELSE
12, sty {0, 1)
13. u — Hy(t,|lst;11)
14. e — Hy(t,lsti1) S (cpllsty)
15. ENDIF
16. SEND (u, e, h, td) TO Server
17. ELSE
18. SEND (L, L, &, td) TO Server
19. END IF
Server:
20. (BF,, BF,) « Dic|[td]
21.1F Dic[td] = NULL THEN
22. [Initialize two empty bloom filter BF; and BF, for ¢td
23.  Dic[td] — (BF,, BF,)
24.TF u# 1 && e# 1 THEN
25. IF BF,[h] # | THEN
26. set BF[A] =1

o T T R

—_ =
—_ O
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27. seth=1
28. TSet[u] =e
29. ELSE

30. setb=0
31. ENDIF

32. ELSE

33. IF BF,[h] # | && BF,[h] =1 THEN
34, setBFy[h]=1

35. seth=1

36. ELSE

37. setb=0

38. ENDIF

39. END IF

40. SEND b TO Client
Client:

41.1F op = add && b =1 THEN
42. UpdCnt[w] <« UpdCnt{w]+1
43. XSet[w] «— (Stii1, Cit1)
44.1F op = del && b =1 THEN

45. UpdCnt[w] <« UpdCnt{w]—1
46. END IF

2505 w XSSO ind BEATERAEIT, % 7 s i S M R AS IR 0 B TF SR SR B R B 1, STAF R GBS ¢y A
B 4 FRAN SRR 51 3 SC MG A A b, % 7 A 2 SCBER] w R T BT X I SO AT I BE . 2V I 2 OC B i w
R SCARR I, 2% 7 i S P T S O B A 2 75 2 IR 9 BRI wo WS N ST AR A AR S I SGBRERT A w 1R SO A, T 25 7
s ARG w KRS R «d, IFLAILTHE u Fl e, TR BLERN R, BN | A EH e B8 — A
RS L bR & & RBEE w SISO, WEAT IES THE, IhHE e 8.3 7 08 w PPIRSE B, 25, B b
W (u, e, h, td) RIEFN RS WREURIE (h, ).

X T RSS &, 2 BT HIHRAE D TR I S B 1] w X IS A8 SO IS, 5 S SR S B 1 X 7 R ¥ A o 1o 25 A )
B AT B I U 2%, 2 PRI R I (RN Z B W R TE ), MBI P> S A B i JE 2% BF, Al BF,, 43 5l 7~ 1% K Bt 1]
Xof IR PRV N AT P o R I B AT B R 25 482 FOR MM Z S A= 75 AR T, A5 AAAAE, MUK B 2 G B 9] & LRI S A
B SCHIIEAAE h NPT UE & BF, b, IORAFIZOCAE, o b BN 1, TR, 75 WSO CAFAE, KMl b %
0. SEIMSEAL, 24 B AT (R VE 9 R O 1A] w X E PR SCARIN, JIR 4545 8 S U iz SO A 2 75 e m 2 S i
TR, 25 1% A TR I BRI B, IR 55 &8 44 60,2 S Ba] & RRURI SR 2R 51 85 SO e A 1 b 1 N 30 A0 e ad 2
BF, ', ¥ b BB E 9 1, MIBR BT 750, SO 8 3 7 IR A5 M BR SR B, 4 b BIME BN 0, BRI ), Ik
A RHE b RIRL % ) i, ZR 7 5% de i A 45 2R

7% P i FE WS B IR S5 4R R b, A b = 1 HXZ SO R AE RN, Rl th, & 5 ik 5857 i 2o
UpdCnt BHEIN 1, I EHTWES XSer, #7 b =1 HAZSTAF RO MR, 2 M BR Ty, 2% 7 o 4 SE T 1 2
UpdCnt WEIR 1; 750N, 227525 7 3 3 2% SCAF IR A G H.

(3) R HL Search

I 3 VEARANIR T RFBC J7 R ARG, BT I A BRI AL I, 25 7 s v S5 g SCI SE B TH 43 UpdCne
B RN R SRBRER] (RS wy), SRS ARAE WSS XSer 13 2GR wy BOBTIREME R, #E TH 5T &l 8 1] 1
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AR LA BREAS SRBE IR L AR A7 [ I SR AR, TR wy BT IRES R B . 2 REBIR TokenList VA A i JEAR I3
HEFF TdList RIA% 556

&% 3. RFBC.Search.

HiN: B &, sk, BRE T g, B5 XSer Jo HXH R HIHEAE op;
i HbsSCHSES ID.

Client:

1.g=w; Awy A...Aw,, TokenList, TdList < Empty list
2. T8 RSO B SR (R w))
3. (st;, ¢;) < XSet[w]

4.j 1

5. REPEAT

6. ty, — Fi(k,w))

7. TokenList < TokenListV t,,

8. j—Jjtl

9. td,, — H,(t,,,d)

10.  TdList < TdListV1td,,

11. UNTIL (j = n)

12. SEND TokenlList, st;, TdList TO Server
Server:

13.R, [ — 0

14. FOR j =1 to TdList.size

15. (BF,,.,BF\,,) < Dicltd,,]

16. END FOR

17. REPEAT

18.  u« Hy(,, || st;)

19. e« TSet[u]

20. (¢, Sty,,.,) < e@ Hs(2,, || st)

21, h,, <« H(t, |lc)

22.1F BF,,,[h,,]1# 1 THEN

23. I—1IV¢;

24, FOR j =2 to TokenlList.size

25. IF BF, ,[h,]=1 && BF, ,[h,]# 1 THEN
26. R—R Vg

27. END IF

28. END FOR

29. END IF

30. UNTIL (st,,,, = 1)
31. SEND R, I TO Client
Client:

32.ID— 2
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33. ID « Dec(sk, R)
34. RETURN /D
35. Client use / to CLEAN-UP file identifiers for w,

55 AT B TR A5 JE 5, AR A [ 2o s X k27 2R B A S BRI S I S T A [ 8 25 A e A e 1oL e
&, SREARE 2 RBIR  HE AN TR, MR R wy B, S5 A RS B RS BNZ ISR BB N SC AR
JSL AT INE SCAF AR ARAF LA ST —AVIRAS. 8 = TR R 3 wy I BRI BT A I SCEAR IR T, k2R ) — N a5 5L
PERR RO FHEAT G W 5 SOPRR IR R ANE G IR] wy RO R A B i B 2 v, TR 9% 4 Ul 2K im s SCAF 2R 5 ¢
MBI GIES 1h, 2 BRI SR ] ¢ R B EEHAMREER, 35 ¢; FFRBHA T HOM BRI ER,
WK ¢ BWINBIRE LS R b RS S PR AR S R SIRG T ROA% % b, %7 i3 1X B 05 55 P FL B A 455
PRE A AR X L, JRATN (T B3 SR B8 Upd Cne HE B/ GBI (R 1 . 2 S D DR 2 SR g
I/ B R T R (RIS 8], 25 PN N L, B OCBRAAIT NF) SER T 28 n, RS B RBER AN O n,,, 145 L
REHPYRAT R, G525t IE n, AN, BEAT n,, AT BEL UESS HUARAE (X BELIRATR I B D8 S5 R E LA
— UARAE), WOEIRI [ RN O(noxny,). BRI, 24 n,, BERT, SHEHN n, 2 MUIR S SmiR e, FIn, T8
AW RRAHT B, BV dml, A ERAE AT R FIRE S n 2K, FIEE, IR E NG ne S/ MEE IR IERAE.

FEAT — R )G, B i F S S 1XF wy (SCARREAT <THER™ R0, RUIR S5 25K wy i B A7 A0SO 42
PR, X AR B (0 SCAFREAT BT AR N I W40 M H X I A i s
34 REMDH

N HEATIEM AT % RFBC i 2 T A B AA . Type-1I i [ B A L& 8 H .

FE RFBC YEEHT o, 40 BB S INSC 8 1] STARRHE B A e — M REA VIR, IR 48 oA 0 — A
RS, BRI BRI B QB 1R SR X I A0 8 o s A5 (B AT $R A, DR A 55 45 th Tk A5 B A S B ) SCA S
RIBISCAE B I, S A G BN, RFBC 2 id JEHERX LA & BT K. AT, RFBC fRAIE 1 HI Al B AL 5 B e, £
H— KGR 5, REBC R85 ST T o (B 5 /) ) 5 B ] (0 2 SO EAT “MHIBR™, BIASEAR 5545 A T i £
A UL AR S A5 B R B R AN B 2R BRI B SO R, RFBC ORAE 1 i Al B AL, T T PEGR O 75 %
RFBC )22 &1 T AL UE .

EFE 1. 5B AL 7 58 LRFBC = (LRFBC — | [RFBC JRFBCY ki

'Setup Updt 'Srch

LRFB C

'Setup = J"

LRFBC

upar W>0p,ind) = L'(op),
LY™C(q) = L" (cxTimeDB(q),cxDelHist(q), Upd(q)),
H4 RFBC #&—ANSCHRFRT FIBEAA . Type-I1 J A B FA LA K BB 14 [ 308 R 22 4216 5 AR P48 2 0 2% 7 2.

E B FATRE I — R AR I 2 2 1.

Wk Go: 12 AR IR FUSE A 22 4. PRI, 2l el /2 T 155

Pr[Real}(1) = 1] = Pr[G, = 1].

Wk Gp: BRAEF BN 77 R AR B D BENL IR Fy 5 F 46, 120 Gy AL ZE IR, B Tw g5k T %
i Jox L A RE R, B (w, 1), B €I85 T SCHFRIRRT X B SCA PR IRRF % 30, B (ind, ). AT B G2
TV, PRI TSR Tw o2 75 6L & I A 2 BT A SR, 3 6L 5 IR e S aa], U il [ a2 4 4 s 75 01,
BELIL I — SRR 1, IR IO (w, 1) FEAERIRG Tw o X TGS R I R, WU C 5B Tw (H4E
KA. BAR, BT ek LA B AR A X Dy BEAL bR i BEAL BRI REL 7 75 B, BRIk G, 5
Go A= NAT X431, BRI 0 X I

Pr[Gy = 1]1-Pr[G, = 1] <AdV} . ().
TRk Gy TR IS HTH T, FAVE FHBENL TS ML RO, AR BIRIRE A BE 1 7 HR R AR 15 75 R 8 H (¥
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H, JERAZAE SR A, S0E 4 XK G, BEAT T VRAIEIE. fEIF AR G, 1, AR AR S IR G 2

FRE, PRI, W3R Gy 5 Gy —AF X 31, TR G, 2 T 15K
Pr[G,=1]-Pr[G,=1] =0.

W Gy: Bk 7AW A R H,, RS G, WA DO, HEFL R 5Kk G, KL IIZIERS G, —RAAT X

PRV NITREZ oo JE T R

Pr{G,= 1] = Pt[Gs= 1] = 0.

TRk Gy RIEE, B T8 IS A5 BB Hy, 1230 G AR, BIRZ S Gy AN AT X 73 . AT 2% 355 3

TSR

Pr[G,= 1]-Pr[G,= 1] = 0.

BR 4% G,

BN B k,, sk, BRE B g, BEH XSet X RLIHERAE op;

B L.

Setup(4, L, 1)

Client:

1. XSet, A, TSet, UpdCnt — Empty map
Update(k,, sk, w, XSet, op, ind; TSet)
Client:

2. t, «— Tw[w]

3. ¢y < Clind]

4. td = Hy(t,, d)

5. Altyllei] {0, 1}

6. (st;, ¢;) <« XSet[w]

7. 1IF op = add THEN

8. IF (st, ¢;) = NULL THEN

9 sty e1{0, 1)1

10. u «— Hy(t,sty)

11 e — Hy(t,/lsto)®(cin|l L)
12. ELSE

13, sty &0, 1)

14. u < Hy(t,|Ist+1)

15. e — Hi(t,|Ist; )@ (CiviIst;)
16. ENDIF

17.  SEND (u, e, A[t,,)|ci11], td) TO Server

18. ELSE

19. SEND (A[t,l|ci+1], td) TO Server

20. END IF

Server:

21. (BF,, BF,) «— Dic|td]

22.1IF Dic[td] = NULL THEN

23. [Initialize two empty bloom filter BF, and BF, for ¢td
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24.  Dic[td] — (BF,, BF,)

25.1F op = add THEN

26. IF BF,[A[t,lcii,]] # | THEN
27. set BF,[A[t)lc;q]]l =1

28. seth=1
29. TSetlu]l =e
30. ELSE

31. setb=0
32. ENDIF

33. ELSE

34 IF BE,[A[4,)lci1]1# | && BF|[A[f,lc;y]] = | THEN

35.  set BEj[A[tlcan]] = 1

36. setbh=1

37. ELSE

38. sethb=0

39. ENDIF

40. END IF

41. SEND b TO Client
Client:

42.1F op = add && b =1 THEN
43.  UpdCnt[w)] «UpdCnt[w]+1
44.  XSet[w] «— (Sti11, Cir1)

45.1F op =del && b =1 THEN

46.  UpdCnt[w] «UpdCnt[w]-1
47. END IF

ServerSearch(k,, sk, q, XSet; TSet)
Client:

48. g =wy A wy AL A w,, TokenList, TdList — Empty list
49. fl & 24T SO e 1 OB (B2 wy)
50. (st;, ¢;) «— XSet[w,]

51.j«1

52. REPEAT

53. t,, < Tw(w))

54, j—j+l

55.  TokenList < TokenListVt,,

56.  td,, «— Hy(t,,.d)

57. TdList < TdListVtd,,

58. UNTIL (j = n)

59. SEND (TokenlList, st;) TO Server
Server:

60. FOR j = 1 to TdList.size
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61. (BF,,,,BF\,,) < Dicltd,,]
62. END FOR

63. REPEAT

64.  u<— Hy 1, |l st)

65. e« TSet[u]

66. (c;, sty,,,) < e®H;(1,, || st;)
67. h, <A@, llc)

68.IF BF,, ,[h,,]# 1 THEN

69. R—R V¢

70. FOR j =2 to TokenList.size

71. hy, < Alt,,, |l ¢;]

72. IF BF,,[h,]=1 && BF, ,[h,]# 1 THEN
73. I—1Vg¢

74. END IF

75. END FOR

76. END IF

77. UNTIL (st,,, = 1)
78. RETURN R, I TO Client

Wk Gs: [FIBTTAS, B 7 A8 75 B Hy, 120085 G, —MFR), BUIZH% S Gy —AT X2 . M, 1%

idoal e TIE S
Pr[G,= 1]1-Pr[Gs= 1] =0.

Wik Go: AEWEM Gs h, WA KRN B BF, 5 BF, HE#GZ AT I JEAs & W BLR I3 S bR iR F
AR AR G H, i SOE IS LIS LA 747 5 R AUE BE) 5 BF,, I3 AT G FE WM BF 0 5 BF g .
FEHEAT SR EAR I, MECTHIA TR, W3R Gs 5 G #RBENUER TR 8. L, 53R Gs 5 Ge AT X731, I

1T, 27 B AL -
Pr[Gs=1]-Pr[Gs=1]=0.

Bl as S0 5% 5 VRARHA 1B AR XK S MSEE. £ BURT SR R kb, Ik A BE LTI S A I R A I
RIS BRI & R SO AR IRRF B SC IS R R, AR, BEUAS S 5 Ge 7 A 5 B 704 AR F, PR il i (17 it

R LRTPC SR A B TR 2% S 3 2
Pr{Gy = 1]~ Prlldeal’ e (1) = 1] = 0.
S50 MG BRI IR R EEE, fATERCT B, W2

Pr[Reall(2) = 1] = Pr[Ideal’™™C e (1) = 11 < AV ().

A, S, L Fr.F2

RIAST e t (977 %€ RFBC 8 A2 BT A1 B AL« Type-TIT i ) BEURA LA R 85 1.

% 5. 88 Simulator S.

Setup()

L.ve0

2. XSet, UpdCnt, TSet, Tw «— Empty map
3.A,B,C, P, ST <« Empty map

4. Dic < Empty dictionary
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Update(w, op, ind)

Client:

S.vev+l

6. Clind] &{0, 1}

7. Av] &40, 1)

8. IF op = add THEN

9. ST[w], B[v], P[v], E[v] < {0, 1}, {0, 1}, {0, 1}*, {0, 1}*"
10. SEND (A[v], B[v], E[v], P[v]) TO Server

11. ELSE

12. SEND (A[v], P[v]) TO Server

13. END IF

Server:

14. (BF 444, BF 41} <— Dic[P[v]]

15. IF op = add then

16. IF BF,,[A[v]] # 1 THEN

17. BF AV =1

18. ENDIF

19. ELSE

20. IF BF,, [A[v]] # 1 && BF ,,[A[v]] =1 THEN
21. BF,[A[v]]=1

22. ENDIF

23. END IF

Search(Upd(q), exTimeDB(q), cxDelHist(q))

Client:

24.w «— min(UpdCnt(q))

25.t, — Tw[w]

26. (st;, ¢;) < XSet[ w ]

27. (vo, V1, ..., v;) < Upd|q]

28. FOR (v}, ind)€ {cxTimeDB(q), cxDelHist(q)} DO
29.  program H: H(t,/|c;) < A[v]

30.  program Hy: Hy(t,|IST[v,]) < B[v]

31, program Hy: H(t,lst) — E[v] 6 (C[v][[STv,)
32.  program Hy: Hy(t,||d") < P[v/]

33. END FOR

34. XSet[ w] < (ST[v;], C[v;])

35. SEND (Tw, P, ST[v;]) TO Server

4 SRS

AATXE RFBC HEAT 40 BT AI VPG, IR HAf A 96 07 & ROSEMY, BX& % B AT 48 2% % 7 %€ ODXT™ & BDXT™
HEAT LG, AR SCRT SL 501247 T 64 A1) Windows 10 B/E RGE 1 H (16 GB A7, CPU A4 Intel(R) Core(TM) i7-
12700F), F£ 71817355 A Python 3.9. SZi& HF OABENLER 3L F, 5 F, ¥R AES-128, W44 K3 H\—H, ¥R SHA-
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256. 0 T SEBURCER G 174k 10T, A7 Sk SRS TR A BR AU AN B0 B 12, SRR N 1070 N T IR TR S
ZER, BATHIIE T 2x10°-2x10° A LB SO E e, 3 HL 3B A 7] Ei A7) 0 AR A 2 5 35 SRR AR A 24 5 3 8
S8 R BRI A, BT SRE A5 I ELE 10 RSS2 R A,
4.1 REMSINEELLE

J5% RFBC 5 ROSE™. ODXT™ & BDXTff) 4 A Mg b 2 1 Fron. th# 1l %0, ROSEM B4R A
A G LRSI (7 B, (%07 RN LR LA B A 18 2%, ODXTPM S BDXTP BAR 783 A2 i 17 B AL
[N ST BB B 2R A T ik, (B I T AR I S BT I (68 P T A SC BT 4 HE 1 75 %€ RFBC 6 % [R] I AR 1IE 17 B
B BRI LB, I AR RS R,

R 1 DIRELLEL

e RFBC ROSE™” oDXT? BDXT™"
ELEEA d v V J
Jii B A d v V J
R d Y x x
AR V x V \

42 HEFHELER

FEARTT v, AT L 431 5 7 e R RO 48 R [A) R 5 B RFBC KA 5 R R, BATRE T A HFI K
AN B R VA L B AR AR B RS . B AR = R, 11T 7R ROSE AN BT £ A A 1 R RE /),
PEIRATE B BB B A1 R UIRE A7 % BDXT A ODXT #EAT R, LA4J7 O A 5 SR ATk BE.

(1) A BB T 5 F s 1]

Kl 4 JBIR T 3 AN SR 74 TR T T IS I 1), B 1R 4 TR0, 3 AN 5 T g A ] 40 i 5 S 3R] SO xR 4
TN, {55 % RFBC WIHE T BDXT M ODXT. $#51#, #i%F T ODXT, RFBC HItHERCRIET T4 3 15
X2 TR I S A X B R SN, 5 % ODXT 75 % 6 Yk AES 388, [FIIN N T SeBl e & 250, %7 BB 75 B ik
TR, BEWI T THE8Y; 77 % BDXT HIEH T E T4 B8 ODXT &% P, (HAE& 53 m T RFBC, 1% /7
R F BRSO AT 3 IR AES I8 5. WA SCHTHR H 1977 28 RFBC TEHAT A FIHERAE R, 10 MTH AR (U
i 2 IR AES B85 KGR E0E 5, T FCR I AL T ODXT 1 BDXT.

(2) B FLEE T FIAE R ]

B S R TS EHMEN T, ARTEOBEEER g = wiaw, AR, X BRI BEE SR w, K HT
HesE D, WA 5 el LA H, RFBC 148 2 7] 15 2 />F BDXT #1 ODXT.

700 18
——RFBC \ —&— RFBC

—&— BDXT —5— BDXT
560 | —4A— ODXT [ —— ODXT

— b 12
Z 40 <z
= =
= = 9
= i A&
2 280 0 N

1 It 1 O 1 1 1
02.0 40 6.0 8.0 10.0 2.0 40 6.0 8.0 10.0
R (x109) TR (<109
K4 EPEE T TR R T K5 &N MR R
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TEHHT BG4 R, BDXT J7 2R % 7 i 5 M 2% 38 2 [RIEEAT 6 R 32 B, XA N T I8 E P4, sk T8
KT EIFRY. Bk, 755 1 5085, 27 a2 48 GHER] w SR 1SS B R IR 48 IR 5548, SR JE 55 23
SR A A wy IS (B CAEIHBR 1S ); 758 2 30I8{E P, & i 5 T R 25 38 10 s 3%, 07 ik HE R 4
TR P 5 SRR R] wy BRI ST, SR 5 K I A D B 1) (8 SO AR 8 R 28 20 IR 55 4 A48 L7 A o T 08 88 5 X S bR B i A T
I, B 55 S I S K 5 SRR [B1 45 25 P v, 25 P Sl ML S Bk AR B bR SO, R AR R AR 1 SRIBE R RN O(a,,*d,),
Ho a, RN E B B SR wy I ISR SR, d, Ron oRBR wy MHIBR B0 S0 SR, B 2 RIEAE
FHEN O(q), ¢ RARTEE LU P OCHRIR 1AL

FHELZ T, ODXT B FFE T A5 14, Hir S T4 228 hu. 5 BDXT #H[F, ODXT fE#HTEC A1 R, &/
Ui 1 T B wy RS SR A B R FA DGR (1 4 RS B, B S R4S IR 55 25, RSS2 TIX S5 45 BT B & ¢
IR A TR AR S, LA wy o LR SO 2 75 VG e FEAth DG 58 R], 3 4 1 DU G o 250% 7 0 25 S fR(5 B R 1645 % 7 it
% 7 ity $R YT 38 B AR S, 385 T R SO R A U SR 2 ks MR 1 S, SRR R (HAFVE R 2, RFBC Al
ODXT HIBEAE RN EE 245 N O(a,+d,+q), {2 ODXT TETHE A WIS B R AFEE B 5N T HREEH, X7
T KM HIT4H.

(3) ANEHTEHT T H4E R (8]

RFBC 7EHHT A R IRAER AL T X — AR, LRSS EM SRS, 7/ o R TR 08 E w, sk
A R AT A MR IE A RSS2, RS AR R w SR SO IS, R A e pE 28 HERR A 6L 8 BT SR8 1)
SCA DA KA M B ) SC A, AR TR 3 5 B 0 26 SCAR 2R 51, a2 7 o 0 FH R AR % DASRAS R 45 IR DAL, 7R 6
FURTHTEE T, RFBC H44 & A% 5 T BDXT # ODXT.

B 6 JE7R T /] L A5 AN A 30 B %o BB A 4 R BRI ). B, duap ARGRAS & BT SE T o8 S SO B o
BHIEL ], Z LI 0.1 FF4A, BL 0.1 NIAIRG % 45 0.4, tH I 6 AT 40, B35 A& 20 537 L ) 2 v, 0 1R A S8 S
FAFR, 3 B H RIGECA R AT B 397 frdi . (B EAFE R R, T 7% RFBC R&S8 5N, HERAER
24T BDXT Ml ODXT.

[A>4 BDXT Al ODXT 4T Ab BAS & B (1 TE 37, 5 B0 A4 B 00 9 77 A 1) TE 38503 S AT e A7k B IR 55 2%
HLOCAIATER A BT, X TR B S S 5T, 0T TR E I, BRI S TR FO S S B R R 4
REYIZT RFBC.

RFBC J7 & 7E #2560 A4 3 1 B8 i e AT 98, DR AE HEAT D6 & 2510, RFBC R % SR SCAF R 2 &
FRTRIMBMER 1 R 35 B S TN BUIN ER (030 4F). BhAk, REBC 70 75 5 S 2 B8 ) W AR b AT B 4 H . UTE
1.0x10° AN 4871 SC AR I A, BRI AR 3 B 35 EL ] iup 4 0.1, F34 BDXT #1 ODXT FE A7 (% 1.0x10° 4%
K, HHX LR TS S AR, T RFBC 38 3k A7 [ 5 18 2 8 P L o (AN A B A 5 39, BISL 6 4 1.0¢10° 465K
¥, W AF A FEF 42 1 9.0x10° 4% A B AR 5085 K. 1k 4h, 5 ODXT A1 BDXT # Lk, REBC 7F 4 i S fF
KR X K R LA T NI e (R AR, AR U, 4 5 SO R X 100 BN & HE T L) dup
33179 0.1. 0.2, 0.3 1 0.4 i), RFBC 48 &R AEFF 4473 71205 ODXT F1 BDXT 1) 24.3% 1 26.8%. 21.2% Fll
27.4%. 21.5% F127.1% LA K 20.8% i1 27.9%. F1J3KE, RFBC TEAA B H 3§ T (1% R i [ 145 4 512928 ODXT
1 BDXT #] 21.9% F1 27.3%.

WAk, B 7 B ROR T ARG EEH X ) & RFBC BEAH R SRR mi, B 7 Faf LG H, BEEA G B
Hr LA 8 I, REBC 48 2% I (R i g 2b . FL IR R W iy B, 5 A G BB LU 481 P 8, PR 45 28 0% ik i B &2
(RIS B B, AN 75 AL TR 2 5 3 1 S S 1) SO B3 %o

(4) 7N F v B U E R 4 2R [

B8 ST 1 T TV B A A /I (R S BR8P ST B e B A 48 R AR s, o B A DA g = wiAwpALL A
we, TAMREE wy 15 F A E e/ HOZBHTHE R, AT DG4 R, 365 1 DS A B 2 75 TR A5 1) SOl
R, TR 2RI ) 2 57 SR SR I R (RIS, PR TSI SO B R I R TR R O A A, R4S S gk
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5 4 T8 L R oy 0 O, T 1 T 480 52 0 1) 9252 7 28 AL 6 e
Y SE S R TR

—— RFBC
—8— BDXT
12 + —4— ODXT
Z 45l 2
= =
= =
"?ﬂ'\,' 6 '%{'
! #
3 )/e/e/e/
0 1 1 1
2.0 4.0 6.0 8.0 10.0 2.0 4.0 6.0 8.0 10.0
TH R (x10%) FHE (x109)
(a) iup=0.1 (b) iup=0.2
=
=
$&
#
2.0 4.0 6.0 8.0 10.0 2.0 4.0 6.0 8.0 10.0
B (<109 R (x10%)
(c) iup=0.3 (d) iup=0.4

6 ANEEEHT LRI H

1 1 1073 1

102 10° 10¢ 10° 10°
HHT R A
K8 AR HT i e N R TR

2.0 4.0 6.0 8.0 10.0 10!
P& (x10°)
K7 RFBC fEA [ LA BSR4 2R 1)
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SRR b, 3 AN 5 SR 2R I (] 32 B 52 T AR AR SN (1 SRR (AT BT ) wy) BT R SR R P s
Bt RFBC M8 R 8] AR F BDXT A1 ODXT, H IR F 40wl BT, 24 58 HriH 2% 25U [ 58 i, ODXT /7 R R &
TE5 P 3 I A 12 SR B0 B VT B B /0 09 1) BT 5 3BT 1) B SO 5 2 ) G R L Y xtokeen, TE
B 45 i tH B PAT AL A, TR ODXT J7 R 2R i (A 220 & = F BDXT J7 &A1 RFBC 7. 1 BDXT 7%
T ZLLE ClientRound2 [ B H 57 V1 B AR S5 /1N AR S B TA) BT SE 38 000 B SO, TH R0 B8 ST R 5094 25 i) G A
X RIS xtag, HAE ServerRound2 B BE X IX B8 xtag HEAT FIWTEAE, &5 2 Wr sl Bk B 25 % 7 o, & 7 i 1F
FinalOutput ¥ BEARHE IR 55 #5832 [0 (0 ) i 45 SR ) U7 7 B8 300 U 25028 AL e /0N FFRD S ) T B3I (0 BT S R £ B TR 2 S
. MR R B P i 5 IR S 23 0 2 580845 I 2 IR ER A, B LABS ) F4% K T+ RFBC. 1fif RFBC A58 T> ODXT A
TEL RN H, BT BDXT L Z5IE(E, AT 2 WOmiEiE, AR FEROTEE oken R RZEE
IR 55 25 i, s FH A1 g Jo 30 25 1) A B B R 50 L AR SO R

(5) 2 A RIS 2R N (R T4

9 R T A R B R N EOHHE R I [ T IS . AL 9 FRERATTRT LA HY, 76 [ SR R s I DU T, Bl
T 20 F BT B A A B9 AN BOZ W N, REFBC A1 BDXT W48 2RI (R AANAR, i 2 i, B & 70 1) 1) S B TR AN 5L
Xf RFBC 1 BDXT A 0. [FlE, RFBC [ 2 58 il 4 2 I 7] A 2] BDXT ) 1/2. ODXT F 48 2 I 18] 5 = T
RFBC 1 BDXT, H.Fifi 5 >< 417 N E 38 1, ODXT W2 ik i Tz i G 1. FL R R S0k, ODXT R E B A
AW P DGR AT A RS B, BRI A T TS AR 1 T

10 DA T AN 7 G B K P8 S 98 2R I [ T4 1A 2 . AT DA S B R] I AN [R5 I B DR AR B (xm 3R
A~ n A%, n 4 1-8), WNEIFRERATH LU H, 72 FIREE 2 T8 Hi 80RO T, Bl 1A 0 1) o S B ] 10 88 32 T 1
I, 3 AN T R R I (B B AR, Wt R, A I (1 DB R  E  = F Y TERS . AN SCI RFBC 78 MEA 7
LR B8R N KT BDXT F1 ODXT, 43 521 AR T 1/2 0 1/5.

70
12+
60
50 10 ZH’%\A—A——A/A\A
Z 0 Z 8 I RFBC
= = —&— BDXT
-\%?{ 30 ;& 6 +F—4— ODXT
= L [3\8\9/8’/8\5———8—6
20 4 f
————
10 4 2
0 0 1 1 1 1 1 1
2 3 4 5 6 7 8 9 10 xI  x2  x3 x4 x5  x6 x7 x8
SRR (B 596 %10°) KA (Bds 5 86%10°%)
B9 IR A AN H A 2 TR Bl 10 AS[E SR A B 148 R i ) 4

4.3 AIEFFEHELE

FANF @i L RFBC. BDXT #1 ODXT TEIBC G148 2 A2 i (Kl 5 4 Rl e A 1 18 15 2ok, 51T
BRI PPAS 7 VEAR AR, FRATT RS 15 B AN 7] LU AZ] ) AS & 2 5 7 ok A 5 L o 46 22 T Pl {25 4 9 R . s 285 SR 11
FioR, Fh AR R R H AR, PRI R IR IBE 8. B, WA EHEE N LA, A0 R @S A4
W2 B TF, 1B R B A4 B BT EL B 38 0, RFBC 38 (5 714414 5. 2% X T BDXT #1 ODXT.

i REBC #1 ODXT X —#il S s il B 2SR 45 1, B i 5 IR 5% 85 2 [AEH (0 BdE5/b, T BDXT
PRI A fE 8 B A48 R, (A RFBC Al ODXT HU#AS JFA5 A BT BDXT. EffkiJF, RFBC ¥ 56 d b
BEATL BRI BT S A SR R S I 1) S B ] 4 R, I B R SRR T 7 1 A o o I 8 R A7 g btk 5 DG R 4
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MRAES A I Y38 B it M B 4 DA BE S T B8 A fo /N DGR BB IR A (S BUR IR R IR 55 2% RS #8 2 3
— R YNGR AR VRN I 1 H AR SCHEFR IR AT AR G 3R 8145 & P ity ODXT R 1 2 ik He B8 37 - B 3818 e /N I O i
T, SR 5 1 Dl B AL B8 5 B H % SRR VR A VT S (AR S B4 R, 3 ELE % R 7 AN At DG A SR K45 R,
HR X (5 BRIES RS 25 B, RS 28R AR BINME 2, THEFTE B & M S PR IR sval 8, HH 5 H
A B — IR [B1 45 % 7 v, 20 i LA P T i 4 75 B I SR AR R A, 159 Bl 4 R 45 . 7E RFBC #1 ODXT K
—EEAE ISR, ODXT /7 FeH 5 7 ity R 1% 40 I 55 2 (R B4 S R0 IR 25 88 ROB 45 % P I BB &35 KT RFBC & H T
RIEWEIE R, /£ BDXT FEE 1 #lfEd, 2/ il i - F S B, R & 288 BRI TSet AT HITLER.
552 RRIRAE R, B ) RS % KK xtag HIFR, MRS 25 AR i IR BB X AN SCHARIRFF I FI TS B, T & P
Uity B Jig I SC A 034 . A0 AT AT IR, ODXT AHEL T BDXT MK T @ FERE, R Z i RNTHENZT HE LT
BDXT, il {5 JF 4541 Eb BDXT 15 2% 4.

12 10

[ RFBC [ RFBC
10 | B BDXT [ BDXT
1 ODXT 8 I 3 ODXT
o 8t )
2 g 6
E 6t S
= =
4o w4
®o4r 2
2 - 2 | l
0 J L 0 J L
2.0 4.0 6.0 8.0 10.0 2.0 4.0 6.0 8.0 10.0
B & (x10°) Hdf & (x10°)
(a) iup=0.1 (b) iup=0.2
8
[ RFBC M [ RFBC B
§ I mmBDXT [ BDXT
[ ODXT ¢ | E3 ODXT
@6t o
= =)
A HT
&= &= 4 t
K4t i
din 4
= &
2 b I 2 r I
0 J | | 0 J | |
2.0 4.0 6.0 8.0 10.0 2.0 4.0 6.0 8.0 10.0
Hedhi = (<10 Hdli & (<109
(c) iup=0.3 (d) iup=0.4

11 3T RGBT TR G RIEFITH
SRR, B AN A B HT EL I N, 3 75 SR AIBAS TT A ¥Rz sk b IF HIAy RFBC fEZEAT I A 18 2K 4%
IR T 5 05 AN 13 BRI SR SO HEAT IR R, A HE S T4 I 5 3 O e 25
5 B %

ASSCIBIER 1 XA AT 4 2N T3 SR TR, BRI T R 2 AR BB IEAA SRR S R R R, 27—
AN FR AT 170 B ALK FR T RN 55 75 %8 RFBC. "B AV 2 1T [ B R A Type-T11 5 [ BE R, 3 B % 38 1 e B A
W o B 8 R SR BB 1 T AN AL BN B SRR R A, T L A HriE I A S5 % RFBC BAT I [ B AL

© PEFEERK IR s/ www. jos. org. cn



3880 HAFFIR 2025 FF 36 5% 8 &

Type-111 5 [A1 B R LA S S 1. VE4H 1 S50 23 A AN VP 2R B AR 4 T 48 5¢ T4/ BDXT # ODXT, /5% RFBC &5
FBE R 8. Aok, BATEEDA 77 R L3 — P8R T 7 R L e tae. RN, AT SR R LT HAth
L FAEA TR, UMITESA TR A LSl s 2 ThAg, St N m . ZEMsh &R NS R T £
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