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T EMERMRAGEE, KERIMAHEK, HMRARRETH S AT ERBHFLAR LA,
Mo A AT R, AZBR A R ADE A T KBty A s IR IR ATAS L. 4R R, — SRR 5L & T 46 KR BRI B S5 AL
HR, A 5 AT 6 S B A S TS SLALE 38 1 49 SR AR L, T A 8 s B4 B AT 5, $ 84S
S AR 00 A AR B 8K, AR AT A R 615 FAR B B BAK, LR T R R T %70 R RS B4 AR Ae R 4T
xt bk A, 3% —A R T e 4k 038 ) R ALRFMS B 7 & CotRepair, A8 44 3R, A # et = 4 R R E
RGO ERATHON, M RACTANI L5 R, FAn e s ok A4S S AR . o304 R AR B 4 7 ik iR A S A2
Fr 09 B-TR46 AR £ 3 B EM T AR KT ik, AR S A IR IEFRAR 5 ik 09 A RO

KR SRR, BT A S A REF T

REEY S TP31

shacs| g AR, S, B, T YRR R B B E. AR, 2025, 36(3): 1131-1151. http://www.jos.org.cn/
1000-9825/7205.htm

J3C 5| MR Lin B, Wang SW, Mao XG. Automated Software Vulnerability Repair Based on Chain-of-thought. Ruan Jian Xue
Bao/Journal of Software, 2025, 36(3): 1131-1151 (in Chinese). http://www.jos.org.cn/1000-9825/7205.htm

Automated Software Vulnerability Repair Based on Chain-of-thought

LIN Bo, WANG Shang-Wen, MAO Xiao-Guang
(College of Computer Science and Technology, National University of Defense Technology, Changsha 410073, China)

Abstract: As software vulnerabilities grow in type, volume, and complexity, researchers have proposed various techniques to help
developers discover, detect, and localize vulnerabilities. However, researchers still need to exert considerable effort to manually repair these
vulnerabilities. In recent years, some researchers have focused on automated software vulnerability repair. However, such a task is merely
considered a generic text generation problem by the current advanced technology, and the detects are not located. As a result, the
generation space of the repair program is large, and the generated repair program is low-quality. Providing developers with such low-
quality repairs affects the efficiency and effectiveness of vulnerability repair. To solve the above problems, a general type vulnerability
repair approach based on chain-of-thought is proposed in this study, which is named CotRepair. By utilizing the chain-of-thought
technology, the model first predicts the locations that are most likely to contain vulnerable code, and then generates the repair program
more accurately based on the predicted locations. The experimental results show that CotRepair outperforms the baselines in various
metrics, and the effectiveness of the proposed approach is demonstrated from multiple aspects.

Key words: software vulnerability; automated vulnerability repair; deep learning

BATIRIA (software vulnerability, AR I FR A IRI) 3 #2458 P R 40 mT DA GE A BLHAT R BR AL
AT 0, DTG B8022 4 il L B B R R BT SRR TN T 437 L TR AR G 22 4 5 o0 S, RAF ) i g Kk
AN T RAE R SRR, P th 5 2 SIS b TRy iR X e i i) i, A% 4 Bl H e 3Rk e i
NFTRERRIEERER, %77 SAF B R IR, G0 28 22 M0 It 2 e DA ORUE S5 i L. 4512, [ o 0 44 2 22

« WCRERTI): 2023-11-27; A& 25t []: 2024-02-23; SR [H]: 2024-04-12; jos 7E £k H R [H]: 2024-06-20
CNKI M4 & K i 1): 2024-06-28
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4207 Veracode KA 2021 4R 52 4t U S0, 1/4 (v fa AN ™ S B 78 R B2 H S 290 R R 4 &
., W B SIS S AR B A B T, AR R Tz e P

T, A E IR A AR DR B AR R B AE S8 AR AKX 5, Dy T SE G B B AR RS S IR, AN B
IR T 1 P CE RRAE T F AT 40 28, FERR T ASE IR 2R 3. B An, BB E 3R 22K 248 CWE (common
weakness enumeration), £ E A TR E I} (2023 4E 3 H), SRR T 933 2KIFIF, A SCHIIRIT 2 2 0ARFE T 1k,
P TR 28 A T B 4, B 0N B DAt A IR T 10 2 26 MR DR B 7 018 AL 3k 473 — 43 e U7, i Y 2K 28 U
TAHIE R 572N R e IR 2R 28 IR 2 5 e B E T A B 24 W07 3 7 008 FH 2R B TR 18 B 5 V0o 38 T 7 s 3R 3
(815925, AT DK IR A AL il (0 SCAR A i, B LR A N, K B i S RE e, i3 T
T3 st R A EE £, R % S BRI G B DU A il I B BRI B B R NG iz, Arig T 2K
TR, ERT R R, T B e BB AT IR, R MR R 0  T A AR AR 5 - M 2 46, BRI ER LT
T3 SRR f AR BAT IR A T SR, 4T AR R, B RS IR s R B SR AR 5365 KRR AR
FEMEEREF Y, BoAR% N T 0fik, BB, 107 5L 3RS IS 5 4 AR LA 7 50 T 50 (0 M R =, 58504
RTAB SRS A U T BRI, DAL, AT 78 43R D 224 i 7 R IR B3 26 jl v o B P SRR e, RO T P 28 Y
TRIME L H ARG R0 O E.

Chen 25 N\ PR H T R T30 85 2 IR H S Z BAR VRepair, &3 AR S 7 65 5%t C il S 8GR F/E R
PR AT TN Z5, 10 5 7E IR A 42 R AT 00, LA ARG T 450 A PRI 1] . SR 1T, VRepair FITRVIZR 7 585K
FER, DUKHAE A — WL EH AT 55 AT T Z5, 10 B (B AR B, 38 % 75 22 22 BEAL I TN 25 R A R 58 4 b
FHIREN 205 BOARADIE S B P A XA ), Fu 25 A PR T 3E T TS TG BE R IR TS E HAR VulRepair,
ZHEAFIFLE 835 JIAMREG A7) L 4 FT 5 TN SR 1530 09 TS BEAUE 5 8, ERIAEHR4E FATH0M, 24k
T VRepair {518 AR AE I 2R . 25 1, B A A el AR #7023 8 1 Ml SR R 3 4 5 1038 SUE B
CABRTFHN T 26 R o 2, {E 0 2088 1 4D T A B 138 2R s (RIS 40 T B B RAma. BRI &, 24 A0 14 AR 347 IR
B, A0 & R BE AR TS BRI RN B AT TR A B A B S BB, IR T h i B o3 1
A Al RS BRI BR A G, PR T A B4 2R 2 AR, s ma b T A i & 3@ Xt Lk VulRepair 77
FAERMBEEREF SR GIREIEE T, BATRIL, VulRepair £ BRI E#1E R T, 84.0% A 1L IE
WIE R A B BT B

K 1(a) Fe7n T % 509 CVE-2017-14341 IR S0 B T B S A0 T %S08 T A 242 1K BHIRTH AR BE (CWE-
400), ZBREIE F 2 IR B IR PR 611 R A $0R B S BN, IR S B0 AR T LT T £ 1
HBHIR, tn CPU M 75, BRI S, 7EiZ S, YA BT XN B 545 image HI 2 BR K /N5 HAE S
K7 B 1) B OR /IMIAR 56 BRI, M BUd 3 7EAE N B8 S50 image 75 B — A R GuAE DL SZ I /BT, 323 DL
A NI BEG S BT 7 B BRI ot MGG AT B BT AR B, S BUR GE R IR A R R . Dy T 38 7 A R A2 5 I B
THFE, ZAN T 3800 1 % 75 B 1 4% K/ Rec.RecordLength 552 Fr B4 K /) GetBlobSize(image) I, 24 E{% 75
B AN K F s bR/, i F8 . B 1(b) JBZR 7 2471 B e AR VulRepair #1560 Z IR BT 7= 4219 Top-1 #M T,
IR FRURS 08 AL A BT PR BE AR AN EE 2 TS R 2 J5 (BP Rd_WP_DWORD(image, &Rec.RecordLength);),
Br—AT I AT (BN if (EOFBlob(image)) break;). HH 118 5 i B RS 2 E A1 B 5 B, VulRepair WLHF T &
M % Rd WP_DWORD il I PY 2%, T 1E A (1) 5k Fe s A7 7E B 50 Rd WP_DWORD i F &5 52 J, 8 ik 38 in 5 B
1 EE KN 5 2R E 5K/ GetBlobSize(image) fILLEETIEE. R VulRepair fEEE I FEH, T Top-15 7=
AT ZERRIAN T, (H R T ERE B E A B S B S B R T AN R REBK, I H iRy hideeE
MEHT TBEEERFBER T KEANEHPBERF. Bl = 2, iR G2 156 BN S8 E Re 2 A B 1
T Rd_ WP_DWORD BRI HL R a5, WASEE R E (W Rd WP_DWORD R0 H) FA g S %
e, A R A s A s E R 1B B2, SHERIN, BT 2480 K EIRIR k> 8 BT &5 1038 A7 3048 J il A
51, BRI e N 3 5 0 5 g 7 P 0 9 B N b T IE B e REAT IR, N LFE AR R, X AR HE
EE DB CUGAE RN T 2UR. 2 LA, 4iie 5 T B A s R 5 002 i 2 1A S TR B s EH R i sz
PEA BRI AN .
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if (i == EOF) break;
Rd_WP_DWORD(image, &Rec.RecordLength);
+ if (Rec.RecordLength > GetBlobSize(image))
+ ThrowReaderException(CorruptImageError, "ImproperImageHeader");
if (EOFBlob(image)) break;
Header.DataOffset = TellBlob(image) + Rec.RecordLength;

(a) IEWREN T

W N —

if (i == EOF) break;
- Rd_WP_DWORD(image, &Rec.RecordLength);
+ Rd_WP_DWORD(®@, sizeof(WPG_Record));
if (EOFBlob(image)) break;
Header.DataOffset = TellBlob(image) + Rec.RecordLength;

W N~

(b) VulRepairi= 4= [ Top-1#h ]

B 1 CVE-2017-14341 JeiRMHNT

B i B, A SCHRE 3 R 1 2R B TRE S 5 15: CotRepair, i S S 3 72 3-8 K 0
GBI S AN T AR R, XA A S ER I 2 (0 2% 50 O NPk B4R, 0k IE B R 38 S B B ) 5 2% 1] 7t
sk A RE 1 U1 IR AESE 2.1 TR SRR 5 AT VEAIA 28, CotRepair 1 46 6 2 55 5 48 & A7 B #E4T T
W, T J5 A S 70X S B %) T e G 52 28 (R T &R DUE BB AR 7. ML T4 4 515, U VRepair i1 VulRepair,
A S RARFBAT FON W BRI A B AR I I AR P #EAT 2 &, FEA0RL 18 B A7 B T 45 I 2 WK, CotRepair B
TR R A ks . B S, B2 BT CVE-2018-879 JiR M E 7 4b T LA E A Rbric 7. Hr, 4oty
MERRIE T A SRATF A PG BARILE B, S B THEARIE T CotRepair AT TN I FH MG IR P& S 4 B AR, 450
AT B AL B AR CAE BARE T B AT B 0D, T CotRepair T KB E AL E, dric T BARRBEM B R E
while 25t RIEN, collen . %48 B AL B FRiC AR T47 Z BB AL B bR id B IS s bR R TS 35
AL . R, BEWEAE — B RE T LA R B AR AR U HERA R . A SO TAERAR WS S 3 Fow, Hodk b
SN 3 AN EL, 43 AR TRACFR Y B AR G BRI RS B B A5 B TA B B B, et 5 s YRR ik
T, 13 BIRIAFE T . B0 B USSR, fER I 2500 B, DARTARE 3 i B i N, A g (B A B+
SRR HENTUR N, DU RS 22 2 il 8 M AE B A B A g S 7, 18318 A B 455 1) 7 s iR
AT IR B I, 28 H T RIS SR, CotRepair LAIIFFEF/E NI, 1Bt £ % (beam search) A= B iE1E
SR UMLTF K& 2%, 2 B0 L SRIRIRAE T A SO i 0 )7 i1 2R B IR IRE B A 2.

1. collen = 0;

2.}

3. [while {Jcollen > @) { |

4. + while (indexw < width &% collen > @) { S T B e i A B
AT RN BB L B R

5. color = CVAL( in ); * out = color; % 1%2?\.13*;{6 .

6. out += 4; -

B2 CVE-2018-879 Jif#h T LA R AR RIRLEE bric 7 5%

AT 1 A BIRIRAE S A T ERF IR, 55 2 WA B AR ST FH IR SR, 5 3 A A SO B
BT EYESE RIRIE B sh s B 55 4 T80 b SZIR IR B B A R (A RhE. 58 5 e T E R Rk S AR,
TR S 6 N4 T 4.

1 JREEEHRXIE

AT K NE ¥ ESRAEE S, NS BRI 4.

RIS & 075, IR IR R B S R AR, W o o e RN TR e B 5 AR R R RIR s B
J7VE, K BRI IRIRAS B 7 VEE % I 4 g R IR f SLPE AR RS ML 5 H11 51 B0 & A7 5 4 T A R
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. BT EAN R B IR TR 2E 1Y, IR T vE AR R 1 D7 SR B, BT AR I B IR RS B g R kAT 5, B
SEPNHAT = I IR e 5. 0 T4 e R IRIAME S0 J7 323, A R0 9 2 240 S5 -G 82 M 1R B IR TR &, 440
22 X i HE R 0 L A 0L LG S MR R B IR. B, Sidiroglou 5 N MR H T Code Phage BiR, A %
AEIRTARE P 5 6 TR TR P R 2 9 23 A 2, SRR 1R 20 SR 00 3 B0 i X i EH R TR AR — (B, i AR M
JFRERE P 4 R AR A% TE A AL R A 9 AR 77, IR SR BORTRIAR 7 R BRI SO 8, J5 i X R e B 2R
TAFRFE o LSS L. SR, % ARAE R 34, SRt AR B A48 I AR TR TR AR AR M a5 i i U o T
B E R I R &, Huang S5 AN SR FIAR & i 7 A ORIAE ERE . BRI &, e S X i H R
TR AN TR, T P X — e A, AR A5 AT AR I Rk 2 T R e AR, TN R AR
FiE 1, FIH—H B E X IE R B A RIS E 2. IeAb, B 7RI~ E 2 G T B R, — it i E il B
JES JE T 2% o X 388 HIRR K77 A2 51020, Shaw 25 A U"SI3EF OpenRefactory/Cl™I%t C FEFF#E4T 48 He, 76 ACHS 2 1 34 T
FEL . BRI Ko 44 0 i SR 7 o A T BO R R b X 22 Ak, T AE S R AR 8 W AT 5 T, A 224
API R FF 4 B H ol ¢ 4 APT RV 45 4. — S 58 TAE 40 CCured™ ' HI Cyclone™ Mt R A T 2K BLf) B gk ™ F2
T CIEE, ST G X Vi IR 4 TR

© ¥ @B .
—= o= R BIE—Z it
! % L‘J b . AT i
: b Bl 22 2 NN
| PRI TETE R KA SH
= o 2 D> A M| ZkEERS ——— | v lgle ]
1 l@} — (LI 1 : = L 2 Sk B > !
e E@) eueEay oEm L | S ———d =)
LS SR T T S ,:
\\ JRIsE R 2R 'ﬂ%gﬁgﬁ,’/ \\\ SR e fR e L
@ WiREE

cE=m N = — =)
3o BoEoB oo B o
R IR I Vant| IRIFFE Y CotRepair BRI R ik B S AL TR
Kl 3  CotRepair £ A TAEFFE K

Xt ¥l AR AR S E M S, S E R TR T ARRM MR R, Gao EANPHEH T
ExtractFix, 1% 77 V2375 4 VE R B4 20 22 A 20 oRORT 2, S6f T3 I 240 o 02 A 8 R P s ) 0008 4 3 A 2 A ] R AT Js Vl
MR, T i PR s A9 i) 5 PR R A R AR P2V Bl JE e A AR IMME B 4h T . Zhang %6 N YIHRH T 36+ R 4145
FIAGHER IS TRAE 2 777 VulnFix, 277 80 RG0S T R s 5 AL E AR 2, 2T A ARG G e SUBEIR
A S RRT. T B R M2, ExtractFix il VulnFix A48 € SRFEISY, BRIG 1 BRI X 20 2R AT e B PR 2 28 2 U Vi)
HATIB R AHIX I TTIEATIIR 55 B S ik R AR B0 e HDIRES (W2 P 2B BUR I5Y), DASEEZ) Al BB SR i, 3x 7772
FEAI I AP X PR AIAS 2 (CWE-119) B FLS2HL (CWE-125) S AR IAMT . 5 S B s 28 20 A b R 3.
{5 T3 TR SR 2, i NS AIEAS 2 (CWE-20). BURME ER AR AUILER (CWE-200) %5, H T X LR RUJG R 1)
SAGTT AN 2= il R R T (0 S B IRAS B SR M AR IR, ok ez, IRk, H Ainid I R B IRRME 52 07 V8 3 BARFE A 15
SRR 5 175 SRR E (RO MR, 21T M3 sk 5000 o 2 S BB SR SR 1B AT . Ma 2 NP 2017 4E48H T
FET W RABVEM (abstract syntax tree, AST) 248 EBAR (¥38 F 2 AL IR IR & 52 777% VuRLE, 1% 7 k18 ARG AL TE 4=
J% T H GumTree™ M7 52 (53R A QRS AN HAS A QRS S48 2B AST A g 50 (Edit), 1M e K SR EUE 1 4w 48
BRER A BB FILAT R B USRPME TR . i /5, VuRLE L& AL 1 AST AU E AR o A8 E 85 1
AST Z [ FIARABLEE, Am R AR AL RS it ey RS STASEAROF DARR T AR . 28T, % TARAEAEAE SRR PR IR, I fe v
B R N T R AR AN 1) 8, Harer %5 N P12 H T 4 FH XU ZE B 4% (generative adversarial network, GAN)”* ]I
TABEEAR. ZHAREEH A4 A (generative model) A1 4% (discriminative model) 2%, A= s A PAZE Ak
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& SARED, 4053 38 I LA Al N B AR A AE R AR I A2 S BrAs B ARED, H Ak B A A A= s A B i AR T B2 52 B
1B ARES. SR, BT KRR AR T B 4, % TAE(E A T 6 & At & IR AR A I 455 Tl 2Rk, X
AP A % 5 7 SEPR B R N T RIS 2 % S5/ 19 B, Chen 25 A PR T 35 T30 88 % 2] IR TR 12
%2 J77%: VRepair, 1% LAEFIF Transformer #7556 1E C 1B = S5 E Bk 4E LTI, W R EEE 3754 1
I T B K A B b BEAT B O, YA 45 R R, A LG T BB IR B 4 B ER, TR 2 R RS R AER R
12.58% T+ ZE 17.30%. RE Wk, VRepair 1788777 TN ST 55 51—, SHBURRGIE SURSRAE J1 22 (W Wl J. N T &1
IR, Fu 5 N PR T IET TS TN PTG IR RS TR, %7 AR T AR 835 JI MRS SE] L 4 R
AR5 TN R A3 207 TS ALRIAE R pe, 76 8482 MR Hd FRATHOR, Z2/# T VRepair AU U3k AL /1B %
) 1 53 PP 45 SR S, A EE T VRepair 7732, VulRepair (1852 HERI R M 23% - TFEI T 44%, %45 RiE5 T FH
TSR B2 & 1 2 8 {5 B AR THE & R 1T Rtk RS natt, 24 i (1 3 2R B TS B 5 0GR BLK 5 A
B AR B R PR S AR T s TE A S i 8 AL A5 B O R, BRI I b (K BT J0 R 396 AT RE ARG T 3%,
S B REFAE R0 I 2R A 1A R, 0 T RS SRR I A R . 2 ST X R R AR R RE A G R AT TR
I, DR RS 2 2 S I e S A B AR S SRR, TS SRR 7 26 B4 2 5 (R EAT A 1k, ASRTHE
HREF AR .

2 BRAR

2.1 By

G B KRR T I AE SR T, 55 M A A AT 45 b B B R [ , Wed 258 A VR T S i
(chain-of-thought, CoT) HiAR. ZF A MG — RH b [ HEHE D BRAE N BLRY H brfi i 1 — 805, HINTE T 75 A AL R
B &R B RE 77, B 4 JRon T ARG BR 5 8 T BAEFERR 1 b o, T80 il i =, (&40
Ji AL CA— N AR AT (R TR 1, 24 5 s AN A e i 2 1) R ) D SR A D R I — 3500y, (A3 T e
W TE—EREE F B HEERE T, ISR TR U 5 2% il RV BE 7. AR SO 4R It AR, B SSHRIR T8 2
P RE, K IR TRIE SRR 5 e e S A B e A RME R R F AR i, B IRIANE 5 5 D IR U, e A8 7 I 28 25 ) ik
TR, AARTHE SR A i) ot 2

[ e N/ e e O\

s SRS 23R, E 20N b A6 F R R 2 1 REFA23NER, 20N I 76N E LR 2 DR ?
R %o AR, 200 E R 4223-20=3, #6415 F AR 3+6=91>.
LR s S P X LE STLR
IRBEE TR S - B
;AT AR I s ST AT R i
.. if(i == EOF) break; .. 1f(i == EOF) break;
Rd_WP_DWORD(image, &Rec.RecordLength); Rd_WP_DWORD(image, &Rec.RecordLength);
if (EOFBlob(image)) break; .. if (EOFBlob(image)) break; ..
% BRAERN: % BHEAIE N: .RecordLength);<BugStart><BugEnd>if(EOFBlob..
.. if (i == EOF) break; B2 45 RN
- Rd_WP_DHORD(inage, &Rec.RecordLength); « 1F (1 == EOF) break;
+ Rd_WP_DWORD(®@, sizeof(WPG_Record) m Rd_WP_DWORD(image, &Rec.RecordLength);
if (EOFBlob(image)) break; .. + if (Rec.RecordLength > GetBlobSize(image))..

j K if (EOFBlob(image)) break; .. /
K4 BT YRR N 7R

2.2 UREBER-AERDER AR

il 2%- A #2284 (encoder-decoder architecture) A& i /% 24 > Wi B WEEMY 2 —, E %) 2 BT ESRE S A1
FUR AL AT 45 P50, i 25088 6 7 STK B N B S 4o — AN RIS ) . BRI B & TN 1
e RN, X AT AR GmAL”. fRRL S DARSBOIRAS R S A, Fntl B AR a1 5 41, 60, ZENLES B IEAE
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&, RS S B ARE )T

B 1 9 D 5% -0 25 2R i A 4572 19 24 )& Transformer 844, 2480 JLT B So 3k (018 5 AL PR, A5
KB F MR, BT Transformer 2285 P92 BRI 5, Transformer M TN 4% %% (encoder) J2 Ffif 5 2%
(decoder) JE 4 %, T E B AFE— B IR B SIBHIFI— AR5 4% (feed-forward network, FFN) L. 75l it 72
o, BRI S R m S 38 RN, RIRTRE H AR 75U E S ARG 28 1N, 2 S5 1R 4R H Ar%i T 51 1 S B
HH RO TRURA A 2 T ) 22 S SR v B AR R R A B,

3 ETR4%ERIMEESE

AR SCHE Y — b I S B 0 IRIR S B 7 2, % 2 3 S A TR B B B I SRR BRI A5 S B B
2H .

AR TRAC RN B, H I7E T X B i N\ iyt AT M, B IRTARRT . B R E KB E T A0 Jast st
TR AR AT TR EEL. 5% 1 sk R AR @ 4 R B 0 sk, RO R GG TR IR AME AT, 769 BRI IR 7 F s
SREF RS BE, SRR T RS R T AT 0T, FRidieiiR T Ms i B, e B &5 ERSUER
BN E. A RER S B E IR AR RS ZRE PRI A BPER o 5id 0 i k47 201, 158 21 IR AR i s 2 72
7. B AL T R AE T T 28 3.1 AT AT VR A4,

TERERLNZRBY B, AR R PP VR N B BN, MR (B A BB SR T ) e S N B4, DL/ T
it RV f1 S Bt 2 TR 32 SO PE v i Ak E A,

TETRY B, %45 58 1 R AR IRITFRAR 7, AT E eI BR I b BT A3 B R F BPE 4318 B4 Ak iR
FEFPAE MR SN FEAF RSN G, BB NI 58 SR A B ) R FHEE IR (beam search) A AT RE A% H
HATH R, i 2 BT RE M = 2R ARSI, BI/3 8] CotRepair =4 RIE IS R IR T
3.1 HEFLESHESRT

o FUAE AL EE: S B AR A AE I — RIRTAE EIRAS 0%, I8 1 R T 8 2l 3%, H B T S 18 U5
1S, B F 4R IR RS 7 S8 E 5. M5 FH tree-sitter (https://tree-sitter.github.io/) £ R IGIRIATEF 5B ERF
BT R, IR AR I B R A B S5 AR T 5% 1 B T LLRE G 7 B R BN RS L TE R ERATA RIS, R tree-
sitter LAS % AT A A 7= A= B8 DXV R B, ) 7= A2 28 B8 (9 e 89093 R L BPE 23] SR AT 401, 19 2IIRIARR P S8 2 18
. &5, A difflib T& (https://docs.python.org/3/library/difflib.html) %} B§ANFE 5 HEAT LU AR Biis 5 A B S .

o HHH R R AR SO F IR A A I R HR BT 7 A B — R B SS T A o B B 1 B A A A B G AR ) 4 N T T,
A SCAE e i3 T D L B IR A s s 2 1P, bR icE IR RR R N o, R AR R cb o A
155k 4 i <StartLoc> A<EndLoc> FRicImiFAAR S FF HIEE 1 AT EFE0HD, X1 HBLE 247 S ia, B IGRid BT Ea
ARG, ZHEAE B HUAE T AN IR TR AR I T BBl 22 4 508 B 23 % 30 43 BT 5% P 40 v (AR AT HEAT A0 LAE B
FERN GHRIFAET S . B0, #4808 T 5 Infer™ VSt 4 AN 21 A0 IR TR H2 4 B0 5 52 T i A QRS AT ok
FEa A B I . FRATITE SRS 5.2 T a3 T iZbmic 7 sU N T 24T SFE IS S RE 1 (M R2 . 75 R 2, FRid ik
AT FEANEE R F b o B BT =, SR AL BAS 1 IR 7 rh A2 e IR TR B BT RIS 4T, T bR ic R BRI AT o Bl
BB B B AT AR,

BT AR B BR A AT MBS A B AR AE A — B0, IRIRIE S (I 72 m] BB ANV S BRI o7 B A AR A 1 48 25 78 At Avr
BT BS. Bk, AT IMMEEA B AT RS, ACWET W BT XWEE M ERIE . B 5 BR T IEE CVE-
2017-14341 BT B R 77 RAE R Bl &1 —IRIE 218 3%, 760 E0HE 347 FUAL 35 19 2] iR fe e 518 2 5%
7, R diffilib TE AN PP ST LA, SREIR R 77 A4 58 2 04 4 W, 1 J5 112 4 i e 3 B S, RIATROE L
{14 [ <BugStart><BugEnd> HEAT AR I 4t AE B E A7 B M4 Chen 25 NRIBF 7, 24 R SCK/NA 3 1, LA
M — 5 A7 ARED F BEAEARES R A, DR A SO T8RP I bR SCRI S sk b A R LG 3 AN R (BB R
AT R R BREAE 5.3 5 kAT,
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WAL | .. RecordLength ) ; if ( EOFBlob ( image ) ) ..

IEMFEF P4 | .. RecordLength ) ;||if ( Rec . ||if ( EOFBlob ( image ) ) ..

< T T

BEALLE %) | RecordLength ) ;| |<BugStart> <BugEnd>||if ( EOFBlob

EFx fEs EFx
K5 BEAERRTN

X TEE A5 R R8T 1, 1) kil A 2R AR IR A& 52 77 %, W1 VRepair 5 VulRepair, 3% £ 4 H 412
SRS A i T FC B R SC AR 4 i B At TEARBL AR ST S BB LR, X P A0 AR 0 kS bl T R AR K 5
HCIRE ) R . SR, T ZRAE A58 5 70 K &5 ARG ol 2 Fh I S5 AT 25 OBk VIE IR R A6 5 78 BEARAD LA 4
(o B OO A ST A TR GRS b DB S A R B 1T SCYE A TSt AT 000, 2 S 3UMmiE 45 5
TRANGRAT 55 2 180 (0 PE B 3k K, TP 2 P 4 S SO T3k 78 40 P TN 45 i 2 =1 30 0 45 I8 330 17 S B0k i g 7%,
[El B, CotRepair 26 £4 tH 72 8 IR 7 E 018 B 45 RIS LA MU AT SR i £ 55 5. BRIt s
KA 4.6 TWHEAT I,

o ARES S X THIN MR IR 515 A2 ¥, ¥ % R BPE (byte pair encoding) vk VX4 N 1 I IR A2
BEAT 7390 BPE S5 20 B I AHD & TR 73 B BE /IMEUEE 5 LI 74 LR 471, 3K S8 1) MR A Bl T 4 4 B8 4 00 4] RN
FERURIE SR8, I O 12 R T8 5 B8 e D272 o, 3¢ -F 4085 4 BT ValidValue Tl 5, BPE 23K 1% 4 i
R43 N T WA A R, Bl“IsValid”A1“Value”. BEZ2f# 1 1% 4h#.15 (out of vocabulary, OOV) F [a] 8, {1545
HRIE X ZREE AR ML 2 R g Ae 7). 2 X PR RIRFERE Y SBERF.

3.2 RENIZ

AR SCHIRE A SRR TG TS B, omi - 8 0. g s gt st 12 )2, |24 12 MEE kK
Transformer /241 224N 1 24T 55 HFHUE 7 S ek 808 B2 T s, A 2480 103 2 TR D0,
AR CodeT5s 7 P 5 2 K01 4h 1k CotRepair IS5, H HIFE T T HE TR S5 27 3] B ATIS 1.
TR B b, R ) N R Ea TiUAk SRR B AR IR TRAR e, IO O (1B B A BB BRI, Ak B b >
TR AN 52 bR H 2 )22 SO, b, A8 R A B SIE B AR Y 2 R AR5 [SEP] #E4T3%E4%, [SEP] M H LA 2 B
FhE R BT A5 5

o HNJE: RN JE HACEY iR N JZ AT B 4 i )2 P 58 4 4 . ARRS RN 1 H BIAE T SCAR T AR RS B 22 1)
B[], B AR RN, ARS A TR KA BT (0 7555 AL B e ), T o A 2 1, LA S A ) 1) s i o 2,
BART S, B THMARIRRART C, &1 /5 idS 28 M e ol ... 1) EE R BRNERE E, 1345 i 4
X REE SR B x; , 13 BIIRTHART C MHRAFERE X = Concat(x,,...,x, ), x € R4 BARSFE A R A:

x; = lookup(t,,E,,) .

XA B S 2 W 5, BT Transformer 2844 R &4 3 ARG T SRS /AL E S B IS M, R R ER S
Fg A B AR B AT SR S5 4. 0 B gAY JE FH DU SRR BE X T AR PN T3 X, A x; L TR] AR R A7 B 06
F, FME x, B x; AN B G R IS A 1) & af,al, e R% , AR RE AR08

a3 = Wiip( -ty

iy = Wiy

clip(x,k) = max(—k, min(k, x))
b, Clip BREIAE I et BE B3 K AP AN J6 2 2 (R AR B EAT 3080, BR3P0 R 2 (A B K F &, U
WA Z T IR BB A k5 AR B ADRERE WX = (wE, ..o wE), w¥ = WY,,...ow)) AT ST OB R, o

wkwV eR%, d,=64.
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o Jtat: gulidas 4 th 12 24 HAR R guli a8 2 41 B 2 B, A DK N B30 S Tl A — AN B35 (1 320,
B FE SR U B8 b e AR B, K A R — MG FE R [ &, (RN TT R O B D 46 H50H ) SR LR AIE . RS
JZ AN BA A AL B i G 2 Sk FE R SR, A — AN AT A K AR T AL B AR R
b FRE N B IS5 7 51 v AN [F) A7 ) AE RHEAT DB, AT B HSE B AH OG(E B I GV EE AR AR 7). 2k BER
JINLHI R 2 A B R, HITE @ A R B 73k, 752N R 23 A TP e A R 22 BAE Bt
BEAT RS X T 3 A BA AR AL B il 1 E B 3k 5, FARWGERE X = Concat (x,,..., x,),x € R A%, F
FH 3 AP AR BE W, WK WY e R&vE 3N 73l [ L 2= R T 3 ANF 25 m 3 ANMERE, 4510128 0. K #l
V, BEAN T2 [0 S SLAS [F] (1) B gl R A . L B AR T S R AT R~

Attention(Q,K,V) = Soﬁmax[%)(V+ PV),

He, 0. KR v, PXL PR RE IR
Q=XW2K=XWKV=xw¥

P¥ = Concat(pf ..... pf), = afj
=1
PV = Concat(p}/ ..... p,‘:), py = a,yj

R BRI G, B 45 31T %8 (concatenate) & i N RIIRAHZ 4. R, 23k HVEE 1ML

il i) B B2 T R OR
head, = Attention(QWE, KW, VW)
{MultiHead(Q, K,V) = Concat(head,, ..., head,) W°’

Forb, W2 WK WY e R N8R i ANVER ISk it i N EAT U (B AERE; WO e R RILLX & I ¥ 1) & AT
AANEWU LIS B, b p=12, AT AR, KRS HEN D =d./h=64.

W5, H— ST B EE P 2 X 4 AN EAT A0 3R, L H ROLE T I8 I 08 A E 2 11 A8 ok AR Y B8 in R, AT DASE 4
RSN FEYITCR Z AR 2R, A8 20 A P90 A RO AE B R i aT 3om

FFN(x) = max(0,xW, +b))W, + b,,

Forb, Wi, W, € RO gt i NBEAT A e IOALELRERE, by, by e &, AN (RIS A 4% 2 o R B 4540 22 ) 246 Fr AL R AR
MEECA MO SH. mASES 12 ZE AR I dmfidas B SN, E— ZHl oA — BN, &5, #ii
5 — R A= 1 AR VR IR B IRAS E e R

o fRRGES: TE1F 3] T HgmAg 2 mh BB W BGEZIRES E 25, AR F RAS 28 X i R AR 2EAT AT, ARFD 28 B 12
JEAARI RIS 2 I 2 IR, 55 1 R RN ARG E A2 ARSI 2 TG 1 17 B RE O e R
A B O HAA ML L Sk BER I E, R FRBEIRS E, BAZ kBRI R, i MNe 55
BB U, . B RTRIRN:

U, = FFN(MultiHead(E, E, 0'))
{ O’ = MaskMultiHead (0,0,0)
M2 G, & i ISR i— | EmiDENHE L. RAdETRR A
U, = FFN(MultiHead(E, E, U._,))
{ U.., = MaskMultiHead (U,_,,U;_1,U;,)

G — B RN E R, B0 v 4R S R TR R /MK 1 & T S8 Sofimax UK 1%

) & NN TE R R b ISR 23T LA Fim 28 1) A ME 38 20 AT K. BRI FE T R
0 = Softmax(U_, W) |

Horfr, W ¢ Rt d o HIAF K,
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o PRV G AR SCAH A8 UG 2R bR BOR B 3 AT 11 25, Bk R BT S B AR IS R T 3R R
Loss =— 2 P(t)log(Q (1)) ,

Forp, g BRI AR A MR B S § NG R, PONERARIE LR A RLIONE R 234, Q AL AR R 4 R R 20 A
33 mREE

MRS, v DVE IR B E AT, BT S, 1 iR BUR IR RAR 7, 7E51 bR BT A RS, FIH
BPE Sk 47 401, 15 BIIRAE . 5 ¥ IR R 5 4 NS LY, AR 7 1 AT R R B AD, 7 AR R B R AR
P14 R 2 0 A AR BRIE TR P IR R R, FRATRI R T 42 R4 2 SR B 3 o K 11 &k /MR B AR 7 EA T 4
H, BA5 B AL I () ik 08 2

4 SZIGSTER

4.1 HE[EE

9T VP& CotRepair J7 V2 IA 2, AT T LLT 4 4> &L

* RQ1: CotRepair 875375 L 24 i e RIS 52 7 % 5 U1 45 S0

* RQ2: CotRepair &7 HE At FIMIACAD 1 0I5 55 47 B 2

* RQ3: CotRepair RERTELA BB B WIEUL T, A 8= 1 S8 F2

* RQ4: A[FI LT CotRepair 7515 HIA RUMEF= 4 B A I ?
4.2 SR

AR ST A FF IR T A 46 Big-Vul™ R CVEFixes™ 38 HUsk i - H4 2 SLIG SR 4 (UL R AR AR 48). Big-
Vul HUEENCH T CVE Hdi e U, 38U T 41 CVE-ID. CVE M &2 4 $0R CVE 555 B b5, 15 R H
J@ d, oYl Bl A T H FIRARED & FEEAT T TRHR, ISRIAS S IR git $@58 SRk M A s 2P 48 Big-Vul 3468
T 2002-2019 4, 348 MNIH, 91 Flt CWE K84, 3L 3754 AA[A] 1) I .

CVEFixes I #7705 Big-Vul 28U, {85 2 T £03 KI5 546 22 (1 B A1 . LT &, CVEFixes H#: M3
[ ZX #¥5 2 (national vulnerability database) €U IR, JK 4 R W1 H KB 7] 6l (1 Big-Vul 548 1)
2002-2019 “EF B E 1999-2021 4E. CVEFixes WA T 1754 ANTH, 180 A CWE 285, 3t 5365 AR [FA . 1
J&, A&3C%F Big-Vul Fl CVEFixes BN SR SE AT & I b B 2 500, B29 3815 6008 MR FIEIELE. £ 14
H T ERENSIHE L.

F1 LEHIREE

PAE/E S R [r R

Big-Vul 3754 91
CVEFixes 5365 180

LHG 6008 180

4.3 FNIEIR

BT A SO Rs iR e 2 A0 B & 6 & IsRE &, Bk, A SCRHN febn BEIE A0 B & A8 A fadn Al
TiME L BCERAITAN a5

(1) 12 AL B A BRIV T

TEVPAN A& S A B e A R R, AR SCRH B [l 2 @Top-n F! MFR (mean first fank) #H47 &, B RIZE@Top-n &
TE B 52 AL 15 PR AR 0, A0S 25 35w ORI AP A8 5207 B i L 8OR, DA S b e 8 S 7 T 41 3 o
HEAERT n AN AR B2, V57 R
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@Top-n = HA IR TR0 25 S Top-n A HH TR 2R ,
TR 2L
Forp, p B /IMR SRR B 07 45 5T HERf, TEASCHISESS ., nERNERCH 1, 5, 10, all. B [ @Top-n (KRR E
R E AL B AT . o, BRI R @Top-all il AH BI%. & EEZE RS, BT IR &2 MESRAL, Bik—A4
JRIRTT eI 2 AME R AL, SN T 5 INHEn i s 5 07 B 8 A B B8R, AR SCE L AME BRI A B A R %
AL
MFR FIFHE TR0 AT e e HE 44 5 R 88 1 MBS JE &R (P38 HE42 A B, 505 i

i Rank(i)

i=1

MFR =

m

Ho, m R SEL, Rank()) FNFEST i NGB, BRIG TR AE TN SE R i i HE 44 Rtk MFR ERAIS, 4R
U B T8 LIRS Bk .

(2) BRI e br

WHETE, WHEsMEE TRARKEEREFEE LA AL FRARE: TR ERFMAEREERF. K
o, TREER PR EEE RIEE B E IR T, B e SRR P18 AT AR BN ST, 4T, BT H0RE
LR A Z , R IE AT IREE S A 51, R] skt e D ied gt 0 P 49755 I VIRl A8 SRR EAT VA DRIk, AR S0 24
i3 IR A 5 7 B BE A 7 3R, R SURIA B 318 2 T B S E R 24 B AR 2 R 54—
LT A S AT, B T, AR SCRA T kIR 2 0800 38 R F5 4% 2 Bl 2 (recall) 1EATFNFEFF. Tatn i e
P&

A R BB SR BRI L
AN = TR ’

Forp, Yl B shiE 2 TRXRIRAEMTaG BZEF b (ASCh AR 4 50 MERRRF), /A7E— A KA
ARSI T REZRRE FAR T EREERT (RS R we—RNEERF).

SEAh, N T EANFR S AT AN T AR UK, A SGE R A T AR B ah e & U R I fa s A B % @Top-

Al R b 2 A T B2 P HELE R n AN IR BE, 155 2R
. ARG E P AE T 45 5 Top-n A ) IR TR
A E@Top-n = PRI ,
Forp, n B/ NRFRAN T A S5 R B8 A, TEA S ISR, n AERIEECN 1, 5, 10. B EIFE@Top-n MERRARRANT
ERRTipES s
4.4 FHEFHE

ARSI FE 210 B S B P A E 2R 2R TR Y B 318 2 5 7% VRepairs VulRepair $4 HAE N EHE 12 5 A S
ITVERAT AL

e VRepair. Chen 25 A\ P 2021 448 7 518 2 ST BRI IRIE 2 712 VRepair. %5 7 IR 25 ) B
R, BHTE C/CHERMEEE T IIZE, )5 TR EHE S LT HoR, 75— R Rk 7 T/ R S 80
RAGE RARAT5 S AR i) i .

e VulRepair. Fu 25 A\ P F- 2022 442 H 1 56T T5 FiUI SRR AR IR 18 2 735 VulRepair. %8 AR I 4
RIS ARRD SR (W BEAF AL 7), 454 BPE 20id], ZE TSR etz b, TIRREEREE BT iom, si— B4R 7
IR SR TERE.

o CotRepair-w/o-CoT. A4 T B iNAE i M 50 R 44k v o1 TR M Re sz m, AR T A & B4EsE st
CotRepair 1 NFHAE L2 —, i N CotRepair-w/o-CoT. BARINF, 1% 7 1E M N VB AARY, f oA E S, M
EE T CotRepair, AXHE S AL B REAT TR St

FEERE M, 11T VulRepair 748 F 53542 v Big-Vul A1 CVEFixes fal 843, IFRIEAT Z 8. A SO0 A
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BAREIAT G5 9 T BRI, &5 T AR 5 S BRI AR A D0 AR [ IR 1T 5 38500 A
#%. VRepair e T Big-Vul 1 CVEFixes ATV, {ERF 5 R B, 703X AN B S W S e e & — BUTR
TR, FEAE SR 2R 1 RS, IR, A5 S04 25 19 VRepair 55 VulRepair HIVERE 5 5 AEEZ R
45 ZWWE

TE 2R HR S A SC ) S 50 8 B R 5 TR HEAT A8, — R A ST 5 1R AT SR AR ), R AR SOV S 56 1Y)
WH.

o JPESEHL S I A S R R A JE T TS BRI PyTorch SN, FFFI A Code TSV I 2 Bk AT 1146
k. ARE5 2 KA T https://doi.org/10.528 1/zenodo.8115328. A L FT A5 Sk /E — & A 2 NILfik GeForce RTX
4090 GPU il %5 #% b acBil. 7EX B BT RO M A2, SR E R, SO N B R B R i A FE T 16
VulRepair (173 5 DLk N K EARF SEIAA P, RRBSHN % B IKITERIEE E AR (erid
search) FTSRILAI IR S 5. Ho, N T AP, R R IR/ (beam size) 5EME T ERFE— 5, B35
1 Bk B AN 2 Fior.

®2 HFABSHIE

ARG FE PER HLEARD BN KL B K KA
768 3E-4 75 32 512 512 50

o PRSI Jy ¥ [IZE AR SCHR K AT 16 R, A SCHI R () 2 4K 1 Big-Vul Al CVEFixes A~ KM I L
A, SLIRHR AR5 b, ASORA T AT i RE R R 4y 7 5, BUBEMLIISY 70% IZREE . 10% Hk
UEE, 42 F 09 20% FRSE. VIRt RErh, BG4 bR IR AT (717 55 (checkpoint) {E AR, 7204 b
HEATVEAS T
4.6 LWHERS5HH

® RQI: CotRepair fg 733K 45 H 244 BT ok IR 5 52 7 1 S AF F 45 L2

N T IR B 45 B, FRATHE CotRepair 5 3 FhAEUE /7 ATE MR S8 LHEAT T 36 LSRRG, SEBG ISR SR 3% 3
FTR.

# 3 CotRepair 5H4 7% M1E S MR HLEL (%)

Jrik FERCIES B HZE@Top-1 A Z@Top-5 B HZE@Top-10
VRepair 12.3 7.6 11.2 123
VulRepair 17.5 13.5 16.4 LAl
CotRepair-w/0-CoT 23.0 19.3 22.3 22.8
CotRepair 322 27.0 30.0 31.2

BANEER], SHLE LA, CotRepair FITHREA BORIES. BAAT S, MBRIZE L&, CotRepair (117 B2 IA
BT 32.2%, X FEL T VRepair. VulRepair /750 B TE T 161.2%. 84.0%. &3 CotRepair LT 241l &
Jeidt T H VulRepair B8 2 72 4E 84.0% M IEME ST . WNBEZE@Top-1 LK%, CotRepair /H L T 548 %
VRepair. VulRepair FJ$ETHR D HIIEE] T 255.3%- 100.0%. A T B INHERRHL AL B4ESE1E R, FA 1% CotRepair-
w/o-CoT HHAT T VA, 45 SR IR, ME T 5A B4R RIS LT, CotRepair /£ 8 B HE [ @Top-1 L H$#EF
SPAEE]T 40.0% AT 40.6%. X R BAEEE RN T 18 SF2 7 A s ], 487 T A NE SRR &, 178
—ERREE R E T EETTIRE B A B R R . AR T RSB SRR P AE Top-1 B & EE (BRI
[ @Top-1/A A1 %), CotRepair 2 I IEM1E ZFEFH 83.9% £ F Top-1, i VRepair. VulRepair. CotRepair-
w/o-CoT 73518 61.8%. 77.1%- 83.5%. X FEMk# CotRepair 4 IEMIE B AR EL T3 0732, B AN4ESH T Top-1,
Ae % 2 2 B AR T RN B SRR 7 IR 1t 6 IE L B9 FE 3% . AR SCIRIBTIEFI A T Wilcoxon #5 #4556, % CotRepair
5% B G 07 VR A USSR R AE TN 45 SR b B O T AEAE 1 3 22 AT RS, BABGHIE CotRepair 5 % 54715
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TEIEE MR LR B %, W4 R IR, CotRepair 5 %348 7% 2 81 p {H39/MF 0.001, B CotRepair 5
TR AR 2 A B

Zx BT, EXHRIFTEFT, CotRepair REME A SR SRIGHHTIE R, I RE R THLIE.

© RQ2: CotRepair A8 A5 B FIACAD HR RIS B AL B 2

HER1E SRR R T ARG e A A B AL B, DI BRATD & n] AT TR T8, BAKTR &, AT &N T 77 A4
[y 4a L EAT 204, 5T VRepair 1 VulRepair, B34 45 5 928 58 5 BOACRS B2 He bR S0, AT H 7 A AR B )
LB AT A H, R AT E 5SS 0 E — 2, WA i ik dE s i 7 RS e g E. X1
CotRepair-w/o-CoT 1 CotRepair 1fi 5, B T Ffi t 25 B 0 56 8 (WAL T8 5 AR, A 3 5 T AR 7 3k 47 LU 3
FPAE AR T (WAL B AT 04T, iR SR AL E — B WAy H i S50 1 AR T B R AL SR A Rk 4
B,

R4 BITERE AL E R TINECR

Hrik BAEZE (%) BEE@Top-1 (%) AEHE@Top-5 (%) A FE@Top-10 (%) MFR
VRepair 19.7 15.7 18.4 19.1 403
VulRepair 412 29.2 37.2 39.4 30.0
CotRepair-w/0-CoT 34.6 25.1 31.3 332 33.1
CotRepair 52.4 36.6 44.9 47.8 24.8

PA1E R, CotRepair A b T 5428 7772, Aetis 58 9k af il SRARDD HR BB 10 A2 B . FAKTH 5, CotRepair X T
BEANLE KA FEN 52.4%, BWEENERBERFIEMERIEN T, CotRepair £ RIIMEEFEFF, 52.4% K&
SRFAILEWNAE 8 A0 E 34T T8, ™ VRepair. VulRepair. CotRepair-w/o-CoT % B 5 53 54 19.7%.
41.2%- 34.6%. W] ULHEN, 72 B YEEE R R Bh 2 F, BB A8 S 0 B R A RORA TR, NIRTAIEE 4T
T B 5 FE, RATERZ, CotRepair £ MFR fab5 FAHR T 24 5 A WA BRI, MET Ui R M
$i R VulRepair, CotRepair 7 MFR febr LT B T 17.3%, BBk %7515 68 58 9 A Hh 10 I T AR At IR 6
AL E. 9 T HHE CotRepair 5 #5487 AR IE E AL E TR H2 A B2 %5, AR A Wilcoxon 145 kAt
B X} CotRepair 524k J7V5 2 (8] IS S AL B TN AR (CARHES RAE TN 21 R b AL kid) #E47 T A, 45 R BoR
CotRepair 583287752 [0 p HY/NF 0.001, Rl CotRepair 5 %457 2 (Al & & A7 B IR 2 7+ B,

25 LRk, £ HRIAFEF, CotRepair BESL K i M FUNRIRAR 7 e B 461 B, I 2 B0 T L85

® RQ3: CotRepair RE B ELA EMEE N B LT, A &t~ 1e S5

A TRICXI B G R, BAVRI T & IEEE A E W E# &4 T A& R IEIE 127 1688 /1, BIZEFm

BARE LT, A% B A B IE IS AR T B 5 vEN — N TRR P = A A I E AR s G 18 b B R
WIFRF, MIFE TR (R 2R 0 A5 R Z I AR P . SRIR 25 SR sk 5 Fos.
£ 5 AEEALE T ER AT & EREE SR

Fik HEE (%) HABEFE@Top-1 (%) HEFE@Top-5(%) AEFE@Top-10 (%) 1&E AL E I IE %L
VRepair 57.4 40.5 53.2 56.1 237
VulRepair 41.8 24.8 30.1 31.3 495
CotRepair-w/o-CoT 65.7 55.4 64.0 65.4 417
CotRepair 61.4 51.4 57.3 59.5 630

A LUE H, EAE S AL B T TR A A5 00 T, AR B TN IR 218 B A7 B N IR 1, & D7V AR R 3R BT
MA B PFETHIE K&, VRepair. VulRepair. CotRepair-w/0-CoT+ CotRepair 73 A2+ T 394.8%- 138.9%.
185.7%-+ 90.7%. H:A1, VRepair HI#2 FHiEE £ K, CotRepair-w/o-CoT ¥XZ, CotRepair A3 T+ & £ /]y, VRepair 1
CotRepair-w/o-CoT fE & 5 A1 B HUM IE 6 15 50T, 76 8 Bl R b BRI LF, A1 2& BT VRepair 5
CotRepair-w/o-CoT 4% & X & & A B T i1 fe /1858, (X AITE 237, 417 NRIA_EIEF TN T2 S A E, X
T2 NS G AE S IRIR, DR B 0% 6 A& 55 40 B Tl 10 ff 1) 15 450 T 08 2% s 1 B [B1 % CotRepair-w/o-CoT £k 2%
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BAEREBH IS OU T, B E R IR R SRR, 7L TR AR IE R, A AE A2 5L B U 1 1 2% 1R 20
FF, BRI, ASCAEH 5.5 b X IR — I G LR R AT 7 P40 4T; CotRepair 18 A BAUERE LI
FRAET, A5 BENS BT MO A Ay B AT TN, DR MAB 5 for BB N 10 (R 2R PR 20 TRNT CotRepair 7 A IIFZI D,
DR G5 T 2 i /0N 143 1 AT DAAS 418, R E e v R 3 A ME SRR R A R ). AR = ),
VulRepair A ERKIVERESETT, IR X LET7VEA B T8 A0 B TN A A8 08058, D8 b 742 52 o B U0 1E 1 2% 1
T HENSSRAT BRI TERESE T

N T HEINFE S R TE CotRepair HETS 1E45 E B R AL B KITEIL T A Rt A R, A S — LRI E T
XHZ AT & TR FT: SN BRI 5 vh Sk BB 2 AL B HEAT RSB FR T, M 3R B — AN B0, AL KT
EERBEAERE BRIEEREF. B 6 R 7 IRIATE S th Bk e 2 AL B AT B AR L5 RN R iibRic 5
(KIS IR 7 17 81 R TR AR 1 S RS A B P B4R, 3 2 18] LARF5 [SEP] 3EATI4E 82, [SEP] S FH LA 1 5 A 4
FERB M TUE X5, KRR 6 Pk,

JWIFAFER S | .. RecordLength ) ; if ( EOFBlob ( image ) ) ..

&g B | RecordLength ) ;| |<BugStart> <BugEnd>| |if ( EOFBlob

¥Hukrics | - RecordlLength ) ; if ( EOFBlob ( image ) ) ..
IRIAREF 741 | [sep] RecordLength ) ; <BugStart> <BugEnd> if ( EOFBlob

K6 IRiARER ki i 2 A B minic T

Fo RMERAENZI T SINENBERERR (%)

ik AR HBEE@Top-1 A HZE@Top-5 HAFEE@Top-10
VRepair 15.9 11.1 14.6 15.1
VulRepair 359 25.1 344 35.6
CotRepair-w/0-CoT 37.8 32.5 35.5 36.9
CotRepair 43.3 36.2 38.8 40.5

VAL S5 R, A L R R IR R R AT AR R S LR (B RQT K E), VRepair, VulRepair.
CotRepair-w/o-CoT. CotRepair 7£ 4 [ Z_F R AEE] T 29.3%. 105.1%- 64.3% Fl 34.5%, HH VulRepair
IER TR B K, M VulRepair 75X i H (IR TRAR 7 AT R0 I01E 00T, X I o R B A48 5247 B 4 SR A
71855, S8 2 2R, VRepair 3R FHIR LR, TATHENZ BT VRepair BEAUEULEL /N, H #2545
BB AL A AT N RN, 5 B EVEHE R SR N R AR B BRBR 18 R A7 B CotRepair-w/o-CoT I FHIRE W3 KT
CotRepair, EJHIE T CotRepair fi Bl B 485 1, A B xR i 48 5 A B ROHEN A J1558.

g5 RN, fEa e (B B BT, S I7E A A R RE B IR T X B RS AR IR & s R R
M FBERFE N IMEE A B TR EE ). BT TR AEIR KR L35 B vE R & S kA A B k47 T
i, BRAT AT SR SR G S A7 B I T e ) AR FHE S BE 0 A A

® RQ4: A [E L% CotRepair 77 A XU = A EARE R4 2

N T B FE AR SC 5 R R O [R] AR H e B AL A v R R B R, BRATIEAT T Ak as. BT E, BATRET
CotRepair 111 3 ANt (1) FIH BYESEIAT B ERETF AR (2) 2 T INGBREATHOR; 3) K e 8 Bs SR
PEBE RS . £ 55 1 AN, BRAVEE R B kb, R7E I i FE v B 5 BT AT BOBRIE 5E 45 B, 7V M N\
FaARHD, St N E SRS, TEER IR, Z 7RIS 4.4 F72E4EJ7 155 FTi% i+ 19 CotRepair-w/o-CoT. #H LT
CotRepair, % /7 V5 A W& 507 B 34T T A4, ACHE S S AR A7 50 s BT 38 2 ANt BATAVE I T
SRR RILKE T 2R A o (A R R AT BE N LT 264k, BT 58 3 ANt FRATTEASIR (1) 4 H A8 SO 28 7 v 1
i, BILEAE S P S A8 B8 AR A A R 3 1R e, seat gt San gk 7 Bios.
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KT HESLIEEE R (%)

B it H el % B HE@Top-1 HEE@Top-5 HAFEE@Top-10
—E Y 23.0 193 223 22.8
~TRNZrAs 5 233 19.9 225 23.0
—SEAAE E ARG 243 20.4 23.0 23.3
CotRepair 32.2 27.0 30.0 31.2
BATFEER, EHBEEERE R, AN B RIRTRERE SR T 28.6%, RFTEH D BN T, TTH

RIE R R RIBOK, S BURRXE DLAE IRE RO KBS TR R B IER B SR 7. RO BN RSO0, Tk
HIBIFTEE T 27.6%, B IR Py 543 A 00 R TR R % AR K 34 B 77 VA AE O B S BN 1S 0 T 3R 4518
SRR AR RE JT, A2 — B R RE _RIB T el T 20 U R 00 BB A S B DA 2] BB S A r) AL K T 1%
fi i L 45 R e e B A8 S AR BE O AR S ARG & B S bR SR, TiiE R B3N B T 24.5%, RRE B
SERAB R AR, BENS SN 78 20 MR P T ZRAE 2 P RO 3R AA5 IS, a8 T A 555 TN RAF: 55 2 AT R it K
PR ETERE T . MBI, LA EIER, AR @Top-1. H B @Top-5 A1 [l R @Top-10 1E 41T 1
PRI, EAERER YIRS (O E BESEMA 5K Ao 52 B2 R ARKS B BT R Ik BE A S /N T I 2R 2R, Rk
B AR AR AR 4 b S e BT ST DL, AR ATS SR B M) 358 23 TN 235 R v el 3 1 4B 3R, AT A
BRI B T REDI I T30 TN R 15 0L

23 PR, CotRepair 773 f#-AS Beit LR HIE 207 12 (08 RS B A, e rb B4R BE B0 I A Rd:
AR T B B S, L 2 T A Y.

5 o5t
51 SREERBIMEE BRI

% 8 J&7R 1 CotRepair £ HBUIIR e 1) 10 S8R _E 1R
#* 8 CotRepair 7 H B i i) 10 J8R IR LRI

FE CWEH CWE#i& HIEZ (%) Eb 451
1 CWE-119 W AFZE M X IR i A4 32.7 101/308
2 CWE-125 R 26.8 30/112
3 CWE-20 HINIEAR Y 24.8 26/105
4 CWE-264 BUBR RN ) 42 A 24 46.0 23/50
5 CWE-476 THREHR S 20.5 9/44
6 CWE-200 HUBAE B R ERAU 32.6 14/43
7 CWE-416 R A 35.7 15/42
8 CWE-190 A O AT IR 44.7 17/38
9 CWE-787 WAFER T H N 34.4 11/32
10 CWE-399 BEURE B 1R 35.5 11/31
it 31.6 254/805

Al LA i, CotRepair /£ CWE-190 JgH LR ILG A, BRIZFEER] T 42.1%, B85 7 38 MEEF M 16 . £
CWE-264, CWE-399 fl CWE-416 L2y 5MEE T 32.0%, 29.0% F1 28.6% (IR, £ CWE-476 Al CWE-20 iX 3%
TR BRI, ALREEE 20.5% A1 24.8% (IR, 25200, RIUEX PSR _E, IRFERK 1 b A 800y
AN 536.5. 593, TR BB LFHI CWE-190 J&F L HIF 47 5040 R 286. H1F CotRepair BV RERE IR IR P K EH)
DN R (FEEE 5.2 AT T AN TTHS), BRIk, 7EIX PRI b 0SB 2 A DU B ) 10 2RI
SMAARBIN S, ARZENR 31.6%, 1BE T 805 ANIWIF A 254 4; 1M CotRepair 7E 58 BHHRE L H EIR A 32.2%,
SR R 10 S8R L7 [ R 22 RN, Bl CotRepair 78 H BUATR SR (IR IS0 _E RIS BB %R
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$pe e IR S 50 AR, RS CotRepair /S 77 B2 K & AR A4 B A] 2% > 29I 112 52 75 10
52 imEERFKEIMEERW M

% 9 JE/R T VRepair. VulRepair Fl CotRepair 7EA A K IR T LRIRIL. AT, LR ARIERF K
FE IR FE 5 b 0 3R LR i s VI e A B AR R B 47 R 0 38 0 7 R B FE K E/NT 100 BRI RE T 2 HR,
VulRepair f1 CotRepair 7} HIMEHE T HH 44.6%. 60.5% HIIRITAFET, fEK & N 300400 MiRIFAET Eo5EE T
16.9% F1 39.6% HIJRIFAFEF. CotRepair #H LT VRepair 1 VulRepair, 7&K & 5K TR FE P L Re s 808 B
. BRI F, CotRepair #H L. F VRepair Fl VulRepair £ BN 0-100 [IRIAFEF LT 518 87.3% 1 35.7%,
TMEKE Y 401-500 FIR IR L3R TE 58 171.6% F1 89.6%. FAIHEN 2 BT CotRepair A5 5 A HE R 2 A7
BEALE, JidAE SR P 6 A s 1R, DRI 0 I T e S5 K RO 1 0 A e 408 At b o IRl R e iR A T AB 2. I db, A
SCIR I A W A AN IR FE BRI R R )P S s B AT BOH RIS 52 (0 52 R M HEAT IR 5T, W AUR I, 7K 0-100
FIRTRFE e o, IRV B R T34 3R 1.43, T FE R 300-400 MRTRRE 7 LIRTAME X R AT 50N 2.59, K&
W S o o U T T P40 T PR 388 o, P 380 R AT 00t 2 38, RSV A 0 B B 2 389 0. BRIk, VRepair VulRepair
H1 CotRepair (¥4 RE R I 65 7 BRI ATHO B0 T B, AT #RFT CotRepair X T ZATH A B E /e 71, A1
X CotRepair TEBRFEAT R T 1 BIRTA L BEHEAT T -4, PRAG 45 R BoR, CotRepair TERTE I TR A RN
19.5%, BMREHAEZATEIARIE LT, Vi8R RO (R IR IS S0 B M e A B B RE ST, Lok, T AT TS A5
BT TS BB i KK B 512, B A BRI 7 T 512 N4 BRI 7 2 i £ 37, 531 CotRepair
TERJERT 500 BIRITFRFR T LI 4 a2 b AR BOK IR FE IR R . MiE SR 42, 51.2% FIiREK @ T 500, 2
T CotRepair i & 1) [ F AR, F AR K LRI BN 5, oK Ry 0-100 IR & EESAIS, 2 7.2%;
KFEN 101-200 FITRI & Hol 12.6%. R 8K d A K BER R B I 2R B2, 40 CodeGen2"?, A LAYE— E FERE I
SRt E TR BT RE A A N AT AR T T 5 S0 M RE ORI T B 00 e . H T SR RS K, VIR BITRE 2 1 B ) 5
PRE 2, RO AR AR TE.

£ 9 FHEEAFRKERFNER LRI
TRIRAR K SERIERIRAT L I (%) VRepair# [ (%) VulRepair A A2 (%) CotRepairf [7]2 (%)

0-100 1.43 7.2 323 44.6 60.5
101-200 1.93 12.6 15.6 31.2 47.3
201-300 2.35 11.0 14.1 27.6 42.4
301-400 2.59 9.7 11.0 16.9 39.6
401-500 2.47 8.5 14.8 21.2 40.2

>501 3.52 51.2 9.7 9.8 19.5

25 L FTi&, VRepair. VulRepair 1 CotRepair [ FETE IR KFE B 1 B T N\ 1 I T A2 7 4K B8 R I TR 72 17 11
BREEAAT L, B A b BEAE IR TR R 7 A B R BR AT B 0 T B, RO A IR R AR B AT HORUD IR TR AR 7
A B A L e ) [l 3R,

53 HIRFRAARHERMES

ASCAER 3.1 TR A SCR I BT SCE B A B RN 5 AT T A48, Bl s i B A B — e Vi
P BT SCE (R sk P AR RS — [R) g AR B A0 B 3R 7R, CotRepair i 1 1% 38 7 28 A BB A QRS Hp 75 224 58 24X
. 1z 7 o R SOV R B o 07 s & BRI BRI 2R 24 1R SCa Bl i /i), AT BBAFAE TIELE SR
FE AT Hh v A 28 S AR AS SRR K ) 2 b N SCYE R I K, K B R A B R OR BT K E I S R 5 e E
PEBEI) TR, BRI, 7R3 2 R 2 BB 0L T B AT T, BRSO/ RE R R AT RE/N. B/ 7 fE s T IR CVE-
2017-14341 FEA ) BT SCRK BB S AL B R w7 2, H AP AAEAT T B AL B R BT SCR/NR 2 I, B E AL
B RRIEGRFAARDD HR IILHED AL, ZRAE DY LR SCR/NR 3 BEILED 23, AT LR H, 78 LN SCR/NR 2 B, a0
FEEZ AL A, S TIRE . A SCE UL BEAE SR A AR H TT AL — IR B AL B R 7 N T UE B R R T
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A A 3R E B SCRNHE E A B RS T RTS8 E], £ BRSO/ 20 3 R4 B, B
RN 77.3%. 88.6% Fl 91.3%. I T AL T S Chen Z A P, 24 B R k/h K 3 B, B LATE K 250l
WL ME— E LA F BEAEARES A AL &, DR AR SO T B B 1 R ST A e Bk a4 R8T L 3 /N4 .

R B (void) SeekBlob ( image , Header . DataOffset , SEEK_SET EOFBlob ( image ) ) break ;

RecordLength EOFBlob

Rd_WP_DWORD ( image , & Rec . ( image ) ) break ;

J:ﬂ]:gé(éij%ﬁ ) ; <BugStart> <BugEnd> if ( ‘
J:'/I\Aij(dﬁ'ﬁﬁﬂ‘ [ | BRSO/ 92 BIDLRE
ﬂ’%ﬁﬁﬁﬁ‘\/ﬁ RecordLength ) ; <BugStart> <BugEnd> if ( EOFBlob [ ] EFSCRAN 3 HTLRE £

B 7 AR SOR/ANH REE R AL B R 7 2
54 S5HATKIESRERFILL

T RICKE B BRI B 218 5 B R, ARSI TR 2008 S0 1 K TE B BB AL AR A
ChatGPT FJFJEsze. RATERFIINE TR T 55k,

o WHE 1 A NIRIRT, Ml e SRR, WASH BRI, FIAIR/RE N “You are an automated software
vulnerability repair tool. Please assist me in repairing the following vulnerable code ...”, #/NBEHF 5 1 A)E N T HE&
ChatGPT AT B ZME AT S, 55 2 AJHEER T A5 2K, BIZEK ChatGPT ELH 18 B 5 I SRR,

o WHE 2: f N IRIFFRE P, fir i kB A B R AE B AT, BIS B4R R vt fit A3/~ 15 9“You are an automated
software vulnerability repair tool. Please provide the defective code snippet first and then repair the following vulnerable
code based on the defective code snippet ...”. $#2/RiEH 1 A)J/2 N T & ChatGPT HHATIRIF H 3B EAES, 5 2 A)
HiR T VEAHIMAT S5 R, BIZESR ChatGPT JedFAT HhIE E A7, 1M 5 ARFEHIIE 8 Ar 45 2R, % 8 55 I Shis AR,

ZSEIG R T ChatGPT API (V5T 2023 4E 6 A 20 H), Bif B NEES IR E N 0, MK#E ChatGPT
PR 2 [m] B im0 AARY. 25 2 2R, ChatGPT 7EAN & 4R EE R 1T 15 0L T IR [Bl B 7 A 12 4.6%,
5 BT TN NN 6.7%. BEILT CotRepair M IELL Tk, 45 BR W, 50 BYE B0 R, #
FET A& B4 BE BT E B B 2e i bn BoA Frde b, mukas B4ERE v RIE S A A B8 ). ok, RE L
ChatGPT ARSI RIE 5 AR 1 2 AT 55 b O 0 35 0 2 1 i) Stk 75 ik, (BAE 4 2303 b, BE 25 241 1) Stk
IR B ZERE . — AN G BRI A A B0 S 51 DA TEAT A SR I B 4 AT 7 78 70 0, 17 ChatGPT &
RNNT B EE (artificial general intelligence, AGI) M4k, A2 & ' ARG E 1L
55 =Bl

£ RQ3 ™, AMRIT T & B E E AL E INNE# 4 T A OEFE SRR 71, KL CotRepair-w/o-CoT
EZ5M T A RIZET CotRepair, FATHEN /& T CotRepair-w/o-CoT TEE 2 5 15 5 (IR T L B W5 50 U7 Mo T &
SALE. T T RS O, AT R AN RT3 7. B 8 JBAR T 458 CVE-2018-8797 I 1A SEAI 14 B
TEEANT, ZIIE T AR IS N (CWE-787). S8 X while 154 ({258 ZAFEATIE S0 E) TR A A SN
YE L H I, SRBL T W HZ IR S . IR 018 SR ey 5, (SO0 Feak sk AT 58 05, =2 E 3018 5 Ui WL 1)
BEMNRZ —, CpiE 2 BT BRI B 3MEE T RFHE A B Rk, %I 88854 VulRepair. CotRepair-w/o-
CoT #l CotRepair BUIE M FFEE. %R BIE W, W TEE BN IR, IiRE S TR BN E
PR ERIALE. AT S, 9 BAR T4 58 CVE-2017-15649 JRiR LB E HIEE4 T, ZiRiFE Tt =%
TRIERPAT I R 2P A 2 (CWE-362), 1R FIE S i 723 RS A i R T o, i BVCR i S . BART =,
1% 1 A& Bl i 6 45 B po—bind lock 341 E HE8H (spin lock), F1E 2% FHIWriE &) 18 N T X+ po—running R
(KT, LASEE G of AN (R e 2 [RDR L 52 BEIR R 55 4. AR 123K L, 1 CotRepair FH)E L TAERALE, (HIF RIER M
1. 45 F, 1T CotRepair REW 5 A1 B H BN E 28 HIRIR, B2 E e 1 EIEA R LRI RINTRM B &, it S
T A FEIFRIELT CotRepair-w/o-CoT.

© PEBEERKCEIFR  htps/www. jos. org. cn



ARHE S R T B4k 6 SRR R B S A 1147

collen = 0;

}

- while (collen > @) {

+ while (indexw < width && collen > 0) {
color = CVAL( in ); * out = color;

6. out += 4;

SNhA Wb =

8 CVE-2018-8797 JsiFfI4N T

}

err = -EINVAL;

if (match->type == type &&
spin_lock(&po->bind_lock);

+ if (po->running && match->type == type &&
match->prot_hook.type == po->prot_hook.type &&
match->prot_hook.dev == po->prot_hook.dev) {

No v~
+

K9 CVE-2017-15649 JEiRLI#N T

5.6 JREFIEDHT

AT BT HL 5 CotRepair 5 24738 FH R R B 38 B B R Z A1 X 5, A3CH CotRepair T AE1&E 1K
T AR EAT T 047, FRATTE 56X CotRepair 55348 5% 2 7] B e 18 52 HOIRIR [0 1Y) B B 1 kAT T 404, o0 i
45 R 10 Fi7R. CotRepair BB AE E H AR LT vETLIEE R 1 118 MK, 1 CotRepair-w/o-CoT. VRepair.
VulRepair BEME— & FIIETH 73708 14, 4 13 A Bb4Ah, A Z F, CotRepair BEHEE 141 4 CotRepair-w/o-
CoT TiEAEE W, JoR T S 4EE v B Sk I8 52 14 RE 4 .

CotRepair,

B 10  CotRepair 53287515 2 (A& 5 IR 0 S 45 5

N T g AT CotRepair I3 TH T SR IL 3, ASCIRFL T CotRepair 5E4L 777k RE S [FIE B 199K -
H CotRepair REME—12 5 AIIRITATE H IUSIER 5z 1 10 J80RIRZE R B2 A, 45 R AN 10 AR 11 s, Horp, mE—
B85 & SN CotRepair 7E %R FHE— 2 E 10IRIFAEE 5 CotRepair /£1%KH MEE B3 . iZiIrH
AT CotRepair 7E4F & FEALIRI N 1& 2 AR R A 2 D IR CotRepair REBSIE . T4l 45 94K I, CotRepair £
HoAth 5148 B 2R BT BRI R B, 40 CWE-119, RER A M B 2 S a IR, £ M iz s SR % %= .
CotRepair 7 [A| A AR, 40 CWE-125. CWE-20 fl CWE-476, J M — & & Rk BB IR, 251N 56.7%
42.3% Fl 44.4%. X FEWA, KT 2L ER IR RIS, CotRepair FIFER VLT X TEE MK (1 H
5] 24 AIC) RV 282, CotRepair FTBEAS S TR Hh 1) K S HLA R 28 77 VA To i85 % W CotRepair Al & 712
S T BT, BE 8 7EAS M B MR b, TR eME S B2 VR AN 2
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% 10 CotRepair 5327 R [FME B IR A BB A i) 10 2RI _E 1045

Fe CWEH CWESfiiA ECEES 244
1 CWE-119 WA X BR A 2 20
2 CWE-125 A s 7
3 CWE-20 HINFAEAR Y 6
4 CWE-264 BUBR  RERURI U i 2 1A 24 4
5 CWE-476 THREHRTI 0
6 CWE-200 BURAE BRI 5 3
7 CWE-416 R 7
8 CWE-190 RO H B R TIR 4
9 CWE-787 HAFE R B A 2
10 CWE-399 R A 5% 7

11 CotRepair BEME—EE XA E LB i) 10 S8R LK A

e CWEZH! CWEHik BE B ME— B AL M B (%) A8 (%)
1 CWE-119 W ARG X IR 1A 4 101 28 27.7 32.7
2 CWE-125 RS 30 17 56.7 26.8
3 CWE-20 HNIEAEA 2 26 11 423 24.8
4 CWE-264 BRI R 2 H AN 2 23 5 21.7 46.0
5 CWE-476 TG H 9 4 44.4 20.5
6 CWE-200 HUR(E BAREZEUM T 14 5 35.7 32.6
7 CWE-416 BUEAEH 15 3 20.0 35.7
8 CWE-190 HEHCRS H BURFTIR 17 6 35.3 44.7
9 CWE-787 WA S N 11 3 27.3 34.4
10 CWE-399 IR B R 11 1 9.1 35.5

VE: WE— 12 5 % RIR CotRepairfEIZIRH R T ME— 2 2 IR £ 5 CotRepairfEiZ KT TR B4t

57 2EHE

FEH MBS AL BA F) T 3RS FE 00 98 R 27 6], R0 B Retg DUSE /MR8 AN SR1G & B AN T, AT a2 76
FHANT BB IRt 26 S e b T A e B e 8] BASR T C R B R0, SRMIAEA S sRBe b, 2 1 S CotRepair Al
BITER AP LR, AV — T WA Tk A e mah T 80 (FE 5 4.5 TP ). b T AR g R R4CR 5 1, 1T Cot-
Repair. CotRepair-w/0-CoT FI VulRepair 33T CodeT5 #5!, #4 SH AL, BAEN T A2 B 8] 75 TH TR BOR 2
. BRI, A F B SGE TAERIRE R TH EERE 2 N (RIBR AN T A e s AR [RD), AN IR 7 A B RICkh T ¥ g

6 & %

i B e EHAR B B S I AT 2 =2, i AR IR B KR f e e e ey Stk
HE R B, R B B2 R A R R VI 52 i i 036 BT ARSCHR Y 7 — b3k T RE 4R 1438 FH 28 2 U )
B2 753, NS 24 i F SR AR R Sk e B 3018 205 32 b AR B AR AR B R AR RO — A A, AR TR
P BHAEREROR, 7 B 2R sl SO f I A A RAR 7. ARSI T T5 TN SR, 35 DURTRAZ 7 o, 21125
R DME R AL B B AT A 51, A RIS AR BT RN 53 B DR SRS A G TR P AT IR R AE AL
ey B B ) S0 R WA, A SO IR TR 2 A AN T LB fEm st AR B SR, 0 HL 20 T2 i i
Sk Tk, BA BRI,

References:
[1] Veracode. State of software security. 2021. https://info.veracode.com/report-state-of-software-security-volume-12.html

[2] Fu M, Tantithamthavorn C, Le T, Nguyen V, Phung D. VulRepair: A T5-based automated software vulnerability repair. In: Proc. of the

© PEBEBPHIFST  hip:/www, jos. org. cn


https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html
https://info.veracode.com/report-state-of-software-security-volume-12.html

AR S R T S 4 09 R B SIS A 1149

30th ACM Joint European Software Engineering Conf. and Symp. on the Foundations of Software Engineering. Singapore: ACM, 2022.
935-947. [doi: 10.1145/3540250.3549098]

[3] Chen ZM, Kommrusch S, Monperrus M. Neural transfer learning for repairing security vulnerabilities in C code. IEEE Trans. on
Software Engineering, 2023, 49(1): 147-165. [doi: 10.1109/tse.2022.3147265]

[4] Zhang YT, Gao X, Duck GJ, Roychoudhury A. Program vulnerability repair via inductive inference. In: Proc. of the 31st ACM SIGSOFT
Int’l Symp. on Software Testing and Analysis. ACM, 2022. 691-702. [doi: 10.1145/3533767.3534387]

[5] Gao X, Wang B, Duck GJ, Ji RY, Xiong YF, Roychoudhury A. Beyond tests: Program vulnerability repair via crash constraint extraction.
ACM Trans. on Software Engineering and Methodology, 2021, 30(2): 14. [doi: 10.1145/3418461]

[6] CWE. 2023. https://cwe.mitre.org

[7] Xu TT, Liu K, Xia X. Survey on automated vulnerability repair. Ruan Jian Xue Bao/Journal of Software, 2024, 35(1): 136-158 (in
Chinese with English abstract). http://www.jos.org.cn/1000-9825/6828.htm [doi: 10.13328/j.cnki.jos.006828]

[8] Bhandari G, Naseer A, Moonen L. CVEfixes: Automated collection of vulnerabilities and their fixes from open-source software. In: Proc.
of the 17th Int’] Conf. on Predictive Models and Data Analytics in Software Engineering. Athens: ACM, 2021. 30-39. [doi: 10.1145/
3475960.3475985]

[9] Wang Y, Wang WS, Joty S, Hoi SCH. CodeT5: Identifier-aware unified pre-trained encoder-decoder models for code understanding and
generation. In: Proc. of the 2021 Conf. on Empirical Methods in Natural Language Processing. Punta Cana: Association for
Computational Linguistics, 2021. 8696-8708. [doi: 10.18653/v1/2021.emnlp-main.685]

[10] Feng ZY, Guo DY, Tang DY, Duan N, Feng XC, Gong M, Shou LJ, Qin B, Liu T, Jiang DX, Zhou M. CodeBERT: A pre-trained model
for programming and natural languages. In: Proc. of the 2020 Findings of the Association for Computational Linguistics. Association for
Computational Linguistics, 2020. 1536-1547. [doi: 10.18653/v1/2020.findings-emnlp.139]

[11] Guo DY, Ren S, Lu S, Feng ZY, Tang DY, Liu SJ, Zhou L, Duan N, Svyatkovskiy A, Fu SY, Tufano M, Deng SK, Clement CB, Drain
D, Sundaresan N, Yin J, Jiang DX, Zhou M. GraphCodeBERT: Pre-training code representations with data flow. In: Proc. of the 9th Int’l
Conf. on Learning Representations. OpenReview.net, 2021.

[12] Ahmad W, Chakraborty S, Ray B, Chang KW. Unified pre-training for program understanding and generation. In: Proc. of the 2021 Conf.
of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies. Association for
Computational Linguistics, 2021. 2655-2668. [doi: 10.18653/v1/2021.naacl-main.211]

[13] Lu P, Mishra S, Xia T, Chang KW, Zhu SC, Tafjord O, Clark P, Kalyan A. Learn to explain: Multimodal reasoning via thought chains for
science question answering. In: Proc. of the 36th Conf. on Neural Information Processing Systems. New Orleans: NeurIPS, 2022.
2507-2521.

[14] Wei J, Wang XZ, Schuurmans D, Bosma M, Ichter B, Xia F, Chi E, Le O, Zhou D. Chain-of-thought prompting elicits reasoning in large
language models. arXiv:2201.11903, 2023.

[15] Sidiroglou-douskos S, Lahtinen E, Long F, Rinard M. Automatic error elimination by horizontal code transfer across multiple
applications. In: Proc. of the 36th ACM SIGPLAN Conf. on Programming Language Design and Implementation. Portland: ACM, 2015.
43-54. [doi: 10.1145/2737924.2737988]

[16] Zhang Y, Kabir M, Xiao Y, Yao DF, Meng N. Data-driven vulnerability detection and repair in Java code. arXiv:2102.06994, 2021.

[17] Huang Z, Lie D, Tan G, Jaeger T. Using safety properties to generate vulnerability patches. In: Proc. of the 2019 IEEE Symp. on Security
and Privacy. San Francisco: IEEE, 2019. 539-554. [doi: 10.1109/SP.2019.00071]

[18] Shaw A, Doggett D, Hafiz M. Automatically fixing C buffer overflows using program transformations. In: Proc. of the 44th Annual
IEEE/IFIP Int’] Conf. on Dependable Systems and Networks. Atlanta: IEEE, 2014. 124-135. [doi: 10.1109/DSN.2014.25]

[19] Hafiz M, Overbey J, Behrang F, Hall J. OpenRefactory/C: An infrastructure for building correct and complex C transformations. In: Proc.
of the 2013 ACM Workshop on Workshop on Refactoring Tools. Indianapolis: ACM, 2013. 1-4. [doi: 10.1145/2541348.2541349]

[20] Condit J, Harren M, McPeak S, Necula GC, Weimer W. CCured in the real world. In: Proc. of ACM SIGPLAN 2003 Conf. on
Programming Language Design and Implementation. San Diego: ACM, 2003. 232-244. [doi: 10.1145/781131.781157]

[21] Jim T, Morrisett JG, Grossman D, Hicks MW, Cheney J, Wang Y. Cyclone: A safe dialect of C. In: Proc. of the 2002 General Track of
the Annual Conf. on USENIX Annual Technical Conf. Berkeley: USENIX Association, 2002. 275-288.

[22] JhaS, Gulwani S, Seshia SA, Tiwari A. Oracle-guided component-based program synthesis. In: Proc. of the 32nd ACM/IEEE Int’l Conf.
on Software Engineering. Cape Town: ACM, 2010. 215-224. [doi: 10.1145/1806799.1806833]

[23] Ma SQ, Thung F, Lo D, Sun C, Deng RH. VuRLE: Automatic vulnerability detection and repair by learning from examples. In: Proc. of
the 22nd European Symp. on Research in Computer Security. Oslo: Springer, 2017. 229-246. [doi: 10.1007/978-3-319-66399-9 13]

[24] Falleri JR, Morandat F, Blanc X, Martinez M, Monperrus M. Fine-grained and accurate source code differencing. In: Proc. of the 29th

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1145/3540250.3549098
https://doi.org/10.1109/tse.2022.3147265
https://doi.org/10.1145/3533767.3534387
https://doi.org/10.1145/3418461
https://cwe.mitre.org
http://www.jos.org.cn/1000-9825/6828.htm
http://www.jos.org.cn/1000-9825/6828.htm
http://www.jos.org.cn/1000-9825/6828.htm
https://doi.org/10.13328/j.cnki.jos.006828
https://doi.org/10.1145/3475960.3475985
https://doi.org/10.1145/3475960.3475985
https://doi.org/10.18653/v1/2021.emnlp-main.685
https://doi.org/10.18653/v1/2021.emnlp-main.685
https://doi.org/10.18653/v1/2021.emnlp-main.685
https://doi.org/10.18653/v1/2020.findings-emnlp.139
https://doi.org/10.18653/v1/2020.findings-emnlp.139
https://doi.org/10.18653/v1/2020.findings-emnlp.139
https://doi.org/10.18653/v1/2021.naacl-main.211
https://doi.org/10.18653/v1/2021.naacl-main.211
https://doi.org/10.18653/v1/2021.naacl-main.211
https://doi.org/10.1145/2737924.2737988
https://doi.org/10.1109/SP.2019.00071
https://doi.org/10.1109/DSN.2014.25
https://doi.org/10.1145/2541348.2541349
https://doi.org/10.1145/781131.781157
https://doi.org/10.1145/1806799.1806833
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13
https://doi.org/10.1007/978-3-319-66399-9_13

1150 HAFFIR 2025 FF 36 K% 3 A

ACM/IEEE Int’l Conf. on Automated Software Engineering. Vasteras: ACM, 2014. 313-324. [doi: 10.1145/2642937.2642982]

[25] Harer JA, Ozdemir O, Lazovich T, Reale CP, Russell RL, Kim LY, Chin P. Learning to repair software vulnerabilities with generative
adversarial networks. In: Proc. of the 32nd Conf. on Neural Information Processing Systems. Montréal: NeurIPS, 2018. 31.

[26] Creswell A, White T, Dumoulin V, Arulkumaran K, Sengupta B, Bharath AA. Generative adversarial networks: An overview. IEEE
Signal Processing Magazine, 2018, 35(1): 53-65. [doi: 10.1109/MSP.2017.2765202]

[27] Raffel C, Shazeer N, Roberts A, Lee K, Narang S, Matena M, Zhou YQ, Li W, Liu PJ. Exploring the limits of transfer learning with a
unified text-to-text Transformer. The Journal of Machine Learning Research, 2020, 21(1): 140. [doi: 10.5555/3455716.3455856]

[28] Radford A, Wu J, Child R, Luan D, Amodei D, Sutskever I. Language models are unsupervised multitask learners. OpenAl Blog, 2019,
1(8): 9.

[29] Brown TB, Mann B, Ryder N, et al. Language models are few-shot learners. In: Proc. of the 34th Conf. on Neural Information Processing
Systems. Vancouver: NeurIPS, 2020. 1877-1901.

[30] Nijkamp E, Pang B, Hayashi H, Tu LF, Wang H, Zhou YB, Savarese S, Xiong CM. CodeGen: An open large language model for code
with multi-turn program synthesis. In: Proc. of the 11th Int’l Conf. on Learning Representations. 2020. 1-25.

[31] Wang Y, Le H, Gotmare AD, Bui NDQ, Li JN, Hoi SCH. CodeT5+: Open code large language models for code understanding and
generation. In: Proc. of the 2023 Conf. on Empirical Methods in Natural Language Processing. Singapore: Association for Computational
Linguistics, 2023. 1069-1088. [doi: 10.18653/v1/2023.emnlp-main.68]

[32] Nijkamp E, Hayashi H, Xiong CM, Savarese S, Zhou YB. CodeGen2: Lessons for training LLMs on programming and natural languages.
arXiv:2305.02309, 2023.

[33] Sennrich R, Haddow B, Birch A. Neural machine translation of rare words with subword units. In: Proc. of the 54th Annual Meeting of
the Association for Computational Linguistics. Berlin: Association for Computational Linguistics, 2016. 1715-1725. [doi: 10.18653/v1/
pl6-1162]

[34] Lin GJ, Wen S, Han QL, Zhang J, Xiang Y. Software vulnerability detection using deep neural networks: A survey. Proc. of the IEEE,
2020, 108(10): 1825-1848. [doi: 10.1109/jproc.2020.2993293]

[35] Russell R, Kim L, Hamilton L, Lazovich T, Harer J, Ozdemir O, Ellingwood P, McConley M. Automated vulnerability detection in
source code using deep representation learning. In: Proc. of the 17th IEEE Int’l Conf. on Machine Learning and Applications. Orlando:
IEEE, 2018. 757-762. [doi: 10.1109/ICMLA.2018.00120]

[36] Facebook. Infer. 2021. https://fbinfer.com/

[37] Wang CZ, Yang YH, Gao CY, Peng Y, Zhang HY, Lyu MR. No more fine-tuning? An experimental evaluation of prompt tuning in code
intelligence. In: Proc. of the 30th ACM Joint European Software Engineering Conf. and Symp. on the Foundations of Software
Engineering. Singapore: ACM, 2022. 382-394. [doi: 10.1145/3540250.3549113]

[38] Liu PF, Yuan WZ, Fu JL, Jiang ZB, Hayashi H, Neubig G. Pre-train, prompt, and predict: A systematic survey of prompting methods in
natural language processing. ACM Computing Surveys, 2023, 55(9): 195. [doi: 10.1145/3560815]

[39] Lin B, Wang SW, Liu ZX, Liu YP, Xia X, Mao XG. CCT5: A code-change-oriented pre-trained model. In: Proc. of the 31st ACM Joint
European Software Engineering Conf. and Symp. on the Foundations of Software Engineering. San Francisco: ACM, 2023. 1509-1521.
[doi: 10.1145/3611643.3616339]

[40] Li ZY, Lu S, Guo DY, Duan N, Jannu S, Jenks G, Majumder D, Green J, Svyatkovskiy A, Fu SY, Sundaresan N. Automating code
review activities by large-scale pre-training. In: Proc. of the 30th ACM Joint European Software Engineering Conf. and Symp. on the
Foundations of Software Engineering. Singapore: ACM, 2022. 1035-1047. [doi: 10.1145/3540250.3549081]

[41] Tufano R, Masiero S, Mastropaolo A, Pascarella L, Poshyvanyk D, Bavota G. Using pre-trained models to boost code review automation.
In: Proc. of the 44th Int’l Conf. on Software Engineering. Pittsburgh: ACM, 2022. 2291-2302. [doi: 10.1145/3510003.3510621]

[42] Zhou X, Kim K, Xu BW, Han D, He J, Lo D. Generation-based code review automation: How far are we? arXiv:2303.07221, 2023.

[43] Mikolov T, Sutskever I, Chen K, Corrado G, Dean J. Distributed representations of words and phrases and their compositionality. In:
Proc. of the 26th Int’l Conf. on Neural Information Processing Systems. Lake Tahoe: ACM, 2013. 3111-3119. [doi: 10.5555/2999792.
2999959]

[44] Shaw P, Uszkoreit J, Vaswani A. Self-attention with relative position representations. In: Proc. of the 2018 Conf. of the North American
Chapter of the Association for Computational Linguistics: Human Language Technologies. New Orleans: Association for Computational
Linguistics, 2018. 464-468. [doi: 10.18653/v1/n18-2074]

[45] FanJH, Li Y, Wang SH, Nguyen TN. A C/C++ code vulnerability dataset with code changes and CVE summaries. In: Proc. of the 17th
Int’l Conf. on Mining Software Repositories. Seoul: ACM, 2020. 508-512. [doi: 10.1145/3379597.3387501]

[46] CVE. 2023. https://www.cvedetails.com/vulnerabilities-by-types.php

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1145/2642937.2642982
https://doi.org/10.1109/MSP.2017.2765202
https://doi.org/10.5555/3455716.3455856
https://doi.org/10.18653/v1/2023.emnlp-main.68
https://doi.org/10.18653/v1/2023.emnlp-main.68
https://doi.org/10.18653/v1/2023.emnlp-main.68
https://doi.org/10.18653/v1/p16-1162
https://doi.org/10.18653/v1/p16-1162
https://doi.org/10.18653/v1/p16-1162
https://doi.org/10.18653/v1/p16-1162
https://doi.org/10.1109/jproc.2020.2993293
https://doi.org/10.1109/ICMLA.2018.00120
https://fbinfer.com/
https://doi.org/10.1145/3540250.3549113
https://doi.org/10.1145/3560815
https://doi.org/10.1145/3611643.3616339
https://doi.org/10.1145/3540250.3549081
https://doi.org/10.1145/3510003.3510621
https://doi.org/10.5555/2999792.2999959
https://doi.org/10.5555/2999792.2999959
https://doi.org/10.18653/v1/n18-2074
https://doi.org/10.18653/v1/n18-2074
https://doi.org/10.18653/v1/n18-2074
https://doi.org/10.1145/3379597.3387501
https://www.cvedetails.com/vulnerabilities-by-types.php
https://www.cvedetails.com/vulnerabilities-by-types.php
https://www.cvedetails.com/vulnerabilities-by-types.php
https://www.cvedetails.com/vulnerabilities-by-types.php
https://www.cvedetails.com/vulnerabilities-by-types.php

ARHE S R T B4k 6 SRR R B S A 1151

[47] Zou DM, Liang JJ, Xiong YF, Ernst MD, Zhang L. An empirical study of fault localization families and their combinations. IEEE Trans.
on Software Engineering, 2021, 47(2): 332-347. [doi: 10.1109/tse.2019.2892102]

[48] LiX, Li W, Zhang YQ, Zhang LM. DeepFL: Integrating multiple fault diagnosis dimensions for deep fault localization. In: Proc. of the
28th ACM SIGSOFT Int’l Symp. on Software Testing and Analysis. Beijing: ACM, 2019. 169-180. [doi: 10.1145/3293882.3330574]

[49] Zhang MS, Li X, Zhang LM, Khurshid S. Boosting spectrum-based fault localization using pagerank. In: Proc. of the 26th ACM
SIGSOFT Int’l Symp. on Software Testing and Analysis. Santa Barbara: ACM, 2017. 261-272. [doi: 10.1145/3092703.3092731]

[50] Sohn J, Yoo S. FLUCCS: Using code and change metrics to improve fault localization. In: Proc. of the 26th ACM SIGSOFT Int’l Symp.
on Software Testing and Analysis. Santa Barbara: ACM, 2017. 273-283. [doi: 10.1145/3092703.3092717]

[S1] Lou YL, Ghanbari A, Li X, Zhang LM, Zhang HT, Hao D, Zhang L. Can automated program repair refine fault localization? A unified
debugging approach. In: Proc. of the 29th ACM SIGSOFT Int’l Symp. on Software Testing and Analysis. ACM, 2020. 75-87. [doi: 10.
1145/3395363.3397351]

[52] Saha RK, Lyu YJ, Yoshida H, Prasad MR. Elixir: Effective object-oriented program repair. In: Proc. of the 32nd IEEE/ACM Int’1 Conf.
on Automated Software Engineering. Urbana: ACM, 2017. 648—659. [doi: 10.1109/ase.2017.8115675]

[53] Saha S, Saha RK, Prasad MR. Harnessing evolution for multi-hunk program repair. In: Proc. of the 41st IEEE/ACM Int’l Conf. on
Software Engineering. Montreal: IEEE, 2019. 13-24. [doi: 10.1109/icse.2019.00020]

[54] Ren ZL, Jiang H, Xuan JF, Yang ZJ. Automated localization for unreproducible builds. In: Proc. of the 40th Int’l Conf. on Software
Engineering. Gothenburg: ACM, 2018. 71-81. [doi: 10.1145/3180155.3180224]

[55] Li DC, Wu CS, Tsai TI, Lina YS. Using mega-trend-diffusion and artificial samples in small data set learning for early flexible
manufacturing system scheduling knowledge. Computers & Operations Research, 2007, 34(4): 966-982. [doi: 10.1016/j.cor.2005.05.019]

[56] Kim D, Nam J, Song J, Kim S. Automatic patch generation learned from human-written patches. In: Proc. of the 35th Int’l Conf. on
Software Engineering. San Francisco: IEEE, 2013. 802—811. [doi: 10.1109/icse.2013.6606626]

[57] Xin Q, Reiss SP. Leveraging syntax-related code for automated program repair. In: Proc. of the 32nd IEEE/ACM Int’l Conf. on
Automated Software Engineering. Urbana: ACM, 2017. 660—670. [doi: 10.1109/ase.2017.8115676]

[58] Le XBD, Chu DH, Lo D, Le Goues C, Visser W. S3: Syntax-and semantic-guided repair synthesis via programming by examples. In:
Proc. of the 11th Joint Meeting on Foundations of Software Engineering. Paderborn: ACM, 2017. 593-604. [doi: 10.1145/3106237.
3106309]

[59] Le XBD, Lo D, Le Goues C. History driven program repair. In: Proc. of the 23rd IEEE Int’l Conf. on Software Analysis, Evolution, and
Reengineering. Osaka: ACM, 2016. 213-224. [doi: 10.1109/saner.2016.76]

[60] Hua JR, Zhang MS, Wang KY, Khurshid S. Towards practical program repair with on-demand candidate generation. In: Proc. of the 40th
Int’l Conf. on Software Engineering. Gothenburg: ACM, 2018. 12-23. [doi: 10.1145/3180155.3180245]

M op 3253 32k -
[71 REIE, xi%, 252, iR B s BT FT R, BAkR, 2024, 35(1): 136-158. http://www.jos.org.cn/1000-9825/6828.htm [doi: 10.13328/
j.cnki.jos.006828]

RAE(1996—), 5, LAk, B A
R AE AR, B S,

EBR1970—), T, WL, IR, HL4 W,
CCF 75 & 5, EEWF IRy il {E A FHOR.

Fi30(1994—), B, i+, BiEHEIT &, CCF %
Mk 2x B, F W AU ek TR, Bt
e 5L

© HFBIERAIEIFIDN  hipsswww. jos. org. en


https://doi.org/10.1109/tse.2019.2892102
https://doi.org/10.1145/3293882.3330574
https://doi.org/10.1145/3092703.3092731
https://doi.org/10.1145/3092703.3092717
https://doi.org/10.1145/3395363.3397351
https://doi.org/10.1145/3395363.3397351
https://doi.org/10.1109/ase.2017.8115675
https://doi.org/10.1109/icse.2019.00020
https://doi.org/10.1145/3180155.3180224
https://doi.org/10.1016/j.cor.2005.05.019
https://doi.org/10.1109/icse.2013.6606626
https://doi.org/10.1109/ase.2017.8115676
https://doi.org/10.1145/3106237.3106309
https://doi.org/10.1145/3106237.3106309
https://doi.org/10.1109/saner.2016.76
https://doi.org/10.1145/3180155.3180245
http://www.jos.org.cn/1000-9825/6828.htm
http://www.jos.org.cn/1000-9825/6828.htm
http://www.jos.org.cn/1000-9825/6828.htm
https://doi.org/10.13328/j.cnki.jos.006828
https://doi.org/10.13328/j.cnki.jos.006828

	1 漏洞修复相关工作
	2 背景知识
	2.1 思维链
	2.2 编码器-解码器架构

	3 基于思维链的漏洞修复方法
	3.1 数据预处理与数据表示
	3.2 模型训练
	3.3 漏洞修复

	4 实验分析
	4.1 研究问题
	4.2 实验数据
	4.3 评价指标
	4.4 基准方法
	4.5 实验设置
	4.6 实验结果与分析

	5 分析与讨论
	5.1 缺陷类型对修复有效性影响分析
	5.2 漏洞程序长度对修复有效性影响分析
	5.3 数据表示方式的局限性分析
	5.4 与当前大语言模型的对比
	5.5 案例分析
	5.6 独特性分析
	5.7 修复效率

	6 总　结
	参考文献

