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# ZE: Android B A F KA R E ZAERFE R A SR B H7 649 F) BBk 400 s & A Android 32478 AR R (Android
runtime permission, ARP) 44i%. LA 49 Android & A A SH4LNIK T B8 % K H & ARP AU, kA 25X Android &
F Y AR FEAR AT . A R BT LA T Bk A i B2 ) P ARP 45%, 32 3E K 454 B 4] 549 Android AL EATEHARFR
AERARI 7 k. B b, SO APK AR ATARFRIR B 947, d64E APK U9 7T -2 ARP 4% 49 API, JFt
APK S E#HEL, KRG, 2R IGHZ 0 APK XA, AR R A A AL AR AS4E4- B (state transition graph, STG);
R, A2 STG #1-5 f ShmliX, beifAemldy 52 A F ARP 4432, 2 F A7 7 ik 52308 B T L RPBDroid, 5 ARP
BiZ g 545 M T B SetDroid. PermDroid #2454 & s)/LmiX T & APE #47xt b 5258, 528048 R & 90, RPBDroid &%)
Al 17 AR P89 15 A~ ARP 45%, )b APE. SetDroid. PermDroid 231% 14. 12 = 14 A~ sboh, ARk TR T
£ SetDroid. PermDroid #= APE, RPBDroid #:] ARP 4&i%44-F 34 A B 5 51% Y 86.42%. 86.72% #= 86.70%.

3 $217: Android Z /| ; Android iE AT B AR FRAR 3% AR TR B LMK T B, kA% A

FEES S TP31I

T s| AR R AR R, AR T, MRH, T, RS IR ] S I ARPHE R RIN 77 vk, SR AF2441, 2025, 36(2): 469487, http:/www.
jos.org.cn/1000-9825/7142.htm

H3C5) F#% 2 Lin GY, Cui ZQ, Chen X, Zheng LW. State Transition Graph Guided Testing Approach for Detecting ARP Bugs. Ruan
Jian Xue Bao/Journal of Software, 2025, 36(2): 469-487 (in Chinese). http://www.jos.org.cn/1000-9825/7142.htm

State Transition Graph Guided Testing Approach for Detecting ARP Bugs
LIN Gao-Yi', CUI Zhan-Qi', CHEN Xiang’, ZHENG Li-Wei'

'(School of Computer Science, Beijing Information Science and Technology University, Beijing 100101, China)
*(School of Information Science and Technology, Nantong University, Nantong 226019, China)

Abstract: While keeping frequent application updates, Android application developers need to detect Android runtime permission (ARP)
bugs as quickly as possible. Android applications cannot effectively be tested for permission-related behaviors with automated testing tools
since they are rarely designed for ARP bugs. This study proposes a state transition graph guided testing approach for detecting ARP bugs
in Android applications. First, it analyzes the APK file of the application under test for permission misuse, instruments the APIs that may
cause ARP bugs in the APK file, and re-signs the APK file. Then, it installs the APK file and dynamically explores the application to
generate its state transition graph (STG). Finally, it detects ARP bugs quickly by automated testing with the guidance of STG. To evaluate
the effectiveness of the approach, the study implements a prototype tool RPBDroid and conducts comparative experiments with the ARP
bug detection tools SetDroid, PermDroid, and the automated testing tool APE. The experimental results show that RPBDroid successfully
detects 15 ARP bugs out of 17 applications, which detects 14, 12, and 14 more ARP bugs than APE, SetDroid, and PermDroid
respectively. In addition, RPBDroid reduces the average time required to detect ARP bugs by 86.42%, 86.72%, and 86.70% in comparison
with SetDroid, PermDroid, and APE.

« FEETE  VLIRE I 51 AR SERITE 705 I (BK20202001); AL 52 {5 B ARMSE K 2= <85 A48 5 i1 (QXTCP €201906)
R 5] : 2023-01-10; AU [H]: 2023-10-29; RIS [H]: 2024-01-01; jos TELL R []: 2024-04-24
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Key words: Android application; Android runtime permission (ARP) bug; permission misuse; automated testing tool; state transition graph
(STG)

J9fRY B AL, Android ST & BA FRATL 1) 2 BR i 52 U7 17 52 SRS (W H PR R B B FIHAT ZRRE:AE (n
S SN, 78 Android 6.0 (API 2% 51 23) K milicA 3] X7 Android 3B 47 AR (Android runtime permission,
ARP) ML G, AP LAFEIZAT I 7] B P 38 SROBLRR, 100 B P 7T RLEE S R G2 47 IR A 8 B4 7 BRI, ARP HLHI Y 5
N R T 8 R B AR A0 S A 8 A6 Y, RIS B8 Android B2F & RIIR S Sk 1 B pkik. S
PRI R FEAE T B BR A T 15100 T AR e I 18 4T, 7520 S 64T T8 78 43 B k.

Android V- &5 2 BRI ) APT U A, h2K APL 442 T FT T AUBR A4 R4 1 ©). 45 Android B 7E 14
FASZBLRORY ) APT HT R IEAf A 2 BE RAH SRR (A SCE SRR AR ), FIRE S BN AT ARE, HER
JS2FH 7 355, 3% At Android 1247 B BUPR 1) BB FR A ARP 455 . T fn AL BR B A Mk R 42 B 11 T 1 1 A
APL 53, F P 41 0T LA J 3809 DT Aol 2R A A PR A4 23k LA £ 45 £ 152 P A 45 L PR 1R 5 v 1 5 38 470,
ARP 15 2 B H2 5 0 S FH A L, R A I8 P iR 70 0 TR BAVR D B 28 1% Wang %6 N BT FUR I, TR
NSRBI CLINRE] ARP WU, JF2 8 R ARURRE B (7T I SZ AR ORI APT RIS 2L AL SRR ) A 22 AR A
B (TEAS [ [ 18 o 0 5725 1 FH S2 AR £ 47 APT AN 25 B RO A ) A AT BORR A 25, (HTF i N 70 5 BAKGT Rz
T AR TR, SRENH PAIAEAE ARP R, STE R ARR M, RN RIERA A3 T ASCRMIE L IR
MR I ARP 4512 L R O KRB TAEN Android H S AELIIRZEAT T BT 7t, (HIX AL GE R0 1 3h (IR T 23 & &
Z 8 ARP B, Toi%Aa ZOMa0R A A BRAE 94T N, BATRAIE Android B2 A ZEAS RN R #2 T 1800 B i fget .

FRAS AT 7R B TR Android S2F ARP 48R, {HIE R 75 B RN 5000 2 0 A IR 45 SRR AT A T
W, R HACR . L APERY NG, B AR EUZ AR AR Y APT (MR A 1R S, 545 & 50 i S 42 H it 72
PO TR IE) S 4 R PR A B A 3ok B A A AR, b ARPDroid!). revDroid™ 5525 70 M i80S T U HERR R (H
#&, APER AT &5 A 3 E K &R, g &R A R FFNHE. TX Android S A HK = & 2 HAEIKBNH
GUI ABIRAT A9, FFRN N LIS URES ER I FFASEOK. 46l ##5 TH 2471 NoteBuddy (https:/www.f-droid.org/en/packages/
nl.yoerinijs.notebuddy) N J5 5 2] 1143 ##k & A~ API “android.os. Environment.getExternalStorage Directory” 524X
PR 20, 18 FH I AP W] B S50 ARP 4532, (HIF RN RS Ik % ARP #5172 FEARIRE A 1(a)-KE 1(e) T
AP ER. AN, ZEfil Kk NoteBuddy N2 Y ARP 4114 75 BEXF B A I BCBRBEATER1E, RUE 1(c). BLA 1 B Sl T
AR R I8 IR R B R AR, R T ROk U S ) ARP 4R

C] mos LT

=1L PP ' NoteBuddy
[ —— - . .
[ = S
B Cweetece
(a) Fill in text and touch (b) Touch (c) Revoke permission (d) Touch (e) Crash

Bl 1 fil% NoteBuddy ¥ FHl ARP & iz $5/E D IR
W B AT I 45 S T 5 Ak, mT4E /MR RGP Android B2 H AT B fid
ARP H iR, ENNAIE R 51 BB AR, W] — P R ks . ik, A SCHR H T —F Android
N ARP #8532 SR 7525, €Il B shiR R 40 N A BUIRAS H e (state transition graph, STG), H45 A #48
S AT s AT B AT AR, DABRHEAS I R ) ARP 4B R B 4G, SIS ) APK SO EEAT BURR 4% 4
Br, SRECZ R 1% A 200 (1) APL, 3 HE APK SO 3252 APL, JXF APK 4. G, MEHEAEMN
APK %35 5| Android &4 I, ISR RPN N A STG, HAESNFRR NS R IL R G /25 APL K92
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. fJ5, A STG 113 B SRR IR, %t vl il R ARP #5 BOMIAS. Dy vl i 4 1 7 vk I R,
FRATIE T e AR & 0 5 3 B Android N FHIE 4T B B PR #8537 A0 77 v s B 7 5% T H. RPBDroid (runtime
permission bug detector for Android applications), 7/ APERM ™/ {di FIf#) 17 4 Android S L 3E4T 7 S208, 3+ 5% &
F| ARP ML H1Zh 2580 T2 PermDroid” . SetDroid" "HIf% 45 ) E 6 IIA T B APE"EEAT T XF HE. seie 4 Rk
#], RPBDroid tt APE. SetDroid. PermDroid 737 Z A Il ¥ 14, 12 Al 14 4> ARP 1%, RGN H] ARP 4% H
i J5 i, RPBDroid [J°F-34 IRt APE. SetDroid fil PermDroid 43 337> T 86.70%. 86.42% Fil 86.72%.

A EZ TR AT

o SR T MRS H B ] T (1 Android BB AT IS ALBREE VAN U7 v, 1B S A sh A4 & STG #ALRG
() AP I A GUI St IR BE4T T W, 8555035 70 47 € £ Android S FH AR5 Hh SRR w2 I FE A 1) API, BA
BRI RS T (1) APL, AT R R B A (L B AR, 4271 ARP H A il e,

o BT T th 7 vE T SR T 5 8 T A RPBDroid, 7E— 40 3052 Android B FkAT 15258, H-5 i T
E. APE. SetDroid. PermDroid #4175 b, PLiTAli RPBDroid il Android N ARP 4% 145 M AR

A 1 il AR BRI FEEIL. 3 2 WA IR B i F 1 Android B I AT A IR 4L
AL T, 5 3 1524 RPBDroid fill Android B ARP 5 1R (KIS0 45 1, HF AT A 20 . 58 4 55t
RPBDroid HJ##ll ARP 45 HIEE O R FRVEFIE ROMEREAT I8, 25 5 WA AR AR, 28 6 g 4.

1 AL RA

K2 J7s 7 — Android T} NoteBuddy 5 1 sk S AN FRAS &1 350K ARP £ 1%, %M A A F-Droid (https:/
f-droid.org/en/) 3R, 0, FH P 7N H B R 332 7 S 4% T B G RUR, S8 J5 24 H P 7E NotesActivity HH3i
ITRANCE M EICERIER, Z10A TR SN, W % T NoteBuddy S AH BRI Hdk N )5 &181T,
PAT —LEAAHIERAE (9] A HAR A AE G N B R i D AE), S8 )5 44 NoteBuddy HUALFR. FEIXFHE LT, 24 H
IR [F] NoteBuddy B H H-238 5N © &0 128100, L £ & 28 i it

o
NoteBuddy

[ 1} GrantPermissionsActivity

\l NotesActivity

[3 | ManagePermissionsActivity

Click “ALLOW”

|
|
Request s i |
|
|
|
|
|
Click “Import backed up notes” |
|
|
Success !
e L e e |
|
|
|
Revoke storage permission
|
|
Success )
ae e et D il T
|
|

H

Kl 2 NoteBuddy 5 FH /] ARP fi%
LLE 2 FiR i) NoteBuddy S H () ARP 455 41, 18 A B 304kl ik T & SetDroid"”. PermDroid” il APE!!
MWk 20, EART R HIAT T 799, 2382, 8251 UKERAE, (HIARERLIN HY T 1) ARP £835%. 70 B A B, 1% B
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FH R LS IO B iR DL N FH AT e FH 31 00 22 P B AR, Lo T8 ik DLHERS A e 1 A 2 BCBR 1% A 520 APT ()45
4, I e AR Z A 1 BT ROZAAS AR . 3L, SetDroid A1 PermDroid 3 i 8 FH A FIAUBR 44 & %} Android 37 FH 3
177853 MR, MR Android RIFELE T m AN, AT n NMERAR, 2 7EA FIABFRZ -G 1B BT XHZ R AT
FEAT IR, T BEHAT mx2" YR, SRR MR P25, S 3 SetDroid Al PermDroid #E LAE A R A4 I
) AASEI H S OIS ARP B 1. T8 H ) Android SR T B APE, 78 i #2 v I A% 2% feont B FH AL PR AT
HRAE, DL DA 20knill ARP B iR, Ak, FATTEAE I #4S TH APER X NoteBuddy B AT T 404, /4 AT
oA 5 R A SR BT e 2 A2 BUFR % A B2 API “android.os.Environment.getExternalStorageDirectory” 1 F L F
3, LR i% API FT 5 ) fE R BLFR “android.permission.READ _EXTERNAL STORAGE”f1“android.permission.
WRITE_EXTERNAL_STORAG E”, HFF i A GAATI SRR HE R FH X 2845 B v th e 5 il i% ARP B2 =155,
DAIABELL, ARP 1%,

ERIih k1% ARP B iR AR Be % IR SZAURIRT APT B34, HAERUES X R R 5 B A F AR R A 1. SR,
Android 2 S IXEN 1, FRA A G138 B GUI SR8 AR, JEIETEA FIR PR ALG 1 3 Jose £ S A P #2440 14 5 =X fi
R ARP AR M TR, iReR FEES /- TIREU] e 530 ARP 45121 API RHFTHRBUIR, #5E1% APl 5%
PRI A DC R, HE S SO 2 R B R AR h TR A AT RE S B A ARP Bt b, A millifa:.

ASCHERH BPRZS ] 2K Android B A IZAT A PR B b B 5 /i 5 B A 45 &, B 5ent
NoteBuddy ¥ FH AT F 4T, P 3RECSZALBR 1% 52 1) APT J H il SR R 248 5 183d H 3 LR & NoteBuddy
RiF, LABIAAE R STG, FH5E MR 32520 APL 4% 44F; /56 STG #il3 A, DA ARP 45i%. 1 H
BT A SC7ESL I R 2L T A RPBDroid % NoteBuddy S EAT I, (L FFHAT 54 KERAE, 7228 160 s Hiaek il
i% ARP 8%, LT B34kl B SetDroid. PermDroid F1 APE, 5 RS+ T kil ARP 45 1R IR,

2 RESEREFIFH Android N RIEI TR PREEIRIG 75 3%

AT B Y PR 25 e P ) 1) Andiroid B2 HIZ AT AN PR R AL I 7 VA HE SR A 18] 3 Frzs. 15 56, 0f 4l 12
() APK STAFHEAT BUBR R I 70 87, 6 32 AR 12 HYSE Wi B9 APL 34T #li b, I % APK BB 28 445 HRk, Kedfidt f i
APK %% 3| Android B4% I, ZhARR M R LAE R STG, JHid 3% H bz R4, B RS i A 52 5200 APT 421
& fa, [ STG 1 S A PRGNS, IR 24 1 7t P A2 AR5 2, RS STG A H ARz SR i e fH AT
AR, FFRLIIR FTS AT RS, i RE I ARP B8R 1 T U AS.

i) API

| 4 — |
A < O = |
: (o) — i 1 i
U g - 4 B S s - :
i wTﬁ b S s 5 ﬁf” 53 H AR A a |
b — | AR STG |
el I > :Q%'% i |

WA | Ekaskm ©STGRISFHERE  powing

| O BURRFI 517 Beffibe
APK | g TRy TR WD APK. |

K3 RIS S Android N2 FIZAT I AR A GRS 5 A HEZR
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2.1 PRIRA 94 R AGHE

fili % ARP 481 35 ZAE MR P AT AR o, AHARZ AT 43 0 P b 43 420 8 I 45 A 1 FH 32 BB 1% F 5
M) AP BT SCICER A, RIAESS (A = AR IR B 1 R 3 (calling context) H LS SZAN PR IR APL, {B7ETH FH % API
A AR IERAS 2 B SR A AR &l 4 4 pyLoad BiF (https://f-droid.org/en/packages/org.pyload.android.client) H 4,
9 A B, fE58 25 4T AkiET i API “getExternalStorageDirectory”#:HX SD K12, H7ESE 30, 31 /7f#if. i% API %
BIR“READ EXTERNAL STORAGE”FI1“WRITE_EXTERNAL STORAGE™{f4", iMi pyLoad B FH7ESS 25 17R A
I APT B RBEAT BB A, 25 SHE FIRA PRARAE % T B OL T WA APL, 22 5308 RIS AT I A2 o i 5k

75 WA
24 public final static int CHOOSE FILE = 0;
25 public final static String SD_CARD = Environment.getExternalStorageDirectory().getPath();
26 private File currentDir;
27 private FileArrayAdapter adapter;
28 public void onCreate(Bundle savedInstanceState) {
29 super.onCreate(savedInstanceState);

30 currentDir = new File(SD_CARD);
31 fill(currentDir);
32 }

K4 pyLoad N 51 & ARP 4 = fARRS 7= 471

fil k. ARP S5 AT SR AE 75 N F I8 47 1 R o R AR 42 A Y 32 AR v FH S0 49 APLL Android BT & S
BAETF & L HAY (software development kit, SDK) FHR A K& APL 5 IR & AEEE 22 I, LASEIUR FHThAE!M™, AT
fili s ARP #E5iR, B 50 75 B A N P 2 BRI 9 APL BE4b, T Android B FH AR AL & f K& GUI F-44:, 5
P55 52 52 mi APT (8] B3 F 5¢ ZR 3 DL E .

Dk BB TR, E S, XA N I REAT B A S AR SR 2B, B LS HT A BEALSZ AL B R FSE I Y AP, R BE
APL 7 Wang Z A\ Wi TAEp, A1 87 T Android B J7 SCR4H Android 6.0 fiA LG SZRUBR R4 1 APL, 45 T
API 5 BUR ML 5 R 538 (https://github.com/sqlab-sustech/APER-mapping). RPBDroid [FF£ISE %53 H 1 AP1 5
FUBR SR % 2, {8 | APER HEAT #5825 0 H LASRBUSZ AL SR w2 F 52 ¥ AP APER & — /MR i AU R, & A
APK SRR, SRAT AL AN AR 18] i35 25 0 M, DURE N P PN S2ALBR DR (1 APT 3 T i 2 75 2 HEAT AR
K. 5 RIS ZRR R4 1 APT SRR AH KA KS &, APER WA 1% APT 32 AU IR v F S0, K L
RPBDroid #§ APER it ] API #x1C ] %¢ APL.

PNk, I HR 2 A e 4 5 T S8 APLIE I A 58 &, Soot (https://github.com/soot-oss/soot) A& —Fl 7 155 73
A& TR, r EHEx APK SCAFEAT 1255, RPBDroid f# ] Soot #E4T#ii%%. B4k, RPBDroid £ 1 F il &
API [\ B 546 N\ Android SDK $& A1 B 20 H 53 B4 H 792 android.util. Log.i() (110, 7€ Kl 4 28 25 17 53
BE), PATE 5 SE3h AR 20 F vl Wi 42 H S 0 e 42 0 55 AT B8 APL RO R R, W ZE R, X APK Uik
Ja, AN WOR, ok E i w2 351847, 75 2544 T A jarsigner (https://docs.oracle.com/javase/7/docs/technotes/
tools/windows/jarsigner.html) ¥t APK FEH24.

2.2 % STG

Android ]2 S AFIRBN I, oK & SR AT A E UT S04, 1% 48 Android 2 B 34kt TRt e
FELIE 6048 B IR BT T AT B8 AR, X 1E 5Ig 47 I AU IR AR TE R W Bk 12 H IR 2 RS M BER, Toisa A e
fEP 5 LM &2 ARP £51%.

T A BRI T RE- S B0 ARP B RAOFE A, 75 EEARMUA 5 BT F I A P 5% &, LA KR IR 2 18]
RS 2R A BUIRZASHL (finite state machine, FSM) J& — M ] BLE IR A BRASRAS AR AE X BOIRZS IR K Fe F AN 3)
PEZAT M TR ", Android /57 FH 8 o 35V 42 1 AT S B0UAR ) S5 T TR (R0 B 5, 15 FSML S 2RHABL. A1tk FRATT 25 M) 2
2 NIRRT AR 6T FSM AR, Xt STG #4752 X

FEATCH, B HPIRZS R N S A R, A6 PP SRR B HPIR S, AR 30R R 4 iR R T vl 2 4F
. 2R b T A B A (LR T R R A 0 iR Bl A P S ) R AR AR AR, A B ATIR A e 22 il
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FEE 1, (a) FHEAT (b) SR T PABLHPIRES. 8 a2 A 2440 B O (widget hierarchy tree) SREX, #f
rhr 4G A R AT R E IR 0, FE M T4 il T ARG R

FEX 1. STG. Android il A ff) STG NIUICH G = (S,Z,6,50) . HH,

o S LIRS E.

o I ONHNEATEE, B R FUE IR A AT AR (B0, sdR ) G

o S NIREHAHEL, 6:S XX - S, BRI N (s, €))=s, i 6(su,efj) =s,, ATE TR AT efex
BRI RS s, e SHH N 5, € S, JFERIRFHAT &8 e SEAEAERL I ARG 5, KA.

o 5, €S NHIERIRAS, RURZA A FIAI46 51,

SHFIRAS s, FRURTHRIEREMEE W, = (w,...,we,...}, Locate(w?) = s, , FangEE we BRIRLFARAS A 5, 5 FIR
2 5, s, ZARES 5, TIRES 5, TR W Path(s,s,) =< ¢5,.... €1, >, FoRIIARES s, FHTMRAS 5, T TEHETHOBRIEI
B, o, e) = OperateWidget (W) TEIRZS s, FXTIAE w) 3T IHHERAE; 20IRE s, RS Sy AN, W Path (s, 5,)=92.

R STG FH5E Or HARHEAE, 4558 2.1 TrhdGbt . B8 /5153110 APK U236 3 Android %4 b, I H3)
AR R 22 I (R B FH A TR R, FEER R N I R R h 8549 22 STG, I s BE R F 2SRRI REM APL HOF2A:

Hk 1 R T R STG A A AR S IR, TN LIS I APK U £ AR IR R I 7] Tpiore - 0 L1
N STG G FHFFEMEES Wege - 35 AT, WIUAI STG G FIHAREMEE S Wiagger - 55 24T, %% APK ST £, BN
RYA LB IYIARES so, HRPIRAS o IMNIRELE S . BJG, THAZHERZ N AT I STG (58 3-1517). % 4-8
A7, HR4E STG SREUS 4 BIIRES s, , I B3R B R AT B E IR AR & W, R AR BRI FE—METF wir e W,
BEATHRAE, IR E M R G H & o R G /0 i A RS W, GB 1017), HW!=W,,
RN HBENTTHRE 5, B 6(s,, OperateWidget(w™)) = s, , PR R A s; TENIRSES (5F 12 17); k2, WA KB
BRAREFAH, B 6(s,, OperateWidget(w)) = s, , NEHUIRIEE S . JLob, EEBRIESEM wr J5 IS BHEHE AN 2, W
B wr TN BRI RS Wige » BUERAEIS AR wr g 22 AW 5E APL (B8 13, 14 17). AWTEE LR PIR, K3 &
KARZRI H] f5 45 SRR (58 3 47), IR [E] STG G Al HARFEHEE S Wiae G 15 47).

BOE 1 M STG M H bR 4R 5.

N TEVEJE I APK SCHF f, SOKIR RIS T Toprore 5
firth: STG G = (S,%,6,50) , BRI W -

1. Initialize G, Wiy /HIGEM STG A HARIEAFE G/

2. A=Install( f), so=Launch(A), S.add( s, ) /*ZHEF)AZNRH A, BTN HRIRE 50, B so MARSE S */
3. WHILE explore time < Ty dO

4. 5;= GetStateOfSTG( G, A) /*HR¥E STG FREUS FH L aiIRA&+/

5. W, = GetWidgets(s;) /#ZREUN FI 4 BRE T 4 &/

6. = .addEvent( W) /¥4 BT It R ST KR E IS = %/

7. OperateWidget (w" = SelectWidget( W, )) /* W& ke B4 1F wir | BRAESEAF wo */
8. I"=GetLog(A) FIRBURAEE M wr G R G H A/

9. s;=GetCurrentState( A ) /*SREUERAE 14 )5 1) B2 AR/

10. W, = GetWidgets( s, )

1. IF W! =W, FEEAEEM G, RAPIRES SCE, W R G */

12. S.add(s;)
13. IF /" contains instrument contents /*# %%t H & A SRS R, WA wr B AR/
14. Wiger -add(w?)

15. RETURN G, W
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K 5 79 NoteBuddy N850 STG 7. 19 mi R N ATIRAS, B FARES iz 820, filtn, 181 5 AolRas
s, WHEAEEEIN {we, we) . SRERHT SRR IR et I BPIRAS Bt t # AR 30 I i, Bl 181 5 rh AR d20F we vl
N APIRA s, FoA 2 s,

Su
Widgets: wg, wg el
Widget: w
/ Type: Touching
/ .
M View:
T : I

NoteBuddy

B oo
B s
LR
[ re——

PRr——

Sy s
K5 NoteBuddy M FHHI# 4> STG

2.3 STG #HISHERE

IRECBI R B STG A1 H ARG 5, AR A T3 A 2 M, JRPEAR R IR b 51 NG R A B () 45
T, DAPRIEAT B S (1) ARP #5052, T ZHE R M2, 5 RN ROF & L B 23 7R 3] ARP BL, i@ i [F)25
A PR A R 5 5 A R RS 5k 7 P PR R A7 B EL, R RN D3 ME LA 2 7 FH Hh B #4282 R 4T3 ] BB A7
TE ARP iR, 75 BEBTHA RURHR R SRS, LAXS LR BRI s AT I,

UL, ASCEE T B BRSNS W SRR STG A H An k45 & IR B0E B AR EE 4R B ST S, KA IR
ARCEH L FH AR SRR, o H B2 A R AT #0E, LA 5 Bont R A2 BUSRAE F 9 s it 1k, BLH ARz i 78 5 T ke
R, AREERZ R, BITR] 51NN SL BRI A, BLE ot S AL BRASE F 4 35t iy K.

HE 2 MR T STG Hil S B BRRIFIE, IAK STG G FAREEIFEES Wegeo ~ H IR A R
8] ooy, i HHON T AR ARP R IR A R . Horbr, JIKIIAS R 30 PR 30 T2 o 5 VR 42 A0 N HURS 152 FH BRI BT
) Ay 4, DMEFE R A 51 820 % A 2 3L ARP 4512, 25 1 AT, WA IR A R . Bl S, X 1 H dnda
W € Wiagger » 77 BOAE PN [ SR S8 645 PR EATHRAE (B8 2-2447). 58 1 MY BE (BB 3-15 47) Xt B ALBRASE F 37 Sl A7
AR, JEZh R A (B 3 47), SREUEA: wt BT R HPIRAS 5, € S (5B 4 17). A4 STG SRIUIRE 5, FIRAS 5, T AT
(K AE AT Path(so,s,) = < e€ly....e)s...> (5B 5AT), AR B\ F A B o RO 0, fE R AR e 4y s, (R
6-9 17). BILIRE s, J5, BB HT AT 5E APT BT FALBR 42 AR, B AR OCRU IR R T, WIAESRCH BUR J5 #-7E B bR
Ak wh s R, W EEARAEE A wi (35 10-13 47). 58 2 WY BL (3 16-23 47) XoF B AU IR AT FH 3 s A7 WA, A FH
RDIRA T AR FE TR B AR el J7] SR S B BV F 0 (B 19 47), BIERIR MR 24 i ST ik B — i1k, 24
PAT — % B FP )G, AR FERE B E RSN, MR FLRA s, , JHRE L s, i sl HAh B A2, TER JORAE R
ik 25 P 5B AP BT it AL BR K42 T 185 0, 5 BUBR AR R T, DSBS S A B AR DR AE AR $2 T B B 156 108 N #R AR #2211
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(55 17 47). STG H LR 5, il mi IR AR 78 0 IR A (B 16 47), KIAIN A (B8 23 47), MHARIEAFEE B Wigee 1
FHA IR E S LRI B G 2 47). FER BRI, A AR R id X s R BR AT B4 (5 94 114
13, 18, 20 17). KI ARP #5i%f5, 12 IER R IF R FIAA R (58 14, 15, 21, 22 47). HEHAKTNAN 8 T WA
RILARP HEi (B 2 17), WS LR ZR, A4 R A (GF 24 17).

E3% 2. STG #I| GBS R,

N STG G =(S,%,0,50) , HARIEIFEEE Wiger, BRI A, BASTURIN (] Ty 5
B MHRHAS R .

1. Initialize R /*HJAGA6 I BUHIA*/
2. FOR each widget w! € Wi, and test time < T\, do
3. Launch(A) /*)a 38R FH A */

4. s, < Locate(w?)

5. list=Path(so,s,) *REMCIRZS s, B s, Pl BEAT O ERAE BAZI*/

6. WHILE Iist! = NULL do

7 e, = list.dequeue() /* B H #AEBA T HR B BAE HRAF &) */

8 do( ey ) /*HEAT e #1F*/

9. Radd(e)) /*Rexd A HEAT BBV IC SR B IAA R */

10. CheckAndRevokePerm( A ) /* 6 7% FEHUEH N FH AL PR */

11. R.add(CheckAndRevokePerm( A )) /*K X . FI AL FRZEAT (45 A ORAT S50l BIAS R */
12.  OperateWidget(w?) /*#AE BARELE wih */

13.  R.add( OperateWidget(w}))

14. [IF trigger ARP bug

15. RETURN R

16. WHILE path is not fully explored do A{EMRZEM M, HE G HEL S, ikl s AR E
17. CheckAndRevokePerm(4)

18. R.add(CheckAndRevokePerm(A4))

19. OperateWidget(DFSBasedSelect(G, A)) /*%: T IR BEAR S il [T HE s 1 B4 AR I AT 5 1B/
20. R.add(OperateWidget(DFSBasedSelect(G, A4)))

21. IF trigger ARP bug

22. RETURN R

23, Kill(A) /*K IR A */

24. RETURN NULL

3 SWRITE

3.1 LRI

BT T H 1%, FAICE DroidBot! HEZR (1 565 S28l 1 1 3h4k R T A RPBDroid, ‘& LA I 7 FH Hh 52 AR
WM APL A HAR, HEh ik A il & ARP £ (K FE 1 7 4. DroidBot J& — AN 2 ARG N A i T
B, AT R A fE K 2 5% % 5 Android BFIAZ HL, F S0V E 52 A I T A Sk e 45 1R 1
el . Nighthawk! . MobiPurpose!'®. OwlEye!"”), NoMoATSP"4% T. B #B2 4 DroidBot 1 AL AtiHE 42 St HL .
52 A % API, RPBDroid f# Fi APER™HEAT BUPR % F 525 /0. APER LA APK SCHF AN, 18 F B P Fa 472 A=
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(19 AP I B R SCRAECE U A0 HE 4t SZ A PR P 52 6 APL. D94 BRI STG, 18 1 3463 T & DroidBot
HRIE TR AR R RIS S AR R N, UIAERZR N 1 R d 3 STG, JE8 e S2 AL PR U2 FH 2 (¥ APT 54512
I B4 8 % AR

ST & RS AT IR A 16 GB IAE, AMD® Ryzen 5 5600h 4L ¥ 2%, Ubuntu 20.04, Android SDK (6.0-12.0),
JDK 1.8.0, Python 3.8.10.

APl RPBDroid (17 2, $2HILLF 3 ANBE 7L A /8.

o RQI: 5HAl Android 5 & Zh4E I T H A L, RPBDroid #5:ill ARP #5145 (45 21 A 2GR and 2

RPBDroid 5 7£F] & & 01T 45 BRI RN ARP #5iR 33, 5 HAh Android B2 47 B BR A R A0 T2
PLEGE ] Android B2 H 2GR T2 AH LK, RPBDroid fAT 2L R 2R w2

® RQ2: STG fill T Wi fal 5218 RPBDroid 14 5E?

RPBDroid i#id STG il 5 LAPLE 23k H 54245 Fr7E S, STG i3 Wifi 5% RPBDroid )14 58?

© RQ3: X B A AN R R4 4n 7] 529 RPBDroid HIERE?

% &3 Android 12T HALFRALHI, RPBDroid 7ERLI R ARP #8517 2545 B AL FRAT i AF, KRB EHm
RPBDroid 14 GE?

FESEIR IR b, AT T Zhao %5 A PV SEI6 1 B, FHAF A T 1 S K IR B )18 B 2 h. O HE T b 3R
AR DG T EAG I ARP 4535 00 FH B, S804 A4-003 TRL AR SL 8 6 G 1 4r IS AT 10 IR, FEKse i 45 LT
B G e B 2 FAR. Ak, A SR T B AE e B M At 1] P SR A 2104 8 1) ARP 515, JUTETH BRI ARP i3
IR (A2 2 h
3.2 LR

N7 %t RPBDroid HI78 2 EHEAT VA, FRATTLL Wang 25 N IR Fe 06t G o360, 1 BUA S 523634 5. #E Wang
NI TAE T, AT FE SR i 4% F-Droid HFYKEE T 214 AN FFIE Android S2FH, f#F APER 20 #7 H-F3N50EE,
WA 23 ANl T a D AR A A T 5 20 ARP 8% 1 Android M. ASC% FI& 23 A Android ST T 4
Mr, ELAARUL, BATFIH Wang 5 N AR S48 & A 44 7F F-Droid A ZAHCRH, BRE T 4200 1 AR A,
345 22 A Android N FH. £ T3k, A2 E I LR Android S () ARP £i%, £F 5 MR TTIERE I N
FJE, BFRIRM 17 4 Android B A HE A SCERIG W R GNP EEH 1A AT S BUS 5 09 ARP iR,
F 1 JEIR T ARSI RINEARE S, ATUE R, ARSI RS T 6 RSB, SF RS 1T 25.0k. fil
BASCERIGHT R ARP SR AT BORSPBRECN 8, S/NMBIRECH 3, SR 5. X E—B Ui TR LB
B ZN AR ZE AR S BELE R 1, LLSE ARP SR HHTIRAE. BhAh, 4T 17 MEANSZIEH S/ ARP 4%, £ 154
WIS BN % B RUR B R 4, Kb 2 A EiiE E, s ANBEBE T HRARFA. BF 24 ARP #iZH T
7P R R PR R R G L e, AR AR AL

R RN REARFE

IR R eS| FRA AT SRS K RS F-Droid##%
pyLoad Tools 0.3.7 89.8k 7  crash fixed https://t-droid.org/en/packages/org.pyload.android.client

LibreBusTO Productivity 1.14 91.6k 3 crash fixed https://www .f-droid.org/en/packages/it.reyboz.bustorino
EtchDroid Tools 1.5 121k 4 crash confirmed https://www.f-droid.org/en/packages/eu.depau.etchdroid
https://www.f-droid.org/en/packages/

MemeTastic  Entertainment 1.6.7 24.8k 5 crash confirmed L .
io.github.gsantner.memetastic

Meshenger Productivity 3.0.3 17.7k

W

crash confirmed https://www.f-droid.org/en/packages/d.d.meshenger

https://www.f-droid.org/en/packages/

MyPosition  Travel & Local 1.3.3 3.6k 4 crash confirmed . . ..
net.mypapit.mobile.myposition

[=)}

TopoSuite Productivity 1.2.0 60.1k
LeafPicGallery Photography 0.6 26.8k
AsteroidOSSync Android Wear 0.21 21.6k 3 crash open https://www.f-droid.org/en/packages/org.asteroidos.sync

crash confirmed https://www.f-droid.org/en/packages/ch.hgdev.toposuite

(98]

crash  open https://www.f-droid.org/en/packages/org.horaapps.leafpic
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R RN RIEAFER (8

SHE X R el FRA ARRSAT PPRE R RS F-Droid%#%
Syncopoli Tools 0.6 49k 6 crash open  https://www.f-droid.org/en/packages/org.amoradi.syncopoli
OINotepad Productivity 1.5.4 26.8k 5 crash open https://www.f-droid.org/en/packages/org.openintents.notepad
SpaRSSDecSync Tools 1.15.2 29.3k 5  crash open https://www.f-droid.org/en/packages/org.decsync.sparss.floss
NoteCryptPro  Productivity 1.44 7.7k 8  crash  open https://www.f-droid.org/en/packages/com.notecryptpro
OneTimePass Tools 1.2.2 14.0k 7 crash open https:/www.f-droid.org/en/packages/com.github.onetimepass
PasseGares  Travel & Local 1.4.1 80.7k 3 crash open https://www.f-droid.org/en/packages/fr.nocle.passegares
MinetestMods Tools 1.9.1 11.1k 3 crash - https://www.f-dmlfi.org/en/packages/
com.rubenwardy.minetestmodmanager
NoteBuddy Tools 1.3.2 42.5k 5 crash - https://www.f-droid.org/en/packages/nl.yoerinijs.notebuddy

33 XWMEERS
33.1 RQI %R

EAHFFT A, 34T RPBDroid A5 T. 2 PermDroid™. SetDroid!"”. APE!'gh#% Il ARP &5 (175
HEAT T L, PR AR i1 2 B TS TE A PR AT 8] P9 ARk I eh B A A ) ARP 4542, P, PermDroid #% 746 Android
RLFA P ARP 455, B SEILT SR 55 44 A PR 2H & S, DA A 5L FRAE DG AT A, RETE BE 0 1R BT 1) P 3K 31 5 1y
FIAS PR M SR AT A ARAS 78 75 3R . SetDroid J& — R Gl Android B FH 8 B B b i B shALIREOR, i i 247 51
AT B O, B R R I 2 F A B B T B IGVE R B (9 HT R, SetDroid R EE R FHAET
BUPR 45 S, DRt (R RE AT 450 Android N2 A 4 ARP 45 1%. APE il F| Android B FH B 36k T &,
BSCHL T T RO AR R S, 7R MR R A 2 AT IS R Eh A AR, M LT Monkey?\ Sapienz45 T A,
APE RefS PR & BT £ FH1, fa il B 22 B iR,

£ 2 Jy RPBDroid 1 H #4L I3k T B SetDroid. PermDroid. APE &l 1 17 NSRI&X % th ARP £
B, 2 2 FeT/0”F R 2 h WRBER I BIAH N ARP 5512, 7T LLFE 2, 2235 2 MR IS 8] 9, RPBDroid 7 AAS I Y
15 4~ ARP 1%, SetDroid AE#5 I HY 3 4> ARP i, PermDroid F1 APE ¥ R AR 1 4> ARP 4%, Kl 6
RPBDroid. SetDroid. PermDroid A1 APE #ll ARP %1% Venn F. & 6 7] LLE H, SetDroid. PermDroid.
APE K /) ARP 4517235 Gt RPBDroid £l .

%2 RPBDroid. SetDroid. PermDroid. APE ¥l ARP &5 15 (15 5% EE (s)

LIS B RPBDroid SetDroid PermDroid APE
pyLoad 16 5952 T/0 505
LibreBusTO 16 T/O T/0 T/O
EtchDroid 20 T/O T/0 T/0
MemeTastic 46 T/O T/O T/O
Meshenger 91 T/O T/O T/O
MyPosition 143 T/O T/O T/O
TopoSuite 86 T/0 T/0 T/0
LeafPicGallery 52 T/0 T/0 T/0
AsteroidOSSync T/0 T/0 T/0 T/0
Syncopoli T/0 T/0 T/0 T/0
OINotepad 31 T/0 682 T/0
SpaRSSDecSync 78 1214 T/0 T/0
NoteCryptPro 126 T/0 T/O T/O
OneTimePass 84 T/O T/O T/O
PasseGares 22 T/O T/O T/O
MinetestMods 12 5295 T/O T/O
NoteBuddy 160 T/0 T/0 T/0
13 905 6662 6816 6806
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SetDroid PermDroid

RPBDroid APE

K 6 RPBDroid. SetDroid. PermDroid 1 APE £l ARP 4&i% Venn &

% RPBDroid JCiEHM H ] 2 A~ ARP #5iR AT 20471, KILSEIEXT 4 Syncopoli H[¥) ARP 45 1% T ZE7E R — 4>
SCAHE R ES: 2 AR N A BE iR, SRS R AsteroidOSSync H1 ) ARP 485 75 B4 2 AT RUIR (3%
THEAEA ReflR. BB 2 A ARP 55 1R [ filR 25 R8¢ 75 %1, T RPBDroid [HR 2 JENE ¥4 3 LLAE i R #1574
SetDroid+ PermDroid 1 APE [FI# ARl 2 _ iR 2 4~ ARP £ iR,

% F SetDroid. PermDroid 1 APE il i ¥ ARP 451, ¥J8E# RPBDroid f:ill#, H RPBDroid fJF 52>,
RPBDroid Lt SetDroid #:ill ARP 45535 (75 HI B )& 2> T 86.42%, Lt PermDroid f-F-¥ I RH& /> T 86.72%, Lt
APE [FSE B )R/ T 86.70%. iX & K24 SetDroid F1 PermDroid FI#5 2% 0 B2 4 I 52 4 BT A ATk B 4%, R % 18
H b, IR % T KE W TR, FA ARP £ 2 1 ZCRBHR. % T A 216 TR APE, B7E R HARFE
Android 3z 47 B A BRALA, 7T R AR VR B P AL BR EAT #E, BRI GVE R 20k Android B2 9 1Y) ARP 4
iR, UKL T SN R pyLoad F [ 1 4> ARP 4515, 3X & KAl & S35 B pyLoad 77 [) ARP 45 iR BCAE 5, 161
FH SRR R4 1K) APT Bf A HEAT SR AR 2 535 3R, IRIMAE R 4% F A G 0O 15 0 B IR (R BE 0% 1 FH 32 £- 3 APT (13
5 B AT il & Ik ARP 451%.

£%F RQ1 [4516: RPBDroid #: il Android B FH 7 ARP 5% 18 Jy 98, AL T E 304kt T B SetDroid.
PermDroid Al APE, RPBDroid 7 2 KMl ] 12, 14. 14 4~ ARP #i%, £ ARP 48535 (1)1 i 40 Bk 2> 7
86.42%-. 86.72%- 86.70%.

332 RQ2&ER

TEAHE ST inl @, 45 5 R AF A STG 15 1f1 RPBDroid #4175 I, it 4 RPBDroid w/o STG. BT AAf /H STG
%, RPBDroid w/o STG JoiZ 3R EUS. F A [RLR A [ % 400 &, BRI TG 32348 280l 5 X 200k B w42 14 BT 7 LT
RPBDroid w/o STG MW U B2 1) 8 2 T H WA A AR 3 45 40 B AR e 4% — AN RAE . BT J0v2 8 O B bris e,
RPBDroid w/o STG fE43 IR EEAE 13 4 AT AR A8 2 vl &8 APT T fR AR 142 T 1500, 25 SR A PR w352 7, TUIAE fas ot
FEIRAT PR 5 PR R 4R 1

% 3 J&7~x T RPBDroid #1 RPBDroid w/o STG M3 17 ANSRLGXT S AR i, R “T/O”FI/RTE 2 h W RAek
W AERL ARP #15%. 55 2. 4 5NN SRIG T 46 3 25 R HeAE BAR R RS To . 35 34 5 ZIDAM B ST N ARP
BRI IS Tyeer - T LAE BN, £ 5 UCRAE B A5 #2451 FHI 77 1, RPBDroid 1734 A i b RPBDroid w/o STG #ik/b>
T 72.86%. LEAGIIN I PY ARP 45 1% 77 T, RPBDroid 1J LU H 15 AN5258 5T R 1) ARP £ i%, RPBDroid w/o
STG AJ LK 13 > ARP 4%, 4 EE T RPBDroid, RPBDroid w/o STG /b4 il 2] NoteCryptPro A1 OneTimePass
TR 2 A ARP 5%, ST R RS R, BEBIL FR AN SR R 80 ARP £5R 1 5 F BEHAT R A7 5,
T ARAEH STG %3/ RPBDroid w/o STG JGiATEA FRET ] Y ik H AR S, K TCyZA A R4 1%, %FF RPBDroid
AT H 1) 2 A~ ARP 4517, RPBDroid w/o STG [RIFETGIZAL IR, XF T =38 AR Re A I H 1) ARP 45 1%, BREZion 4
SpaRSSDecSync 1 MinetestMods P ARP %51 P53 ] 7£ B A 2 L1 B 48l 17 5 8O- AR ) 48, RPBDroid w/o
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STG 7& HAth 52365+ % (K I 3K T RPBDroid. RPBDroid Et. RPBDroid w/o STG #6:3ll ARP 4 1% ) ~F 3% FH i v /b
T 51.84%. iX & H T RPBDroid w/o STG KAHH STG #il %5, TovkPud & A B brysf:, JHFe 7 KM TR, Mtk
N, M T STG #ill 5/ RPBDroid ] R FIA B dxfz {4 A7 FLmm, Xt 8 F S A PR R F 2m APT B4 2F AT BUSR K6
R AR, DL EAG I ARP £ 1% 1I30% % T RPBDroid w/o STG.

# 3 RPBDroid 5 RPBDroid w/o STG Ml A i i Lt (s)

- RPBDroid RPBDroid w/o STG
*gﬂﬁ % T first T detect T first Tdetect
pyLoad 9 16 71 95
LibreBusTO 4 16 4 29
EtchDroid 9 20 128 178
MemeTastic 6 46 8 80
Meshenger 17 91 123 186
MyPosition 4 143 4 530
TopoSuite 4 86 4 652
LeafPicGallery 6 52 8 57
AsteroidOSSync 206 T/0 206 T/0
Syncopoli 4 T/0 5 T/0
OINotepad 13 Q) 64 261
SpaRSSDecSync 3 78 7 78
NoteCryptPro 4 126 4 T/0
OneTimePass 15 84 303 T/O
PasseGares 9 22 74 646
MinetestMods B8 12 5 12
NoteBuddy 13 160 167 345
P 19 905 70 1879

EF%T RQ2 (45 18: STG 7] # Bl RPBDroid Hid 8 i H ArdE A JE & THE M ARP £ iR 1 RE 77, M HERAE A STG
i3y RPBDroid w/o STG, RPBDroid H X A B bz F 1~ H I8 T 72.86%, Z kil 2 4~ ARP iz, H.
Kl ARP 1R T- 3 D T 51.84%.

333 RQ3 &R

TE A T 1) R, 4 5 AN 5% o A PR BE AT A 5 AN 4% #45 1) RPBDroid 347X L, iy RPBDroid w/o perm.
RPBDroid w/o perm £ & 1T i #2 s A KA PR AT 54, FARER H0g 9 B AR BT I8 3 T AT VR BE A el [
HEWE.

# 4 74 RPBDroid 1 RPBDroid w/o perm & ll 17 />S4 %F G b ARP 45 12 B H B 5 0L, R “T/O” K 7R 2 h
P SR REAG I H A S ARP 445 AT L $1], RPBDroid w/o perm X SEAG I 3] 2 4> S2536 5 5 HH i) ARP 45 1%, 1fii RPB-
Droid Re4s Il H 15 4~ (B4 RPBDroid w/o perm farill 2% 2 4~4%1%), RPBDroid £t RPBDroid w/o perm £ ifll ARP
R T 24 FH B 2D T 85.76%. 3X A& A RPBDroid w/o perm HAEFIH STG % 7 H Ar & 14, (B8 %A % & 3
Android 1217 B AR AL 09451, AEEAT B SRR I A X BUR (ST ] #2448 Lb 2, RPBDroid 2% £& | Android
BATII AR ML, EERZR I A A 5N T % B2 A A PR R B A, A LA I ARP 45 1% (1 202 12 % % T RPBDroid w/o
perm. 43 /T RPBDroid w/o perm X GER I 2] 1 2 4~ ARP 45 % J5 & I, 5236 %F % pyLoad 1 OINotepad 7 i F 5%
BB PR APT B AR 33 47 AT AT A PR 25 A0 0% SR 4 A, 76 R 32 T BRI 15 Ol F BB 81 H b f 4R B AT fih & ARP

EiR.

BExt RQ3 AL 6 Xt B AL PR 34T 4545 7] K IE 2 % RPBDroid K61 ARP 4842 (112505, #H LT /R %t B PR R 32E
17#:/E#) RPBDroid w/o perm, RPBDroid 7] Z f I F] 13 4~ ARP #ix, BAT ARP 8% T35 A k> T
85.76%.
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% 4 RPBDroid 5 RPBDroid w/o perm &l ARP 4% 115 56T L (s)

SEX B RPBDroid RPBDroid w/o perm
pyLoad 16 16
LibreBusTO 16 T/0
EtchDroid 20 T/0
MemeTastic 46 T/0
Meshenger 91 T/0
MyPosition 143 T/0
TopoSuite 86 T/O
LeafPicGallery 52 T/O
AsteroidOSSync T/0 T/0
Syncopoli T/O T/O
OINotepad 31 31
SpaRSSDecSync 78 T/O
NoteCryptPro 126 T/O
OneTimePass 84 T/0
PasseGares 22 T/0
MinetestMods 12 T/0
NoteBuddy 160 T/0
135 I 905 6356

4 i

4.1 #N ARP $EiR BT

JyiE— 25 T fiff RPBDroid 7ER I+ S2 3655 5 ARP 4 152 i g P e R 0 %F%Xﬁﬁﬂ%%\%ﬁ%ﬁiﬁﬁﬁ
W, W 7 fs. W LAE 2, F4E BT AL B e BN, B LR H E, X 3R 8] RPBDroid A2l ARP #5517
B P IS E X e sz 88 R e, B ERT. 20 M RPBDroid RIS A2 & B, 3% 5B A5 35 T 5 25 20 45 2 1)
S, Bel R B IR Je e th BIAEAE ARP SR INIS 12 B, B30/ 3T AL B A IR R,

175+
150 + % @
_ 125+
ﬁ 100 [5
= = &
i 75
50 % =
25+ % =
‘iﬂ = =
O )
WS @o"a & % ‘\\@"4’& c,ﬁ“g%‘ Q“’% O 2)9
@@ & & X\ S \ Q d &%% &% &
¥ oYYy 8 O, QZ\\

& 7 RPBDroid Kﬁi)ﬂﬂ ARP #5157 H B FE 28

4.2 BiRH
RPBDroid 7% K& B T /DA RIS 2011 51 AR ARP 4512, I3 | th &% S2ib it R ) ARP 4412 2K R R, Bh/b
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KBRS AT T S 30K ARP 4545 — bt 2= 53508 F i 5. RPBDroid H 4 Sz 4246 00 2 FH i vk, BE A8 40 0 O 415 28 R
B Bk Rl e/ AN BRAS 17 5 550 ARP 1R 4, B HB A7 1E 55— i T8 AN 25 AR T 51 AT ARP 45%, 1X 42
SEN AT A, 2R 2480 R TS 1R BR 4, RPBDroid 8 A STHRAGIIIZ AR, 78 5 gesidt i i, T
J& RPBDroid I TAS (Fdn, ELi gl st RIEAR AR A Android 40 1 RIPAAT 5 5 ) A I BE A 6 I 51 5 22 2k 7Y
ff) ARP 1%
43 BEMESH
43.1 AR R

AN ROV B — 7 TSR E BT SR IR R AR M, 53— 5Tk [ RPBDroid F@ V. i fR S50 0] 51
R, BTk Android B 405K L FFIE A 3 B 113 F-Droid MECSER A, 56 1 6 RS 2851, 734 25.0k 17
b, HIFAHSTE GitHub 5 F-Droid FJFIR, 3¢ S8 H T-4H5¢ Android S AR TAE. AR, & SEEGX R A1) ARP
PR 52 FLSATAE R, T2 BN % B AR RS R g, iR D AR IR A RIHIA. ¥ RPBDroid
138 F 1, 3A4113%F DroidBot 528 7 RPBDroid. DroidBot #7/R % T/EFi# M, 40 Nightawk" . MobiPurpose!'®.
OwlEye!"”. NoMoATS "% T A#R/2 3 T DroidBot S2HLA. 1325 T DroidBot (IR & Ak 8 ¥4 52 (1 {1 3,
RPBDroid J& 7 % 5 I B FH 047 451 0 Ak 3 gt R JL AT IR, JFRECE JLF-Fr A 1Y) Android &4 EXFAS[H] [¥) Android
R HBEAT IR, BLA BLE P ) ARP 452,
432 WA

PRI RS A0 32 ke s S A S P SZ AN B 5% FH 521 APT (9 7 Bf 14 R RPBDroid % 2% 400 B FH it # 1)
TEE. ST $ 0 A B2 A PR 1 F S APT VR M, AR ST A8 FH APERMRS I 4 U B APK ST, 434745 21157 F
P9 2B APL APER 3 /)47 22 USRS B 2ok s A i, AR ISR I 14 A AR T ARPDroid”\ revDroid™
SEH AN AT T . N T #if* RPBDroid A8 1EF i - 28 9l B, A S04 I DroidBot! 3K 4K ) RPBDroid ¥R #
DR, ZEAH R TAEH, DroidBot TS VZ R T GUI MR, AR, BRI AR/ Hr Sk, HOEm O
FIREIGRIIGIE. Ak, AR SEX S HI STG AKX STG #l S 3SR R W ReAILEAT 7 2 g AR, AR
T PRAR P R Rk

5 HXIIE

AFTHEA AN Android N GUT JURAT ARP SRR 515,
5.1 Android R f GUI ik

7E Android WA, K4 TAESEHTE Android B2 GUI MR, 1% 28 TR AR - 4RTER B B Zh R 2 i v
F BT AT RE A SR A Y BATSEEL T ORI GUI IR SR (J: BEAL. S TRG . ST S R R 5
W), ARG 7 FH 15 B 0 )46 v 110 I P A 7 2 2

FRAY M AR T BEMLIR R S0, A= i O B ML At 4 0 S L 3EA T SO . Monkey ™ & f50 % FH A3 T
BEAL SR 1) E S AR TR, &4 Android B2 ) S THIARAE 22 &, 38 S 7 5 Bt 35 AL bR B AL AE L DLAE R UT 4,
HEABN U BRI R 5 — RE. RSB ANE/E— S I S RIS T B A RBOR, A8 AR -l 431
FEE T KBLAET RS, KGR AE. Dynodroid ™ 2t T 5 REFAMARBENLE HINIR R T, BX
PR Z R — AN, k. PATHIIEEF. 7EWEEM B, Dynodroid i 52 15 178 24 11T 5 % L I0AR 5 LR AN A 1
BN TEIE BT B, Dynodroid 23 i) T~ B AR AR Bk B4, B, TEPAT I B, Dynodroid #:4F BT
4 1. BEAh, Dynodroid 3 o ¥F F P EHE A SRR, o UL P AT Fal e (Bl S M5l MAFLEE) 5
PR IR Z . EHBDroid ™ M S2 Bl 1 — N8 B R 2R SR, AH LT Hofth GUT AR 5 32%, & 7 5 80 1 i 42 1A 2 F,
T A2 422 1R P 4ch 3 54 1) [ 38 vk, it 3 F 5 38, EHBDroid T LA R A s oKk B4 48 GUI R J7 v 3l LLAE A
ok

5 — AR SE T i A BB A A R A0 B A A i P 81 LA Stoat™ R fgil, et LR 0K 43 Ry 1 A B B
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T 2618 B IR UT R 2 SR AN RS 73 A 38 5 PR B 78 20 A R A SR @A W S FH 1) GUIT 38 FLAR A SR JE R E—Bi
Berp iR, S s 7 20 S i A ik, BARE AR B e AR T B R 0 FF 51 GUIRipper™ [FIRESLEL T
B TR (PR ZR SR, Bl S B R 2> FEBR R I A2 22 3 A # . GUIRipper 44T DFS SRHE, 7 il B TGVEIR
2R Bl I P 7 ST, D4 B L At S AR AR R e U B . GOALEXPLORER V) e 00 %7 PR A7 | -4 b A 7 )
SHEHER, KRR — A3 TR R R AR T B, GOALEXPLORER f#Z .0 AR 2y S L ) S
X 6 ST 2 (8] B 3 0 AT B AS AR, A B % %5 30 B9 (screen transition graph). SR )5, i FH B e e 46 B0Ks N FH R 8
BIRZR S| T RRFE I H AR, NaviDroid® 45 & 5 48 2 W A S S TR RIS AR FLRAS T (R 356 R, IR T —Fb
FTF N SCHPIRES G FH T8, LA FHHBURE. 14, NaviDroid F) F #h 75 MR S0k [ B IR R M 4%, DA 55 N
FIRAS, D R R RS R, 56 A ES GUIAEELH SR M 7 vEA [F, APE! i F 5 A AR K 5h it
TEMA S E], APE 233 T- WL B IMi8 47 W5 BB D AT, LA BOP AR (R O /ANAORE B2, 1T 42 & T APE 11
TR 2. Azim % A PFE Android SF 57700 1 3EAT 2008 I 00, LA gt v B ) 9 RIS SR BTG 31 (RIV S FH 5T )
Z A e R, 3E T IR, DAPE AT E R SO A LLEIE IS 3. Ly 22 A PRA R A v iR A o
-5 B AR T 48 5 )5 SRR A M E Y. AT R B R S R AR, R Th T — AN R T A )
A T A Fastbot2. Fastbot2 FI| FMEZARLTY 5] 5 GUI IRE, (8 HE B 07 1T BE3G NG ) 38 55 23 1 4, HoF AR
FFE RIS B SRR, B PR AT IX — 1 72 B R TR 3 dee R [A].

AT — AR SR Ak 27 ST AR S Android S IR, 9] 4, QBE™ M5 Ak 2 STH AR I TR R W B2, 52
M7 —FhsE s B B &N T, QBE {34k 2 2 Hi AR 42 i Q-Matrix, VAPPSR R, 7EER R
IS TR, 35T Q-Matrix MR F ST H 86 B 1R A3 1. Q-testing [FIREH Hi Ak 22 51 He A B T H Bh ik
MRS AR, FH T I3 O IKBN PR R SR, Q-testing FER R I AR P & A i IR 4 b — A1 e U 1 i Bl 0 2 AR 7S
MRS, FEARAE B TR 55 & T ARZS IR0 22 S kvt S Ak 2% 2] 22 J5h. Q-testing W DR 4 Ul 52 A AR S
BN, BAS B B AR R AL 5. BeAh, D9 T HERR R o LA BN RRRES, MEE B S T — BRI 4. Vuong
2 N BAEE L AL S i AT AL SR (X 0 s B H T — P 44 Q-learning [¥13 Ak 2% ) B3k, 1% V2@ o 5 e U0 8 A 22
., 5P A AT A TR 5 S AR R 2 B 481, AR AT 6 2 AR 2 A0 2 FH 2 . ARESES R —Fif
T REmRAE I MTE, AT LB &N Android B . ARES i FH I FE 1P 28 W 25 5k 2% 2] S A3 4R R SR,
DAAR AR . e LA e i ) T 4 PR A P M, A% A EE AT 2% (B2 FH AT . MAR Testing & — i i B 2 ) 3
TR BERRAL 2 )R 2 S8 Rl & 1) Android B2 A B 21T, B RS A LTRSS E— RSB IEE N ZE 7k
PR ICRAE M, FE6 SR BT 4 1 8 P G A 4 X 4% i RS, DA O AR FR A2 LR 18 Y A3 FE K DA
JeHET PG () 5 — a8 4 TGV 4 EOLA A PR AR A 1 e 8, B2 1 M.

ARP HL#2 H )5, Android T S 424E TAURIEZ APL, DALR 7RI AT 1 72 v S i A6 2 A PRAR 2. B 7E 1
SRR R (¥ APL 6, R R R R APT LA H 25 B T RAUR. SRR B H R FBUR A APL 4
SENF H I ARP #51%. BRI, B AR, B 78 TR, DURILIHE S H P 1) ARP 4%, R EiR Android
F GUI I A5G I 7 FH 485 12 B S AL v 7 5 26 7 T A 17 0 A0, RV B AT T HE v e 36 o SR A B0 P 3 % 6
ARP ML, Toixd B N BIRCBR AR AT AT B BOR 2R, B TR EA B0 ARP £5i%. BT, ©F — L& TERHE
FIRIH A ARP 85, JFERH T A FER IR, AR 2 s AT H IR, 2] 5 A S A sh A kil w2k,

5.2 ARP SEIRFHSIEN A

BT BTN ARP HERRI 7 £ A8 BRI 40 A 55 7 2R A B2 A i 7E 1) ARP iR

revDroid™ FI -7 7 A SR HRY 25 2 FF S SR (AR RS2 (O 62 B2 A 35%), SR FlowDroid A1 Soot 3 Hi 3K H
0 FE P B 00 R L, 5 e B0 AT Rk 1 2 AT, BAFRE BT R N SRR T R D 5 T A Ak B F AL PR AR
Huang 25\ P¥) TAF B eI AR BRAR SR AT Ay, B0 S P R 352 BT 5 B0 B PR, 7 P f7 e R
FE AL BT AT D B8 1% 5 V2 8 2 oxed ] P P A PR SR AR AT A, i i % ) P R kAT AT P A, DA43 i IS B AR
PR %R 474 RTPDroid™” F T4 i Android 32 17 B BCSR BT K A% AT A RS R, 15, 0 BLF b i A i
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JEIRAE Chnif F 2 BUR RS APY); SR8, 2T bR SO RIURR 1 H g i A I S5, 76 R A I s el oy, AT e A )
OIMT, AR AR AR B AR 7RG SR A, AR 2 75 AR, Wang 25 N MR T 3K T RS O AR %
38T TR APER, AT IR FH 9 ARP £5i%. 1 %%, 7 S iR 1, A faRe: APT FIAY FRAS 2E APT A8 b sidh
1T IR A5 HT, CARREGX 28 APT (1A AT RSV AR 35 SR, F IS FR (R e 1) 4% ) 90 B kA7 s i, )P B i
AR A BN APT R B R SOMIBORE SR B A 48R . Gamba 25 A HOSEAT T KEUBIY Android 52 A PR 155 v sz
UERIF AT, R4 H R R A i A A7 78 1R SE R 5 SRR ANZS B S 4 G il . DRtk 3 it IR SEL T AN SRS 04T 1
H. permissionTracer Fl permissionTainter, 7% H T4l Android N H A& 7R H & AR AN i+ FH B 2 SRR
T S50 B RA it 33 1) . Li 25 N R AT TAEA 33 AN Android APT HEZE A 42 HL APT 257 B ST (B2 ALBR AR (1)
API J Hoh SRR, 2% & Android 4 (native library) T AP AR47 B, A5 X RS 56 B2 6 AP {747
SR Android B2 A H 1 2 A TR I £ S EURRCR B . VL, AT Android A HbFEH 1) APT fRIF L AT T
I3 T, CASRAETE SE ORI A RN, FEAE LT R T 515 5 #8480 1A NatiDroid, £ 74 Android B2 1 54X
PR AH DGR ) e

HH T o T B AT A0 R A, FR A A I 75 v Bl R R LS. FH P S TE BRI S8 ALk ARP 45 3%, (L2 A I 45 SR T REA7AE K
BRI, HAB B TF RN R FEhI0F, JF45%Kk. RPBDroid Hh 2570 4 B o il B 2> 30 ARP A% (10 APL/E R
H A%, #5580k, 3B R G RE B ARP 4515, JRA2 GBI AS. ARP 4515 i A A I 7 5 0 HE B R
21 RPBDroid 1 RE.

5.3 ARP SBIRENFSEN T E

B LR AR T 4b, B e E B IR T B ) T ARP MU, F 26 MR R 3N T xS BUR G
A, ATHE A TR R A N ARP iR

o K 5 T AR B 0@ B A R R IR, DAK BN YT A ARP 43R i, SetDroid" A TR
Android N5 RS BAICHIAE R, Hlhn: M4, GPS. AR, &, I Ak 4%, SetDroid 2 7E# & AH R
W& B IFATIEAT A R AR R . A it A2, SetDroid 78— & W4 L&A R —HFEEFH, FHRNES —&
W L PAT O R GRS T U R — AR 8. a8 B & 1 0 GUI A7 Ja SR 0 i e ) 7 F ot 75
A5 RGN E M SR, SetDroid SCHF MW B B U AL 3 1T ALUPR 4% T B A, PRt 2w -4l Android
FiF N ARP iR, SRS TAEAFERIE, SetDroid 2 7EFH 447 51 B BENLAL B 16 AR 5 2384, 1 RPBDroid 2 7E
AR H AR AT AT AR 38 Ol 4. LAh, SetDroid <% 82 FH BT 75 19 B A AR 3EAT 45 4E, 11 RPBDroid 1% 1 &
R IR R AT A,

F—R ARSI RN BAE SRR A T 780K Android B2, fRE M I ERHAE. 5120, PATDroid™
XTI R R R A AT VRS 2 2 A, B AE R LA SR 2H & b AT W I A 451, DAY/ 0 % VIR ) VR .
PATDroid #/> T MR TAE &, SEIL T STERTA BUBR A T 0 R 308 AH 24 B4R RS 78 o6 6 RS = A i 0. (H
S, B B R (X R S N, L B AR R T 8 R, 0 SR TG B A P 48 B A 451
SRR IE, PATDroid ({135 814 IR 5 PATDroid AR1EL, PermDroid™ & 5t A N i Ay 7 e AR A e e PR, AR5 )
RSB G T, DR SCBRA A T AR A %1724, 5 RPBDroid A [F, L& T4E B 7E 78 73l Android
IS FH P9 AR BR A 247 A, CASIZ A BR AR 54T 0 1 T AR5 B 55 3R , 17 RPBDrroid A2 I FH i A5G I 45 5 LABR S AG I H
ARP 48515 4R, PATDroid 752245 A 7 FF 58 A 9], PermDroid 75 58 A5 4 24 I 7 IR 2457 #6181, T RPBDroid
AT B Zh A s, o7 N Tl A 45, B I 37 77 k) Sl B8 Ik v (IR A e 4 .

6 FLS5RE

ARICEEH T —FPUE RN Android B2 F H1 ARP #51R I 777k, 1277 LB A M B FH Y STG, F & A0
B &8 550 A e e A A 2 R, DA AG I S FR ARP AR, SEIG 45 BRI, ST % 5 s IR R A A
RPBDroid #uill ARP %R HI3% 5T ARP f iR 2 Akl T A SetDroid. PermDroid F1i# f Android 2 i T
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E. APE. HT, RPBDroid H {3 K B A A 96 ARP S5 MR TS, A PR % T 2 S 808 I Th Bk B o 45 L
2RI ARP H51R. 78 R RAF 7 AR, BATiH-RIHE— 58 AN ARP 42 MR TS, i RPBDroid Ag %16
P LM ARP 45 i%.
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