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Abstract: As an automatic search tool, mixed integer linear programming (MILP) is widely used to search for differential, linear, integral,
and other cryptographic properties of block ciphers. In this study, a new technique of constructing MILP models based on a dynamic
selection strategy is proposed, which uses different constraint inequalities to describe the propagation of cryptographic properties under
different conditions. Specifically, according to the different Hamming weights of the input division property, this study adopts different
methods to construct MILP models of the division property propagation with linear layers. Finally, this technique is applied to search for
integral distinguishers of uBlock and Saturnin algorithms. The experimental results show that the proposed technique can obtain an 8-round
integral distinguisher with 32 more balance bits than the previous optimal integral distinguisher for the uBlock128 algorithm. In addition,
this study gets 9- and 10-round integral distinguishers for uBlock128 and uBlock256 algorithms which are one round longer than the

previous optimal integral distinguishers. For the Saturnin256 algorithm, the study finds a 9-round integral distinguisher which is one round
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longer than the previous optimal integral distinguisher.

Key words: mixed integer linear programming (MILP); division property; linear layer; Hamming weight; integral distinguisher
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EE&?{] aLlog2r1J+l,ai_log2nJ+2 """ ai_logszH’ ;H‘: EF' ai_logszH :aI.IOEZ”J”’ ai_logszw:aLl"gz"J*Z’ ﬁlﬁai_logznj+2’ai_logznj+3 ’’’’’ ai_logytjﬂ—l
) AR AR F 381 1 @ 2 HOAX 2B B4 SR (1,0,...,0), (0,1,...,0), (0,0,...,1). FHEPEEL A FAHET3)
AT TSR IS M) S 2R 1 2 1T - MEAE 45 MILP B [ HAR L FE.

Bl 1 R HERE M e BYS, WA 5 w = (uo, wy,...oup) € B, HTHAT A3 E Y = (vo, vy,.. L, v0) € B AR UTR

3 AN YR AT R A R 1T 2 PEAR 3R (1) MILP A5,

o JUBH B T SRR B M AT ARV wi(u) € {0,1,...,8}. X we(w) 1 LR 560, FA1H
4 Y a=(ag, a,, a, a3) € {(0, 0, 0, 0), (0,0, 0, 1),..., (1,0, 0, 0)} ZIHi%4FF4 M % N\ ] 53V W 52 (1K) B A s o, e
i wi(u)=8ayt+da,2ayta,.

o BAIEHUYI R K17 i a MR 7T 6 4 (ao ay,..., ag), Femft ay, as,. .., ag FYHAEZR 7R 5N T 73 PEY

EEE’J’\*TH/A BN RS D 15 RO =1{0,8}, Oz ={1,2,6,7},047 = (3,4,5), I O, kL:
PN 4RI Ozp, = {1),02z, = {2},02z, = {6},O2¢; = ,JLBHTW & D B ARERENA: M a, =1 B, wi@m) 40

o8 Mas =10, wiw) M 1; Mag =10, wim) N 2; Li‘la7: 18, wiu) 8 6; Hag=10, we@w) I 7; Mag =11,
wi(u) 4 4 5% 5 3% 6. FJ5 H (ao,an,. .. a0) FILTRANE NS £, ZIEES D .

—ds— a5 —dg—dg — g >-1

0,0,0,0,1,0,0,0,0,0) —ap+as >0
0,0,0,1,0,1,0,0,0,0) —az+as+ag+a, >0
(0,0,1,0,0,0,1,0,0,0) —a, +az—a,—2as—as—ay > —1
(0,0,1,1,0,0,0,0,0,1) ®=a;>0

ata,+as+ag =1

D=4 (0,1,0,0,0,0,0,0,0,1) , L, =

—a,+a;+ag+ay =0
(0,1,0,1,0,0,0,0,0, 1) a +as+as+asg+ays =1
0,1,1,0,0,0,0,1,0,0) —az—a, > —1
0,1,1,1,0,0,0,0,1,0) a+ay—ay >0
(1,0,0,0,1,0,0,0,0,0) =7 > -1

—ay—a,—ay = -2

o Indicator ZJ HUEASE: AR b — Til] a;=1(4<i<9) X NEEFE M §i N 0T o PESUH R R 2 0. %
FE 3] Indicator AR —IER 2z = f — £, Lrb £e(0,1). BT LU N0 29 SR04 [ M (¥ ] 43 PE AL 3%
a, =1 - w(u) =w)
as=1-> Ly
_a ag=1— LZ’RZ
-[-:Indicalor — a; = 1 » LZ’RE

ag=1— Lzg,

ay=1-— Lyz
Horhr, Lo ORI ZR I 20 EE N DA i (e (1, 2, 6, 7)) MRS PEAR AR A0 A A S5 20, L pA T 2 gt
B3 53R [10], Ly XFIH HZ T7kF @ n] s- AL R AN, HAR W S g 1, B8 2 530K [9].
RYE LR 3 DB, M ARERIES L= (8ap+4ar +2a, +az = wi), Ly, Lingicaor) TEN LI SAE, AT LA
DIRS B PR B P 2 AT 23 PEAL R MILP BEEY. B3R il FR i 502 1 o,
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H F B G Je KM BT oA IS0 MILP %8 7 ik 1987

BE 1 M T A A TR MRS 20 e v 2 T 2 PEAR AR (¥ MILP 7Y
BN — AR IEMERRE M erre, N DV u = (uo,uy, ... u,0) €L, STy = (0o, v, va) €FL

n+1 M RINES D = {(ag, a0, -- 280 | logyn [+ )s -+ > (@10, @115+ 281 | 1ogyn [+)> (s Q- - ,an,Llogz,lJM)} , REILE (apays ...,
Aiogyn)or) € D a; € {0,100 <i < [logyn] +7) , FL2llwrlag 42l lay 4 4 20au, €10,1,...,n) 5 5380, r FosHe i
N PEDC T AL Sy r BB (0,1}, © 2z, Oznis- -+, Ozr, 3y Oz » HINRER 73S PSR TE 3R (A togyn | +1> A togon 420+ +»
A iogyn+) F3 L (1,0,...,0),(0,1,...,0),(0,0,...,1);

Bt FEEE M Ay o VEAR R 2T R AT L

1) begin
2) L~ ZEESE DHPITE (ag,ai,..., A togyn [+r) IMAIHAE L,
3) £ 2lleerlgy 4 olloen] -ty 4+ 4200, = wiw) /] (ag,a, ..., A togyn)) ST DU TR we(u) XY

4)for i=0ton do
5) if i€{0, n}

6) L= (@ gy fer = 1= w(@) = w())

7) else if i€ Ozp UBzg U...UBzz

8) for j=0tor—3 do

9) L @uogynfaper = 1 = Lzr) M Lzg, F ST ZRITIEZE wi(u) = i v 53 VAR PTG A
10) end for

11) else if i € Oy,

12) L @ugnger = 1 = L) ! Lz TR HZ T BT 5 AT A
3) end if

14) end for

15) return £

16) end

EAFERN L 2 Ouz = o I, I B &R BURIGR A ZR Jivk, BAGEH T2 A4t 2460 M e e
BT EIR ARG B (0,1}, Ozp, Oz MU G Bl 75 BREAT HE— D BRI, FATTEE Y n=16 W), 525 H {0, 16},

Oz C {1,2,3,4,12,13,14,15},0,7={1,2,...,150\Oz ; 24 n=32 I}, 732K {0, 32}, Oz C {1,2,3,29,30,31},
Opz =1{1,2,....31\Ozz ; Xin>32 I, KK {0,n), O C{1,2,n-2,n—1}, Oz ={1,2,....n— 1\Or .

2.3 FESIEBURIEZIE &M R T A M RIRR 2 4

B ARG 2201000 2 R JZ T 2Pk AR R (0 5 VR FAN R BT T HZ T AR ZR T 1020 i iy A D S B )
IPBANENXELZ DL, SW IERIRSE . ASCRH HZ T5VE M BRI It HZ T5E 2N L 2 v] 0 AL 4
(FORS B BEAN S T SW i UL AR L A B S il I ZR J5 VAL A SW il HZ J5 102 M B v J2 iy v]
AR, BB X 7 SW T IER HZ Jridi P AR R, JFHs ZR AL & X J5iidh Z+ X 8RR, A4
Rt ZR+ X JHEASS T X ik B s,

Y AR P e By, WHANTER u = (uo,us, ..., u,,) € Fy . ABRBCR SN2 BB AT 73 4% SR
FARBANFERI D m 2 <m <n) REGOL, B R EIE m 50070 AL ZR Jrikell X J5iE 20 m g 1L = 1wl 73 1k
ik, ARPEERE 1, A ZR TR L E 2 10l 23 PEALAR I, IR 70 78X B IR wr(ae) B F B3 oy n] 1 B
SRR SCHR [12], 408 X T7 20 00 2 P2 K AT 20 kA 4 I, SLnT 2032800 PR worae) B3 B — 7 A 35 B4
M. PRI, ZR+ X T5EZ M 2 T 0 PEAR R K0T 23328 i T P B 4L (1) AL AT MR ZR T4
[LES 4 é P I X = S 1 s 3 v DL D VAT B S A B e I UK SN O O BB 2 AN B G P9 R D e TR Y
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1988 HAFFIR 2024 FF 35 5% 4 B

A PEAR RN, FCT 23308 IO (R B L AR AR, — NPT e s N RO R, (H SR
HHE B RO RR AN — 52 Ay TR R i —ANFERE RO PT A JCER I 1IN, R AR B D B, (H2
G IFASE TR DAL, 25 A I B AN AT 4, XA R B AT G e % ZR TP IRl 73 i, 3K
WEW] X 7 a] o3 e ] e 3 TR L. [FIREHE, X J5 A9 B0 w] 73— A8 ZR+ X JER I 43 i, T
ARG, FATTRT LAHE S G i L

Rl 1. 40E MNEEE M e By DU R IR Rl 20 PE, G5 ZR + X P A3 B m] 705t X Ik mim 70
TR

AR RT LAB ZR + X JTEASS T X J5E, B ZR+ X T T LA X 757 e (SR n 4y 8. R,
ZR+HZ IT BN BN JZ T VAL FR RS EEANSS T HZ THEM SW IRk, 1 8Y J5 1 FUE R ZR ITidkhAs
SRR Z TS OLEE & B R T e N T 20 E e 5 B8 TG T o E I, I E RS 2R IR B B AN T a1 A D
HOURG L, thE B 1 m] SN 2k 200 BT AT A3 20T 233808 I (8§ HE B R 51 3T /D O LR O, DR 2 i e
AT R I 5 25 S A O LR S 15 D0 T B BT AT AT, R RERH 518 E (K175 DL 2 RSP 1)1 B, AR A v 4 i
TUVERE 1 TR A D AT 0 TR e, 0 1 K R A PR v 390 D 5 A Ao REL AT 0 ) e D S W AT 1A 7 0
PRI Z0m, 1M P RS AR IR RR ] SW T3 320w ] 3 PR A% 5. 25 BE R CHE 20 15 DL F W40 AT 2 PEAR 4 21 &
LM, SRR AT D E R TG Oz, I 8Y T5VE LI 2 M J2 T 73 VAL B8 FRORS B AR T A
ST ZR+ASW J5ik. G EPTIE, Shas e RS 2 m L VEJZ AT 0 VE AL FR RS R EEANSS T SW T5ik. &Y Tk
HZ J575, H il ZR T35 AE LAAEAT R 1) 3 SRAPE S 2 e M S AR 1R RT3 A SR sl

3 ETaSEERIEREREEANR S X 25

T 1 2 A IR VBT HOR A 2 MILP A58, Jf 4848 uBlock A1 Saturnin HARIA X 3 3. 7E LU AT 23
P AL 3R AR o, 5 B BN S AR LU AR R AP BRI, 7RG MILP R (R AR e A T 2% 18 S G2
J2. KT S Al o AL R 1K) MILP G55 0] UL 22 SR [8,21]; Aof T~ 52 2% B4 2 4k Jo2 6 A () ) A2 7 IR B 3 25
HEHUSRIEHEAT MILP GBE O TR W, C' A" B, U 735137 i AN HHEURS, TRERECRE, P47 LU, LU COR AN EERS.
3.1 uBlock BZRHP X7 2FHIEE

uBlock 7%t —JK SPN S5k 73 41 8, Hr KL n 8P k 235900 128/128. 128/256 Al 256/256 LE
5, 23 uBlock128/128, uBlock128/256 Fil uBlock256/256, SEAREEH Ik 16, 24, 24 f&. R 45Ky 1 Fix.

n

2 44

ST

G G

VY
NV
LA
A

D,

&1 uBlock 5yk4¢ 458
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H F B g Je KM BT AR IS0 MILP %8 7 ik 1989

1 S & R—A 4 L3 4 b XU, <<<b TR N T 32 LURF T ER, FRER — TR A
N/EHE b LLkE, PL, < PR, LT E B, HARER L 2, B CEIEM AN HGATE 225 30k [14].
*2 frEE¥PL,. PR, %EFF

PL,/PR, AR
PLyg {4,0,5,1,2,7,3,6}
PRy {3,4,0,7,6,2,5,1}
PLysg {15,8,0,4,9,14,5,1,2,6,11,13,7,3, 12, 10}
PRyss {9,2,6,13,5,15,0,8,14,4,11,1,3,10, 12, 7}

{4 uBlock SIVERREEHIT, S FEIVHIHNE PL, | PR, MU NIIHAE <<<b 1 b IR 4 015 BPLA— 51
<<<b M@ BAFSE T /16 AMARIAFE M e B,

A B
M= .
B C
Herp, A, B, C I By HPRIAHEE.
0011 1011 110101 11 10110011
1001 1101 11101011 11011001
11001110 11110101 11101100
01 100 1 11 11111010 01 110110
A= , B .C=
101 100 11 01 1 1 1101 001 1 10 11
1101 1001 101 1 1110 1001 1101
11101100 01 01 1 1 11 11001 110
01 1 10110 10101 111 01 100 1 11

XS S nl o AL R 1) MILP @R FH SR [8] 17 ¥k, TR ARt R FE M e FLo16 m] o3 M A% 1 1) %1 )
K B AL IR S, BB 5% 1 (HESL A 3 MILP B8, Bkt ek 2 am A vl oM DU B 28 il ok -
{0,16}, Oz ={1,2,14,15}, Oz = (3.4,...,13), 45 Ozz QLT Oz, = {1}, Oz, = (2}, Ozg, = {14}, Ozz, = {15}
X 4 PGB

HRAE 1k JEAR, A SCRY 3 T 88 uBlock 128 SR 43 X 4325 (19 MILP #2615 3k [15] AH R A0 46 v 4
PERATH R B2 32 AP LU 8 R IX 40280 T

(c'a™) = (BUB)?).

s b, BATERL R AE A ZR J7 i uBlock 128 573 8 e FR AN X 43 2t AT 3 2R LISRAG L 5 7276 T 2 114l
by, (H M 27 5 (A S U HE Ol 65535 8 x 8 = 4194304 4>, B MILP B2 AL N 7E N 256 GB [ Tk
BATW AR A WA B, BE ey sk, miAE A RATIEIBYAEAN NEE DA 16 GB N AFHLRETE A FRE IR) Y sk figt. 53
Ab, AR BN Z ALK 538 2 — 5610 9 4 Ror X 43 45

(aca™) % ((*B)”).
SCHR [15] FAEF R B uBlock256 S 9 FeAR 43 X oy 4%, AR TR AR SCI A, )] LI 22 $1] uBlock256
S 10 AR IX 44
(ca) B (wB)®™).
(aca™) = (B).
3.2 Saturnin BEZE X oFHEE
Saturnin 552 —Fh2E AES G55, 73 4 BEFI S A BESA Oh 256 HUAY, 04 Saturnin256/256, ERNEACHE
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1990 AR 2024 S5 35 K F 4 B

Hor 0 20 B, A AT DUNEE 75 5K 75 r € {20,22,24,...,62) 1 HIE R, ST LUK 2 806 ile— A& R4, Hrb
SRR A A S &, A7 E B ¥ Pslices Al Psheets, 51 R W, 1047 H & ¥ Pslices™ 1 Psheets™', #5490, N i fayik
S SR B AR

o S & K 256 LLARFRIZN A 64 A 4 LURFI P SE A, il 2 s RN A S AR, SR 2 b
AN S &, M T RGN EEI A So, A1 NFFEINEH Sy, Hrh S F1 S, ¥4 4 LURFR] 4 LURFIRIRUN.

o {7 E B e MIEEH r 43 0 R R [E) 1047 & B 3 Pslices 11 Psheets, H:H Pslices 1 Psheets [{]#: 1 243 5
xy JEF y,z |7 (W 3 BFioR).

/515559 /63
3/ /5,/4,/1%
19/ 3,/0,/ 3 AV
3 1 /1 /15 /3
15 61
307 |nn|is 30
45
14 60
206 |10] 14 29
g 44
1|59 13| 128
y
o afs ||l /"Z
O

X

2 Saturnin FEHFPIRAS

51,55 /59 /63 51,55 /59 /63
35 /39 /43 /47 /103 35 /39 /43 S471 /|63
19 /23 /27,31 /4 19 /23 /27 /31 /|4
{1 {162
3 /7,1 15 6 3 1.1 /15 e
15 61 15 61
307 |1n|i1s 30 37| nn|is 30
45 45
14 60 14 60
2| 6 |10 14 29 2| 6 | 10] 14 29
44 44
13 13
115|913 28 115913 28 .
12 12 JE
048|112 0| 4] 8|12 AN
P

Kl 3 Saturnin 7%/ Pslices 1 Psheets /2
X 4 AT AR R A7 B B A, CL— B, 45 GRS AR E A

rmod4=0:T#fE [3 7 11 15 7 11 15 3 ][15 31 47 63 31 47 63 15
rmod4=1:Pslices |2 6 10 14 oy 10 14 2 6 || 14 30 46 62 || 46 62 14 30
— — .
rmodd4=2:TH/E |1 5 9 13 13 1 5 9 13 29 45 61 61 13 29 45
rmod4=3:Psheets |0 4 8 12 0 4 8 12f[12 28 44 60 12 28 44 60
o TRV XS JT PRIFIASER 16 FIAEFN AR He, A H 51 E MDS HikF M Jy:
a? +a 1 1 01 00
1 a+1 a?+1 d+a+l 0010
M= o=
1 1 a? +a 0 0 0 1
?+1 d+a+l 1 a+l 1 1 00

o YA e R T B VA R VR T A AR R B ARO[ T R, R OCHR B AN SRR
MR IE S R [16].

5 uBlock FEZEAL, AR Saturnin FLVEREATE S X 4 4544 2RI, SR SCHR [8] IJ5 6T S & ml 43 PEAL 3R 1)
MILP A, %R 513 MDS A5KE M e FI<0 [Fn] 2 PhAR 3%, WISR A AR Bk e, RIEE | IMAHESL R MILP

© PEBEERKCEIFR  htps/www. jos. org. cn



H F B G Je KM BT oA IS0 MILP %8 7 ik 1991

BT R 2 P 2 S R i N R 2 M VO B RS R EAT 3 2640, 16}, Ok = (1,2, 14,15}, Onz = {3,4,...,13), IFF
Oz LTI N @2z, = {1}, Oz, = {2},O 25, = {14}, 02z, = {15} X 4 FHFLL, XS (0,16}, FHATHREA wiu) = w(v)
TR SRR 3G, WER G (3,4,.., 13), W LR 5 AR L7 RoR T 4 PEIRAE 3R, X ARG (10,{2), (14}, {15} )0
DAME A RAERIE Log . Lag,, Lar,, Lzr,, LR IPERIAEE, b Ly FORMEH HZ T5ERE T A%
IO, Log,, Lzr,, Lzr,,» Lar,, B NFRMH] ZR T EE RN T 7 EX R 1,2, 14, 15 B A3 PEA%
WA,

FESCHR [16] 7, /55 R ARBOR BN 0 5 VA Saturnin SLEEHUAR T IS 1, AHIRE T 430 253 L
FEIEERAT, Saturnin BYELEAE 8 FE IR IX 4. MW R I ZR J7ik%) Saturnin BIELENE 0] 2 Pk A R AT £
B, 8 B LR 2 T AN R Bl 65535 x 16 x 8 = 8388480 4, X Lk uBlock128 STvETR BN E H £, LENIEN
256 GB [ T AR 2 B A PO A7 G SRAR RIS 0. AR, R FH A SCH AR 3 MILP @] DIEAN A2 LA 16 GB
PIAF A 205 B LURR 58 2D HAR B 19 9 48R4 X s

(C20A236) 9_5"; (sts)~

4 I%\ édn:

ASCHE T — T T ) A ORISR e MILP B ARBTBOR, JF45 & By nl 20 PR B A 17 SR i HL s
(K7 AT 73 PEAR SRR BRI T UGS i SR HEAT 70 SR, FT RN A% 58 MILP A ) 2 A A 5 2430 A2 4 10 A
119 Jay B 0 Aol e 5 17 e 2 A g R e R PR AN S RS 0 2 ) BT R e, DR T DURR s 7 7 SR 0
RHEAT 32, WD ) mi AT AN S0 . T F AR RAR, A SO 2 2 i N T 20 OO R AN [
AT RI5y, JF A AT DO AT T n/2 I, SR ZR J5EZNm S L2 R 23 PEAR 3 50, SR HZ J5:%)
AN R AT VAR, o T RAE AR A R, A SCRHAZ BN T uBlock A1 Saturnin 92, S 45 R KW
AT AR Z E) uBlock A Saturnin 5735 24 1 e LB 70 X 0p 4%, HI L Z BT LR X 7p 48 2 — %8 [N, i
ORI ALY LU 323 B 73210365 05 P b 2 e 5, a0 Y 2% AR S 21138 18 ) A 3 A B R 7T g Rk
(K] ANWFFT 1.
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