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Abstract: Autonomous driving software based on deep neural network (DNN) has become the most popular solution. Like traditional
software, DNN can also produce incorrect output or unexpected behaviors, and DNN-based autonomous driving software has caused
serious accidents, which seriously threaten life and property safety. Therefore, how to effectively test DNN-based autonomous driving
software has become an urgent problem. Since it is difficult to predict and understand the behavior of DNNs, traditional software testing

methods are no longer applicable. Existing autonomous driving software testing methods are implemented byadding pixel-level
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perturbations to original images or modifying the whole image to generate test data. The generated test data are quite different from the
real images, and the perturbation-based methods are difficult to be understood. To solve the above problem, this study proposes a test data
generation method, namely interpretability-analysis-based test data generation (IATG). Firstly, it uses the interpretation method for DNNs
to generate visual explanations of decisions made by autonomous driving software and chooses objects in the original images that have
significant impacts on the decisions. Then, it generates test data by replacing the chosen objects with other objects with the same
semantics. The generated test data are more similar to the real image, and the process is more understandable. As an important part of the
autonomous driving software’s decision-making module, the steering angle prediction model is used to conduct experiments. Experimental
results show that the introduction of the interpretation method effectively enhances the ability of IATG to mislead the steering angle
prediction model. Furthermore, when the misleading angle is the same, the test data generated by IATG are more similar to the real image
than DeepTest; IATG has a stronger misleading ability than semSensFuzz, and the interpretation analysis based important object selection
method of IATG can effectively improve the misleading ability of semSensFuzz.

Key words: deep neural network (DNN); autonomous driving software; interpretation method; software testing

IRBE 25 SRR T RN £ T IR 43 2 450, T80 5 | N ARZe P R S0 BRI, i N IR 000 38 2 2 D i
YERFAE, AT A 7R 24N B8 21 S S 2t O6 R U, AT T O BRI S 2 DU 52 i ), AE sy 2 T 45 1
IHERIPE L 2 BB T A2 AR % RECEA T ENM G . BARIE S AU 7 B Rt s
B 7 92 Br R B AR iR B SR IR R, IR E R4 M 4% (deep neural network, DNN) £ # 5L HLAL B AT 2 A,
FLUBPERE. 25T DNN (1) B 3728 G4 A m] % 8 R R IR AT JEBEAT 20 B R AR 25 Bl e 3, ok SR B 2 ) 8K
PSRN 2 — B B2 B R R BB R SRR b DL R s R e A k. S, GBI I 2D HIHL
IR 3D A5 AR 2 B AL e A W I 200 ) R R, Ol 1 3 7 B A I R SR AR L R OCE TR R AR B, HR
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TN RS OCHR 4, A& 1 B0 2 A rh R R R AIAT O P AT 45 1A R A OB B T A L v A SRR AE A R
PP fie, DNN B K WY T-H gl P s i

EH AR Ge4 I R S — A, 25T DNN [ 3 302 B BPE 25 2 705 8 T8 802 B Bt I = R AR AT, 2 80™
SO R AR AR R B B2 B AR AE 2021 4E IR E B2 SRR A IR T O T S B0 5 S, st
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b, IATG R AT SR 6877, B IATG o TR o i B A4k 35 75 1% T 6 3582 =7 semSensFuzz A2 B
R IR e
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W RIS e A P - R0 B PR G SR AT T P AR P R sl i SR ST PR ) S A P MBS i
RARIA MG, 4% HETE SCO> FURR S (o B BSR4 0 36 A St SR JU A 4 Y P 45 8 T L 3 S0
PRAETHIE N R, SRS M I A B . R e (A R i, mT A P r g e 3 B2 1A SCRH IR (K 4 4
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L AR BAROD BRI 1 s, SR AN FR R orglmg. 51 ATINEIR M. B R 5L
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% orgImg F L RANE HeatMap (55 1 1T); SR G X ISR BIG orglmg AT WK S5 KT LAY UG vh ¥ AT ) A4 R 78 S
RGBSR, IR ITE 5 B AL T WS B allObjinfo W (55 2 4T); 2 G MRYEFT A Y444 & allObjinfo F
K HeatMap %F BT A W) R BEAT BB M o0 87 90 HE 7 28 e B B HEF importanceSort (5 3 17); ¥ B EEHE P
importanceSort \ITH WALE B allObjinfo FIE B TE T N MRS B I A7 EEYAAS B objinfo
(G 417); UGS orglmg WIMACIRR IR R testimg J, X EEWAAE B objInfo HMAE— MK, JeARYEY)
1 FALE AR B obj.location I IR B G testimg TR, FERRIEYIIRTE X obj.semantic W54 14 J2E
objLib "R IEREVE XM R A4 36 31 SRR AT B (B 5-9 4T). FEX T EYIMAME E objlnfo I A IRER5E 1k
B, b AR BRI B B8 restimg (3 10 4T7).

Bk 1 EEYRIIHT S

N JRIREME orglmg; % 1) M TSRS M, Y IAECR N; BRI objLib;
i R A B newImg.

1. HeatMap = GradCAM(orglmg, M)

2. allObjInfo = objAnalysis(orglmg)

3. importanceSort = importanceAnalysis(allObjInfo, HeatMap)
4. objInfo = objChoose(allObjInfo, importanceSort, N)

5. testimg = orglmg

6. for esch obj in objlnfo:

7.  testimg = objDel (newlmg, obj.location)

8.  testImg = objReplace(newlmg, obj.semantic, objLib)

9. end for

10. return festimg

B 1, R BEAT LM A0 0T HE T T S A A () A S DA O AR o) L S HEAT HE S
IATG 1 FH P RO R R B T v, BT SR e 3 2.2.1 A2, B IR IE objLib WA RIS #e )y
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pix2pixP*. CRNPVHI pix2pix HD 4% g 7Y [ty B 5 B0 PE vk AT HG0 ST BIRR B I 4 A 30 BUsi b B G . 2k
OB R R AR T o BRACRERE ). Ferh, pix2pixHD L 42 v P 40 b (13 SO HIhR 28 H A%
B E O BB I, R T BRI I AR R R v, R 46 PR B SO BIRR S S N BB TR, f
S RIS SR 5 U0 N R, B A i PR P RIS T S R AR K B L A B AN SO R R4, Kt
FRIOF5 JEIE SUPRaE (R 4L e PR e . A SRS 2 R PR A 4 BB SR AN R U AR, (RIS R 15 s i)
IRoE 4B, W A RREAT . 8 e SR e 2 e U 1 R e T PR R 3 TR A k. i 6 o A A
PG 13 T LA e AR A T B e (K R 5.

JRAG B o EIbR R [EESEES R 4
6 A P R TR AR A T AR

3 IWRITSERSH

3.1 LRI

S T 25 IRTE [ B0 B e SRS T f) B 1) A TRNASE TR S A DAVE™Y [ B 2 s AR K g i TR R
e o A TN BT szt 2 R AR P Z AR (R TR 2545 8 (Steering angle visualizations, https:/github.com/
jacobgil/keras-steering-angle-visualizations). 52418 ] Cityscapes $idhide "I ZREE1E N IR 0G K54, b a5 T 3475
HRICSL MR, TATG HhJk T RHG R P I ) 1A 5 SRS AL ] pix2pixHD A PGB TR, pix2pixHD A7 1 T 25
FERLFNTFYEACTD A Cityscapes 855 I Zx TN A BL. S A PR RSB0 3 L 2L (WA 200, SE364% Cityscapes 1E0
SR R A LI R K TATG A= il I B A A B A B SR EO 45 5, Io6F B A2 el Hois 1) B st AT
VEA. A IIA#IZE 32 GB RAM. AMD 3700X 8-Core Processor A1 ffiik RTX 3070Ti GPU [yt 511 152 .

ARSI LR R 0] R S 4 B 302 B S A s R A R

RQL: NREIMRLREHNE . B Hskng . B AREE T 520 IATG AR el s (115 5 e Fn 2% =) k&
BB (learned perceptual image patch similarity, LPIPS)®'1?

RQ2: & 1 H FIARE I35, X TATG AR el ik Bodhs 15 5 58 ) 1 5w i 2
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RQ3: 5 H AL IR B A= B B EL, TATG A2 iR B 35 5 68 7 B LPIPS {8 442

ANE S H B R TATG A2 B (0 s, btk th 7 RQ1 H LR si i S 8w & . Hh, LPIPS
S HF VAN DR A 5 TR MR A AR AR BE 4R b A8 T TATG (A %k, #0317 RQ2 F1 RQ3 LA IF 1
PENY TATG (¥ 20 R0 T AR B a5 1) o o
3.2 HEBRYIRE

S A Cityscapes! R BDD 100K /NS4 45 43 1) ek FH 56 T 20 5 PG R 35 1 45 00 128 3 o S e Ay 7 A 4
YR PE.
32,1 FETESEEG B S B R

Cityscapes''. BDD100K" %28 FF (1) K [ 325 B K AL AR 4L 1 RS 40 1038 XU BIhR 28, VEAIbRE T BE
AN A DA 1S S5 IR0RG AN 6 JE AN XL, TATG ml A SC o0 FARZE K AN [RITE SCR P04 I G P 3 I k.
FEEA AR N 1% E A B A AR RE R 52 2 DURAE T X — 350, R PR B 45 2 KT 50%50, I A B I fh i 44
RS AT . o T LS B P B Y v Y S, 4 F T BDD10OK! 5 A 11 418 11k B R (0 H i 42,
HA L 10 J7 BemiE i, SEANUIZ A 1200 Wi, RN RUER 10 FPAISCBEWTEAT AL, 198 10 J73KkE A (K
RS 1280%720), HEAT FEAH 1 SCor BIFREE, R AR 2R A 5 1 SR 44 SR 46 TR 45 4 s R SRR B 2
SRR 1.

i 7 Bz o ) BDD100K 455 5 52 B 49 44 1) g2 10 85 48 49 4k e 7 481, 36 vp 2241 2 BDD 100K 2040 4R 1) iR
U B FOE S FAR B, A5 0 Sk A P s TR A6 e AR [ 5 SO 48 B2 T 5 B ) 1 g S8 SUAR A8 ) 2 1) 5 4t
YR 7R B RT3 T SE S SR ER 4 AN RE AR AIE L 58 B T IR 5 R 5 ey PR AH R, 5 B 4 2 o 77 B A
He )4 I S5 i PG e M 5, SR 5 P PR 2 TR AR 78 2 A0 A A 5% 1 DX 08 e O R 1 T R, R 2L s IR
P W AR AT W) 1A 4. 5256 48 ] Adobe Photoshop {1 [ P 2% 15 31 4 78 Rtk A 2 2 36 330 78 00 AR R 53k 5 1)
X .

BDD100K ##fi £ B ik

JF 46 E &

K7 I BDDI100K Zidi 84 4k 7w 5]

322 HET EMGEER B e R

S T PR T R (1 0 A H e, A P pix2pix HDEV & A () T U 2 A5 70 A0 R4S (pix2pixHD, https:/
github.com/NVIDIA/pix2pixHD) 1E 4 B G EH1E T H, JEAE -5 Wil 2o % Bi K Cityscapes B 5 I ZRAE1E N
T oy BRI, ZNASE T A 3475 IRAEWTTIEBCRAE MBI, JLF 19 B U RIFR% 28, b 8 NEEA
TEG 1K) S ARV . K08 Loy FIARZE M pix2pixHD (IR SRR, WRETE: SCo BIFR AR 30 5 92 UG S BUT)
KI5, BT Cityscapes HUHa 4 7] I A% Sy SEBGHE 23 (1) SR 48 B GORIR, Jr LA n] 193 5 R 25 ) 1A 46 58 50 42 DT L 1R 3T )
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S, A RSP 4B K A B ECGE I (K v SRR 38T LA D R A . B 8 s A A pix2pixHD A ey B 15
i, e e 1. 3 8104 Cityscapes £l 4R 4 5K AN R BR 10785 0 BIbR %, 25 2. 4 F14 pix2pixHD 7355l {E 1] 4
SR SCOFFIRREE A 3 5 R

@ | pix2pixHDE 45 51 A EIRS2 pix2pixHDAE fRE5 542

8 ¥ pix2pixHD 3 1 KI5 7~ 451

33 MXBEREE=

SR 3 AN T VP S B 1 e 6 i O (05 R 5 G VR R TR
331 Fp AT S

S H ) 0 R I 39 S5 e 1 T L RS 2 5 A — 0, BT ASE T CNIN Ry 8% i) g TS 80 7 — 5 95 T
DAY 058 25 /S B e A g 1 00 45 SR e BB . 2 e o A 24 BB 1 7 2 W e A2 15 Ak R T o T
TR PR RS AT 224 2 M ok o i N 2R F T 1) £ 5 S PR A N S FR T 160 £ 2 2 (B R b it
FBE) KT AL, TUIA N RS i S A TR RS AT k. O TR LU B AT S, SEse s F T SCR [5] s
SERTRRIR S A 0 IR M, RSB (03 S A 1, SRS A R (4) Fiw.

A X =[x, X0} K EIRTIRRAE, x, € X (1< < X)) A b — 4R IR EE, x5 T AR SR x, 2E Al
TURBAE, £ () ot i fh TOUSEAE AR T 0 A B R T 5 1, o k5 B

[{xlf () = £ (x) > @,0 <i < |X]}]

M, = X “

332 HECszEUERIARBURE

55 B BRIV P P R D s TR FE B8 TN 30 5 T 2 B B0 5 i s I 5 (K A LR . 4 By
TR EA g MBIt SRR (1) S S R I, BT A A PR R A 5 S 0k A AL, vl DA A IR 53 0 B
S

2 2 IS EZ HHIBUE (LPIPS) ] A LAVEAN R 25030 5 SR G R A0 (6 MHABURE 52 . LPIPS 3 3ok /1N 78 o 22 [
2%2% 2] Hbr DNN A8 b R P47 B G0R0 2055 BR% 10 B 25 380 N 200 JEARBLE DA 110 2 il B, DADPAR AR5 P4 B RN
B R 8] R SN AABLE . LPIPS b SSIMP?, MSSIMP A FSTMP14% 592 0 745 45 Nt B4 1) S S 5 0. LPIPS
{E R A F2 5 P IR EAGOBAR L, J 2, )22 S, il 85 LPIPS A, 1 46K SR 4 UG R S 45 43 il N H o
DNN B I G 2 TR BE B o SR ) d VR RAE U 25— A FH - 390000 PR A2 TR ARALLRE Py /N TR e 2 ) 4, I 45
A 25 100 45 1) T 45 S B g LPIPS A{f. 5286 sp Al FH I 2R 1) VGG AL by H A DNN B, o (¥ 2R TS vk
AR 5P R

2

d(x, %) = Zlﬁzhvwnw@(&’hw =t ®

41 ) H bx DNN $ER b — 2, 25 /08 52 G x FIRFPEN B xo 20 Bl B BRI EL, |1, R0 W, 4330k 12
RRAEMERR (R T BEAN 8 BE, A 1 2 IRBUFIEHERR (feature stack) FT7E 3 3 4k F o 3E47 8047 94K (unit-normalize) 75 £
PRI AR JEAE FBCE [ w, SRR B IE U L, YR, BOT T SRR HERR (M R ) B SRS IME,
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JZ SR A
3.4 RQI SEWHERSHR

T WA R 5 B0 TATG 54268 77 19540, TATG 5 5658 AR 77 122 3 U ) A FH S 240 T ok 2 0
DU PP SR I SR R A H00 1) T A A, AR i A T 2 ST PR A5OR B T PRGRM 9F ( 9 P SR s SR 480 i e 6 1) T
R, SERRVPN T X TR AR S B o, TATG BT A SR A0 (132 S /8 01 My K& LPIPS (. It G4 /%
BIE o 3 BE A 5o, 7o 9°, BTG T 1.8 m (1 A SIS 8R4 LA S0 km/h (3 L3 117 308 16 PR T ) ) 388 /5 £
3.5 m BRI TP R AT, 2 A TRINBE R P A 5oL TR OCIR L 1) A TR ZE I, KE 43 AIAE 0.7 s+ 0.5s F1 0.4 s
DAY A A0 0 129 2 1 O 2 S O R SR TN S B 5 R I S SR U 1) AR B I B A B A A e g
AP SN 1) 4 0.7 s 48 2.3 P, Rk, 224 B AL 1) i 2 I, 225 3 507 ARt o B 0 IS 1 R T .

PIRRI AR M A0 55 4.2 VAT T VRN 5. R T340 D ik P2 A4 1A R S 45 10 P A 1R 4 P
Ji, A SR BN Ky P Ko - S8 PIFAS ] 1) T AR V5507 2o S MG b B A ) sk g, 3k
ATHE, SEICHEA 50T AR KR TEAS/INT 50 Q2 IRTE AR a0 k. BT 8 (K 1A I X A28 4 1) £y 00
I M AR, RS E R TRRU /N k.

AN B H 0 R SR 35 S B ot Bl st 48 B b 9 B, B 9w, Gl A fid o A T DU Bl o5 BT
TREHE 1 L), B o R e R SR 1B 9(a) P 9(b) AN 9(c) A FH I PR B I 1 A4 sk, 1] 9(d)
B 9(e) AP O(f) g A FH 3L T L5 UG I AR s e sk, Torb o ARRVFINFR RS M, IS A E M GRS AERT
R A Ry i A ). B 9 o Avg FORAE ARSI DTBREE ( Koy ) EREPIAA, Sum AREAEIPAA B TTEREE (Kam )
e 7/LUN

0.5 0.5

e Avg = Avg
s Sum e Sum
04 r 04
03} 03}
= =
02r 02
0.1t 0.1}
0 0
1 2 3 1 2 3
LUl i WisEE
(a) ZE T MG RV A B 3R (a=5°) (b) & T EURBIIE AR B % (0=7°)
0.5 0.5
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04l = Sum | == Sum
03
=
02t

1 ) 3 1 3

LUl e
() FET BB B VR I 7 1A B3 SRS (0=9°)

2
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(&) 35 T FLSEFRH G B TERG (a=s)
Ko AR SR Z 80 e R e 12 T BE X L
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0.5 0.5
= Avg = Avg

04l s Sum 04l mm Sum

1

3 1 3

2 2
LULLS e R
(e) ZT A BB R M B SR (a=T7°) (f) BT LB IR BRI (0=9°)
Ko ARSI ZHUCE SR s 12 R R IR L (4

ANTR) () 2 55 v B AN SRS 2B B T I R Bt AN A ), SR BRI A A T 2 00 B R SR JC 2 I 43 P A5
o R B R e . 81 B B M A AR A 3, T SR AR MR N 1 T IR B g R R N 3. SR, IR
SRR ARG . B E R R 3, AR R TRy ST AR TR 1) S R S 1 i AR s i A
b, Ky 2475 5k E 4.

FHE 9 sy DUE HH, 78 S s — PR 281 A S s A S 30 B AR RIS 00 T, SEa6 45 RAIEME T UL NS

(1) {4 PRS0 SE R R A2 e SR e, A 35T RGO RI 3 A A AR 400 SRS T 02 5 D 6 B

(2) AR S TR R R ek, LA A I TR R T ) 3R B

Q) By EgZ, R TR

LS PG b SRR AT o RV R 4 ) R IR G B0 TR A AE — 5 25 5, T RSB VR L R AR ik 5 e i 4
WIS R 58 A AH R, BT AL SEM AR 55 R 8 e Ak 10 2 e PR BEOK, Re BE A AU AR, AT S804 BE (D). AE
YA S DTR T 5 DT RS 00 U7 VE R B R 4 ) A ) SR BT B R A, CAE AR B 3a 3 Lo A 4 44> F38) Dbk vt 4.
TTHRJSE 1) SR BT B ) PR TR, B LA 46 J5 5 D 4 R 19 2 e B, e BE A A i 8L, AT -0 AR IR
% (2). ABUHL, B B 2, WA 45 5 IR s B 0 22 Se OK, BB T A 8 % SR, T 5 0™ AR IR
% (3).

AN I) 2 BORN S e 1) LPIPS fEDGS b S0 25 R n J5 SC 1 10 fros. b, YRl LPIPS i, A% A 4 i 4L
. [ 10(a) Al LT R B D AR 5 S, P 10(b) A il 38T R s MR i A 5 skms. il 10 B,
TATG TEAN [F) 5w FI S50 v B R AL s IR Bs B T 20 A5 LA, LPIPS {H 39/ T- 0.05 (LPIPS f{E Ik [0, 1),
AT 0 T2 7 I Kbl T [ R EL 52 IRIB). BEWT TATG 7ELL_E SRS RIS 5000 B 1 B A5 R B S 56 e 11 0
AR, I, B S B D, SR AR AT S8 TR A R S ) A SR, LA A R TR
MRS e A FH 3 T UG B IR (  R o SR mes , Ui P 66 8 S VR 1 4 A 480 SR s 8 -8 T s 1 S PRI MR

BT RQL M50 KB e i B v o 3 A, ) S otk BETH SR DTk B 1) s B R B e i 4, A
FH LSS AR AT 5 e 11 SR W K 159 3115 2 e ) dnc i e 4R B B i R s i o LA, A AT ok
BT S TTHR L (0 7 VA B R S Ak, R I T TG R (0 ) A e SR R A ) B I TS PG R B
e
3.5 RQ2 LWERSH

T RIFIAE PR 7 V20 BRSO e ) M TATG (56, T TATG 5 2 R0 Bl B3 Bt 25 404 o 1) g v 3k
FTxF b, Sor, BEMLGE BB A (0 592 TATG [ 3ERN L, fif F AL 3 (10 5 10 0 3 T B o M de %
AR T (LU RN TATG ang). 28T 35 3.4 TSR 4510, 1/ T LUT P AP S 00 8 0 S 4 b Bl P2
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S1 (AR FHET7): ARG M 6 DTk BT 3 Mg, BT B SRS () R8s e e ms.

S2 (I KAL LS ME): ARSE AT DTk B B 1 MR Ak, S T B G BI PR I AR e S ms.
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DRECHE A BT 12 DB A ke 7512
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B 11(a) AT, 7E8EE 1K AN o EAURE N, TATG J7¥E b TATG, g A 2R S H b CNN BERL 3
o, WESHCEMS Y ST S2 I, TATG A= il 540 (1 s D 3 Lo LE TATG g 23 051 2.1 550 1.9 £, 526 &5
R, MERETTIEMN GBI NSE S T TATG X CNN BRI 68 T, SH0E ST h B e ik s 3 ANk, A
S2 e 1 AR RERFEMERE Iy 2RI B M ONN B g ofe FZEA) AR 1A I 34

K 11(b) W ., MSHE AR, IATG A s iR SR R 24k B LG TATG, 9 BT BOE KR T A
BE. IATG A= R B s 8 5 A B A 8 D A B0m il B8 b TATGrang 1 | AR5 BA b SXSRBIGIN T AR
J7iEM TATG fighie SR CNN B P28 5K (iR A L.

EFXF RQ2 458 MR ITIAIBI NS 51 T TATG o 4% ) i OS2 (V03¢ 568 7, B A e a8 (v e it 5
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3.6 RQ3 SLIGLER D

e g T AR 1R 18 30 28 B AR 05 A2 k5 925, Deep Test ™ i i B 11 4 i) #f F00I0ASE R4 0330 RIT 9 (10 36F L
25 P72 i semSensFuzz [AlRF G T A AR BN () B0 MR BE 2% STRERL (K58 T 68 0. PR TATG A el
W HE 1915 %k, Al DeepTest Fl semSensFuzz ] GitHub {5 € (DeepTest, https://github.com/ARiSE-Lab/
deepTest), DeepTest T HRECIL LA H 1A= Bl A HE, 95 TATG A s MBI 3647 7 LU, s Al
DeepTest 5& S 6 Bl ik s A= il 777 (brightness, contrast, rotation, scale, shear 1 translation) £ T 17850 5Kl
TR E 4, 15 H semSensFuzz & S P FI UG EE AL 5 5 2 (SUR PR BUE RIS I AK) AT 150000 7K L4,
Horr AR g ARt i vk R SR UG G b S — AR R B, I AN S SRR ) SCRIAL R, R A H AR ) 1
5 R aE EAG R T R — Y e BAA AH RS . s el <5 10 J5 s UG s i — AN B, B in v )
PTG A ) AR 2 TRDHG = A8 B 28 (R DG 3R, el o L2 i) G IR A VG T Rl — 3%, Bl B f A A
IR T . Kk, IATG #4581 semSensFuzz [T 42K 15 J7 5K BT R LR LPIPS fi, (H R 5 5 J7 5k Al
FH S50 4k e, g v 2B i T IR B 4 LA § /8 T . DeepTest Ml semSensFuzz fZ5 50345 % B 48 BLAHE, IATG
SRR AR 3.5 W BCE. SEIe 45 R Kl 12 R, Hoh 8] 12 24 TATG. DeepTest il semSensFuzz {3 H e3¢
PRI, 75 10 i A e DB (1108 3 A B ELAR B4 ] 18] 13 9 TATG. DeepTest il semSensFuzz 48 H] 4 Py i
TTE T AR AR 1K LPIPS {Ex L (4R 2L 1.
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12 ANFIBE E T i 3R T A BN L B 13 AN Ho R 5 VA 1 LPIPS {EX

5 DeepTest ML, 1P 12 0] WL, HSHEE K S1 I, IATG =5 M L _E Y437 B kL DeepTest /) 2.1°, 1
A7 EAY L DeepTest 7 0.4°. iX K IATG HI1R Ffig I (% T DeepTest. (HHE 13 AT I, USH ik E 4 S1 F
S2 It}, IATG [¥) LPIPS 18 H 773 %) DeepTest [ 15.03% 1 1.04% (LPIPS {E#EEIT 0 NIl 36 7% A pli 11 Pl 45 ez
1B SR AR R, X R W TATG JT2E sl 2l AH b DeepTest 56 INEIE R 4h B, B Indeis Hse 4. X
T IATG R #e G A 138 W) R FE AN 25 U G 1 LAl X 85K, 177 DeepTest [¥ /5 258 # 2> 5 i R K 4R, 1X
{45 TATG AR BRI B 4 58 ek Jm da ¥4

5 semSensFuzz A Et, #1112 7] I, semSensFuzz % 5 & 1 _E DY 07 5 L IATG AESEeE o S1 F1 S2 I
S/ 8.75°F1 1.04°, F W semSensFuzz KRS 88 1L T IATG. iX & T semSensFuzz f)BAS MR S0 7 =
EEXpE, HBexst ra Wiz —4 5, 548 AR R 1R R IE B R H 4 ok HAB TN TATG A EL, 95 he
555, W&l 13 u] W, semSensFuzz 7 2L R KR (19 LPIPS {f (¥ DU 2367k TATG S50k &l S1 M1 S2 (1 15.3%
H1'156.0%, XKW IATG (ESH e E A S2 I A2 MR KA A . semSensFuzz B NI [ 4R R, (HAE S 30K
H ST BB A b semSensFuzz 55 5 A $0E 1 22 B 56 K.

o T U b Jr AR AN [ 5 1k A R B (B S k ZE e, 18] 14 SRR T A R D B A Jais 4 M s ).
AR 41k SRR B AN TR A2 B BT AL B R (DeepTest AW 7R T 1% 5 68 180 IR ¥ Rotation Fl Shear #
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BhOTEE). B 14 FAT UG, TATG 2E S 50005 0 S1 M S2 I 328 i 73 h ELSe i B, HLBT 26 i 0 it e
P AT AR ) AV SCR A 2 T (R 7 " G 2R, DRI LA R0 JER 4 50 A ) (P T 5 . DeepTest M R 4R %3 42 R
HEAT o3 LA A el s, BAR B A R B AR R R T, AR I A sl 254 178 S g 2 L B 2L sl
5L B4 R st fd B A 3w i) LPSPS 1. semSensFuzz BS0A8 W44 50 6 F0 Vs N4 44 3 i 75 3 FU B A4 44
BT AR T HOK 2 N RSH RN A, 34 HE A e i A 5 FL A /N YD LPIPS A, {H eSS A € 1) 7 v dik
ZEERE, S0 TR YRR — 8 e T B SO R T A AR IR . 10 semSensFuzz I 1 7 VA BRI R
Togr e 25 SR AR Z5 A RO IR I, ey A P i AR SR B AL M 3 T 4 2. W4T, semSensFuzz A2 i) 73 AR
B b s i AR AL T A A 2 b, BAR HATIRAR T LPIPS {H{H B B ARKF A4 I s 7 7710258 2 sk A
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K 14 AFETFEA SR A s

5 DeepTest 4Lk, IATG B & F#{% T LPIPS {8, H4% ] 1% 5 M JE(UIE{% T DeepTest. 55 semSensFuzz 4L,
TATG B i S 5, B RFERA AR LPIPS . X W51 H T — A8 b8 2438 S 4 BEAH F I, TATG 4
tt DeepTest F1 semSensFuzz flr 2E R E0 4 (1) LPIPS {E wifaf?

Syt FATTI DeepTest 2E ) 17850 7K IMRBHE A semSensFuzz A2 50 000 5K MR EH 23 5 BEALFAE
5408 MEAR, (LSS0 E ST AT S2 I TATG Jr A4 Bl ¥ il il £ 4 & 2 AAH ), LLLE4S TATG. DeepTest A
semSensFuzz FT 24 BGRE S (132 5 M O B LPIPS 5. B 15 S BT AE s i s B, M KAEE, MBS HORE N
S1 Fl S2 Isf, IATG Ji A& el ik #4fs 1 K LPIPS {43 il 24 0.173 Fi1 0.087, DeepTest 5 K LPIPS {2 0.38,
semSensFuzz [{#5 K LPIPS {54 0.056; Wi X8 F, IATG Fr A sl ik B8 = 24570 T LPIPS 18/ T 0.1 fHIX
B, i DeepTest &= B AEH T LPIPS {H AT 0.1 (X 45k, semSensFuzz W) = #4271+ LPIPS {H/M T 0.05 Hi S/ %
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ANTF 2000 X . T LA Y, MR S A S AR I, DeepTest 2L sl (iR 2030 5 IR 4R B 2= M4 K, BB
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¥ LPIPS 8, £5 Rk 1 Jivr. & 1 5 SMOIBUE R AN [F) 51557 A2 B a5 s v D A8 2 5 4 32 B 11
¥ LPIPS 18, 65 P BB A AN [R) 7 v 2B s e s 50 4 AR 8 352 5 A B AR LAl 0 265 14755 1 %1019 0.193 8
(10.02%) 7~ DeepTest I A4 Sl E5 s 14 10.02% =T M1 4 (5+1)°, H P LPIPS {4 0.1938. 7E£ 1 H1, 24
TATG SHCE'E h S2 I, BAREA A RR S M BRIk 45100 B3, (H 30 BT AR s R B8 1 d KR S A0 1S
Alik 76.2°. WNF 1 ATLLE Y, UBHBEE N S1 M S2 B, IATG JiT A= Bl iR B (115 G o) MG A% T DeepTest, {H
AH A 5 0 1 (1924 LPIPS {5 A %) DeepTest £ 22.5%. iX & WI7E 2 S A1 A RN, TATG BT 28 5 ik B b
DeepTest ¥ 410 B2 B, R TATG EHH [R5 A1 BE 10135 LPIPS {5 T semSensFuzz, {H L% 3 ) Fix
# T semSensFuzz, IATG fE S50 B0 S1 A1 S2 B S AT 235k semSensFuzz [¥) 4.8-37 {41 1.9-7 1.

R AFETIEA AR T A LA SR K742 LPIPS {8

BB AT oD =i T T e
DeepTest 0.1938(10.02%)  0.1995 (2.78%)  0.1980 (1.15%)  0.2057(0.61%)  0.2104 (0.40%)
semSensFuzz 0.0049 (2.41%) 0.0078 (0.16%)  0.0111(0.05%)  0.0125(0.01%)  0.0054 (0.03%)
IATG (S1) 0.0347 (1147%)  0.0448 (2.51%)  0.0315(0.97%)  0.0322(0.36%)  0.0418 (0.16%)
IATG (S2) 0.0095 (4.53%) 0.0130(0.78%)  0.0160(0.10%)  0.0433 (0.07%) —

semSensFuzz SULH) PRGNS J5 1 I TERAKIY LPIPS B & B s (1R 3 A1 B, B Z AT 63 Pk M ik £ 7
AR S B 2R, RS TATG 5T R 70 A 1) B A 5 75 152 75 e 4 %) semSensFuzz MR S8 77,
AL IATG JE T B 4T 10 777535 B semSensFuzz E# T EM A, F ol A e LA il 2, Horp 2
RGBS ER E S S2 M. B VLA BT 6690 5KIMRER 5 R semSensFuzz J7 3% T A= s R H 85 1)
M, Fabs B 3 BT TATLE, SE g SR an ] 16 Fios. 7E5IN TATG 2T Re oA I ZE e 8 07705, W T
AN T A 1, semSensFuzz [¥) M Febsem T 1.45 55 1.61 £, SRR S A ICPAMERE T 1.29 £ X% W]
IATG W EZEYME A AR5 T semSensFuzz 1% W) £ ik T 68 7.

B3 RQ3 4516 5 DeepTest ML, 251 S A FRIN, TATG JiF A4 Bl ik Bos 930 J5 4 EU 92 B%, LPIPS
{EANE] DeepTest [ 22.5%. 5 semSensFuzz #f L, ZEAH RV 2 M B, R IATG 2B ol % 1°1-3%) LPIPS 14
B, ELE AR S A BRI (AR T 3R 4 L semSensFuzz 5 4 /0 4.8 {5 A1 1.9 1%, B4k, IATG fI I L1k
TEFE VLT R 5 semSensFuzz A= s B iR S8 4.
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4 BHES

AT AR R A BRI 1A Rk 3 AN TR B8R i AT A O A3 AT

AT AR R i A B TR T 1 R A 1) A o B R AT I, TATG % CNN B3 [ fig
B )5 Grad-CAM (155 = J5 FRUE SEIARAD, LSS50 g 5 IR IE 3 SO e RAB 2 0d T 2 IR e A, DUR
T RACRY ST IE A . LR 5206 450 F (R A Fi5 b LPIPSPUSZEL TS IE A, St b LPIPS $EANHEAR 1 SZHLAL
T FH A TV 25 CNIN ARS8k 1 FFUR I 55 = 5 351 H TQA-optimization””, WU # {RFT 154 LPIPS {E i) 11
k.

RIS R E A T 3 AN T — RS20 (0 H AR BRI BT A S 2 A B ARk, 9efh
i& DAVE™ [ 5l 25 B SR F ol )2 TR g e 1 TR AR 5770 S g 5 Ay A 22 24 P £ TR U AR, A7 — 2 4R
FNE, ARTGVEARUE TATG 76 A SR BTN SRR 2 b 1A Rk S50 v B0 SE WA SR UM PGB P v 4 AL A 2
JF¥diE 4k Cityscapes! ' BDD100K!"?, Cityscapes i 15k 1 IRt 25 Bl 1) S 4 PG SR IR HAE [ 325 BN -4
MU BE AT )32 A %, DA B 4 AT — 52 (AR e b, (RS AR TR AR SUAt B 4 1 15 R4S 20 ) 1) 45 2R
RS A LR T HAG RN, TATG AETERENLME BRI 25, TR A HR ST 10 TATG g L0 BEALE, (HAR 7 18] 25 B
TATFEGIER AN 5 E, — @R EHERR T R 20 5256 25108 1152w, =248 TATG N H T34tk A 3h 25 3
AT AT P, B ) A T AR L 2 Ak, TATG o] HF oAb A CNN (1) B 2302 Bs 78 o) 5 At A8 VG 380
fERHIN, I EA BT RS ANE TR TE T IE CNN B 32 3k, 75 2% Grad-CAM 4 HoAd AR MY 1)
R DAY R TATG. ARSCSEEG 4 U ;O T8 H CNIN KA S 1 %% 1) £ TIOR8, JEVARAIE TATG 78 LA
BRI R

A TT IR TE AT O s AR T VPO I e br i A R, SEae vh A R e 2 1 AR — s B ) s
o DR HE ) L SR AN R S 0, 3K —HRbRAE [ 32 B e ST (MR 5 Pl ) i A T S A s i
{4 FH LPIPS {E VPR EE 55 i 4R G R AR 1, JCAE A v LA 0 U ) = VP 48 b5, )72 ATt ]
R ARRURERE B A R KAt 1) i B2 O VR0 2 e PRl 45 5 A s PR R P R g M5 .

5 HEXIME

ARG A 2R A SCHI G (K R 5 VA AN A 8 B2 BRI SRR N 3%, JF 5 TATG BEAT X B
51 REFIRGRIMBRET A

N T YR IR P 2 BRI AT R E RE W, A AR TR L 27 2V AT IR 7 24T 1 T 2 AR BIE T
HEEH T —RIT5E.
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PL CNN 49, Zhou 45 A PR HE T 3T 200 Wt 19 CNN B 5 1 CAM, 425 214k (global average
pooling) 2K CNN # A 1B Softmax JZ LA/ ITE A&+ 2, ok ¥ o H 2 B R B 2146 FUREE [ >k 11
UG I T I, Hkh, CAM &6 R 4 R P B AL /4 ONN e — AN G RUZE B NRHAE I 1) 25 1)
YE, IR 23 (P AT INBCR A 31 CNN [ 2 g g5 1. RN, CAM T3 s — B A2 IR
AE B AR, 15 21 CNN B [ 8 Pas 1, o it 7 CNN H SRR B0 1 T8 HE X Ik, 35, i #E 11 T8
ARG IS I [ 15 3 A0 e e 4 AL

SR, CAM J7 ¥4 i BAG T 199 4% 45 Ky I S I B0, DRI S PE S . Ay ik, Selvaraju 25 A PO CAM J7 vk kAT
T ek, BT —RIoRER BEAT S R IR W AR 45 S B BE IS OIS WS 7 Grad-CAM. 4558 — M AN £,
Grad-CAM &G TP 45 RARNS T35 5 — AR 2 s AF—ANERE 1 BB BE I B BE AT 4 JR P 1 it BASRAS
BRI B R T B AR SRS, R T VR R U B B R IO, ARG — AR B B B B B0E
B, T A AN B CNN P i 252 (1 X 38, 5 CAM M L, Grad-CAM JG i 2 2409 2% 4844 B8 1)1 A
R, G T PR SO 2 B I R SR KRS FE B 2%, T 3G B TN AT 45 AN 4544 1) CNIN A4S BRI SE BLAT R A (R Al R sk
SRRk, ASCEPEK Grad-CAM 1 TATG (IR 575,

5.2 BaIEIRIRAREREEINT E

B3¢ (fault scenario) 7~ REMEAE AR 2 48 A A A= 13 55, FEIRBE 27 S 3 iy as F AT 5, 0l icis
AT AR T SRR R AT RS S S AR i TR AR IR VR N L R T B
5 I B B R I 7 925 I P TR B 2 S0 A ARG R 4, Wang 25 A UHER S T 616t B AR I 28 495 1t it A ity ik
MetaOD, 1% 77238 3 75 1 5% R D Ai AR L0 ok A el B S R MR, AT HTIEAR 5¢ R P HEBR AT AR SO PUA
S5 RE I 5, JIT IR 2 BEUGORT & e BEG R T H AR I R Ge 1 S5 0 1. MetaOD AR i R A 75 ) 44k SE 491 (R B B
B AN MetaOD Xf TensorFlow APT #2411 4 A5l H A4S I R SR 25 F 4 AT ZrAs AT 7K. SEI6
gh KW, MetaOD KIL T AT AR EGIEE A%, 24 T 3P 7R MetaOD I SERR B FH, AbAT A FAG: 0 HE i
()G B B A T FR I . EE YN ZRB L F) 1 RS2 2 £2 i=r, MAP (mean average precision) M 9.3% $& = 2] 10.5%.
H T IATI  (test oracle), MetaOD AE f H IR 204 T vk FH T4 D0 4 1 ) OO ASS 2R BB . 2 MetaOD Jid K,
TATG 8 H il R o3 A BOAR SR EU S - 450h BT A, TR SR s IR HE T, 4 48 0 78 SORH [R] AR HE At 42 4 ok A=
JECAR B, A AR 5G F SRAR I 5% 1) A7 Pt 0 ASE 2 ) o

TEEN T B )2 B R CAE b, SR AR DA E A A 08 IR BUEE I s i TR D B, BTV 22 2
U TR A B S (7 vk, MR A 5 328 B B % R AR AT . Tian 25 A 1R[] — 33 A6 AR [ 1Y
KA TR, AR 2RI —BUWAT I VE R AR, 42 H DeepTest 187 2% B 53 7F B S S iR E
SRAR A8 0 a8, R 220 Fh AR o 30k A el 5o . 6048, 22 kA8 4k (RISEFH 52 B RO6S BE 5 B Ao
R EIR, DSBS Bk R EAEEL) Ui A (RUMEHISERE . 4. ZKSEBy DIRTiE e, AR 4
WA B AR . R ER 08 A A B e W AR L) AR AR I (R BN SRV R R80T BB 7E A ik
KAFHMATEIE ). LR 45 RE W] DeepTest REAT 2 THAERUE J Xt DNN 12 T8 75 %, Mt % DNN
B 2 PRI 70 23 . AR L St B mT e DR PG Re B v PRt o T S8 0 N A5 A AR A5 FH 10 e 1 A%
A FI 7 S AR 4 TR A 00, AR AR AR B EA R4S T UG B a5 BRI T 3, ARS8 2 B 32 B p
B, 5 TATG #HLL, DeepTest AF it 2504 A0 20 s2 G 22 S 4K

H1F DeepTest {1248 Abit 15 5L, A2 et B e h MR L5 ZUSE PR 2 SR 55K, Zhang 25 N VY T DeepRoad
DLBR s A2 B B R R s, AT IASE T — b 3 5o e 2 i X 45 11 77 92 A2 B A U4 . DeepRoad 75123 FH JIE 1 B 4%
FEASEIRY R PEAS H bR 5t (WA R B GRS R MR B BIAT IR ) 2 B 5t R4 VI 2 i R IR & 1k
TREG. S5 45 5K W, DeepRoad A8 i) &1 7 TE T T 55 b 2 G o it v SRR B () A0S AL 18] 17, B DeepTest A2 i
1) BEHER TE 1 B 98 5. {H DeepRoad A= Jl i B0 I 45 5k DL I Szt F R 4R, A5 BB 28 I GORI s 1 £ K
LA ER D Z D RAEA R RAELET, IS B 12 5 B SR A2 21 K LSy 37 ) A b 2 il X 2 s . T
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TE TATG JIr 2B B )3 s AR [A] (0 A (] 1 45 D) e DA dEAT SR 4.

TE LSt L A IR B 0 A S A /TR S, B ISz 1R 5 IR 20 2t BUE H i 5aA
WK B FEA A TS IR, O T REALL B S B 3X 45k, Zhou 25 A PR I T A 3728 B 2R Go AL SR ik
DeepBillboard, AT B 11 i o WL IK 28 5 R TR 22 O (RO o sly. 2 e R 37 0 R X 35 2 i 0L £ AR it
B A AR, AT IHE DR B I R b A AR B0 R 4t AR 2 75 B X . S22 B I, IR 2 45 R B 1 e ke
AT 243 % i) A RBP4 5. Kong 25 N 42 HI ) PhysGAN {# ] 55 DeepBillboard 28 1BLf) 7 ¥4 AL it 4t

R I HCE AR USSR LLIR S 1 B2 AR IR e 1) AR TR ASE AR AN TR 2 A A F PhysGAN AR Kk B i hi i
T BLSES A A NP 8% 2 2R /8, 1T DeepBillboard W& %A SE R i IR 2 (b, Kong 5 A\ AF FH 22 2455 Fl
SR T B AR N IR N, AR I LA 3R BT 5 R A B S S S 4 S UE W B R T
2025 B R A () ) Sf PRS2, IFFEAM A b Al el S 4R 45 8L DeepBillboard F PhysGAN 5 IATG — £ 2G7
SRR B AT E B2 AR S, 125 TATG AN, DeepBillboard £ PhysGAN i FH (1) /24 it 15 3%
AR BN AR R HRE A IR D2, BT IR AR 3038 5 A 25 H LA BL s

DA b (0 7 A A L F R B AR AT N, 0B SR IR B 4 R [ 30 2 B 1 . L 2 N PO i
TACTIC J59%, "I AEAN Al R IREE 450 T IR 3L T B8 2% 2D 1) [ B2 Bk, DA S A R85 4 1, BT 1 3 28 Bk
1A 25 5y VRS TR PR BE S5 AF . 1 PR IE 4 A 2 TR K1 1) 38, AT I3 T — PP 48 R (10 7 0ok TR et UG R 7
VR R R BEIR BT 4. RS 5036 W] TACTIC 5 HAb 5 A bh e84 RO A SR IR BE 4 28, 2 I B0 SE 1Rk
EI%, [ 38 % 5 2 (AR 14T . TACTIC 5 1ATG —#EScid: T34 P8 A sh 2 Bk -8 s N 2, i3k E H 4
JK MR EE . A Z A AE T TACTIC i B4 52 FRBE 4 1HXT F 32 BB B2 0, 17 TATG WIS AR )37
SR E GO0 B 32 Bl A )5 .

6 SEEMAKRIIE

S ASE N B 22 B A R R R B, AN SO R BRI R AR BT VE TATG ) R BE 2 20 BB O 2 A R T i
TR, R H AT B ok A SR, X B )28 A 0 PSR A R, DRI b iR B 5 A
TR A T IEAR L, TATG A& AR 2T CNIN 5% 1) A7 FIOIIASE 280 75 T 0T 37 55 A TR R AS () PRGN 7= AR A — B
AT T P BURAS R, IR g5 R W, TATG A= s A4 e A 805 S 28 1n) A PO A LA th BT IR Uk, BRI S %
AR B b DeepTest 55421 FLSE MG, L semSensFuzz HLA5 5 = 1R S 68 ), H IATG JETR M7 i) 241k
RIS semSensFuzz A IR R (1R S 68 .

AR T IEN T B S WA VPR R . Kok, B Vg — 2P0 TATG X B 82 3 #-3L
AT IR R T AT 2.

References:

[1] YuK,Jia L, Chen YQ, Xu W. Deep learning: Yesterday, today, and tomorrow. Journal of Computer Research and Development, 2013,
50(9): 1799-1804 (in Chinese with English abstract). [doi: 10.7544/issn1000-1239.2013.20131180]

[2] LeCunY, Bengio Y, Hinton G. Deep learning. Nature, 2015, 521(7553): 436-444. [doi: 10.1038/nature14539]

[3] Chen CY, Seff A, Kornhauser A, Xiao JX. DeepDriving: Learning affordance for direct perception in autonomous driving. In: Proc. of
the 2015 IEEE Int’l Conf. on Computer Vision. Santiago: IEEE, 2015. 2722-2730. [doi: 10.1109/ICCV.2015.312]

[4] Archyde. Tesla hits a white truck again with two passengers rushing to ICU. 2021. https://www. archyde. com/tesla-hits-a-white-truck-
again-with-two-passengers-rushing-to-icu-tesla-tesla-electric-car

[5] Zhou HS, Li W, Kong ZL, Guo JF, Zhang YQ, Yu B, Zhang LM, Liu C. DeepBillboard: Systematic physical-world testing of
autonomous driving systems. In: Proc. of the 42nd Int’l Conf. on Software Engineering. Seoul: IEEE, 2020. 347-358.

[6] Tian YC, Pei KX, Jana S, Ray B. DeepTest: Automated testing of deep-neural-network-driven autonomous cars. In: Proc. of the 40th Int’1
Conf. on Software Engineering. Gothenburg: IEEE, 2018. 303-314. [doi: 10.1145/3180155.3180220]

[7] Zhang MS, Zhang YQ, Zhang LM, Liu C, Khurshid S. DeepRoad: GAN-based metamorphic testing and input validation framework for
autonomous driving systems. In: Proc. of the 33rd IEEE/ACM Int’l Conf. on Automated Software Engineering. Montpellier: IEEE, 2018.

© hFFeE

P EAFIFATET  httpy/ www. jos. org. cn



https://doi.org/10.7544/issn1000-1239.2013.20131180
https://doi.org/10.1038/nature14539
https://doi.org/10.1109/ICCV.2015.312
https://www. archyde. com/tesla-hits-a-white-truck-again-with-two-passengers-rushing-to-icu-tesla-tesla-electric-car
https://www. archyde. com/tesla-hits-a-white-truck-again-with-two-passengers-rushing-to-icu-tesla-tesla-electric-car
https://doi.org/10.1145/3180155.3180220

2772 HAFFIR 2024 F5F 35 5% 6 &

132-142. [doi: 10.1145/3238147.3238187]

[8] Csurka G, Perronnin F. An efficient approach to semantic segmentation. Int’l Journal of Computer Vision, 2011, 95(2): 198-212. [doi: 10.
1007/s11263-010-0344-8]

[91] Woodlief T, Elbaum S, Sullivan K. Semantic image fuzzing of Al perception systems. In: Proc. of the 44th Int’l Conf. on Software
Engineering. Pittsburgh: IEEE, 2022. 1958-1969. [doi: 10.1145/3510003.3510212]

[10] Zhu XL, Wang HC, You HM, Zhang WH, Zhang YY, Liu S, Chen JJ, Wang Z, Li KQ. Survey on testing of intelligent systems in
autonomous vehicles. Ruan Jian Xue Bao/Journal of Software, 2021, 32(7): 2056-2077 (in Chinese with English abstract). http://www.jos.
org.cn/1000-9825/6266.htm [doi: 10.13328/j.cnki.jos.006266]

[11] Tjaz N, Wang YH. Automatic steering angle and direction prediction for autonomous driving using deep learning. In: Proc. of the 2021 Int’l
Symp. on Computer Science and Intelligent Controls. Rome: IEEE, 2021. 280-283. [doi: 10.1109/ISCSIC54682.2021.00058]

[12] Udacity. Challenge #2: Using deep learning to predict steering angles. 2016. https://medium.com/udacity/challenge-2-using-deep-learning-
to-predict-steering-angles-f42004a36ft3

[13] Bojarski M, Del Testa D, Dworakowski D, Firner B, Flepp B, Goyal P, Jackel LD, Monfort M, Muller U, Zhang JK, Zhang X, Zhao J,
Zieba K. End to end learning for self-driving cars. arXiv:1604.07316, 2016.

[14] Cordts M, Omran M, Ramos S, Rehfeld T, Enzweiler M, Benenson R, Franke U, Roth S, Schiele B. The Cityscapes dataset for semantic
urban scene understanding. In: Proc. of the 2016 IEEE Conf. on Computer Vision and Pattern Recognition. Las Vegas: IEEE, 2016.
3213-3223. [doi: 10.1109/CVPR.2016.350]

[15] YuF, Chen HF, Wang X, Xian WQ, Chen YY, Liu FC, Madhavan V, Darrell T. BDD100K: A diverse driving dataset for heterogeneous
multitask learning. In: Proc. of the 2020 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Seattle: IEEE, 2020. 2633-2642.
[doi: 10.1109/CVPR42600.2020.00271]

[16] Menzel T, Bagschik G, Maurer M. Scenarios for development, test and validation of automated vehicles. In: Proc. of the 2018 IEEE
Intelligent Vehicles Symp. Changshu: IEEE, 2018. 1821-1827. [doi: 10.1109/IVS.2018.8500406]

[17] The Guardian. Tesla driver dies in first fatal crash while using autopilot mode. 2016. https://www.theguardian.com/technology/2016/jun/
30/tesla-autopilot-death-self-driving-car-elon-musk

[18] Sun Sentinel. Tesla crash: Officials likely to probe if autopilot driving system played role in most recent fatality. 2019. https://www.sun-
sentinel.com/news/florida/fl-ne-ap-tesla-second-fed-agency-20190303-story.html

[19] Geiger A, Lenz P, Urtasun R. Are we ready for autonomous driving? The KITTI vision benchmark suite. In: Proc. of the 2012 IEEE
Conf. on Computer Vision & Pattern Recognition. Providence: IEEE, 2012. 3354-3361. [doi: 10.1109/CVPR.2012.6248074]

[20] Ghenescu V, Mihaescu RE, Carata SV, Ghenescu MT, Barnoviciu E, Chindea M. Face detection and recognition based on general
purpose DNN object detector. In: Proc. of the 2018 Int’l Symp. on Electronics and Telecommunications. Piscataway: IEEE. 2018. 1-4.
[doi: 10.1109/ISETC.2018.8583861]

[21] Tobiyama S, Yamaguchi Y, Shimada H, Ikuse T, Yagi T. Malware detection with deep neural network using process behavior. In: Proc.
of the 40th Annual Computer Software and Applications Conf. Atlanta: IEEE, 2016. 577-582. [doi: 10.1109/COMPSAC.2016.151]

[22] Rajpurkar P, Irvin J, Zhu K, Yang B, Mehta H, Duan T, Ding D, Bagul A, Langlotz C, Shpanskaya K, Lungren MP, Ng AY. CheXNet:
Radiologist-level pneumonia detection on chest X-rays with deep learning. arXiv:1711.05225, 2017.

[23] Ji SL, Li JF, Du TY, Li B. Survey on techniques, applications and security of machine learning interpretability. Journal of Computer
Research and Development, 2019, 56(10): 2071-2096 (in Chinese with English abstract). [doi: 10.7544/issn1000-1239.2019.20190540]

[24] Du MN, Liu NH, Song QQ, Hu X. Towards explanation of DNN-based prediction with guided feature inversion. In: Proc. of the 24th
ACM SIGKDD Int’l Conf. on Knowledge Discovery & Data Mining. London: ACM, 2018. 1358-1367. [doi: 10.1145/3219819.3220099]

[25] Zhou BL, Khosla A, Lapedriza A, Oliva A, Torralba A. Learning deep features for discriminative localization. In: Proc. of the 2016 IEEE
Conf. on Computer Vision and Pattern Recognition. Las Vegas: IEEE, 2016. 2921-2929. [doi: 10.1109/CVPR.2016.319]

[26] Selvaraju RR, Cogswell M, Das A, Vedantam R, Parikh D, Batra D. Grad-CAM: Visual explanations from deep networks via gradient-
based localization. Int’l Journal of Computer Vision, 2020, 128(2): 336-359. [doi: 10.1007/s11263-019-01228-7]

[27] Pang YX, Lin JX, Qin T, Chen ZB. Image-to-image translation: Methods and applications. IEEE Trans. on Multimedia, 2022, 24:
3859-3881. [doi: 10.1109/TMM.2021.3109419]

[28] TIsola P, Zhu JY, Zhou TH, Efros AA. Image-to-image translation with conditional adversarial networks. In: Proc. of the 2017 IEEE Conf.
on Computer Vision and Pattern Recognition. Honolulu: IEEE, 2017. 5967-5976. [doi: 10.1109/CVPR.2017.632]

[29] Chen QF, Koltun V. Photographic image synthesis with cascaded refinement networks. In: Proc. of the 2017 IEEE Int’l Conf. on Computer
Vision. Venice: IEEE, 2017. 1520—-1529. [doi: 10.1109/ICCV.2017.168]

[30] Wang TC, Liu MY, Zhu JY, Tao A, Kautz J, Catanzaro B. High-resolution image synthesis and semantic manipulation with conditional

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1145/3238147.3238187
https://doi.org/10.1007/s11263-010-0344-8
https://doi.org/10.1007/s11263-010-0344-8
https://doi.org/10.1145/3510003.3510212
http://www.jos.org.cn/1000-9825/6266.htm
http://www.jos.org.cn/1000-9825/6266.htm
https://doi.org/10.13328/j.cnki.jos.006266
https://doi.org/10.1109/ISCSIC54682.2021.00058
https://medium.com/udacity/challenge-2-using-deep-learning-to-predict-steering-angles-f42004a36ff3
https://medium.com/udacity/challenge-2-using-deep-learning-to-predict-steering-angles-f42004a36ff3
https://doi.org/10.1109/CVPR.2016.350
https://doi.org/10.1109/CVPR42600.2020.00271
https://doi.org/10.1109/IVS.2018.8500406
https://www.theguardian.com/technology/2016/jun/30/tesla-autopilot-death-self-driving-car-elon-musk
https://www.theguardian.com/technology/2016/jun/30/tesla-autopilot-death-self-driving-car-elon-musk
https://www.sun-sentinel.com/news/florida/fl-ne-ap-tesla-second-fed-agency-20190303-story.html
https://www.sun-sentinel.com/news/florida/fl-ne-ap-tesla-second-fed-agency-20190303-story.html
https://doi.org/10.1109/CVPR.2012.6248074
https://doi.org/10.1109/ISETC.2018.8583861
https://doi.org/10.1109/COMPSAC.2016.151
https://doi.org/10.7544/issn1000-1239.2019.20190540
https://doi.org/10.1145/3219819.3220099
https://doi.org/10.1109/CVPR.2016.319
https://doi.org/10.1007/s11263-019-01228-7
https://doi.org/10.1109/TMM.2021.3109419
https://doi.org/10.1109/CVPR.2017.632
https://doi.org/10.1109/ICCV.2017.168

WEBE 5 IATG: 3L TR0 B 3728 B ak AR X 7 ik 2773

GANS. In: Proc. of the 2018 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Salt Lake City: IEEE, 2018. 8798-8807.
[doi: 10.1109/CVPR.2018.00917]

[31] Zhang R, Isola P, Efros AA, Shechtman E, Wang O. The unreasonable effectiveness of deep features as a perceptual metric. In: Proc. of
the 2018 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Salt Lake City: IEEE, 2018. 586—-595. [doi: 10.1109/CVPR.
2018.00068]

[32] Wang Z, Bovik AC, Sheikh HR, Simoncelli EP. Image quality assessment: From error visibility to structural similarity. IEEE Trans. on
Image Processing, 2004, 13(4): 600—612. [doi: 10.1109/TIP.2003.819861]

[33] Wang Z, Simoncelli EP, Bovik AC. Multiscale structural similarity for image quality assessment. In: Proc. of the 37th Asilomar Conf. on
Signals, Systems & Computers. Pacific Grove: IEEE, 2003. 1398-1402. [doi: 10.1109/ACSSC.2003.1292216]

[34] Zhang L, Zhang L, Mou XQ, Zhang D. FSIM: A feature similarity index for image quality assessment. IEEE Trans. on Image Processing,
2011, 20(8): 2378-2386. [doi: 10.1109/TIP.2011.2109730]

[35] Yuan SL, Guo Z. A warning model for vehicle collision on account of the reaction time of the driver. Journal of Safety and Environment,
2021, 21(1): 270-276 (in Chinese with English abstract). [doi: 10.13637/j.issn.1009-6094.2019.0830]

[36] LiZ, Pan MX, Zhang T, Li XD. Testing DNN-based autonomous driving systems under critical environmental conditions. In: Proc. of the
38th Int’l Conf. on Machine Learning. PMLR, 2021. 6471-6482.

[37] Ding KY, Ma KD, Wang SQ, Simoncelli EP. Comparison of full-reference image quality models for optimization of image processing
systems. Int’l Journal of Computer Vision, 2021, 129(4): 1258-1281. [doi: 10.1007/s11263-020-01419-7]

[38] Karras T, Laine S, Aila T. A style-based generator architecture for generative adversarial networks. In: Proc. of the 2019 IEEE/CVF Conf.
on Computer Vision and Pattern Recognition. Long Beach: IEEE, 2019. 4396-4405. [doi: 10.1109/CVPR.2019.00453]

[39] Chan C, Ginosar S, Zhou TH, Efros A. Everybody dance now. In: Proc. of the 2019 IEEE/CVF Int’l Conf. on Computer Vision. Seoul:
IEEE, 2019: 5932-5941. [doi: 10.1109/ICCV.2019.00603]

[40] Karras T, Laine S, Aittala M, Hellsten J, Lehtinen J, Aila T. Analyzing and improving the image quality of StyleGAN. In: Proc. of the
2020 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Seattle: IEEE, 2020. 8107-8116. [doi: 10.1109/CVPR42600.2020.
00813]

[41] Pei KX, Cao YZ, Yang JF, Jana S. DeepXplore: Automated whitebox testing of deep learning systems. In: Proc. of the 26th Symp. on
Operating Systems Principles. Shanghai: ACM, 2017. 1-18. [doi: 10.1145/3132747.3132785]

[42] Borkar TS, Karam LJ. DeepCorrect: Correcting DNN models against image distortions. IEEE Trans. on Image Processing, 2019, 28(12):
6022-6034. [doi: 10.1109/TTP.2019.2924172]

[43] Xie XF, Ma L, Juefei-Xu F, Xue MH, Chen HX, Liu Y, Zhao JJ, Li B, Yin JX, See S. DeepHunter: A coverage-guided fuzz testing
framework for deep neural networks. In: Proc. of the 28th ACM SIGSOFT Int’l Symp. on Software Testing and Analysis. Beijing: ACM,
2019. 146-157. [doi: 10.1145/3293882.3330579]

[44] Wang S, Su ZD. Metamorphic object insertion for testing object detection systems. In: Proc. of the 35th IEEE/ACM Int’l Conf. on
Automated Software Engineering. Melbourne: IEEE, 2020. 1053-1065.

[45] Kong ZL, Guo JF, Li A, Liu C. PhysGAN: Generating physical-world-resilient adversarial examples for autonomous driving. In: Proc. of
the 2020 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Seattle: IEEE, 2020. 14242—14251. [doi: 10.1109/CVPR42600.
2020.01426]

Ffrh 3253 STk -
(11 AR, B33, BRETIR, IR4E. PR IR S RAWIR. SRS S K&, 2013, 50(9): 1799-1804. [doi: 10.7544/issn1000-1239.

2013.20131180]

[10] ZKmd, s, JUiss, sKETHT, TRAUT, XIFE, BB uE, E5, 2250k, H 82 S A RGN 40k, SRR, 2021, 32(7):
2056-2077. http://www.jos.org.cn/1000-9825/6266.htm [doi: 10.13328/j.cnki.jos.006266]

[23]  ZOSP4, Zeibi, AR, 2R, PLasas MM al iRl vk . NS e e g siik. W SENLESY 5 K R, 2019, 56(10): 2071-2096.
[doi: 10.7544/issn1000-1239.2019.20190540]

[35] ZESFAI, S0 5 a2 o O3 RN I I 1) 2 G 4 T B 22 A SRR B 24 4R, 2021, 21(1): 270-276. [doi: 10.13637/j.issn.1009-6094.
2019.0830]

© TEBREEEEIEDT  htp/ www. jos. org. cn


https://doi.org/10.1109/CVPR.2018.00917
https://doi.org/10.1109/CVPR.2018.00068
https://doi.org/10.1109/CVPR.2018.00068
https://doi.org/10.1109/TIP.2003.819861
https://doi.org/10.1109/ACSSC.2003.1292216
https://doi.org/10.1109/TIP.2011.2109730
https://doi.org/10.13637/j.issn.1009-6094.2019.0830
https://doi.org/10.1007/s11263-020-01419-7
https://doi.org/10.1109/CVPR.2019.00453
https://doi.org/10.1109/ICCV.2019.00603
https://doi.org/10.1109/CVPR42600.2020.00813
https://doi.org/10.1109/CVPR42600.2020.00813
https://doi.org/10.1145/3132747.3132785
https://doi.org/10.1109/TIP.2019.2924172
https://doi.org/10.1145/3293882.3330579
https://doi.org/10.1109/CVPR42600.2020.01426
https://doi.org/10.1109/CVPR42600.2020.01426
https://doi.org/10.7544/issn1000-1239.2013.20131180
https://doi.org/10.7544/issn1000-1239.2013.20131180
http://www.jos.org.cn/1000-9825/6266.htm
https://doi.org/10.13328/j.cnki.jos.006266
https://doi.org/10.7544/issn1000-1239.2019.20190540
https://doi.org/10.13637/j.issn.1009-6094.2019.0830
https://doi.org/10.13637/j.issn.1009-6094.2019.0830

2774 HAEFIR 2024 FF 35 55 6 A

FREI(1980—), B3, 1+, W2, CCF mge A,
FEERFFATI A AR, T ApEGEd, SEF Rk
TR, T RS,

WEREE(1996—), T, i t-/E, CCF *#4E4 i, &
SR FTATIS A R R TR, T N T .

IBAER(1979—), B, Wi+, BIFER, CCF &lke
B, RS h TR AR, AP, KM
Epat /N

ERFT(1984—), J, Wi+, ¥4z, CCF M a i,
BT B R TR, RN

© PEBEERKEFIFEU  hapy/ www. jos. org. cn



	1 研究背景
	1.1 自动驾驶软件
	1.2 针对转向角预测模型的测试数据生成技术
	1.3 DNN的解释分析

	2 基于解释分析的自动驾驶软件测试数据生成方法
	2.1 转向角预测模型的解释分析
	2.2 重要物体替换
	2.2.1 物体重要性分析
	2.2.2 基于真实图像的物体替换
	2.2.3 基于图像翻译的物体替换


	3 实验设计与结果分析
	3.1 实验设计
	3.2 构建替换物体库
	3.2.1 基于真实图像构建替换物体库
	3.2.2 基于图像翻译构建替换物体库

	3.3 测试数据质量度量
	3.3.1 转向角预测误导能力
	3.3.2 与真实图像的相似度

	3.4 RQ1实验结果分析
	3.5 RQ2实验结果分析
	3.6 RQ3实验结果分析

	4 有效性分析
	5 相关工作
	5.1 深度学习软件的解释方法
	5.2 自动驾驶软件的缺陷检测方法

	6 总结和未来工作
	参考文献

