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Abstract: Various business relationships and routing policies exist among the autonomous systems (ASes) in an inter-domain routing
system. Routing propagation violating the export policy agreements among the ASes is likely to cause route leaks, ultimately leading to
serious consequences such as network interruption, traffic eavesdropping, and link overload. Verifying routing policy compliance is thus
essential for ensuring the security and stability of the inter-domain routing system. However, the dual requirements of ASes for the
autonomous configuration and privacy protection of local routing policies increase the difficulty in verifying routing policy compliance and

consequently pose a hard problem that remains to be settled properly in the field of inter-domain routing security. This study proposes a
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blockchain-based verification method for inter-domain routing policy compliance. With blockchain and the cryptographic technology as
trust endorsements, this method enables ASes to publish, interact, verify, and execute routing policy expectations in a safe and private
manner. The authenticity of the routing propagation process is ensured by generating route attestations corresponding to routing updates.
Thus, the verification of routing policy compliance is completed by multi-domain cooperation. A prototype system is implemented, and
experiments and analyses are carried out on real routing data. The results show that the proposed method offers traceable verification of
export policy compliance of routing propagation without leaking the business relationships and local routing policies among ASes,
suppresses policy-violating routing propagation effectively with reasonable overhead, and maintains a remarkable ability to suppress policy-
violating routing even in partial deployment scenarios.

Key words: inter-domain routing security; blockchain; routing policy compliance; route attestation

A A B ) BE AL 5 i, 300 B 1t FRGE R 22 A M S AR T EL RIS AT R oG H L. U SR P (border gateway
protocol, BGP)!' U2 BIAT 5 [i1] % 1 22 45 (9 35 Sehm WY, 7155 4E H ¥ 5% (autonomous system, AS) 2 i) 4% 3% B FH 7] ik
P R, SIS IA] 99 2 () B FLOE. FH T BGP B i iy SUSE PRS0 EN LA B, U2 BhRE . 5 by oM 0 S5l 1) 8 b A
HAA, ™ IR RS RIS AT, T 20 4E5K, BGP 4 — HAWI NI . 1278 i 534 RS (T

TAELHAR R A AN B (resource public key infrastructure, RPKD)® 5 BGPsec!”, I35 # TT & Sz s 8. SR1T1,
K 4> BGP 24y 2 FBEICHEFE T W 4% 08 5 5 70 41 SEARUGE 1) 38 R V5 L5 B A2 A5 R (R ATIE, 22088 77 52 ) 2% e
LA ST EMEN TR % BGP Mt SRS A1 vl

BGP S5 F I A 52 SO 35k 328 5 (10 AR 3t 5% oy SRS BGP PRasOnT iy SR 1) 2 SRR A AT BLRSOR
I o0 A2 1 BSOSk 5 ) P 8 o SR TP TS DL VR BAE R B L PERE L A Rt i RS 2 T T

HAw. BT EIR3000 B 5207 AT R 48 1, A b % P SIS 08 400 1 15 S 6 AR 2. SR, % Pl 55 s ke ) 2%
R G0 i 2 T8 ) ) S M H AN BRI, s P2 T I eSS L SRR A e b B A 4 4
Gao 25 NFEH% R K LRI IR 5F . PERESE 5 1hI 75K, $2HH T Gao-Rexford 7 (GR A7) 143 - 22 I
TF1) e by S AR U021 s I YA O S (SRR P IR R e A 4 R SRR i B A 5 o s U DRI AR
OB 51 R IR 6 B SRR IR RAT b 2 P B0k e it R A (0 R AR, 3 R R R W S R I S AR Tk SR
W e B 5™ L. 2017 4F Google #% it @& 9i4E 1. 2019 4E) Cloudfare ¥ il 5 o0 U945 AN KA AR
TR AR BTN B IR AEHEAT BGP 5 i1 I 3 [ AH G i SR 3 350, R 9K B, BEYE RPKI, ROA Al
BGPsec 4B 500 1, H et U vl i kA= U, il [ 36380 oh SR 7 B P vl S0 T (E 3 o) % EH R4 2 AR
BAT HAETE N, HAETEAR K A5 Pk, Fo3fE i 7E TP 7 TR0 JE: (1) % B SRS A A PRSI 5 A S ms fa
R R Z B 7 5 (2) B E SR — Bk 5 B VA T (R R0 J&. TR, ek [A] % p S5 s A3 A 1 ) R0 A 3o ) % o 22 4
) A S AR (1) T ) R

SR [R] % Rz A, PP 4 A R O 8 T Y 2 v U (Internet route registries, IRR) ##i 2 (http://
www.irr.net/) BEAT WS AFA PEIIE AN B i AR A5 45E. IRR J&—/NEZ S5 M LB 2, & B VA I P 4% 457 B i
B K A 1B % S4B LU AL T8 5 (routing policy specification language, RPSL)!'*L 52 38 IRR. 4R T IRR Jf
AREEHE L 03 B 44 P 5 % pR SR B FAE, P44 B B FEIL A5 BN Y T RARL % & A TR B, A LUORIIE S 7 Ak
B MR k. Ak TRR 6T e 4 T 2 i, B oScsits e vh (R SR 5 EL. 534k, 76 BGP % i #2 b, BvRsn]
{# Fl BGP Community! 7SI bx IR MI% 75 2 b 5 s 75 5K . Community J& P& BGP WS rf 59— R o %6 4% 5% & 1k, 7T [
IiT BGP TR SC, A% A 8% b 58w UTER 1005 SO R, 90 ansdi 41 58 H a0 00 B AN Re i T 45 4R T R A (R
BGP Community JF3A btk & X, Community FIE X FANE AS BRI & ST 1, FFAE AS BEAL P4
FHBEE AR P b 2 AL s — 3. I H. Community J& P45 A B SCHEINAE BGP SR S, 7R AL 38 ml 4%
Phit . BERE R, XS BGP Community J& 4 1 D 4uk [ 2 b 3 DL P2 T 50 Dt DR R 7 1) 22 4 S W

BT ) % SRS A B AR K2 36T GR B R A (valley-free) ik, 32 B4 A H AR I A6
5 580 A% 32 S PRI R i BT L T AR BGP [ SR T 5 AS O F I AR HEHT0 6 b vk 5 28 Y SR
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AT U A U, 2 T E BGP Bl ST 1 b U b S5 S 300 S ) A e e LA 1 e SR A AR PO, AR
T, S B 9] 5 R R e R AR BITAT 1 VA S0 M TG 73 I SR M AT 45 10 ™. Zhao 25 A4 H— Bl LAT BaURA (4P R T 1Y
SRIR) B p 7 T PR B6AIE 7 7% SPIDeR™?, 3 T 22 4 2 7 LI UE [ VA1 o AT A S 15 1IN 5 LA F TR g T 1) 1
T HEWE P E. {1 SPIDeR HAEM T BGP 1 5 T il AS B lbAHAE Lilf AS LB HEnk, HIGVEN A 2 5538 % il
(G0 (n: 24 AS ). Li 55 ABEH T Ph g 18 A2 e S HATHLI B3, REREAEATRE AS [ 50 UEE 1 A va
S 3 R SIS A Ak, (ER T R SR IR I . T AR T SR8 P DX B A A e 1) 8 v 2 A ) A B,
AR T DR (R 40k ) 8 R SRS A5 5 PRI UEATE 9T M A T AP IR R M B, BATTE T A LA vh 4t — b T X e
Bl 5 240 110 358 17 8% ph1 2545 ¢ A5 U7 %€ TSRehain®™), H o (1) % £t R W 78F 45 MR 30 1E 26 T B IR . Liu %5 A F %t
SPIDeR JCiA N £ Bk A B, 42 H b 36 DX B 1 3ol ) 45 18 A 0 A8 BRVMEP, (B I R 560 T 45
AL SE M, AN3d T SEBR R b OC R IK BN 1K) 52 Al ) 2% R IS . Galmés 25 42— FhoRE T DX Bl 1) % el vitk
FEB VR T, WK [ 2 S ) BRI () S R S PO, (H % T TS R ARIE B AR B E, B AR
SRR P B SO A R R A St P M R B, £ b, AT R CRAUE B VA SR R B R R AR N T E 1
% 1 RS T A PEEAT TSR0 IR W0 AR AR 1 D i) L.

RS H — P L T DX B R 3 ) 5 P SR W 45 & 1 56IE J792; (inter-domain routing policy compliance validation,
IRPC). IRPC {#f H ¥ 3 REME 7E X P b DLRGFA J7 2R AT A Hh % el S 312, 45 58 oAt 1 V6 38058 1t 18 55 s 301
BRI UE AT, MTI#H Ok BGP B8 AR AL RRAT & AS [ Bl & I sl S, 77 1k b vl 8 £ A 2. Ol 17 DR IE % Fh 3
WEAT - A A R T 4E N, IRPC I EUE W, X R A — AN BB e, K BGP %t AL AL R AR S 07 Al ¢ T
X Pt o AT AR, DRAE B AR AL FE I LS. IRPC SR 2 JR- A M SUZ B0 77 2, 224 6 b iE B 5 S s ST BRI B 22 4
MR X G, 25 B S5 A AR SCIE B R8O E T A BGP M 23 27, DU IR 1 58T %
B HEAT SR W A5 P S0 E I AT AH B (1) 1 S84 . IRPC 1025 BIARIRSII By BORE T X SRt 1% 22 05t IR A7 o
WA 55, FEAAIAT AT PO 5 AEALA I B0 T SEBLEG E A5 B 55 35 BN AL =, 2 5 BG 0 [7] 50 Ha s b SR A7
B PRSI, FHRENE I B VR ION A H SR R E SRR FARIT TG K. O T3 IE IRPC, £ T Python JFK T U R
28, iz FHE S BGP £l AT T 15 B 5. S 4 SR W, IRPC R85 2503 il 2% el M & =114 357 1) 25 s el U B v 1)
e, HLFCIN ) 55 223 9] R4 06 vl AL S BV 8ty R %5 5K IRPC &5 BGP JFAT TAE, SCHei s, HHRATEH]
P, TR T B SR MR BRAIE . B AR ISR MG . e TR SRR AR

ASCH 1WA AL 28 2 4 R IR, 5 3 A5/ 44 IRPC vt all v 5 LAENLIEE. 36 4 SR 54
r. 55 5 W EE A

1 B=R

1.1 AS X &

IR 1 2R 8 R AHAR BRI ) k2 R — A 3 FF: (1) customer-provider; (2) peer-peer; (3) sibling-sibling.
{E customer-provider % &, £ 4 provider iz’ 7 AS 43 customer AS $EAETHAT 2k IR AL TR S5 ; 7F peer-
peer X FR 1, PN H A AL 5 AT AS AR 10 0 1 B s P FLARAS 4ok B AN b customer i 8 FRAUA &5 7F
sibling-sibling X &, BN @ TR —21 U0 AS (B P FARER UL B Ml AL IR 5. BRIt brig g R T At
ANEABRE AS 22 18] R O 2R 0 AN (5] 11 3 E S
1.2 BGP BEHEIRER

BGP & 1 SR W IR ) ) B A2 R B B0, SR D3 70 %% B VA 3R] A% 3 19 2 Tk A5 5, S BT AN [A] B ) D99 28 BT5 R
P E. A BRI IEAR T s B A H ETE p FITERTE R, T e LN B 3R (Adj-RIB-In), 48
S R A b N\t S 22 450 A H AT p ISR S B B AR TP B L b — 4 N A 2% 1 3R (Loc-RIB),
dp JE R A HH 3ty S W Y KRB A B TSR p 10 B PR S 4 VIR LB 08 S Y A IR R AR R B bl SRS AR B
Gao Fll Rexford A7 H), fEiF7h GR 584, GR B 74> % 18 T BRI B 75 ML A 25 55 KA I B, AR Sk [8]
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IR, 68% HIIZE R B A3 H A Ik SR 44 | GR AL YL .

BGP i S R [ ¥ ok A b 98 B dpe A4 B PR 0 S0 TR RS 00 R, B iR B i m AL %E 24 (local preference)
1 R A58 w5 R 28 EAT I 26 5 SR 5 MR ML A 56 B0RR 45 1Y) 55 el A 9 J B (shortesst pathis) 056 J5U U HE— 20 i i
B G WR AR 2T — 435458, P4 FRAL B . B o A A5 H AR B AE D I &) (tie-break) (1 ¥R SR 4K 415 4 Hi i
EHBIHSR p i . 7E GR BRIk SEmE IS 4048 customer HIEG AL 562K (local preference) &1
JBILHAE peer BYAHAR provider 1 i, BV P AL 1€ s ).

BGP H il S R Ak 5 £ B bR ACAT 45 408 s PR SREM . 4 VRSB e B B i, AR Hh oty S s e s AT B 1)
FERR R & 4G MBLL AT fi AS, BUH AN E E %M th. ol SR th AS TR IRV G R e, I 5 AN A2 T
[, GR B (1) 3 SRl - oK B customer [ B AT LLUE 25 45 B AHAR AS; oK B peer Fl provider 1934 H1 N A& 5
ZEASHIAH LY customer, X 45 TE G HUFR A < TE A i Jis ),

1.3 BEEttE

RFC79087*4y H 1) % th1 3tk i 5 X+ 6 v i 5 2 415 5 L8 Hh 000 90 PR PO A 4. BT —AS AS SKElie 31 %) BGP % 1h
HEEGH A AS AT AR THME . KIEFH BT S (AS-path) HTR AS IR EE SIS IX L3 2 SRl
SEARAE AS PIMZ IR R IC &R (U: customer-provider, peer-peer) 2K 52 ST, % HH it i 25 18 it = ) AE T 12 2
SN, PR SRR GV B, T R, MR B G o T B mt i, (H R L fid
R RLE R AMRECE. AP e ek i 55 1 L 28451 7

1(a) /& customer ¥ B ER (W41 7. >4 HIMHTEE p (40 2 D 10 JLAR EERE FIA p ERARIN, C # LIS A
A M) provider B AbFREN ) AL R 25 A HLE) 55— provider A, S50 A 753 I AR I 25 7 D0k SR AL S5 3 BUM
H customer C 4bFREX 4% p: [C, B, D], AL A JEAE D (M4 2 T C M 2 C 4k, & 58U 7138 o 257
Wr s G 3. 18 1(b) J2 peer % itk 5% 141 7. E iR HUE AN HY provider B ARZREX W EIE H FIRTE p IR AL 1R
AHu i) peer D, D fEIE R I 22 M p: [A, C] H p: [E, B, C] *PARSEREEUA peer Ab3REUK 5 #, S50 D il H: C M 4%
MM D—>A—-C 4N DE—-B—C, iR T A EE M.

A% p

Customer-provider
—

Peer-peer

R g TR
BB B e

% py i
=

(a) Customer i 7tk 75 (b) Peer % ittt %
1 % p it e S )

(EAFE R M, SRIA) % R 8 5B R AR B B IR SR TE A SR SR U, 75— SRR ik G A B
BRAT AVFA IR A AE I R P00 Bl fE ] 1) b, 2 A R B Ak C 46 32055, 20 A 55 B 1) peer i
e KRR &L AR, FIIA R E, oVF C ¥ A BB ALSRIUF B AR 4 B B AL ASSCIR il 7 S SRS
RLAE AR e P SR R SR 7 SR A PR RALE.

2 |o)EhiEid

R SRS AT A PR FRIAES 15 BGP i e A5 o SR RN it/ L 3 SRS 2 15 75 45 5 AR 4B (1 e 42
HIT S A8/ 5 4k 18 96 SRR A 1 b 9% 28 55 D) 3% AR AR B e SRS Db, R ek A e o S (R B RA R S 2 R4
2 E SRS 0 T SR, FEEE X VA SR S PEREAT AR I, T CRUE A B B AAPE ), R A (1) fERE AS B



4340 HAFFIR 2023 FF 34 K% 9B

LA BGP #RSC IR LA AS 15 B40, ANRERSMEN H I AS S8R E B (2) 1T AS Al HR i A< b 55w K FA TR
SRXTHRE AS A B 5 I th S i (5 5, oAb ARYR 8 AS AN RESREUHS 1 SR 2L AR N 25

T HARREIR AR SC BV 1K B SRS SR I, AT ] 2 2ol R] i e R G IR — S B VR B AT
FI R 10 48 11 B A2 B B AN FB 1% . BVRSL E 72K 2 g 4 NMAIE 5 AL By C. F, E 7R 540E A VA B0 AT
BGP B2 HR I b i Ml 9 8 R1A Hh 2% EH 028 A HE S SR B i (0 B 1) A AR AN AN A S BRCE W % HH A7 R
fEi%%5 E 1) provider #l peer). 7E D B AMBEAHE p J5, A« By C 0Tl N FAAHL AR Ja AbSREL T — 4%3di 41 H
RIS p M p: [rl, D] p: [12, D]\ p: [13, D], R ILREEHUA S s 4k 2R 15 4540 5 E (el 122 13 2Mh R
Y AL By C AR SRR th AT G0 AT B TS p ME4R). 24 B U ®) L 3 MR AL B. C =R
HHEE p I3 ARG, EHH A RIENE t p: [A, 1, D] {E R S th, FARAE S B i i R ik
A 2 TE P 52 P A G B VR AR, BT B VR i B SRS I B AL RS, F PN ANE E 5 A Z IR0 B
HME g, WM TCERE E XM p: [A, 1, D] ST A S B REE BT E WS4k A6 A SRR TU. 45 E
R (BUR) ¥ p: [E, A, rl, D] B i34y F 4 F 80l S 8084 D (1080 i 5 € m 2 = U B A
F—E—A, HiZARTUE AT S AW A 85 T 200 48 e i B IR e, BRI, 5 S — i 1h Sm& 135 & MR 50 iE
ik, TEAE R AS R RFEIS WA TR T, 43 F 7EMCEIE% th p: [E, A, r1, D] )5, FIXF E % b Ol SR A 5
PEHH TR, MARAS 2 45 k0 S 156 pr [E, A, 11, D] % St th IFAL 3% 45 HoAth B R 4.

P [A,rl,D],/®\ p: 11, D]

- ~
-
-

/:B,rl,D :[r2, D <
» [E,A,rl,D]g[ [ p: [D@
,,,,,, I <« — — o
L7 ﬁﬁgﬁp

~
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~
~

pC, 11,0 \@/p: [13, D]

2 [A) A

g5 b, AR SCER AN ) EUR AP AL BRI ERAA DR TSR I RTER T, S0 UE A VA o R A5 1 - FUAH AR 1
H S R AR K I YR T AR B 1 M 5% 28 1 1) Bt e SR P, JF PRAIESG UE RS R T3], BBk

3 IRPC

B 3 1), B T DX R 1)k (7D 2 e SR A M BRI 5% IRPC, R K Hue bt B Bk
AL BT & 1, A8 B VR ek Ae g ABESRA J7 2R AT 5 28 BB ph SR ST ER,, ik A ponT B B R B T4 AR 1 B R UE ok
PRAEBR AR B, A ESEHEA IRPC (W EARHELL S TAENLER, SR)5 51N th SR 0 T2 5 B ehiiE IS, |G 4
Hi IRPC [ SR A A P S0 S
3.1 IRPC #fiR

IRPC 3RS 5 TAERAR WK 3 Pros. 78 IRPC W, BIRITH &I V] 5 7 v 2 5 B 5w A5 G PRI UE
M55 BB FHEEET —MUERA BIa I X HEE IRPC AS 7 05, EASIREEIEH T, TR AS
AT A AS SRR X AR, ARG A ELE % AS W R ME— B AR IR. iTE £ 5 IRPC 1Y
AS T R IL R RO A b A5 AT 2 M 2, T L S 3 SRR 8% i B, ) [RS8 IE % e SRS AT 1. 7E IRPC
AP RRAS S R SRR (policy expectation, PE) 5 i (iIE B (route proof, RP). AS 9 s 4 H 5 S 75 sk 7F
B bR AT N HATE, TR b I R PO AR Hb e H B ) B H v S AR A e E B, R R A R, RS B AR I
B VRIS T X BB A 1 B T B S SR AR A S A BT B e SRS A A PRI AE . IX IRAT MR B AS Y AR £
LA T i, H% S R AS (origin AS) £l Sz b & A ¢t W 55 SR A
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(PE) ,qgﬁﬁﬁﬁﬁﬁ; ,,,,,,, ‘i;% (RP)

A weC i
|
I Xk Xk Xk |
| o BN BB KN TRRE ] KENBRE |
| (ot [ wobuee || | [ wmm |[ wobus || | [ ][ sebue | |
| L ] b ] | v, l
| X Bk X Hek X Hetk N
/ EEDE ) EERE ) £ DDE M i
L BEE - BEE - REE - N
| 0D R N 3.CRAE u BIEY |
b |
| |
I |
I |
I |
I |
| |

SREEETRE
B3 IRPC HEARHELL S T AR

IRPC | H X P [ 40 S W12 5 % (il i, T 0o A U AR, TS 5 BBl Ae s 75 25 OB AR IR AR A
b, SEEURTAE B O B P SRS A A PR IE, SR P R IRk [R] B P 2 SRR LA 3 b, IRPC TAE
WMARR EZELHRN: (0) D XL AS 75 5 d K 3L 3K s 128 LUK P AT 2 (78 2R AT Bl IRPC X BLEE R 2%, 42
AS W EIGE S LB (1) CWEIIFER TR B D MR u, B ILHINFE RS A; (2) A WE) C RIZEMBAR u J5, 5T
BIAMS BT R 782 IS 42 I R 254 C, B A SR H4E u; (3) C W3 A LG, h AS i 4
c BUEEBRAE u (WS HIUE W] RP(u), JFLAAE 53 JE 2R AT 28 IRPC X S M 4%, 200 UE G F5E; (4) A SR AS 545 a
I k2 IRPC, SREUHOCHE B 5 SR ms A5 2, AT HEAT I i SR A7 A PR AE, JF i) A GR [RD6 T4 u i A 4 4.
HRAE BRI R, IRPC H (1 SR S 2 5 8% e E W 1Y) A A7 A X e R e v A 2 R AP I A2, R A i Ag
GG )RR RS R 4%, 28 R USRS R T RN R X P AT, B N X BRI AR, 1k B— B A

9 T ARAR S B RIS FF A B UE I 1], &2 IRPC AS W AUSAT/EY M 5 BGP ¥ AR O 10 & H IS d5,
FEXF N —ANIBATTE BGP 1% FH A% A H 56 1E 15 5. S T2 5 % e UE B AT IS, IRPC AS 719 s 47 97 2 T-55 F3LR
PR DX e 90 2 v 58 J R 22 55 A AS L0 UE 37 5 47 53 8 L IRPC AS 15 50N R 1 X BT 44 5 A A G 11
% B IE B 5 SRS SR ARG T R A LA A . DX (0 B AP A 45 A SCRF AN IRPC AS 19 sUR Y. 1) A L 56 I 5
SRR EH K % IDs B thEWCE [IDry BITTER p M R 51 A 5 1% AS AH OGN S7 B e I . ALk
M, S TAER ) ASr, "B (%, IDr, p) fEN RG], QORSEAE R B TTEE p F1 ASr 152 B e 80 1 26 B e B 3% 5 A7
fiti T A Hh 2% RIS TEZE A7 .

3.2 TRESHAE

B TR G R SRR WREIAET . BUAM R AN R, HAT AN 1) Bt g SR 7E IRPC 1, AS
Y SR AR A K B 32 B bl SRS, 78 DB R RCAT AT % Eh SR R SOk [27] T4 Y BGP i H S TE X
B, 7% 18 BRI SRS I R FATR 3K, 45 th S ms BRI 8 LA

EX 1. WS (policy expectation). PE(e, p,s) = (ID(e, p,s), Info(A,R,V),Sig,) /=¥5 AS 55 e £5F 2L H 1
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W4 p, HERAZTP SR B IRATE AS 9 5 s HOBK 1 BT 3928 A0 B LA 3% S 000, He v

* ID(e, p, s) AR HHE WA Z 5|, J2 SRME BT WY (g ME—Hr i, B R AT AS 5 8. HINETE S $a e STy
FLIME Z51H hash(e, p, 5).

« Info(A, R, V) AR S 15 P 2%, 4938 Community JEPE 4 (L REC MY B8R, Sems 3 s ) R i
#1445 LOCAL_PREFERENCE, PREPEND, NO _EXPORT, NO PEER), $KM&HASEIE V (G X Mg HH B 7R Ji 11 2
B, AR a2 f ).

« Sig, IREHNE R AT H T2 4, BARN Dsio(ID(e, p, s), Info(A,R, V).

15 VA SO R s WA By i, 5 T ZE AR 2 AS 719 s LR IE 12 S T EE (9 IE A AT, DS i e 51 s 31 22 56
TR 50 A IR SRS R AT I As . Bk, A8 — AS 1 il a KATEN G B HTEL p 136 th, HAs @ WIEEEAE AS 1Y
s ISRES SRR 5 A8 B ME—HRi txid 28 H PE. WHWEK timestamp WG HEE PE(a, p, s) 415G, FAIE S
REERD R,

(1) SRIEHIEEAS By B, AS 19 A1 a HRYE A5 Hh % £l SR 06 S I R FA 75 SR Bl SR I BE AL %) (¢xid, PE, timestamp,
PE(a, p, s)), 7 T AREZ RS E 20 AS 35 & s AT, A0 s (A4 Phs Xt H3H4T N 25,

Q) &5 . AS 1R a ¥R RISRIE A ))& IRPC [X B [ 4%

(3) & G IR AF 55 X Bt IRPC X BBk b 4% o A AS 5 fi e B 2132 S 3 28 48 5 0, b JEEAT B0AIE, 92
TG INFF BB IX HLAE Zyith, AT X O IRA ) AS 7 3T AR — AN I X Her.

(4) X FE. H X ERAE IRPC X HUBE 48 Rl ) BB I 4% AS A7 fidb AT 56 AF.

(5) A5 5 L. X Hedh st B AS Sy IR AR IR S, I IRPC X HBE M 4% TR BT AS 1 RAE, WA HB X S
A,

CLEL 1(b) i tr itk 5 3 500 61, AS C T H B BUA SR 28, A AS A K642 p: [A, C] #: K4 AS B, H.
HATE AS B REMEIREUF AT IZ 3R IR, AS C HISRIE HIEEn IR h PE(4, p, B)=(65281, NO_EXPORT,\), £ 65281
FIZRMEIHEE X ¥ Community J&PE{E; NO_EXPORT 2 SR HAEE R, 3 B4 sl BRI BHT AS C HAHIZ R
W&t AS B B iE 3F AT, R AS C £F K A SEENG JUT B I i SE  HEAT I ¢ (65281, NO_EXPORT, \) f#iJH] B 1
NS B Epp(65281, NO_EXPORT, \), R J5 f A Sth AABH 2 B STems 12 B 72844 Siges B 1 B 10 ST
WIEAZZ G T 4% 28 IRPC X HRBE M 4%, Al AS 5 2T 50 IS, AR SL ML) 2% 28 X Bt 5 N\ A0 A KA, e b
BB EICE] A BRIWEHTEEAE p: [A, C] I, i Ik TTHC 5% s 3158 R 5| AT A 28 4 R 25 454, R R I B A%
(1 AS A [ RAT NG RFE TR B AS C SRS .

3.3 EEEAERR

% F SRS 1 0 A 5 T (R AUE 3R % A% 46 ) B A L S M PR s B EAT . DA T ORAIE B AR R R LS R R
WIE, IRPC K438 171 2% B (0 45— X A3 A% LA e UE W AS 5 BT 2000 A0 U A0 T K B, 0 — N AR A id A
(T SHEME ). TR THT 43 ) 4 S A2 ST 28 S 5 i e I e S

ENX 2. BRI (policy class of route). PC(u) ={0/1 SR IRAT u HIHEms 255, Hrp:

o 0 RRFICHME I L, #5428 u T I AS AREELH AT AS.

o 1 NI B A SO I EE, T AV S AR w1 AS T SR AT IR SR S 2R S 00 SRS A A

EMX 3. % HFH] (route proof). RP(u) =(PRP(u), Info(u), ID(x), Sig,, Sig,) &0 4% u FraL & it B 3E B,
Wi—XF T ASt RILER ASr I 45 B6 42 u, TERR AR SRME A A B0 TE A R i R 12, JLrf:

o PRP(u) FREEMAE u 1) _E— Bk EHiE W] (preceding route proof) IR 51, BIMAE u W KIBH ASt 1F R a W
B IR 5 420 % 7 1) %% e

* Info(u) FREBEAR u IIEAE B, AFERILE 1D ASt, B 1D ASr, N RIEK timestamp(u), H KHTSE prefix(u),
PR A AW 200 PClu).

o ID(u) R HEAT u (R T], BT u M — bR, BN A1 B G A 2 hash(ASt, ASr, timestamp(u),
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prefix(u)).

» Sig, IRBWCE T BN u )5 RIGHIEUT28 48 DSKr(u), A EEAT u 4 ASr WE.

o Sig, AR R EH BT 5540, BAE Sy DSKH(PRP(u), Info(u), ID(u), Sig,), F T3 E#% thiE I A 1 i 8 AR i S o

78 IRPC i, F3A AS 7E [ HAR S AS ‘275 Bt I, 78 IRPC [X L 2% rh (1) @ I 42 A7 F1 S (14 % e e 58 5. B
ficth, AS Y5 a RATEN T H TS p (8 w0, G0 B HIEIIAE 5y thAS Sy ME— bRl tvids 285258 RP I
I3 timestamp- ¥ HUE B RP(u) 41K, FE4F IRPC [ FHES R 5 SRS 328 5 — 30 7E 6 ARG f v, oy A
—ANEIMHTZR N % FRE AR A AR AHIE, g 200 — 4% HiiE B4 (route proof chain, RPC).

W 4 PR, A VR B IS0 & n JLA0 R AS RATERAT w, B R BIR AR w R L E RN
I AR h, W AT JEVE R R [HI 45 w, A AR AT w B tHIFE B RP(w) FFRATE] IRPC; 4 B 4B G 12 w
BIEHT IR AT d Ik Sk i o A AR Ja C I, 0 R 5 AR i RP(d), RP(d) W b — Bk FHAIE ] PRP(d) BN
RP(w) 1R, C WiBiT RP(d) H ¥ PRP(d) $: 2] RP(w), BEITARIE RP(w) H 1K 12 S 20 PC(w) S AH R [ e
JAEEAE AT B A0 AT M B R T A ROSENE HIEE. R RE D, Y C 3k T k1% d, QI AR u 5184540 )E B,
JEA K RP(w) I, B B A] LURYE RP(u) H) b — Bk AE B RP(d) XF C BEAT % M1 SR M 4 & R 36 3iF . F IRPC
RP(w), RP(d), RP(u) S BT IBAE H MHTER p IR AR 0T 1K 6 HAE WA 2 e L1 % e e WA RPC. RPC W H 156
TESEFT R AR % AS ISR B A BUE, W CR % A2 (0 15— kA Jof Jo P340 80 38 I A4 L 1D B o SRS, B0 1 R s 3 1
PRI AN AL 1, I 0 A B 55 s 2 A AR AR 4.

"% p
G 0 BERCEENC
RP(w) RP(d) RP(u)
ID(w) PRP(w) ID(d) PRP(d) ID(1) PRP (1)
Sender: ID,, Receiver: [Dy Sender: IDg Receiver: ID¢ Sender: ID. Receiver: IDg
timestamp prefix | timestamp prefix - timestamp prefix
PC(w): 00 PC(d): 01 PC(d): 01
Sigy | Siga Sige Sigy Sig Sige
Pk [ Pk, Pk Pk, Pk Pk

Kl 4 IRPC % rilF 4%

3.4 REEFFEHIIE

IRPC LT85 D77 (1 S0 10128 5 % e ik 345 2 58 SR IS FF A MR B0 AIE. 49 YR ki 1) BGP B3 B /5, BGP
BEFT I R B AR IRPC X B o A v . 14 5% R E B B S 0 28 0 W7 R 0% 1% BGP SE#TVH L AS 275
TEAE T 6 h SR 7K

IRPC F % 1 5 452 PEIAIE (policy compliance validation, PCV) S50 1 FioR. 24 ASr Bl 35k [ A4St
RIEIEEAS u B, B ST AR I SR ASS I 92k (1=5 4T): (1) MRAEERAR u 00 IS 1R 346 Hh3F B RP (u) 2 36—k
HHHUEWI R 5] RP(u). PRP(u) , A B HOR A AE (1-3 417); (2) R Ae w b BRBRAR v i e il W) v B TSR — Bk
(4-517), PR 12 u AR R P H AT AS B AR AR B . AR5 20 Al FH A ASr FUR % ASt A FHBIE
% HAE B BT 2845 (67 A7), B R IX B HTE I Y AS 5 AU 5K AS Y 551 5 4 ELSEVE; B 5 6 ASt 1% th
B RAT N AT SRS 45 B PEIRAIE (8—15 4T): 24 RP(v). PC 1 I, fREBR AR v (IR 1% AS RP(v).IDt % Tk 12 11
P HAT SR W1, JFAE IRPC vhR A TS W AEZ G 0L T, 20 AR R 642 u BR300 RP(w).IDr « %
78 u I H IATZE u.prefix A E—BkEEA2 % AR ) AS 15 55 B AR IR RP(u). 1Dt 3[R A= im0 245 4 1%
VEECIR Matchitem, 5 IRPC S A7fifs (¥ 50 W1 2228 5 R 5 | EEEAT UC L (8-10 47). #AFAER 50 Matchitem 15K
W& HHEH PE, W4k S50 F SR mE HI S R AT AS (W42 5 1EM, ULk PE (SRS IS N2 (4, R, V) 15 1] I AS
5 5 RP(u).IDr AL 35 5k A TFAR DN EE N 2%, JE 1T AR A8 12 108 01 28 Py 2 I W7 A St X648 u IS AT M R A5 3R
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W& A (1115 4T).

HF IRPC R FH AU -4 5 S EAL ], A HL 3G TE AP TR th % o, AEHAT PCV BVART, il BB R A
HWZR A7 R (R % FRAIE W BE RPC BT Y (K1 S B 38 PE. BEANIR] H MR 0 v, 25 AS W AE0E ) w, AS T
BRIEAEH d, FF5 s A IRBCA ¢, KA MG AS A5 SBCRE S b, W) IRPC £ 4 RIREA TR 2R (I 18] T4 4
O(wve)+0(b), AMBEAFEI ZIF AT N O(dve)+0(d). 4RI Ia % th R 40 h F A A R SR I B i o ke, B
T 70 400 A~ AS, HrP R 2 (4L4 AS 45 10 200 4; B i AS-path SEIK N 5.7; AS [RSEIAR R A B 504,
PRIk, TRPC AT 1% £ SR ARG 560 16 o ) JF 8 ) o B0 L Y.

BOE 1L B IR NE AT S YRS PCV (w.prefix, u.ASpath, t,r) .

BN B AR u 0 B BT wprefix; AS J¥ 5 uASpath ; % ASt; ¥ ASr;
Bl RI% ASt XFERAR u IR TS AT N R 15 SO A (True/False).

1.if 7 IRPC " ANAFAE RP(u). PRP(u) :
2. return False;

3. RP(v) < RP(u).PRP(u);

4. if RP(v).prefix # u.prefix :

S. return False;

6. if RP(1).Sig, 5% RP(u).Sig, 4 Bllk I L

7. return False;

8.if RP(v).PC ==1:

9. Matchitem «— hash(RP(v).IDt,u.prefix,RP(u).I1Dr);

10.  if /£ IRPC "EAEZR 5Tk Matchitem 50 152 PE:

11. if PE.Sigppy.p %40 WAL )

12. if PE WIS IIEE N AR (A, R, V) T H Skirpgo 1o, 25BN A TT SR W S 2E:
13. if A% ASt AR u R AT i R PE SRS A2 (AR, V) :
14. return False;

15. return True;

4 WSS

AT I S S IRPC 1) i B 2R 450 0 2 T L S i ph oM B S AF T R Sk, 43 6t IRPC A RME . I Rt S ke
APEEAT 4347
4.1 AESKWEIT

BAWIZ LI T H & IRPC ZhREM R R S, 241 A Python JF R AT 4E, R PoW JLiHBLHI, JiK)=4L
PEAFA#HE T MangoDB SZ3, iE4T7E 4 16 GB W 1E, Intel "Core™ i7-7500U CPU @ 2.70 GHz/2.90 GHz )[R 4% 2%.
JREV RG] AS 1 LT CAIDA AL IR % i # 4M B (http://data.caida.org/datasets/topology/) Fll AS % &

AR [ R R, R ARSI ] RSA-1024 Il T84, SHA-512 T Ay. (F L ses Lk 41 2019 4£ 6 H 24 H
10:30 UTC ) Cloudfare % ph it 8 4 U0 15 5%, LT Routeviews S48 1 ST U, Bl AS 17 58K S 08 4%
GPERG IR R RE . 22 S0k [23] 385, B E IR 183% I ASrank (https:/asrank.caida.org/) $4EHEF 4028,
BT 100 4> AS 1FH tier-1 AS, 3% F 2K 900 4~ AS 7520 tier-2 AS, 1 000 > AS 1F ) tier-3 AS. 3T £ A 5] )2 4302
ANTR] LG ) 8 £R S T S PRI ETS R, 23 i BT ) S I R B I TS R RS SRR AR T R SRS, M A


http://data.caida.org/datasets/topology/
http://data.caida.org/datasets/as-relationships/
https://asrank.caida.org/
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IRPC AR o RS .
42 BYMHESH

J T VAL IRPC MY B, ATE G4 T AE M T T IRPC B A& M3 UE 1) IEHAPE, AR5 R4 2019
Cloudfare % f17ltt i S5 40 1A 1) BGP B B4R SCHE, M 7E IRPC A 38 15 B0 B2 W B A% 17 S e 3 M i 1 11
AS MU (polluted AS), I:-LAAE N ARV FELL,; 55, AT EIEART AS F25 OISO T, Hel st 7% sng
L A AS AN PR SE LR B B 23 B, 19D IRPC 386 5 3 B Rk A Fa .

{5 IRPC A ¥R ZHE LT, 0T LACRE B h (0 £ 3% ok AT S 5 Hh B A% P — 156 AS (¥ 1 38t 512 IRPC i 1 S s
5 PG AIE T A 1 P I PR T 55 5 U S 1) A ] RAAE . A eI T PR 5 T, AN VA R B e e O R
B, 0F Y AS 9 25T BE R A LA B AR B 44 L B IR 2 44 A E B I A AS T ASUR AN TR AR i IE
B, B RSO MO S 9 A A At b e U BRI R B e R B R — B ARE S 4.1 1P AS Y RUIEL
TR AT it g SR KA AS (origin AS) 23 SEH R AT B E B L5 SRBE S EH (M B i, BIAETE 24~ AS Y
PE BRSO, b m R F B AR B S RN ) B e, 3 6 v SRS TR 5 M A 10 06 B4 . DA SRS B B E B 11
T, IRPC (W R A TR & RATE 44, UARAIE SRR S B R AT SR B 0 11 B S P AT S 2R 9 5 (19 S8 24 k. IRPC %)
W W B BE AT, A1 R AT SN T A DAL R A SR 0, (TR, RERS I 1l AS T A SR U B R
AL TRPC ¥ B AE T DX Bl v ic S 1) %5 p E W] 5 S mes 300 S8 0 W 1) 10 A 1k 0 s 48 k. STl A IRPC (15
AS AT, 0T (NEER I g X HEE (G — S B, DL PoW JEUHLEIA B, 0 AS W AN B
AT AN 50% B, T S 2RI

7E IRPC Ja#f it B 5 UL N, FeAITLL 2019 4E Cloudfare 4 p ilik 5 25 14 S 07 FLSE U615 5, 30 52 B0 ey 4 o500 1)
BGP B AR SCAE B, 4047 IRPC LAAS [F] E B B AE AN R 240 AS B, A A3l 1) S50 s U B8 e oy Jo 7 3 0 i el 4
B I0H 4 b, TP IRPC EEB 4 3515 U0 T A bk, 341187 260 &2 Routeviews Oregon SK4E i UTC I ]
2019 4 6 F 24 H 10:00-11:00 H[E1f¥) BGP FFrR SCER, itk 34 207 /4> AS #4438 provider-provider 47
4 56 549 4%, 50 A~ AS A% S peer-peer R 1 9 128 4. SRJ5Ks IRPC 1 AS Y 520 51 LAAS[A] b 45 36 28 F
tier-1 AS. tier-2 AS Fl tier-3 AS, HFATE 5 5 S MBS B AL B L. X T2 RIS [R5 48 Ll gl 383847
T 10 YRS, WA RS 3 A S T B th BCR T SAE. Wl 5 iR, 24 IRPC LA 40% (67 LA 29 531 2 T tier-1.
tier-2 Fll tier-3 [ AS I, provider-provider 5 HUAF i M H AN H0 o3 il 2 AR BB BHR L T 1 51.5%, 83.2%, 99.3%; bifi
VR LB AN IS o, SR AE tier-1 AS S UL provider-provider 3 AT IG5 H i (113 5 e PR, 3B AE tier-2
AS IR, THETLE tier-3 AS I, 24 80% 1] tier-1 AS #i%% IRPC ), provider-provider i ¥ 4% i 2 b A~ /b 21 7
) 10% LA, [FIFE, W 6 B, ST Ho i/ 1) peer-peer 2 IS HI1M 7, 24 IRPC L 40% [ ELI3E T tier-1.
tier-2 Fl tier-3 1) AS I, peer-peer i AUA I I AN E0 03 HLE AR TBEE LTI 59.8%, 68.8%, 88.6%. B LA A 2
2 AS HFBE IRPC [ LLBIHE I, 3628 T tier-1 AS B AEWSHITITE £ peer-peer MK B s L HE. 24 80% [ tier-1
AS {2 IRPC B, peer-peer I MAT R B HH AN 008D 2 5 A 19 25%. 28 1, 24 IRPC LA 50% FI LGB, feig
7 15 50% LA _E S 35 0 i AL 3% IRPC BBEE tier-1 AS IS4 SF & 3 00 ¢ 410000 10 280 SR 3 o 2 25, 24 IRPC LA
80% HILLBILE tier-1 AS H s, 0 3T 208 2L 110 52wl U 8% vy £ 108 (0400 1 LU A9 P G5 3] 87.9% LA L, BRI ter-1 (1)
AS T RIS RN % e I S B P A R R TR DGR T RL

H T 24 AN JE A TS 1B 15 P03 FH SR 7% 2 PRS0 AIE T4 v, SPIDeR¥? M5 BRVM MU 5% A 3 38 4 S s HEA T
IOUF, B H AT RS 50 f R 2 S (1) EL AR 5 vk, MU i) L IRPC ZN[R]; B3 45 3k [27] AT LA X
% S A PEHEAT BE, (R SR [27] $EAE T REE BN RE B AR B SE R TR W], HARSS A S sae. A T HE—20
FL IRPC 5 7] 268 A A N ) 8 1 e uF i e 8 (03 i g, 3R T0A B3N EE B % BATTR A S E3 1
7 ZCSE I R R B SRR B 5, 2T 2012 4F N K i ek i 3R S 2E 50 DR T IRPC LAAN [ ELA7) 346 2 ) 4
AL SR TR HH 1 F R R D I LU, IR B3 1SRt 45 AT b, Wi 7 fos. B 7 WA, 5T tier-3
AS, IRPC 5 E3 X1~ [ VA U 125 e SRms 1 )0 e R0 9 B8 0 AH 22 A K 5T tier-2 AS, B4 IRPC 1 E3 1% 1L
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B340, IRPC AHAEL T E3 Refig By 150 2 1) VR S IR SR MBS th; X T tier-1 AS, 4 IRPC F E3 (1355 LL ]
NT 40% I, BEAG H 2 LA 39 0, TRPC ) Y. 1) S B JH 131 96 S8l it (1) ek /b 38 % b B3 BB, {H 4 E3 7E tier-1
AS I LLBHAF] 50% INFERENE B 11 I 15 iRt A R B B, 1T IRPC 7E tier-1 AS H (R 2 LL ]
WIS 70% A Bl TG BRI SR AT K. LIRS R IRPC 7E tier-2 AS Fil tier-3 AS /{2 14 2 1
T E3, 7£ tier-1 AS "N LR 5 I 3 PEAR T B3, (B 75058 2 =B 8 Ll il A Re B _E BT B IR 3045 3% Seng 18
H . SR ) 5 BT B A SO LSRG TR SR AN B A AL T tier-1 (R BIZE BT AS HOASHL R th HEmg,
RS T O AT AS WP IR RS IR, SRIMIAE SE R B H IRPC £ At (1) HE s B AL TR Th R w] LR AE B ¥A
R AT 0 IE SE S 1 % b SR

L R LS =100 S v -e- tier-1
_ “-\.‘.___._.__, -e- tier-1 x \'\‘ hJ —e- tier-2
5 % 80 N, —e- tier-2 H 80 NN S - -~ tier-3
2= D T Y N v tier-3 B N . R
" “ - ier- ) N S L ZTPPOR R v
°E ot . - o—e_. E 60 e e
ax . A & < > ——o——o.—.o
5= e ° =
S d0f 5 40 N
3= \ . e
= R \ 3 L GREET SRR
S 20t LS 2201
. &
0 . : N S e 2 ok, . . . L4
20 40 60 80 100 20 40 60 80 100
8 IRPC ¥ AS HLf HBIRPCIIAS EL A
K 5 IRPC %t provider-provider i35 i 4 H fr) 32 1A Kl 6 IRPC X peer-peer I H% H 1) 52 M

100

80 -

60

40l * IRPC tier-1
= --- E3 tier-1
—o— IRPC tier-2
20 + --- E3 tier-2
-+ IRPC tier-3
| - E3 tier-3

AR A I ALK 1
EMEEc Y]

0

0 20 20 60 %0 100
HB4E IRPC/E3 (1) AS ELH
5l 7 IRPC Y E3 (A B0k EL i

43 RO

0T KT IRPC B TR RT3 1k, FRATIFE T IRPC J5UR 2R 5 43 St 1 e D B ) % S W 43 4 P 6 31 B )
HATI 5 5 43 BT, IRPC JRA R G b R8N X Bt 22 BB AL 390 AN FH IE W 1 380 A 55 s JT R IE . 6 B IX B i i)
93 s. BRI IRPC A — AN B 1 IE 338 55 RS 1 EE A8 5y (R IR0 29 530 A 7.7 ms KA 7.9 ms, “FRIRFFAE S 1N
130 4. IRPC SR A -4 J5 SR TE N, ASHbBGAIE TS f 0K T A5 b SG I I 6 b i B R0 SR 2R IE WA 2 A7 T B %
EHAs P, R RATT A3 06 TRPC S5 W A7F B 1k S0 A 11 AR L IsF ) 0 4 S e (i) OB AT S 56 AR M6 A N i) B e T~ A b 22 47
FON, B BAT BIER T 50 A tier-1 AS T A1 50 A tier-2 AS 5 S AHBIGAE I 6] (6F 454> AS 5 1533
AT 100 MR ISR, Wil 8 FroR, 80% ) tier-1 AS 1 s (1A b S5 0 455 2 P BRAIE I [A]AE 300 ms P4 80% [ tier-2
AS RS MU UE I ) AE 125 ms . IX R U AR T tier-2 AS, tier-1 AS 175 5 £ M gU SRR JE AS, M
T BT 58 22 55 AR b SC I I 365 Hh U 1] 5 5 W SO0 S T 224 4 M G0 113 A A AR b 5 81 A 7 855 e e 1) i 5 s 34 2
WA SR AS 1 RURGEIGIETE 3K, BN IRPC 43 )& AS 17 s 4E 9 [FAE I IRPC X Bk /A0 sUK A AT IRPC 4R
SHEME A A 50 AE B 1) AT 0K, e B 55 5 A 6 T o ) 0 5 s SO B 86 TE B ). 4P 9 BT, B IRPC Kb B %
FH AL (VY38 001, 4 Ja) SR 425 ek SR I ) 2 2 M3, 8% FR 04 15 000 I, IRPC (194 Jey 38 UF IS [A) 75 22 400 ms.
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A Jo SR A 5 1 0 U I i) 2 22 60 B e D P I TR L R, SR YT 256 E P I TR 52D, 3 TR A I AN it el A2
HIEE > AS #REAT SRS SR, 7E IRPC AbBH [) 25 e el O I, SIS AE A B0/ T e ik A7 . 2 i)
et RGP PR RY A 8.45 A BGP HiT 4SBT R 3, BGP BRINS /Nt b I8 45 1] B IR 7] 2 30 sPY. IRPC J5UH R4
[ 20 e U ] it £h S )RR RD AT 5 R P34 00 130 AN, ELEK 755 PR 7T (0 I T RS AE 2 P 001, RE RS Tl 2 3 )
H ARG L PR R,

Lo ek -a- Global verify time A
-4 g “ 400+ Route proof verify time at e
0.8 ‘,.I' o tier-1 . -4~ Policy expectation verify time . Phad
i; j’ a- tier-2 é 300 ;/; e
g E kT
Ro4 Ll = 200 P
o Ve 2 i
Bk %% A‘J
02 100 | o
s
o0k ‘___‘__*_,‘_-A—-‘-‘l-—‘---&—-‘——-ﬁ--i——i--l"‘-"

160 130 260 230 3(30 3&0 4(30
BT ] (ms)
'8 IRPC AHu LG iE R [a]

2500 5000 750010000 12500 15 000
IRPC Kb % F

9 IRPC 4R3Ik R ]

T 40K IRPC 25 1A B IR T 37 bk, FRAT 10 T IRPC JE Y 2R 5 43 T3 Aot 1% rh i W) B S mis 30T 1) 242 i) T4 04T
I g LI SA. W] 10 Jo, A0t e iE B 5 S 0 28 T 5 245 0] 4 3 B LB i 4 o 5 Mg G, ik
HERBE EAT 15 000 AN thiE A, H2 A PRS00 7.3 MB; 45l 058 55 FLAT 15 000 AN sfems 01 1, Heasia)
FHLI 0 8 MB. £ il 5 SR BA S8 BT b7 28 0 RS R, I35 2544 BT 7 476 L9123 590 33.82% 5 61.04%. 4
B8] M4 B AR ZE R A F R SCBCRE 210 400 00004, IRl IRPC 425 % HIE W1 B4 LAAE F 47 200 MB 3 J3 48 K
—IEIE HIE B 2T 71.2 GB AR 23 0], R LU Y. 22 w38 w R, M Aidsk n) %t R ILH 70 400 A~ AS,
L 2% SR TR IR R R 10 200 A4 ASUCL S T AR % SRS TR 1K) [ VA BECR:, RATTZETT T Routeviews
Oregon SRAE 1 2019 4F 6 F 24 HA2 K BGP 5 #iRk S F 454711 Community JE 1, HELTE 24K BGP B HRSCH 1
AS 17 61 136 4, Horb 2 526 AN AS ZEE T H 4% T Community J& P, &4~ AS T34 758 8.46 AN ATH
Community J&PE(E. % FE 2 IRPC BEAL SIS B 5 PR FRFATE 2 B T8 22 B SR 128 R A, B ME i AS 3
RAT 10 ASHelE M, IRPC 42 Ja) S A 55 BT o 22 (R TP 204 54.4 MB. T3 00) # th R 45 B iR B0R AR R,
IRPC SRHE R APl AN o LUB DR IR T RS, SR 28 T 5 22 R B 228 /N T A7 8 e 0 B (97 1) 489, PRLtk, IRPC
I8 T 552 s 38 1) 4 1 2R 06 1 2 TR RSS2 P AT 1.

g | —=- Route proof chain
—- Policy expectation chain s

2 [ FF44 (MB)
N ()}
K
»

)
\
*®.

2500 5000 7500 10000 12500 15 000
IRPC 4hFH % f 4

10 IRPC 7 TF4H

4.4 [BRFAESHT

AT AS 1 G A B S E AT S A R BRAATE AT T IRPC RS 3R AL 1 B AT HEAT 23 #7.

M AS 1 R G BRFAR U5 T, IRPC B84 22 5 AR AL — 2 S IE & 1. IRPC & G5 TVrnl 55 (RUFA A B
BB M) SEER, A 25 SR P A TT LAY O 50 IRPC X B, Homh ARFe R s i IRPC X B
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BE A B RIEAE. IRPC DXEREEMZE T, SR AS 5 R AOME— B b BUAHEAI R B, EH 2 =052, JFHA N
(KoM — S bR AS SHbERIEOC. I, AHX T IRR Bl 724571k, IRPC AT S AF (KB AATE. AR, 4 AS 45 4
£ IRPC "R AT A SRS ST B A oy it ehiE WA 5 B, G 13 ] RERIDRHT P iuhil 5548 5 2, D AS 5 R
LS Gy I HE— ARG h SR AR URAE RN DAk, IRPC SRITINEE ML AE 5 L 35 O BUR 5 AT TR

MEE A 5y WA B RA T T, N IRPC DX HRAFE [ 46 R 50 8 AR SRR AS T b e 28 15 e o SRS AU R
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