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Abstract: Botnets are one of the most serious threats to the Internet. Researchers have done plenty of research and
made significant progress. However, botnets keep evolving and have become more and more sophisticated. Due to
the underlying security limitation of current system and Internet architecture, and the complexity of botnet itself,
how to effectively counter the global threat of botnets is still a very challenging issue. This paper first introduces the
evolving of botnet’s propagation, attack, command, and control mechanisms. Then the paper summarizes recent
advances of botnet defense research and categorizes into five areas: Botnet monitoring, botnet infiltration, analysis
of botnet characteristics, botnet detection and botnet disruption. The limitation of current botnet defense techniques,
the evolving trend of botnet, and some possible directions for future research are also discussed.

Key words:  network security; botnet; command and control; botnet measurement; botnet detection
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Table 1 Categories of some known botnets
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Fig.1 Three different botnet topologies
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1.3.3 {8/ W4t i & 5 R AL 0 Lo AR & e a3
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