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W O MM R A R e, TR IR S A &G B AL R R T, ke
AA A BN IR S A E G £ . R RMET EFRFKT, B EAX R IR TR R ARER . 1R
A 19 R, 328 —FF 2 F MCP (model context protocol) % &4 6938 A B HR 4n iR B £ 4 AE SR OPFA (one
prompt for all). 8T 5h &3 X EAREAL, HIA K35 2 A 494 T AR, A dn BE3h 47 REAR A B SR 4K K 2 HEAT B3
B G2 K B AR A SR B 0 T RS AR A SR A, 18T SRR MR I B A X BRI IR, T AR T 4 SR
B 4, A4 KR 2R (JeimiFl. & BAEAR) I MCP FR A 7 A 3T #4694 in B 350 4. 5
R, R ARG B AT BRI F AR Fn RAR K A I GGAE A T (53] 4 97.22% F2 97.83%). BEIFE (5314 90.91%
F2 95.52%) 5 F1 15 (55 4 94.44% F= 96.66%), i hEA IR & 4nif ) 349 M 1 RUE,

KA MCP; % figdk; Kig 2 A28 BIMEIR; fnif B, FARRF]; AKX &

hEE5 S TP309

S R WIRR, B, AT, BUEGR, B T MCPR RE R @ A B S 1 R RS R T 1. SRR AE AR http://www jos.
org.cn/1000-9825/7682.htm
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Construction Method for Universal Threat Intelligence Knowledge Graph Based on MCP Agent
SHA Le-Tian, XUE Lei, CHEN Xiao, LI De-Qiang, XIAO Fu

(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)

Abstract: With the increasing complexity of cyber attacks, the collection and integration of threat intelligence face challenges of
fragmentation. In this context, enterprises have begun building private threat intelligence knowledge graph systems. However, traditional
construction methods suffer from inefficiency and limited effectiveness due to inaccurate extraction of entities and their relationships. To
address these issues, this study proposes OPFA: a general threat intelligence knowledge graph construction framework based on model
context protocol (MCP) agents. Through dynamic semantic subject positioning, large language model prompt templates are fine-tuned to
drive agents to extract threat entities and their relationships. These threat entities and relationships are automatically created as nodes and
edges in the knowledge graph, and threat intelligence is then linked through entity attribute value matching to form a complete knowledge
graph. The system subsequently retrieves MCP resources for critical threat entities (such as vulnerabilities and malicious samples) to
achieve customized knowledge graph expansion. Experimental results demonstrate that the agents not only improve Precision (97.22% and
97.83%, respectively), Recall (90.91% and 95.52%, respectively), and Fl-score (94.44% and 96.66%, respectively) in threat entity and
entity relationship extraction, but also effectively enhance the construction efficiency of the knowledge graph.

Key words: model context protocol (MCP); agent; large language model (LLM); threat intelligence; knowledge graph; entity recognition; entity

relation
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B SR LA B N TARVE B SEAR 1 5 SO EL 45 R BRTEA 8 1R SO B — 58 HIHERR I, (HIZ AL RE 75088,
e LA R A 4 2 A5 1) CTLAE L. H A, AR 2+ K38 558 (large language model, LLM) 77 1 A
CTI #7259l B S A4 RH 5244 5 2R DAT- Bl 2 iR I, (ELIK e 7 VAR i AR T 487 i T2 KB S A A & 3=
FEH T RSG5, BAEFRSTERIAIRS) T 04 RNy H A Ol 8 2 [ 5 1, ToiESEE 2 NS iE s H R 13)
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SecureBERT BAY, F454FE TVER AIHLHIK BILSTM, SRIf44¢ 4 SCA M) R STt 22 3, I8 /b 4 R4 &
FFIE PO FE . Priya S8 N TR H T — Rl & U8 B 25 S BEAY, 38 1 AR5 HE 36 5% 23 BT A0 50t B BB S e A 0 7 4 e 48
PR, I 78S BRI SR IE T HA A, Boge N BB H — PR A TR E 5 SI 4 M, 454 Transformer AL
W28 AR 35, SR bR Ak 418 & R i 3R T 2R S A A R A HE T M. Sarhan 25 A PR H Open-CyKG
HEZE, SR FH 56T 2 ) A 2 300 I IR AR A 2 S R PG, T U 2kt RV SR B 0 5 M A B0l R R e N Y
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MCP EHLIEL 5 MCP AR 452 I ME, $0AT FH PG RIS, Il 4 Far (5145 F 7, AT 578 SRAEANZE IR AE.

(2) MCP 2% 7' 3ify 78 4 K8 S A5 AR MCP il 25 Ui 2 [R) BRORF 2. L0 o IR 55 o 3R BT (%) T B30 3R, #5 F
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TG RME BRER IR 2 9 DA P D BE A (0 [ 5 A i, P A A0 DA S AR 4 2 RS TR I 3 Al AT ) AE 2 1
F 5. T MCP iR 4525 5 K18 5 BRI 45 A i o 1% nl J. I 5 520 0@ 4 SO P IR 75 0K, P IX Se 75 R
¥ MCP THRHASH. T AL B AR AL PG K, LAILECAR S B IR, RAE TAER H AR £ 2R IR
fERAL X R AESCOA CTI, 45—t APT AR ARG AE B NGB UCEERA DTS % TR 8K
BofE B AL 7y 2K, X B 8 U SR B TR RSB AR B R i OG s, & 3 JROR T — N BRI AL R
A DUR I P A 75 SR T AR S B ARy 3 NS, SELiZ TR MCP R4 35 04 LA B1ELF & https://
smithery.ai/server/@xue20010808/threatnews.
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TR AR DA 0T L PR PR TSI (AN T F) S RIS AT 55 BT 5 ) S ST A) I L i O ) ST R S
BIVay. ABAY 2> |5 B R SR 2 1) (R 9% R BEAT S XObRE, ERln, 4 AN Sk [AEE HE AL A R BLEESE 6 Aok R A
SHET PSRN TP A I 2606 R KR AL, JF I i IR R LS HIR AR,

71 U] A R R S MR SR 5 S 6 B0 SCAE Il BORI AR S s i) X TR H AR, $os e (1 i B L
UE T B PAT AR S5 (ORI AR R, AR B ORAE 5 AR T3 ] (w2 SR sl AR T T4
553 ) BRI P 7 S oR i, S A8 AR KT 75 R TR ) Bl R

FEATL R, JRATT 5 ZEAGI 7 M 1t 122 IR 8 SR S5 S SG 2R, 8 A B3 1] wh ) — S5 18 35 4019 438 AN 7 40k
WA E bR, AZRE D, 7 EROR B 9 ER 18 L CLAMR AR RIS 1R, IR 5 PR, 25 R8BI 1) A% H AR E 1, 3RATD
il PR A BSR4 Dyt EE AR S0k b, AR UTE TR R R T ik

BRI R i

5 SEan iAo R

N T BRI 5 BB EE R 22, SINR LR ARME RSB S OLAE B AR, & OB SN Equpus
TR AR BN E e, WE IR SEAUE T 52 5000 F

n
utput target
>V,

. i
Slmcos (EoutpuU Eturget) T (7)
Voutput : Vtarget

Herp, v, D] 1), JE L IR A 1A 1A AR R A R, X TR AR A Y token,
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H® ==Y P()logP(r) @®)
Forft, R NHRRIER, () WFFR r AE B L P B0 IR MESR it M H (R) 388656 S O B AL V. S
CUEDEE TIRE
T = A(1 = Simeo) + (1 - ) H(R) 9)
Fort, A€ (0,11 9 P4 T 23 2 50 B, BT LA E] — B AR AR, B YR K B BT S A
PRISS S
33 MIREEE
OPFA il MCP 45 2 ) Neodj Hff P F LUK E 3 52 o iR P M . LA i LA R SN
SHUR T EAR I 1 B,

F 1 Neodj MCP JIR55 2% T B

THEARR MASH T H Ak
Create_node entity, KG AR S
Create_relationship entity_relation, KG RN AR R R AL

Execute_query query AT HH P AT i)

R P i A % MCP IS5 I, 75 5488 AT G B 07 7 B 1 H AR Neodj U5 2. ZJa % 7 i AR AR R
U H U B 2 5 53, AT A PRI A 2 e b 2 — SIS AR B . 32 ok, R 2R ] I 08l P A i A S
WA S PEARRLA Y 1, AR, B S Gk i T B T B ORI IS S A S N R IR e 2%, ELAH SR IR 1 B 15
AR T S B ER 1. B 1 VR IR T I L

Bk 1 SR A LR Sk
N PR EABAR P, B EIR CTI
Hr: fiR R KG.

. ¥tk KG, Model

. for cti € CTI do

entity, entity_relation = Model(P, cti)
Create_node(entity, KG)

Create_relationship(entity_relation, KG)
. end for
. Similarity_relation = Execute query(query, KG)

. if len(Similarity _relation) > 0 then

© X N YR W

for similarity in Similarity_relation do
10. Create_relationship(similarity, KG)
11. end for

12. end if

34 ZEBMEYT T

5 & BN AR FUwe S5 B A TR IS 15 38 ) 5 A, Bl e Mo 35 8 B CVE-2024-50379 YA A& 7 JSP & &
SCAF, BRENSRELT B bRAR S 351 Web BUR”, 24 OPFA $EIE Sk (i), B A8 KR Bk o O g 1) s i & ok
fE9 CVE-2024-50379 B, IXFEM{E B SERBR BX T F P SR LR SR K. BEH AR B A P T X AR S =G
B, X FE ST A L ESZEEE N AR T . BB aE S 2 o, g P REEEEY R R, A
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B B b A O TR 0 8 I (B AT 78, I 2 P i KT B A A A R B 3.1 b A 2 R B P A L,
T AW aneT i A D B BE IR, X R, S MCP B8 AR EXT ROREINAE B, KIE S S HEE Z A B4
Fl Neodj H¥iE B/, #H 24 T 528 T — KA 155 2E i (retrieval-augmented generation, RAG). f1 R ATFLE, #1784 U 2
AR A TR B B ARIE T & SRR 1R R 417y

BOE 2. SRR E Y S HE,

N T FEHIRIA P, MCP B R;

i A KG.

1. VIUatk: entity_new

2. Expand _value = Model(P,)

3. if Expand value in R then

4. KRS T RSN entity (R VE(E
5. else

6. /MR H bR R AR B

7. value = Collect CTI(Expand value, URL)
8. entity_new[valuel.add(value)

9.  Create_node(entity_new, KG)

10. relation = Relate(entity_new, entity)
11. Create_relationship(relation, KG)
12. end if

WE 6 s, JRYEEY 7E 0 PR 5 2 — PR EARAE SR SE A A 78— IR TS 2 IR PR 34— Fh 2 AiA
NS, VR LA AR S A

<elementid>: 34 <elementid>: 84

<id>: 34 i (1) <id>: 84
2
T4 5 : CVE-2024-50379 L) R 5 Apache tomcat
U5 E.: Apache tomcat % 4 5% §+4845 ISR WRIZRAY: S fF e 4 AR AT IR .
PATIRIA...

6 JEMAEY 7T

4 SEIGSTER

OPFA SR MCP £t [) C/S ZEHy. SEif v, FAE R 7 imife £ 1 30FF MCP client ) Cursor, fiiA 4 0.47.8, Jf
HA#H claude-3.7-sonnet 1F %5 oty iR 5w 3.11.7 BUAS Y Python 45 CTI R4E T H UL K Neodj Hidf
AT A, $HFIH FastMCP FESBLIL S MCP AR %53t (1938 (5. MCP % 5% i1 Chroma SEBR, JLHR AT 7] 1) 5 1) 476
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