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Abstract: Federated Learning enables collaborative model training among multiple clients without exchanging their local private data.

However, this paradigm is vulnerable to increasingly sophisticated poisoning attacks. Existing defense mechanisms often exhibit
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shortcomings in detection efficiency, generalization to diverse attacks, and performance stability under non-independent and identically
distributed (non-I1ID) data. To address these challenges, this study proposes FedProbe, an interpretable federated poisoning attack defense
framework guided by proxy models. FedProbe adopts a two-stage mechanism. In the first stage, under proxy model guidance, the
framework computes the KL divergence among local models on a trusted server-side dataset to measure their behavioral similarity and
determine the optimal number of clusters. After removing outlier updates, each cluster is aggregated into a proxy model, aiming to
effectively partition models trained on different data distributions and improve subsequent detection efficiency. In the second stage, an
interpretable analysis is conducted. FedProbe leverages the SHAP technique to perform an in-depth analysis of the proxy models,
computing key feature attributions and ultimately using cross-category suspicion scores to identify and remove potentially malicious models
accurately. Experimental results demonstrate that FedProbe exhibits superior performance and robustness across various benchmark datasets.
In benign settings, the convergence time is only 1.11 to 1.21 times that of standard aggregation algorithms, indicating minimal overhead.
In terms of security, even in extreme scenarios with up to 40% malicious clients, FedProbe maintains superior convergence when
defending against untargeted attacks and backdoor attacks, while keeping the attack success rate below 25%. Moreover, when facing
adaptive attacks, it shows significant advantages in both defense effectiveness and task accuracy.

Key words: federated learning (FL); poisoning attack; defense strategy; explainable; proxy model
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3\ THERASE Y [R) i 1 A 22

3 forc=1toCdo

5. pi < Sofimax (8;(X;;7));

6. v @6, 3D pulp+ D (pullp,o):
7\ R R B BT A R A

8. WA Kiese — Knins Spest — —1;

9. for k = K, to K., do

10. L, « KMeans({v,vs,..., v}, k);

11. S, « SilhouetteScore ({vy,V,,..., Vo) L)
12, if Sy < S; then

13. Spest < Si> Koest < ks

14\ A Koo RITFA AR AR T

15. Lios, <« KMeans ({v,vs,..., Vb s Kbest)s

16. for each cluster k in L., do

17. if |k| > 1 then
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18, g« ngiekg,-;

19, g g ulgh
20. return g’, ],
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TG, 2 AN TACEIRE R o () SHAP {8, MRl R4 ) SHAP {H ¢, N — A 4EH K 7K &, DR
TN, g MM EAR X, TH 5K SHAP 4N ¢, e RVPCX e W Hy C NFEA K 58 LK 5t Jl 18



& % & 5 FedProbe: [RIZAEA! 5| 549 5T AEAE BRI 5 S X H S E G HAER 9
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B3 2. SHAP 40T

o REERES o, FIABRMU 1, K58 C BIIEHAE S X = (X, X, ..., X
i 2R G.

L\ T EAR R SHAP {H

2. for each g/ € g’ do

3. forc«1toC do

4. ¢i. — SHAP (g}, X.);

5.\ BRI ARURE JE K
6.for c — 1to C do

7. WIAILBEBAERE D, € RW;
8. fori«<1tolg|do

9. for j«—i+1 to|g’| do

10, D, (i, j) < 1 =08 (0. ,0);

11. L.« AggCluster(D.,2);

12\ tH AT EE 43 4L

13. WIAGAL AT BEAC AR R 3 s € R 5 [
14 1455 1, 13 11 3R 26 L. h &P & IR A R K A 7
15.for c <1 to C do

16. for each cluster k£’ in L.do

17. if |k’| < n, then

18. for each g/ in &’ do

19. s;ie— s+ 1;

20. \ PR AT SEARE Y

21. 1 « mean(s);

22. g" «{gllsi>n};
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25. return G

TR TR Z B S IX — S50 5 %, FedProbe K UL/ AR IR A AT R S 5 T 70 8 S0 EL PR .
SR, SRS AFAE I R N FERG S VE: B 56, FI 5 AEAUASE 1 Fm v R T FL AL & 1 S gn 2 7 s 5, T AR AR A 2R 11 2
iy JLR, B Hdh A R ) R AR T RE R AR S IR R R LR, B R RR 0 T R B R R S IR
SHRCE. ik, ATTIESR H —Fh I T UEHE R AR 200 W] SRR VR ML, DAS I SRS 4 A S . E g, DTl
JRIRRRZ T 1, e AN, A — MBI 7 N TR 2% 7 i 5B s SCIR) /MR, o 2 1 A 58 82 23 B A 1. i
Dif A a2 g, B MRBRB R AR SRAG — A BT BERE 728 s, 2 BUL B T HAE A 20 0 b i3RI (6
525 12-19 17). B Ja, R TE SR SR T SR FE 1N~ 39 ME 5h 25 15 e N BIE 5. AR 70 BRI » AR ALK
B 2 A BRI T LSRR, & TR AL RSN N — 505G (BE 2 538 20-25 17). (HBEREZ,
FedProbe 31/ 22 4 AL 56 (K87 481 )5 0. 7E non-1ID [ RAPEFREE R, B4 50 B KT B B A5 B B 0K WIS B0 B0k
I 7 A W i ) R A2 S AR AR, (5L TR v O A Y 5 BT I, T o SRS e ff R 4 Jey A 78 5 AP P e AL A
AR BRI, 8 G T R B — 5 3 bt v SRR T AR ST BV RS ), G i S S R A
AR TR R R R 5 2.

4 SEIOTEE

RATH PP FedProbe 1 RE, A5 4N S50 10E. S2I6-F 4 Bt B A Intel i7-13700KF CPU, 64 GB DDRS
RAM Ll 2 NVIDIA GeForce RTX 4070Ti GPU. T3 SLE 9T PyTorch® THELE SZEY.

4.1 LWRE

o KR AR UL KB R 43 N ARAIE S 6 45 SR AT R B S AT EE, SEE6 SR CIFAR-108Y, MNIST®" & Fashion-
MNISTPX 3 ANAFFIEAERIE L. 70 AR 55 s, BRATTER 17— AN el 30 MREAM IO AT S REASE (BANEHEE 3
ANBEAR), I UF AETE BB S5 HH 9 DR ] 5, DASR At — S0 PPAl B . D40l I 2 =) o 3873 77 7E 11 non-
1ID 5, FA KA @ = 0.5 1 Dirichlet 437 AT 404 % 475

o BRI ZR B Hh. 5t MG 9> 84T 5%, S2I6 K PRl B: AR 22 R 2% (convolutional neural network, CNN)P4%
¥4: —4~ 5 |2 CNN T MNIST 1 Fashion-MNIST #(454, VGG-9 MIZ U T CIFAR-10. B3 > i 4 Rl A5 58
KA 50 %

o Wik B, S0 R B RPN MR A WA B L S H SR T, eI e T BN 3 MUEAI
A

(1) 7c H¥R¥eit. S8R A IPM (inner product manipulation)? B 75 76 H #5 B f 2B, 78 IPM Britivh, ¢
i BEER NI AR AR Y 5, {3 L Ay R MR ST K SR A U 1 2 ORI O, AT BELAS 4 R A 8 iy Ag S sl P A1 3
ATERE.

(2) Ja I 1ds. ASCEIL T Chu 25 N POUE AR 25 11200 78 CIFAR-10 i 45 v, it 18 oot 2 il R
FIREE 12 MER, A — ¥ BARRE S XK1 J5 1 7; 75 MNIST F Fashion-MNIST #dfi 4 rb, M@ B s 3 2
BRI 12 MG, FNEEXTEE 9 FRIIJE 1. thah, FATE R constrain-and-scalel 4 A R4 5 Ji5 7] ki 1 &
W5 A sk

(3) FE NI . ASCRA T Zhuang 25 A PO SAHE H A0 56 T2 5B (0 & B 127 VAR AR R AL I R
FHBI TR 2 2 B R M R A IR, 4% I R P T SRS, DA Sz B B LS e R e e e ) s

BeAh, 5 TEHE B, S2IR I 7E LT BROATC B N AT B AR 100, FEEE A TP BEHLIE R 30% &
Ui 5 5 A M G5, bR R P i o5 s P P i S A 40%. A ARIE SR8 RS T AL I, ASHIF AT A A AR )|
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SR B A LR 5 3EAT P, AR AR 0 2048, BE M AR Z 5 T B S5 S B ) A2 SEREA LR 7 5 51 R 84T 3
UOMSLIZAT, SERrh TR i BT B SR AR IR TX 3 IRSEIR I 25 R A .

o HSHIE. K% AN RS EBLE N AMIIZREE N 10, batch size 24 64, 2% 2]y 0.1. B4t
XA 325, AU SR HAs TR HE B AR AR RG] [K i, K] BEEN (5, 10), T KL B 3 2214 Softmax B
B - B R S.

o VPR, SEIRR A LR AR RITAG IR 7 ik PR A5 A R

(1) FE4 HE M FE (main task accuracy, MTA). ZHHE % 5L TV (8 BUH 708 AL 75 st T 00 B2 1A S0P, 2
SR AR AE T R A SR LA SR S I A RO: Accuracy = o T TN e 1p. 1. P

M EN 73R ARFANE . FCRIVE . AR EHPEAEA P R A 2
(2) W SIGH . 1365 TPM TG H bs B, AT TR Chu 55 A CPOTH5E 1 42 R ALY (¥ A SICR B REAT A, B TSR
A R A TT I T A B ARG FE -5 Hefh 7 i i i 3 X NS FZ RO AR I L.

(3) AL KTt (Precision) FI 13 (Recall). 3 T TS A A VA2 1B R BCtidn Bt FHOMERE, 51 AT
S5 AR 1. 25U Precision = s Recall= 7.

(4) Budi ) 2 (attack success rate, ASR). &% & [T B0 Al FUE BB, g X4 i B 7 T 0 455 7 i i 9%
(B RE AR, K LA R 43 FEON Tk 2 T B AR S I b .

4.2 MEEIRME

AT EEPIXANF 75T FedProbe ITERE, B H ¥ H PTARAL LA KT BB 7.

(1) FEAH 4%

TEVEAS T UETT, A L ZEXT FedProbe IR 454 1 RIS FEACER [ B X 1 R s M kAT M. 1 26, 78 SERR ST,
TR MRS B A R E TSR BTG B s/ MG JE . iAok, SHAP (B T8 8 8 B, tH B4 SRR
B B IEARDG. Bk, ARIRBFAEIR S SR BRI 1 B AAEE 1. 3. 5 AMFER, B Mo i %
(ASR) FMES-HERTIE (MTA) X HEBEHEAT AN, Wl 3 Fiow, AR EA ASR, $T26E2H MTA.
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B3 AR EREAREARGUS B T A

ME 3 R LLE B, EEA R A EREARSE b, AN EE S Bl s S i LT = AR . SR, T
RN B Hsg i, FATEHARIE R SIN T iR 28, 45 R IR, UREASE Y 1 I, CIFAR-10 #4E & Erytail g
BRI R BT 2. X R BAR T ASR AT, (BAE S PR 5 52 B BE ML S T3, S S A g
AFasE. AL R, SRRSO INE 3 B, R ZE RO, AL s PR, IR R, AR A HCE X7 35 B A R D 2R
B BRFEM RN, BT B Ra e VeSO . Rk, D8 T PR I A S AR )RR T, B T VA B P 2
3 MR AT IR S S50 PR

(2) i AT,

B RN AR T VE I R, B 4 AL R R Mo 3 R IR DGR B AT T AT AL T AL
SEE6 I E W R : FE 5 CIFAR-10 (non-1ID), Bl 8BNS F 5 11T, % ot o5 LA 40%.
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6 4 A QluS‘crO(MalgCI(vuS) 0.012 A Cluster 0 (Malicious)
o Cluster | (Benign) 1(B)- oos [EESS 0.0044 A Cluster 1 (Malicious)
- o Cluster 2 (Benign) 00l0 &
s 4 A Cluster 2 (Malicious) } § 0.002-
= @ Cluster 3 (Benign) S2M 0.008 7]
g o Cluster 4 (Benign) & g 8 0 .
£ 2 . o Cluster 5 (Benign) B s E a .
S} Cluster 6 (Benign) < 3(B) 0009 00062 S _0 02
< N ® Cluster 7 (Benign) 8
SR X8 0004 S 0,004
odse 4(B)- oo 0009
5 % & 0.002 —0.006
’ (B)ﬂ ’ 0% L
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25 0 25 50 0M) 1(B) 2(M) 3(B) 4(B) 5(B) -0.005 0 0.005
PCA dimension 1 M: Malicious Model index MDS dimension 1
B: Benign
(a) 1 EERER 32K (b) SHAP {i i 2541 (c) SHAP {H 2%

B4 FESEMBAEBREEE TR (RELEREE PCA 5 MDS 403

ML 4(a) FIFIAE TS5 RPN, FEa I KL B8 58 OB BAT AR L S 1 5, DR 7 T R B B A 1 oy SR AR 3
6] —#% (Cluster 0). AT, FHTF 5503 575 1t B0 40 BT B BR e v, (15 A B 8 5 R AR ANVR 2R 16 [F] — 7% (i
Cluster 2). BlJ5, % 74 5 & ARERR IR 3E N SHAP [H /BT B 6T AN IR B 7EK 58 il 88 2801 2 IREA
TR 8, ASCIESE SHEE NS 2 1) SHAP BRI, Kl 4(b) WA E EIRR T SR BB TE Z 25
_E1 SHAP {5 PR B4 1. 7T LA I E 2, B &% (Cluster 0) 42l QMR 0 5 H AW BT />8R ) SHAP fH IR
B E N, RIS, M2 T, YR R (Cluster 2) BB, HA: A FA AL 2 I P 38 & 208
MRILIEH. K, £ 4(c) M SHAP (H R, AT 78 p R R 0 42 5 500 R RR 8. min T 915 et
1y AR R T T R R T T A IR SR B B A P K I R PSR o A, S 250 4 R R ) SR 15
BT A R, AR IS T S TS R .

(3) g T ik Re

AN B VPl A B 1 R4 5 R, FedProbe STIBCFHR 22 TSk M 52, B 5 B/R T FedProbe 5 bRk
FedAVG 7E 3 M & ERUSIGE BEXT LE.

100 A
80 A
80 A
— ~ 60 1
g 609 g
é 40 - é 40
20 1 — Ours 201 — Ours 10 A — Ours
—— FedAVG —— FedAVG —— FedAVG
0 1 T T T T T T 0 L T T T T T T 0 T T T T T T
0 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50
Rounds Rounds Rounds
(a) MNIST (b) Fashion-MNIST (c) CIFAR-10

K5 JHEELH S5 TS FedAVG HIYCSIH FEXT LE

S 5 R R, FE LW Ei3 5 T, FedProbe MIUNSIGE FE 5 FedAVG ZEZ64H 4, 151N TR B MEREIT 4. 16
MNIST $3E4E 1, FikE] 96.43% HIHERIZR, FedProbe i 50 MMES5IK, i FedAVG X7 41 ANMBEEIK, Fidiie
IRZ14 FedAVG I 1.21 £%; 7E Fashion-MNIST 45 £ I, ik 3] 85.83% [ #iffi %, FedProbe FT iR 50X 21N
FedAVG [ 1.11 £%; 1B AE M CIFAR-10 H3E4E I, NIk 60.44% MAER2, BT 750X 218 FedAVG [
1.19 fi5.

Ak, AL 5(a) FT (c) AT BLULEZ E, FedProbe B#ERAZE M B AT FedAVG £# 15 5 B B B3N, FRATTHEMN,
X T B AL A o B I, A7) T BE A4 8 23 8 23 A Ry e 1 R PR 2% 7 i 1R 0 Dy T I 4 5 8 . 7E non-1ID 15
SE N, TP GG AN T G b 2 SRR A 0 T BRI BN S USSR FE R B, D T SIS AR, FRATTIE R T AE IR IR
AF AN AR ERAR B PR P 58 B2 o 4, ] 6 .
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&2 22 &
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0 0 0
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0“. 0+ 0‘*’ 0‘* Q+ O‘*ﬁ 0‘.\ﬁ 0“. Q‘ﬁ 0“$ Q‘ﬁ 0“$ Q‘ﬁ 0‘\. 0‘.\ﬁ O"‘~ Q+ DAV O‘*ﬁ O‘*ﬁ
Q& Q‘K Q’Q Qﬁ QK Q& Qﬁ Q& Q& Q& Q& Q& Q& Qﬁ Q& Q& QK Q& Q’Q Q&
Proxy Proxy Proxy
(a) MNIST (b) Fashion-MNIST (c) CIFAR-10

Bl6 JriEfE st 5t R 4 25 $e UK AT e 2

ME 6 2, 7E RAEPR T, 3 A S S 0T 58 A2 70 B 2 B SRAL T R 01 (AL : K 22 OB AR AR ) T
S8 73 BUBUIR, AELAFAE B0 73 AR I L B I 55 PR AL, AR X AR AT, T 545t A0~ R 8 R B 2 A O PO A A1 25
P, KA R, I, SESEhR EAGLuE 1A Bohs T R i A B AR b, FedProbe fE i Ja Skbr b i
JERN TG AREE B ) RGO 1 S — 2B IAIE, £E RIR 54 RAERIIAEE R, ACHE 3 Mk EINK T4
— R iRAS MR, Wk 7 s,

12 12
| =10 1 k=
210 g M 210 [\ﬂ
o (5] (5]
o o 8 1 o /\
Z 8 Z z 8 N\
o 6 a [
2 2 44 2 4
« 4 < «
= = =
24 2
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Rounds Rounds Rounds
(a) MNIST (b) Fashion-MNIST (c) CIFAR-10

W7 JridA e el 5N R R R R S

K 7 J€7R T FedProbe £ JCBU P T AERE R 1T DB AR A e, WS mT 01, S B 0 530 Bk A i B AR AR WAL SR o
B ZE A K, 33X — I RAE N SIOH e AR 1) MNIST 1 Fashion-MNIST #4855 10y K2 25 3 32 W A 301 ol g 1)
R YNGR AR RE (R SR, D, I 5 12 20 M B 2 VT O IE A R AW, FedProbe 1EA7 RUA KRG 25
HE R RIS, JEARI R € I G R i il R GEVE (K78 aig Bk, ORE T SR AR 5T N RHIE 2 AR 1. (EAE R IR,
IREE R T RAEFREE T PR, 1A AR 3 5 b, RN 1) B 202 Bt R R s R B 5 v 4 T BB R 4,
T E— 2 B AR AT X R AR e 6.

(4) BT SEARHY

NV A T IEAEAS I BRI T SROT 4, 8 1103 1 A RED IRIVFERS . thdh, JATHSME CIFAR-10 Hifi£E
EIEINT ResNet-18 B2, DU 7700 BGR T2 B 2R 1) b FHL I 1]

R JridAs I F) T4
F 7Y AHINGE (s)  ARERAAR (s)  SHAPEMT ()  SHAPEAMUZHE (s)  KEms) BN (s)

CNN 1.2 10.12 6.33 2.24 9.34 21.89
VGG-9 2.1 10.72 9.46 3.25 9.23 26.53
ResNet-18 2.8 11.52 12.33 3.65 9.31 30.30

E: SHAP{E 73 #T LA &% SHAP{EAR AR T+ 55 9 A B AU OB I

M 1 FTLLFE H, FedProbe [FIN) A1 FF44 3 E 4 78 SHAP {40 #75 SHAP {EARLLEE T 5B B, BL VGG-9 1
R, XA 5 BRI FERT At 40 1271 s F R R, NSRS 4040 10 52 5 A8, FedProbe 75 BL4T %45
PR BT T SHAP (E 04T, SEOT 5 225 525 B B0URIE b, AT 0 7 B 1) AR 4. AQBAR IR i) A= i v



14 AR AR wrrrdp xR G )

AT T T 48 SRR, FLFE I [RIRE 5 28 I Bt AH G,

2% F& 3| FedProbe K %6 B8 R BN A A AR B4 & FER %y 10, v LR S AE SR 1B BL T, VGG-9.
CNN £ ResNet-18 [f] #.48 SHAP # il S FE0F 20 HZ18 127.1 s+ 85.73 s F1 159.5 s. RERBAAL 5] SHLH] 2 K
FRAR T SR AR ST BT 5 7 i T 7 P v B R, (RIS A T S ARG 4 SRS, i T R A 0 2800 S B B2 1) Fed-
Probe i 7] A28 (1) DG4 R 3%

(5) AL 7T

SRR N A HE 22 b B BEBH AL (REEAE AL 5] 5 5 SHAP H 08 & E M 5TER, AT T — 4 m
VR TC. W FCE X IPM 55 1T 2R S BN T, RGEVEHLIEA, T 3 Fhih A B A MR U RERREA R (Proxy).
1 SHAP {53 #1 (SHAP) LA K FedProbe 5% /1% (Ours). &l 8 JE/R T LK A A A% O 45 5.

100 100 100 100
~ 80 80 _ = 80 80
< 60 60 s < 60 60 <
S % g &
= 40 40 < = 40 40 <

20 20 20 20

0 0 0 0
SHAP Proxy Ours SHAP Proxy Ours SHAP Proxy Ours
Methods Methods Methods
(a) MNIST (backdoor) (b) Fashion-MNIST (backdoor) (c) CIFAR-10 (backdoor)
60

80 - 801 50
< 60 - 360 S 404
= = 404 = 30
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