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Iterative Model for Intrusion Detection via Data-driven Distillation and Performance Motivation
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Abstract: Intrusion detection systems rely on prior knowledge, and their input data contain rich semantic information, making them well
suited for large language models (LLMs). However, the computational overhead of LLMs and data privacy constraints make their direct
deployment difficult. Meanwhile, although small models are convenient for deployment, their performance is limited. To address this issue,
this study proposes an iterative model for intrusion detection based on data-driven distillation and performance motivation, termed as
RADOM. RADOM performs knowledge distillation through data exchange between LLMs and small models, and improves the quality of
LLM-generated data by using incorrect predictions from the small models as iterative feedback. At the same time, this study introduces a
feature dimension optimization mechanism, in which LLMs are used to perform feature selection and iterative updating, thereby further
improving the classification capability of small models. Experimental results on public datasets and self-collected datasets show that
RADOM effectively improves the detection and classification performance of small models for attack behaviors, and the accuracy of small
models increases from 67.30% to 96.19%, verifying the effectiveness of the proposed method.

Key words: intrusion detection; large language model (LLM); data generation
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I need to optimize the input feature dimension set for my IDS (Intrusion Detection
System) model. I currently have an initial pool of feature dimensions. To further

improve detection performance, T also plan to incorporate several PCA-reduced

embedding dimensions

You will be given

-The index, name, and semantic meaning of each feature in the initial feature pool;

- A small reference dataset for analysis.

Your task is to select a subset of feature dimensions that are most suitable for
identifying {ATTACK TYPE}, based on semantic relevance and inspection of the
reference dataset. The selected feature set will then be concatenated with the
{EMBEDDING DIMENSIONS} PCA-reduced embedding dimensions to form

the complete feature set for the model.

I will evaluate the selected feature set and return performance metrics including
Fl-score and accuracy. After each feedback round, you must decide whether to
add or remove any feature dimensions to improve performance.

Your output should be an array containing the indices of the selected features

Reference Information:

Attack description: {INPUT THE DESCRIPTION HERE}
Initial feature pool: {FILE}

Sample dataset: {FILE}
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' Now I want you to expand my network traffic logs to help train my IDS (Intrusion
' Detection System). The attack to be simulated is {ATTACK TYPE}, which
consists of {PHASE NUM} attack phases.

H For each phase, I will provide:
-The name of the phase

- A description of the phase

| -Sample payloads used during this phase |

Your goal is to output a complete simulated attack chain that includes all phases,

' and must take place within a single TCP conversation. Between each request, '

introduce a random time interval (in seconds) to simulate the attacker’s

' preparation time. You should explicitly show the idle time in seconds between '

! requests. !
|

' The output format should follow this JSON structure:

{

! "method": "GET",

\ "body": "http://192.168.1.207:8080/DVWA/?id=1",
H “response_length": 939,

; "idle": 3

{
"POST", '

1ttp://192.168.1.207:8080/DVWA/", '

"submit": "Submit"
: 3.
"response_length": 939,
: "idle": 4

i b
b :
Your task is to generate {TARGET NUM} full sequences of such data (i.e., B

{TARGET NUM} complete attack chains). The example above is for reference
' only.

I You are encouraged to:

' - Vary the payloads based on the attack type provided.

‘Randomize the response_length (server response size).

! -Vary the number of actions per attack chain — for example, one chain might

H include 1 action, another might include 7. Avoid using the same number across all
chains

| Your final answer should be a single large JSON array containing all generated '
records, and it should be returned via file download.

' Reference Information: |
Attack description: {INPUT THE DESCRIPTION HERE}
| Phase 1 - Name: {PHASE NAME} '
' Phase 1 - Description: {PHASE DESCRIPTION} |

Phase 1 - Sample Payloads: {SAMPLE PAYLOAD} H
: Phase 2 - Name: {PHASE NAME} :
! Phase 2 - Description: {PHASE DESCRIPTION} B
Phase 2 - Sample Payloads: {SAMPLE PAYLOAD} H
' ... (continue for all phases)

B3 Wian gt g A s i AR

SR 2. TR F I 0 0 1 2% YR A A R (RA-Flow 503).

N Wb B P=(P,,P,,....P,}, WiRFE K, LLM;
s W ABUELE D,.




8 BB oo e b g e

L 7EFIRE K R R P, B P, BT A v e OB BERR, 19 B0 B R 4R C
2.Dy— @

3. for each c e C do

4. Dy« DyULLM(prompt,c)

5. end for

6. return D,

2.4 ETHIRIRNZEIBHERINESEREE (D3-MoTI)

BVE 3 4 T T SO UK 3h AR A B R I 25 5 IR AR BT ——D3-MoTI Sk i HAR RS, TEIRIB I 4G I 25
PEAEI LA b, o S n ik i I /NS BUEEAT UL ER, FHMG I 2R )5 RO B30 28 T B SE AR g A7 Mk, S, WO SR A YA
SEBRIREE AR BTN R 22, oK HAE A R BHE BN SR, 515 IR T TN 5 0 X 24T AR R T 2 AR B B
W, MG S ZRE . J5 30K 4 441 T D3-MoTI S8 A B3R R 1A AR .

Bk 3. TR IR S A TR I 25 5 A (D3-MoTI Hi%).

i VIR BB 5 4E D,, /MR M, FARE K, LLM, B2 80R4E D,;
Hrih: MERD M.

1.D « D,
2.fort=1to T do
3. fED L% M

4. A1ED, B M, UG T REE Err
5. foreach e € Errdo

6. FhAREARLE A, — LLM(prompt, e)

7. if e Jyii{l then

8. £ K IR e FTIm 7% m

9. if m ANFAE then

10. M e HRABCHT B EnIR IR N ) K
11. end if

12. end if

13. end for

14. D« DU{U,A.}

15. end for

16. return M

TR 2 8 T IR (false negative) M, 57 2l i s 308 T A 28 AR 285 0 R TR v o 75 A 068 IO P ALl .
AR R B T B A%, MREZHT I B BRI 78 28 HR R, LA 35 5 S0 25 Bt e BE PR AN 7 k. ARk AX
TR A AR B -5 IR I SR B & O, R NVEER T T — R IR B B IR a kAL, AR A I A
REFF LARFERRAL.

3 SEIEHE

MU UEAT R, AT R L SQL i N KL KL I Dy PPAG S B 3 H DL, Web MU i I SR 5 B AT N
SRS YIAR G, 35 AEAS I () [R] I B 0% 13 00 B0 ol 28, {6 m PR SR OB X i 7 DA FREAR S 3. B ke, BRARON AR A
PR R R B AFAE B AT Jy, A0 Bl M R 28 T BT FE 8052, A IR S R /MR8 )i



Wi % AR T AR IR B A8 5 o AR 69 N AR AR ) i ARAR A 9

F RSt 5 kAT 4028, LA Z MG E S NREA S IR, LTS A T LR R EM4 TR, ARk
55K A ChatGPT-4o 1F K TE 558, [A] B A 7 A4 30 0T /DN 5% 10 e 456 1o P P 5 T R iR A SR I 1 e 22 e, AR UK
SIS — A 4 BEEEMAE MG /EAN/MER (AR S 50 NS o, # A Adam fLib 28, 231 %A
SE-4).

T have trained my IDS (Intrusion Detection System) using the data you generated,
and deployed the model in a real-world environment for testing. However, some
network traffic instances have been misclassified.

Your task is as follows:

-For each misclassified instance I provide, generate {REFLECT NUM}
corresponding supplemental training samples to help correct the model.

-If the instance is a false negative, check whether the attack method is already
present in the knowledge base.

-If it is not found in the knowledge base, you must analyze its technical
characteristics and return a new entry using the format I provide.

Supplemental training samples should be returned in the same format as the
original misclassified instance. If you discover a new attack method or technique,
return it using the following JSON structure:
{

"phase": "phase name",

"method": "method name",

"request method": "GET/POST/...",

"description": "A brief explanation of the attack's behavior and how it differs
from known methods.",

"sample_payloads": ["..."]

}
If you need to query the knowledge base, return the following JSON object:
{
"type": "phase/method/technique"
}

The knowledge base will return a response structured as:
[
{
"name": "XXX",
"description": "XXX"
3

:

Your final output should include all generated supplemental training samples, and
any newly discovered attack knowledge (if applicable). It should be returned as a
downloadable file.

K4 BEARLIZR SIS R A AR

AR N CSE-CIC-IDS2018 Hdf 4 B & Web Brai AT ARIPIA T4 (2018/02/22 £ HIIY-Web B ifi
55 2018/02/23 B {Ti-Web Biili) 15 RFELEER 4. 4R, CSE-CIC-IDS2018 7E Web Bili g5t A7 76 B B i BE A
P 5 Tl AT AL R L Zuee 28 N "B Gopalan 25 NG T ARG H, ERTER PIEsEAT Web Zili it 928 4,
A5 A B 0.034%, HAEFTIE FAEMFEF AL E 0.044%. HH, SQL AN TE ™ &, IEFFAY 87
4, FUEREASAS P L ik 153911:1, AR 20 1AL A I 255 00 M 8. 2R b3 1) Rt - B8 0 2 75 VA S Bl
BEMMATAT M, AR SEEHT SQLi-Labs #48 MHAFA 5% LKA SQL VNSt S AE N IEREAR, R IUECE 5 8
SIMEIENOREAR. BT 27 R, A7 AR BT k4T

KIR LA — G 53, Intel Xeon Silver 4210 AbH 2%, 64 GB N7E5 NVIDIA RTX A6000 & (1) IR 55 2% _E 3k
17, B RGURAN CentOS 7.9.2009, Python A A 3.10.13.
3.1 HHESEEML

ARURSEHIEE 1A H ARl R e 4 RO 5538 R R AE 4 B 2. 3% PM-FeDO B35, TV & 1 Aar
By, A VRS K e5-mistral-7b0" R Ry SCA R AR, 1245 T AT R KB A SCAS R N Rl 4096 4R\ [
B T INGMERASRE, ARSI PCA K4 45 B 2= 5 AL A5 7189 30 45

S T RS AE, AR R SZY R CSE-CIC-IDS2018 4Rt 1 77 AGEiH-4E R (IR i3 5 ik 1] 38 4 5 v
CLEARTT T LAHERR) VE 005 RRAE i, B N K IE 5 R 2 (R 51 B4 4 F 100 2 B LI B4 1E 5 I 5 4% SR 4R 2501
A LLBIIRER 100 KB R K. A7V 77 DGETHRR RS BE 0 58 XA B BN TS s 17, LSRR



10 BRAP AR Hrr e B o G w Sl

T B A HIERE 30 ANGUTHRFIESE A TG R 4 1 — 3047

W PP A HA R 4 1 4R 1R 0 B RS, A YR SEIGFE CSE-CIC-IDS2018 $dfadE FHui 7 3 R AL B iR I
BRARHT 77 QERFAEAEFE SR . AT 77430 4ERHMESEE SR (77 4EGuTHRFIE+30 4 PCA FF1E) BLK 30+30 eI IR
TELEFEAE. ST B 4 P 7710 7™ 5 (0 28 1) 2 A, AR IR S 06 SR Y $5) 47 SRR SRS, B AR A58 IR HR E SRR AR B A 45
RAERAE 5 NGRS RGBT, Sei4h R NEE 2.

F 2 IZR4EN CSE-CIC-IDS2018 i, 3 FRiAE 4k B 4278 AN R 4E b i R 8

s _ FRAE YR 5
M bR
et b 77 77430 30130
CSE-CIC-IDS2018 P 0-11 1.00 1.00
had HETRE (%) 77.98 100.00 100.00
o F1{E 0.03 0.32 0.51
TRA SRS .
IR (%) 21.06 35.26 52.70

WL 77 4E5 77430 YERRAELE A S IR g TR, nTWEE RN 30 4EFR TR Al LR, AR IR 4G CSE-
CIC-IDS2018 %44k vy sEPl 5636 4328, X R BAEAHR AN Web BrifT Ayker il A5 1F [m) STk, tH0UTH BT CSE-
CIC-IDS2018 a4 rh B =R R SR 4. SR, 46T 30430 ZEUFAELE FEAERIFESZIL T 5626028, LR &S A E LA
BRX ARSI S, 5 e H] SQLi-Labs MBI 5 BN 2 FEM) SQL i N A, {3 T CSE-CIC-
IDS2018 Ik IR v] BERHE L 4% RIFINZ A 77, BRI, AR VR S 500@ i 32 AT 45 3 FE SR A 3002 Ah g 77 R /M
UYL AE CSE-CIC-IDS2018 ##5 4 FIZR, i #E f CSE-CIC-IDS2018 5 SQLi-Labs ¥t fE2H B 1 & $ i 4 _E kAT
AR, ol B EE BOE 2 AL & 3, A J7I54E SQLi-Labs B8 DL J5 45 th K AE S R4 sl Bt 45 iy fd
F CICFlowMeter-V4.0P HEATHAAEAR . 25 2 rP (i SR 45 SAERA T L RS IE A 1.

TEIEAT B, RIS BN F1E S MR 2 RO eA KIS A, i H e N — 50 R Z 38 Sl bk i R e 4
FE. IEWNEE 2.1 TATIR, 7350 A5 RN AT, AT 164 22 AR BRI 10 4. NIGTE 2B %, A7 iEILHEAT
T 8 FRRFELEFERAL LS, FRH IR 8 KRGS RECEYY. SRR R S.

TEE 5 W, “Default” R/l 5848 1) 77+30 4EHFAEL4E RIS BI L5 R, 1B vt 8. W LLE B, FraaRm FLE
Y2 & T e B AR 4E 4 (B “Default”) 5H144 30+30 4ERFELERE 4R (F1<07). X7 W, AR 58 B4R AT 4k i
£, T8 %Kik BRI RHMER A 1E Web BUAT R I b S i e 2 B 4. w7 AHED, 3X — bR T B 46 77 N4t 4
JE IR TU A H B H L. ARSI — 35 K SHAPP V3 #r &£ AE RIS IR &, WA 6 s, T 4R1iE
f°7-¥) SHAP {HBHIEMRE L5, &, EHE 1 758 6 WS B RN 37 R EL ML (S HE 3) 530 4
BATIRNFIE A, (RN R AR R 2R

— G EE . — FUE — R

0.65 1.7
70 0.60 16
0.55
& 60 z m 15
= 050 & &
# = S 14
&g 50 045 & @
i & 13
20 0.40 T
0.35 '
30 030 1.1
Default0 1 2 3 4 5 6 7 8 9 10 Defalt 0 1 3 3 4 5 6 7 & 9 10
EARFEEL HEACH K

K5 8 URFIE4E EEALAL T2 2 2R 6 8 UCRHMLAEFZIRALI T2 SHAP {HAZ L
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K3 ORAIERN 37 GRS E R

75 FRIEYEE 2R HEHEYERE S
1 Dst Port H b i
2 Flow Duration TFFLERTE] (Blmsy 5A7)
3 Tot Fwd Pkts T F) B AL
4 Tot Bwd Pkts Ja IF) B
5 TotLen Fwd Pkts I ERENSS S
6 TotLen Bwd Pkts Ja R ERKE
7 Fwd Pkt Len Max IEES P RS
8 Fwd Pkt Len Mean IERSSEERS
9 Fwd Pkt Len Std RN i
10 Bwd Pkt Len Max EICE-o NGRS
11 Bwd Pkt Len Mean EIERSZIORS
12 Bwd Pkt Len Std IS RN IS i)
13 Flow Byts/s BRI
14 Flow Pkts/s SR RN
15 Flow IAT Mean FRAR AL 2 18] T 14 K (BAms Ay 8 47)
16 Flow IAT Std AHARIL B AR 1 22
17 Fwd IAT Mean T ) AR AR AL 2 [B] P35 T (Dhms 2y 54T )
18 Fwd IAT Std R IR A 404 2 [ A e 22
19 Bwd IAT Mean Ja FIARAR AL TR P A (BAms Ay H4T)
20 Bwd IAT Std Jii ) AH AR A 2 R] R v 22
21 Fwd Header Len Bk =8 S
22 Bwd Header Len Ja sk B K
23 Down/Up Ratio T/ bR
24 Init Fwd Win Byts GNCTESIE G MRS v
25 Init Bwd Win Byts JE FIRT4E T 1 54
26 Fwd Act Data Pkts AT I3 R 2 /04055 1 Byte TCPER T AL %L
27 Active Mean TEREN 2 RARAS Z BT IRIE BRI R K (BAms 9 BLAL)
28 Active Std TEHE N2 AR A 2 RIS K AR I K o 22
29 Pkt Len Max ALK
30 Pkt Len Std KR 2
31 Bwd Pkt Len Min J& A e MK
32 Bwd Seg Size Avg &R W5 ) Bd B P a
33 Fwd Seg Size Avg PUE =S AL IR E R IR S OEaNIS
34 Subflow Fwd Byts B 1A T3 T 4
35 Subflow Fwd Pkts 7] -3~ 2 L4
36 Subflow Bwd Byts J& 1A T3 T A
37 Subflow Bwd Pkts J& 1) FiR T 38 A A

32 BIBRERSIENK

AT VEAL RADOM A% 0 43 i T %504 Bk 2y 28 08 S I /MBS RS (Rl 25 504K 58 1 25 R AR i as I 2 i
£, PR, SQL VRN % 3 IR B S HATBY L. 3% 4 J0 8 7 Bods HIR B A7 i Mo 7 ik A5 B K
i RA-Flow H LI [ BT vl RE A BUt 8, FLA2 Rl 1484 4% SQL AR FEA; B, A CSE-CIC-IDS2018 %4 4
BB AL B 55 B IE IR AR Y R AR,

B8 J5 A5 B DT 3 AR AR BRI 46 I 2R B0 SE I SR /MBI T AR S PRFFBE 1Y) SQLi-Labs $4fE48, Horh
SQLi-Labs %4 £t (W B FEA DI HATIY BROTVE S8 AR TE . A% RADOM X 25 A 75 Mo (K AR HH R BE



12 AR AR wrrrdp xR G )

H1, RIRSZIAREE T — RPN IR E AR, 2 5 A THIHINEEIESE (5 CSE-CIC-IDS2018 [ IEH i =ik
£ J5) 5 SQLi-Labs 8 4 H AN F 4B IS 5 L.

F 4 SQL iEANTa AR B ik £S5 VIHINEEYE%EYS SQLi-Labs HiE &£+
R BE PATH B NG G RN Es
i) BRAHEN HORKM  WAVIZEURS SQLi-Labs¥iiinfE
2= UK USR5 REEEA R 1484 )
A KURES (S B NIV T BEATEN 297 120
SRR 715 HIRIEN HRAREN 277 90

/R EE A 320 120
FKIIEN 280 180
/KRB 310 120
Bt 2968 3780

TEIRARBY B, AR RS20 15 78 S TR A 1% B K1 35 B AR A 10 AR UM BUh B RE A, I 7 R T KiE
SRR A BRI BE S CSE-CIC-IDS2018 ' SQL 7 ANFEASH t-SNE AR AL 45 . v] AF 3, KiE = A
AR B RE 1576 248 55 CSE-CIC-IDS2018 ' SQL JE NFEAR IR 4347, [ 5 1E H B8 (R IR IE M ] 4. 4RI 2530
WA HIRARIT FE R 26 45 LK 8 53R 6 (TR 453 5 YOS SEIG A7 3 {8). [RIET, Ak Sz86 % A BEHLAR AL
k. Bamber & A PRI CNN-LSTM Z: 3SR IDS Agent 1A baseline, ¥ FaHL#R #5755 CNN-
LSTM Z: 35554 [ Il 2R 48 1 Hh ORI &5 A0 AR I AG I SR B 48, BV S536 0 W% AR A S SR TE B — 21, IDS Agent
Y BUHE [R] ) ChatGPT-40 KiE S,

e cic ids sqli
e normal_data
e generated data

1.0 _ —
/
0.9
0.8
w®7 |
EK0.6 — BEEEN (1)
R — HAHEEN (F1)
05 — HEEE (F1)
: — RPN (F1)
— AiREE (F1)
0.4 — RITR B
— BEHLARAR S AER 2 (baseline)
03 — CNN-LSTME AR (baseline)
. IDS Agent HEFfi# (baseline)

o 1 2 3 4 5 6 71 8

BARE L
7 SQL {ENEHE t-SNE A # Las 1 B8 RAIILR S kAL
R 6 EACERBOR RN R I 2145

Bl 0 1 2 3 4 5 6 7 8
BEEEN (F1) 0.72 0.80 0.89 0.78 0.79 0.80 0.74 0.88 0.85
WHENEN (F1) 0.38 0.78 0.97 0.98 0.99 0.95 0.94 0.97 0.99
RS (F1) 0.73 0.74 0.93 0.90 0.91 0.88 0.88 0.92 0.96
LHIEN (F1) 0.93 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
/R EE (F1) 0.53 0.69 0.95 0.92 0.93 0.97 0.94 0.97 0.92

HERIZE (%) 67.30 82.22 95.03 92.69 93.49 93.33 92.06 96.19 95.07
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H] LA FI 8 RADOM AT IEACII SR 0/ IME R EPE BE_E UG 5 35 3271, AR CLES M TRl B 11 4 2 &3 2%
PR/ BRI I DL T, SQL IEAK I 5 7 SR IK HERS AL PIAE IS AN B 67.30% $2THZ 95.03%, 1 7 fis Rk |
96.19%. 55 baseline [{XF LE th ] LI i, £E 57 0 U 4 2 &R 4% 1R B TRENLAR ML, 42255 2 Jeik AR
AR PLZE T CNN-LSTM Z& SR, {B7E 5 Sk AR R rh SE B T B, IX AIER] T RADOM X /IMER A RE A B2 25
$ETt. ATCURHL F1AS S HER AT EA 4% 50, 7258 2 5850 MBS, ATaedR T1E G, X5 e m M 1
HEGZUREIIHERA K. FAN, IMERAE 5 SR AT R T SC B T 0 3R BTE NI 1 58 56 73 96, A SCHEN L J5 A 78
TAZFEN AR R RAIE, BZ28E R 32 POST 7774, SBOLEMT 5 HAB T R A /E B2 22 57,
T35 7 RN SRR AR ZE BE (K405 1 FE 5T T 20 SR HE R 2.

FEIEAGE R R, ATTIERENS A BN SR ARSR T AR R G BOR, Rl AR B R LN 18 9 4
TR ORI F I R KR R B R B e RNREE A R, R R R R R R R
WOSR B — NG, T A B AR R A B A R

/ ETR= Jak > ] \
R 5 AR AR R e 3 SR R 7
** New Knowledge Detected **
{
{
"phase": "Execution Phase", // FBHER
"method": "Form-based Injection", // ERAEE
"request_method": "POST", // ERAR
"description": "Unlike the sample payloads in the knowledge base, this attack features a
separation between the injection point and the execution point. The malicious payload was

not executed at the time of injection; instead, the attack was triggered when the system
later retrieved the payload from the database. This suggests that a second-order SQL
injection technique was likely employed.", // BUERUR R
"sample_payloads": [ // BEGIETT
¢
{

"username": "test'#",
"password": "1234",
"re_password": "1234",
"submit": "Register"

"username": "test'’#",
"password": "123456",
"re_password": "123456",
"submit": "Reset"

\ J
Ko AEIRACH RIS 5 AR OG0T S i B 1 i

3.3 MHEESRT

ML 8 v LLER R, 78 8 YOERIHEF, IDS Agent RILIEZAL T RADOM, 1H RADOM & 1E1E N AR I 45
R B 5 85 R 2 1AV AR S 1 T i, Rl s B /N R (O AR v KA T B 2 5 5 3 & W W i >R 1 B 0 5 et
F8 1] .

E IDS Agent J5i%H, Kl 5 R ELHE B350 8 TR MRAR Y, X8 — 2 B4R R AT — IR SEBHE R, I
HR T 7 RIS I B 43 8 45 TR 125 BRI A B () RELYE T L AE 2R HE BT A 5 S LA B N AR A 2 G0 %o S 5
B ER. AEAR RS, IDS Agent 75 ACHE— 2% ML I, P35 #E 1263 A token, SLIKHEFLP-IIFERT 11.32s.
X R 2 ) 2% U B R R AR T A R IR SZ BRI, %7 VR AR SE IEAT AMZ T B S R s
JIGE, FELLRE TB5 k. MERH SR &, 5 LR EAR, RADOM H4 K8 5 A5 84 (14 1 F BR 1 75 25 2B
B, EEM T GEAR AR RRAE 2 PR AN B 0 R 2R B 3 55 AT 55, T TE SRS Ty B 578 42 22 R /MY S8 Jl. AR Yk S
3 RADOM A= B — 25 I SR B8 I 58 37 A IR B2~ 50 TH #E 162 A token, ¥ERT 1.08 s. 76 58 /MR RN S5 5,
S BRHERE B BAN TR IR 50 B MBI NS AT, ARG T —A> 4 [Z TR E WL 5 F A7 346 MB, A2 —
ZIR R IFERT 0.143 ms, 96 E ARSI R G890 1 75 K.
3.4 JHRESKLG

JSUE ] RADOM - SSHa 4 R 43 (0 20, ASCHEAT T 3 U A S, 70 il & 22 BRAS e 4E AR A L . R BR



e VI 5 K500 5 R 25 ok T R S AL . SI 6 12 BB AR PR RIS s AR J S 36, XA T 25 BR AR AR 4 L Ak
WU SE96Ks £ 77 HEGETHRRAE S 30 43R RN RFE AL ) 58 B AR FE A A /MR ) B N5 5 BRI R VI 2Rl
B NAS A AT U6 I S 5 5., LR REATL A RO Aoh 20 000 2 B EAT T 5 34X, RIS D 7 8 G K NN 5 0 s 8 A
DR B DR R (50, A ISR 6 B B — FE YOS AU 2 S5t 600 A K0t 23 BR BTN 45 1R S ASHL ) S 06 K
BRI AN AR A /NS B T R 2R A PR X b 78 B, T2 2 A R A R R R O (AR SR B
NEE R UGB 600 2% Hidh), SLIRES RNk 7 Pk

R T IEAECHA RIS I SR AET R SR (%)

! 0 1 2 3 4 5 6 7 8
FBRRFAELE B AR AL B 59.52 64.79 63.17 71.84 72.38 71.26 75.08 72.06 71.74
FERVIE I SR 4R 15.89 27.19 34.10 49.23 58.06 62.17 69.75 74.94 78.20
FBR I A 5 S L 67.30 68.00 68.31 68.25 68.40 68.87 68.68 68.84 68.92
SRR 67.30 82.22 95.03 92.69 93.49 93.33 92.06 96.19 95.07

AT BEEE], 5 3 A S AL A T PR R e e e AT 4 RE R ALRO T T, e TR R
DR (936 PO, M B R b TR R T, AT TSR Ao A 4 B M 5 7, SRR LA i
AR5 TR 3590 52 DR 65 5 BRI I S A 7 o o T U1 R MR SR, B (S, 1 B
VERCJOB N, B REAR T 23, W) T RADOM 556 o B a6 0ok 1 1138 MR 1L B8 0 2 o i 2
HUIE, W08 P AR TR AT IR, S 20950 15 2 WU A I 258 S AL X0 R, 90 RADOM 1% 3ok 2 o f
AR S T U 5 L1

35 (EMEERIRIE S

USRI P ) ChatGPT-4o Kifi 2 BRI 2R BB T e o6 0 VR TR, 921 8 BB Tl Tk S,
R 00 91255 R A A 52 e 5 T FFUSBLZEY OpenAl-oss-120BU™ i At He, AT %Kil 2 B b
Wt RADOM H:fi 5% (R 4 OB, S0 46 L 8 Firs.

T LI 5 5 B 5 48 P F K 2 BB T 6, RADOM RS BE A 2 56 A5 IR0 PE ¥ 2 F W, 7ETA4 9
SRR 1T 0], (B D RUBE £ ). 0T PG P RE AR ) RADOM s At 41716 0, K
B 0 2 5 B P M T AR AT 71

%8 IEMEHCRFER, FFUEHIE OpenAl-oss-120B MU IZ545

Bl 0 1 2 3 4 5 6 7 8
BEATEN (F1) 0.72 0.69 0.73 0.70 0.75 0.74 0.71 0.75 0.77
WEEN (F1) 0.38 0.55 0.57 0.54 0.55 0.60 0.56 0.59 0.59
BFEE VA (F1) 0.73 0.78 0.85 0.79 0.79 0.80 0.81 0.78 0.81
REPEN (F1) 0.93 0.99 1.00 1.00 0.99 1.00 1.00 1.00 1.00
fi/REE (F1) 0.53 0.67 0.74 0.78 0.76 0.81 0.80 0.79 0.82

R (%) 67.30 72.61 79.78 76.21 76.84 78.54 76.19 78.15 79.80
4 B %

AR SCHR H — b I R SR B 7518 5 M R I R A AR AR Y RADOM, %45 20 JE
Z 1AV 2 R A B 28 LS AN AR 75 0, R T /B2 T 4 35 1 e otk AR BRI 804 2 AT
AEHE FEARAL B, £ B RIS 5 A AL AR MR AR 725 (8], 32— 25 SR /ML IR 73 S5 P g

AL LA ChatGPT-4o 1EJ9 KiE S MM, 7F CSE-CIC-IDS2018 ##i4E 55 T SQLi-Labs R4 1T H A ¥m 4 it
17T AT, 45 R, ZAR A T 58 T /INBERY 1) 43 28k e R R ARV R S 90 3k — 2B I0AIE T Re R4 P AL
MU B4R I R B0% 45 -5 TR A 1R R B A R0 AR SCUAFAE LU LA TR ZEE— 25 R i [ j, o] R R oK

BRI 5 R 5
. A, ZE AR
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WHITI7 M.

(1) RADOM 7 5 JF B AN 5 o R gh s, DRI ER i b m) DS, A - o Ath X 46 22 4 e 4600, % RADOM A i
o 2 0oF FL A A S 0 PR I A R AR

(2) #it - RADOM 1E F 1 D 1347 SR w5 ke adt— 25 (MM RESR T, (H e T AT SCATR BR 1, A& S 75R
FHARR T i3 SRR it WiREscal F oA D IS 4 R ALK 2 6 RADOM 1) — T30 8 K ik

(3) RADOM it i ik K% 55 MR (4 1 R4 HH T 2050 R, I — s 7 S o I Y 3 2 v T i A7 B 1, e 5 £
FEARMERE IO KIS 5 B 1 AT 4R N PRIE AR AL R 28 PR RE R — M AFBIE 1K) ] .
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