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Efficient Privacy-preserving Inference Based on Secret Sharing for Convolutional Neural Network
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Abstract: In privacy-preserving inference using convolutional neural network (CNN) models, previous research has employed methods
such as homomorphic encryption and secure multi-party computation to protect client data privacy. However, these methods typically
suffer from excessive prediction time overhead. To address this issue, an efficient privacy-preserving CNN prediction scheme is proposed.
This scheme exploits the different computational characteristics of the linear and non-linear layers in CNNs and designs a matrix
decomposition computation protocol and a parameterized quadratic polynomial approximation for the ReLU activation function. This
enables efficient and secure computation of both the linear and non-linear layers, while mitigating the prediction accuracy loss caused by
the approximations. The computations in both the linear and non-linear layers can be performed using lightweight cryptographic primitives,
such as secret sharing. Theoretical analysis and experimental results show that, while ensuring security, the proposed scheme improves
prediction speed by a factor of 2 to 15, with only about a 2% loss in prediction accuracy.

Key words: privacy-preserving inference; convolutional neural network (CNN); secret sharing; non-linear approximation; deep learning
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LT 2 MR 55 43 (0 T A 45 9t )32 3 T 22 400, 9] s s i) U2 0 2 242 W B4, Rk A IR 45 o, 26 7 ik
H O8I BRI SRS, 2R3 #5058 F I 2R HOUR FE 4 42 P £ A B AT T (R R AEAE M — N R E R R K
St O NN T 45 K B R 4 2 M 45 2 0L F TR BaRA RV AR A R (i G B R 4 4 Y,
TS FH (B AA R IR P A 28 R 48 T 7 5 28 S EE B ), ZE BRAL (R T o, 25 AR 55 5 TGk 3R BUE  3i F B N B A
HHEFI T &5 R

HFAPLZ M 2% (convolutional neural network, CNN) /E N —Fh E B IR E LG, B4 2 N T K%
WU SR REES T, A ANTRIATE TR T 2 EF]. S8, CNN TS R b 28 K B R B4 PE IZ AR 2 1
FEUHEL DA BT CNN B AR T AR ATF 72 A — M0 6 CNN SR 2 RE M T s o il 7EZR 152
P AR 7 A2 oy 2 O A e U, SRR 2 b, A R T 2 4 2 07 T RS, UniR Y R A
RGBT SR, I 7T T AR ISR A7 AE T S0 5 2218 R 5 R4 B R il R ). 5, Cheetah! R
FH ResNet50 ¥R B P42 WX 44 5 B 7E ImageNet £ 4E b 58 BSOS AL (R TN, &7 i Al 2 I 45 2% 7 AL 3% 2.3 min, JF
%) 4.8 GB 14,

T AR SR FAA AN T 16 %%, TERMEZ P, T 58 MRk I 22 At 5, I8 208 A 2
I EE (Flan, RSN, SO BCRER. HK, ELHZ B IEL T (rectified linear unit, ReLU)
T R AR T SRR A IR VR B B AT UL D, 20 80% oA HIAE £k B A TN B H) FF 4 2> A6 TR AL VR VA
LG B O A, VR I PRI T XU AT 2 A L, X 4 R T A TR, B R T A BRORL TR
T 52,

BT AR 2 48 TRRE £, BeURL (R AP A5 AR b 8 0 48 FI0I B 17 3 2 TR0 & 7 i e FABRURR B A 2 4, I TR L L 4%
DUR 4R 28—, BT SRR I8 A5 T4 PR B 00 2% S TR A I8 Rl 22 4= 22 5 TH 55 2 R 27 JiR 1 B 108 A 38 2% SO 88,
ELIE P B R 5 I T SRS 4, NG TSR M . 28 =, fRERRFATNER 2 N T S e RS
PEZ W22 A, BT IT 7 5218 H N AR SV Bk B AT I AU B, I 7R BT vk AR R bl A B 2 B B
FAERAF T 7EE Hff e 4 k.

NI, ARSCEEH T R A B RAGR A 5 AR A 28 X 4 T 7 8. AN SO DTk S 3 N5 TH.

1) WU HERE A T, T 58 AR IZ AR MR aRVE I 2 0T B, X R Bt 2 AR L. % 7 B FH 2= IR 55 2 R4
S BT BB 7 S 45 R AR AR WU AU TH B AR o S T A SR, RE A T RS N S R A
JRAE, Mt ER T A E .

2) WIS HA I IR 2 AR ATHE ReLU R B4 fEAELMEE T, &7 il = IR 55 2346 B SR04
SRIREUAL Lt E T 25 IR AL 2 7y =, SEAnib b0 T VRIE PR A . O T B DR B AL ORI IO i ff 28, A T — /M1
BRI 2R 2 R 2 2] IR 2 TR B S 4

3) Btk R AN ARG 2 AR LABA 2 43 2 77 T8 A, WOk %00 R IEM Al 22 2. O B, 207 RIF G B &1
B, PRAE T BRI A, 16 3 MRS Edh AT 3000, 45 A0 IE T IXMESE A 2. 5I0E TAEFAEL, BRFALRY
TR BEHE R T 2-15 i, BAL, T HERR R AN 20N 2%.

ATSCE 1A BB FA RS T ¥ AH S 7 VR RN FE R, 55 2 T AR AR SCRT R B T4 S0, 0 RE R 7 = AR
AR T, DL ARSI RGO RIS AL 28 3 A BACEN TR, O R GHEEMAdEEHE. 5
4 FTIBIS IR TE AT R AT RS S AT IR PR 7 R IERRTE . e A A A, 28 5 T S e
UEA ST 7 SR A R0, G S 4L

1 FRFRARIFFUNAE X TAE

R RA AP TOI W B B L 7 S VP A O FE AN YRR 1 LR AL A R R T, S 1B 1y O 3k B R e A7 ) 1. 224
WA B 5 7 R0 P 6 28 1 i 55 s PO e 22 I 2 RS TR O AT FOUIU IS, ) B Bl om 5 B OR G098 R &5 m s il e 42 2 7 it
SRS BB AL DR TIG. LSRR SRR BEORIEA A BSRAPE S TSR IR A, 2 N P B AL OR P 00 () — P AE BOR.
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FEHE T AN %5 19 75 v, #lln CryptoNets!"!!. CrytoDLP"#1 Lola®", % P it in 25 i i ) 5 IR 45 58, =
MRS AR PAT RIS 2 BT B AR BN 45 51 SR5, &7 i fif 2 85 50 DU H T 25 1L, SR T, IX b 7 SR AR HEwfA 11
B ReLU Wi R4, — MR HIE L2 TR A vETH R AR Z, (HR R 2 S AL 2 K. (R T 222 0t
SR 5 SR80 WL XONNIR H 7 J -0 5 PR 110 R0 420 I 8 FOUME . R T, 3 ) A5 o 9300 v i 2 7 A £
R, ¢ HAx 7 S5 28 TG, AW, DB ZHRFE BB WA FE R TR, SEOTE ARG T
B OR, M LTS B SEBR R .

RENIREMREMNGE AR ZRTETR, P2 HFRER T ZMINEER, GFERSMEMZ 22 HiHH.
Gazelle"* SR T A NS F T2 VE 2 & 41t 5, R Fg ) T AR )2 2 451, JF Btk 7 A58 30 X Fh
RO A2 77 R4, W FALCONPV#1 ENSEI™. Delphil® 4 Ka L (547 Tl 43 9 B 2R 42 28 5 B B, ) F Ak
WO T AR R TR BT R B A B SR AT Gazelle HH X E (1 [RIZS 25 H4L. CrypTFlow™
P T — AN TIRLMEZ T H M 2 4 R, T BB B AR T 2 (S B S, R T A TAE/E Ll
ReL U 43 55 B0 38 15 TP 85 BRI 1813, Circa MK ReLU 00 BR B0 BN 70 B 26 1tk sk BRI A% 5 BR B, R Sl =
TR I8 FH I ABA A 5 Sfe ARG I P B P B AR . COINNID IS 7 — b (IR (o2 A 0y 92, 30 3o 4 5 sl 0 3
BOHIEE T (7M. Cheetah! i 6 F4% (RIS IS . AL AL PISCRIRL 25 70 281 1 — 408 i 3w, i
T2t E AL 1 21157 FastSecNet! i) i S Ak 2 JL 2804t 7 — R (0420 14 2 10 ReLU B3, FFH2H 7 —Ff
A2 P 2 RV P . Kim 25 N POBREH T — i 5 A ek FH A RIS N B BEAR BB R 73, i % R/
UART, AR R ARAEANAE, M 35— 25 9ok D 78 85 Bl P AZ /N B SRt T SR T, I SR AR LA i S RE (5
M. RSO 7 R B TR 8 4 = AR B R T B DU T M B R BRI E T B, LRSI k2 ik
I AT SR 2R 1 JE OSBRI A, 58 4B G T VR FEL I (5 . AN BRRL PR A TN A A TR AR 43 = 07 2R 5E . Bl TR
o2 BT S AR L, BRI T RGBS RA R T 1 e

2 FEFENR

TRTEE A 2R3 1 7 8 A 0 FH AR 25 7 S B 0 2 S, DA R A R AP T ) S M. J S5, 3R M T RGBSR
JB SRS X R 1% SR A,
21 BMEFE

(T, N) BREE I3 S50 — P JEal, e — MLEE (X) 73BN DMEVE BB, (X)ss. . (X)y. RJF, X LEAD AR
DRGSR, FHIMIA T -1 NS 55 5 R KGR GE A (X) P 85 A # 3, T M 5%
—AME (X, AR R R EEAR A (X, (X)), AT (X) = (X)) +(X),. B EARIERFA K — M ERBNS 5%
TSR AT AT TR AE (X) IS B TEZHELE R, % P i f 5 IR 55 38 5 B R & W 4 05— 2 11 S 45 SR 0 AL 2
P, LRI SN SR B OB AR,
2.2 BRAMRIPTU

B A R4 TR B 5 7 it T AR D 2 PR 5 % 4092 o 422 IO 4 A R 3 47 00N, o AN ¥tk 28 R G 0000 . B ALK B ol
LSRR — R P ZERR (B, BRUE . ReLU BUSREZ . WAL ZRAERR). 5T — E 1% 2 T~ — E
N HARTIET FAK T 2 M RG22 SRS (B0, B 7 . RSN a5 AR I B ) SR BN 2 (K W5 U7 B RA T 5 bl
W — ki, FEPATII L AT, B— ERMAERAN S 58 Z WA THE =, I BARSIT UG, SR WE
BT AT R oy 2, W 1 R, & 7w NARRA S 73 22 7E 2= RSS2 RN P i 2 [, 37N (inpuit, R (input), .
(output’y, M {output’y, T/~ i F4 45 RIFRE 722, BATHREE i+ 1 BRI 85, XSSPl H G676 —iE
o SE RSB AA LRI T . B BRI A MR 26 M 2 ARG AUZ M AR 2. HARZ M2 05 ReLU BuE i U2 I
ik 2.

o L. BHEMMAN R KR T, 2 =455k & 7. ik &R ET i3 7= KT, W) 3K1811, K
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FH e AU, B, DT T/ 1AL L 44

o EEWLR. AR N R R x, 1% A B A = RS 2RI U 2 (R A 2 43 22, S R A E AR R W5 )
B x FEMERE R L R R 2R R R Ny =W x.

o ReLU i B 52, ReLU B3 B HUE SUN f(x) = max(x, 0), b x 2 BUE R BUW N BRI T,
TETHS ReLU S BB 11, x TEPN 7 Z (M AL 4 2. S8 U5, U7 SLIRITVT 5T ReLU bR BT HA 3 43 S0l B 4

o b2, P AL AN i Kb R B R IR FE A 4% i F PR R AL ERVE. 5 ReLU I bR 202 254, b ik
JEEIS 2 RS2 R i A1) 2 A T H BB S BB AR YAk B T B 5 AR M R 2 o 2 4R U7 . ARSI %
T35 AL AT 4R

2

& P i
(input), (output"), {output®), {output®), (output*), output
i T Y y=max {x,0} O
SIS N AT
i | ReLU @
G ReLU 3 A& R A= EScErdA B
(input), (output"), (output®), (output®), (output*),
NSt

K1 BRAL ORI AR s i

2.3 RGRE

WA DR TN 18 O 5 iy T DA Y 25 IR 55 PO R T Ao 28 ) % R TR AT 00, 1T A W 8 R 800 . 6 B UR P2 A
LM AR — R B RHE R (B0, BRE . ReLU BUERAUZ . WAL EMAERR). B i C Ay B =
Hie 55 4 S A PR APER B A 228 00 A A L R AT 0, L s 6 i N 00 A0 T30 45 SR 2 BB AR SC A A SR B R
AAERAP TR, 2% R G0 9 B Ly BURIAE LR B, &l 2 .

LR = ALk 2
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FEHLAERS R . w
B 4 P & O R I I 25
[ LNN &5k
mex || S B | s
(M-N=W'R)
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P Y]
AN X
X-R - =
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24 BEpMRE

ASCRA T 5 2 8 TAEAIR )2 0 s 1227 R AR R, 225 3 7E 0416 Hp 3 7] e T i 2 USRI
BERIBAME 2. BRI G5 R 2 AT I, B4 2 I R AN B L R A /N 1), et 3 T e 2 R S m
Bt 773, AR, RN AR A B SLHERL. SR, 277 SIF A B A X L oy, S T AE SR AT, i
G A BT FE AR P b, BRATER B T ot A 25 A 55 8 2 I B P B {5 Al 22 (s S HEAT, AT 2%
BELIE BT Bt
3 FIRER

AATHR 7 SEMERE, AL LURR S 7> 00 07 K S R LR = b T2, $2 T AR 2 S B ok
AT, X FARLAE )R, Bt 17 2 He IR B IARIE AT ReL U % 2R 2.

31 RELMUE

B PR P 25 e i 2 KRR B BUR, B0 ResNetS0 1) 49 MERUR. BRUZ TSR] LLEE o R R
ek F=W-X, Frb Wit iod 5 50 J5 0 1 DU 2k SR A B ) R AR, XA I oK = 2 SR Sl RO R BT P
). 55 0 [T, 25 AR B 0 0 46 vl f) e 4 25t R JEB o R e SR SR T, A AN 1 5 A e e )
SHEL BN W R A R (B, ), SEHE AR B,

Y ARREAN T, BRATTHE T TR G AR S A S DU B SR R  ER ), IR T e R
PESIR I 2 A v BACR . Bkt fEIZHEZL R, B LRk SR AT ST PN BL: B R B BONIFE I BL. R AR BL, %%
S C Mz RS54 S TS, X ANB BRI T2 5 m N AT, IZ (A5 007 #REAE % o S B B AL PR 37
TSR 2 i e O AR

BEW B B Boa S 3 AP IR G, B AR E LD R e R MTE WWRERE A e R RS, IR FEAT
ReR™ M A eR™, Mz MFHFFA W e R, EAWENHE RS E BN QLB D). Fa, &7 5 = ik
KA MEEA W R R E S8 (W M+ N =W-R). R RWE.

IR 1 BT A 2 I 55 A i AT A M i AR B, B i R IR AL R R e R, A RO IR B
R, e R IR, e R, ENI A R WHTAAT RS 44T 2 IR55 25 AL RBEALAE RS W e R, IFK W 73 R N
BE W, e Ro92 FT W, e 2, BRIl 72 W IR 51 A0 G 51,

WUR 20 % AN 2 RS A AT MO A, BIE P SL ACRT, R = R+ R + A RIR, = R, - R, JFRIES =
W5 &% ZRS A B=W-A-R™', W, =W - W—B, W, = W, + W, F KL K .

PR 3B A R RS A SE AT S, IR RS 4T M = W R + W) Ry ) i N = W, - R =W, - R;.

S 1. FEFE 2 g T SR

BN S BINERE W e R, C HIABEHLIER R e R FIE (LIEFF A e R
fth: S R M e R, C3ZIHERE N e R, Hth M+ N=W-R.

11 B AEHE

L. CIERBENUERE R e R, IF4 R 73 P MERE R, € RV A1 R, e R, EATI7 00 R BRTEAT AG 4T
2.CKHAR'R=R+R+AMR,=R,-R, KL% S.

3.8 A pRBEHUERE W2 e R, FE45 W' 23 P NEFE W € R972 Rl W, e R, BATIM 2 W TR SR 51
4. S B=W-A-R".

5.8 KW, =W -W-BHNW,=W+W, K% C

I SR

6.S HH M=W-R +W;-R,.

7.CUHHHE N=W,-R -W,-R..
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TELRRY BL: IXANB BL RTINS IR, W26, %P 0 X= X — R RIEEA IS5 48, R X WAl 2 o 500 25 i AR
oL 8. e a, IR St 5 W (X - R+M VF N, 0% 7 5 A 8 B 2 BRI K N A 9% . 7 2 Beas
WZJG, B P AR 55 43R0 W X IR 7 2 A

BT W1 FERERNEE WX 2t 5, B RAEHG, BAR LSS 4.1 15 LR, R 3E TRik o 7 5
SEMERNE IR 2 A H SIS 2 R AL OR3P T 5 L.

32 rEJLME

H AT AR R R 1 ReLU 6 bR 80l H &5 ZEMOH S AE (MIR G 0 Es, JF H & SER GO — DI
0. BUA BT TE TAR K2 R A Z I 5 ReLU B e . SR, SX P DUAR B & S BORMEERG R . 8 T 50
JIRX — i, 3 T S Bt ok 2 U EEAT AT AR R Uy 5. SR I A 5 9, AT DAAE ORAE TN AE A R R
DA L (75 A At e i AU T 5

ReLU Wi BT LAZER N max(x, 0). 52 T HIRF7E AR, 4 R 2 0 b 8 22 SRAL AL 2 ReLU.
SER 1 G, =55 as S IR M, %) b C 345 N.oR SIS 480 W - (X — R)+M R oh Q, % ) il N 324 P.

N T Zait HARLAEE PR (P+ @), RITRIEABE P +2P-Q+ 0 A ZM, ZRkS5EHS A
Tt 5 @, 7 i C AT P RS A AR s AT B 2 2 At P Q, A XU A b Ak, |
U+V="P-Q. &a, LM A RBAT RS 0 =, U IRAEL IR 1tk (W), =5 ash Q° +2U, &)
HFEA PP +2V). WX 2 TR AR R 0 D R A (B, S BR 1), THYER A (R, 2B IR 5 FP IR 6) Ay 7e 4%
e (BN, APUR 2). BRI, B2 B4R g R A2 AT M e F9 B0 o ) ey T P e 0 1 B 2 17 Ly e #8038 R
I TE AN K R AT M SR TS BB e o B, R IR 0. W 3 P,

WY 2. AR 2 S

N S HINIERE Q e R™, C HINIEFE P e R™;

fith: S FEIHEFEU e R, CREIHEEVeR™, P V+U=P-Q.

11 B2

1. S ¥ Q € R BRYEIEH N — 44T Q e RV

2. CH PeR™ T REEH NI P e R, ik PeR™ MG RIEA BN AL E, HARIMEIH .
3. CAEEWIERE Z e RO,

IR

4. U eR™, V e RV JEFEAM R0 (0, P, Z).

5.5 U e R FHYEREA N FE U e R,

6. C K Ve R>™ FHAEREHONTEFE V e R,

I 2 4“7 i - . .
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X3
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8 0 0 0
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EE—
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T SR AL A B ST R 2 1K SRR, B T —Fh S 8 ik 2 T O7 SRR AL BOE BR A (B, ax?). iX
L SRSV AR 0 B oA TR RIS E, DR S BRAA R TOHER . N T %5 a=[d!,...,dl,....d],...,al],
Hr T BoRSEAE, 1 RoRBENE. BEREREME ML ReLU Z M HBEEH LML (light neural network,
LNN) FSRFZEHEAT IR, DL B 4 WF TR 44 ReLU BR%L. LNN {8 7 K 48 F14 50 (squeeze and excitation,
SE)PO Ok B 2] S 4 el e AT P A DU BN TR X[ A TR R, SRS I A A B R,
HE I A — = e T . LNN B g 1 27T S Ie R, MR T af PR ZE Adl. Z R R ZEIA— 2] (-1,1). Fem, il
TSR IR ME o FIFRZRIRI B L, B @ = A,Ad+of, FoR A, B3 TR 20 B bR, A, Bl of B TRZE
NS R PREIBE S ARME P, K5 ave (@ X?).

[ saem x|
! ! ’ Light neural network ji
(LNN)
[[conv | [[conv ] 4 -{| T |
1 !
) [ 2epp |
Sum i /D l
[ 2mpz | X
271
[ o |

I Conv I I Conv I

!

o {[_2#a |

<o -

Bl 4 VGG. AlexNet fll ResNet Z24g{# ] LNN it iT 15 Mus = K

-
:

Sum

(a) VGG (AlexNet) & (b) ResNet &
LNN &2t LNN & itk

FEAE DU AR R R B SR AT I R (5 SR 066 BLR BE A 28 I 2 BRI o REARRD) Jis, 2 R 55 2 i
NP L R IR G T v, AT VAKE FLTCE A B 2B B 7E B AL R TN S, 25 s A 2 AR 55 2 23 S 3R 2
PR, JRREAME AL S 27 NN BL22 5 Ut SOE SA0E s 8. i TR TR REIE (S B, BTk
A DA SE 0 R A bt R R 2, DR i 3 AL A PGS U B S SR 4 S L AL, R T AL, X AE
PIBRE AR B LR 5y PG . A2 538 A F 245 % A (0 AL BOT- 9 (8, XA AR L Mt S RE s E M R AT T
SR BT AR 2R 1 2 A AR B X T 45 SR A R M LA B ) 2 A AR AR R R TH S AT b, AR5 5.3 T HEAT
M.

4 LS
4.1 EFMESH

AT AEBI T B IER I, SRR AT B BREAT:
M+N=W-R +W,-R,+W,-R - W, R,
=W-R+W-R+W-A+W,-R,-W,-R,+W -R -W-R' -B-R' -W,-R,-W,-R,
=W-R.
EHLH, AW =W -W-B, W,=W,+W,,Ri =R+R +A,R,=R,-R,LLX W-A—-B-R = 0. lt5h, W,-R,
FIW, - R R W RIRT— 2 RUR — R R ARIEREFESRIAIE L, A W R =W, - R, + W, - R, JETIXA
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3, IREARNTAL S, TTUHES H EF TR R W R.
42 REMSH

N7 IE 2CUE B PSR 2 4 1, AR FH 2l A 28, B 2 5 3 0 S S T S WA, [ e At % 77 7 i
AR B B U A R R T IS T SRR B AR SO B T, AT AT — 3R] RATE R R T A R BB E B SO IR i
(V8 SR L R AT RN, 1 RS R — T B T AN R B 9 B AR B AR T 2 A, AT SCRAT R
FUEMATAR TG, U 1 AT AT R, $UTSENL 1S, S I C 4B R R, FIR,. S $RELR, HRT— A5 —
FIIEEI R MR, RIGHH R=R]-R,+R, =R, +R,+A;~R,-R,— A,+R,-R, =R, R, + A, - A, (LW EL,
P A RS A 0% X= X~ R. S FRHUX MR —F ARG — LA LR R X, M X, I X, - X, +R=X, - R, — X, +
RA+R ~R+ A;~A, =X~ X, +A,— A, =X. FUt, = IR552AE VL A3 AT X AR, B ERE A % C
BEALAE R, HE H X 2 IR %38 S IR, X A2t A 2% C IMBRAAEIE X RS S

EIB 1. W1 ARIER i B AL EE X A 45 2 IR g s

B NS MFERE, EHE WW R, R, A1 R.UE WA AL T 75 B4 5 — BT EE, UBLLL R, AR, 1973
Aii. B, AR R OS50 AR, RGN BENLARE R e R, JLIK, BT 5E R, = R, R, - R, 3P R, A0
R, 73 B2 R (MRT—2E RS — 24T, 3 H AR (R, R,) A (R, Ry) FA MR A0, L AE T8 EATT X 4. o~ T B A%
R, E SRR R Ry R AR R RIBENUAE R R 2 )RR, DR AR b 2% [ T — ANBEALAE FE, B R, F ki,
ATLOKE R, — R, FI R, LA B MR K534 R, — R, A1 Ry MR BAT AR ) 53 A (K1, R, A1 R, BT AR 49 A
BJG, (R,Ry) A (R,, Ry) BAT MRG0 ZEBRAR S ek BB DA S B 1 7 50, 330 2% Wk 45 70 B S 7
b IH RYSETRS T S . AR, BERE A % i C BENLAE U, JF B 2 s 4% S RE, X A iltig & )
i C (B ALEAR X AT {5 8. HIE B

EIE 2. PR 2 FRIE P i B AL B X AN 2 iR 46 = IR 55 2%

IEEA: T E 2 PO e R RV e RV R EETF W 1 S8 HAR R, BASMEE CT% /3 C IR
B X AEATE B BEAN, Y0 2 b Ho AV 3 1R AR 58 B, TE 75 %% 77 it A 25 I 2% 3 3R AT 28 L, DRI ORAIE 2% 7 i B
AHE X A2 MR 4 2 IR % 35, 1.

4.3 YRS

HARAHT L T ERLEE R R PR RE EER AL I 6 TR 74T, RERER
O(xxyxz). IS B C [IBAS 5 4 IR T 46 W, FIW,, AR FE 358 O(xexy). A C B S HIE(E 5 4% FE BT [
A-R7'. R MR, HEFE OG- O(xz) Ml O(yxz). FULHIL 1 S4B (EE 2 E N OGx(x+y+2)). P 2
TR T — U1 FIHRAT, B ARARAE I A 58 AN I S IBAE TFAH, HAN B eIk 5, R B
W2 FLSARTHE T N O(exyxz), BAAEE TR N Ox(x +y +2)).

TRBHRE I L8 R L SR 2 250y, Hoh B 3E L, B EA L, BIEEMEZE, BV L= L, + L,. BIHZAESE Sk o5
FFEA O(Lxxxyxz), BARBIE TR O(Lxyx(x +y +2)).

5 SR

G, PR T SRR E. ANE, R T TR AR SRR, IR S AT U7 ST T IR A, VARG T AR
R (R T A A
51 SRE

ZAHELLEH] TensorFlow PRI ZREARER FERPZE I 4%, S BT th 7 GREAT ReoRA DR T P A S 06 25 76 A F
% %N Intel Core i7 CPU, 6 4 3.19 GHz #%:0»F11 15.8 GB 1) RAM fIiH 5L EREAT. S2IbAE R 3RS sh k47, A

F LeNet. AlexNet. VGG16 F1 ResNet18/50 1% 5 FhA A G AR B I P 25 SR 44 FITide i) 5 Fh 2R Myias 17 AR
B PR T BN AR AR T YT B AR I 2 Wt P i 32 T 1) XA B T IR IRATT T R AE AR TR
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R AT L N ()4 R, IF HLAE MNIST. CIFAR-10 1 CIFAR-100 #5#5 45 _F k4T 5256, MNIST 46 60 000
ik 28x28 R/NAF S HF 0-9 MR EE1E, H 4 50 000 5K FHTI1Z%, 10 000 5K FH F-Illik. CIFAR-10 Fil CIFAR-100
S 50 000 MNZREMEAT 10, 000 IR B, KA 32x32. 1K TN 5 18] e — 1) Xl 72 28 i,
CIFAR-10 A 10 A5, i CIFAR-100 45 100 42851, 3 AR/ 3B A A [F 1 RUERI B 3 5%, B8 65 70 45 st
T2 RIS 5 RO 20t FF BN B R 45 5 2 R 78 T4 122 2 e 8 (0 AR R — 550 SXRE (0 i e £
BATVRITAh &5 REER BRI, LEERR T REARES N HIMERERIL
52 ZMBRITENR

Vil 7 T 40 B Tk (0w s R e A5 32, oF BV AN Rl N RS AR A A i B 2 AT IR, 5 2 A
WA TAE 75 AT L. AN E 0 TR SN # R B LR L, H BRI EMAeERE R/ N RE S 5.1 i
TR AR,

BATHAT T 4 DN EEBENR, WELEE N (ne,ny). T 1 B 7 AF R[5 5 304748 B 362 i SR 0] A0
. 2Rt + RN E 0 TAEM LG, 3 H AP BG TR B D T 49 50%-90%, i H# {5 F45 S0 [H.

K1 ARSI I AN

1x2048 16x1024 128x1024 512x1024
T3 WS RS WBEE A WEE WA EEE T
(MB) (ms) (MB) (ms) (MB) (ms) (MB) (ms)
Gazelle! 0.30 5.81 0.55 9.41 0.90 14.86 2.39 17.26
Delphi” 036 4.63 0.48 731 0.89 11.95 2.56 14.34
CrypTFlow!™ 0.38 3.48 0.43 6.63 0.85 10.88 2.62 12.58
GALA™ 0.30 3.06 0.46 5.85 0.88 8.02 2.33 10.72
Cheetah™" 0.32 0.87 0.52 2.66 0.85 3.63 2.66 8.94
FastSecNet!"”! 0.27 2.13 0.33 3.46 0.81 6.34 1.96 11.39
Ours 0.10 0.43 0.12 1.05 0.72 2.61 1.31 6.93

X ERUR T RN, WK T A F AN, N R R A =BT R (u,xuxc), FH u, R, 73
RIRAAN K TEEER L, ¢ RSN KEE L. BBZIKANA (k, <k <k, FH ko, A kg, RS T8 FEM L, k; A&
R IEEE. RS RO RIS, ARSI TRl b 1KY 2/3 I HIBAE T8 REUH I, ansk 2
PR, BTG BUR LR P 208 0 KR S URAE, i th 77 SRAEGRBUT R B4 R0, Eid & Th
APRAP .

®2 BRI AEN K

16x16x2048 16x16x2048 32x32x32 16x16x2048
. 1x1x128 3x3x128 3x3x32 5x5%2048
ik R WIIEE WO WIRIRE WEJFR WRIEE G IR
(MB) (ms) (MB) (ms) (MB) (ms) (MB) (ms)

Gazelle!™? 0.50 45.05 0.50 74.61 0.21 109.42 2.47 852.16
Delphi®” 0.57 4821 0.57 88.36 0.18 111.63 1.98 873.81
GALA™ 0.40 36.45 0.40 77.48 0.19 104.26 2.33 803.93
Cheetah™" 0.45 25.34 0.45 52.45 0.17 65.32 1.65 703.45
FastSecNet!"”) 0.43 30.19 0.46 64.92 0.20 86.32 1.84 842.13
Ours 0.33 16.13 0.33 32.98 0.14 40.01 1.43 395.93

5.3 MEEEIFE
B IA) P40 A AE TF4: 1 S0 4 A2 B G AR IR FE AR 28 I 25 BT FE MINIST £ 56 L Pl s th 7 &,
XS AR E B RERH A H R A: 3 N EER)Z, KA ReLU BUERE; B: 1 MEREM 1 AN 2%
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=, KH ReLU BUE R C: 1 MEEM 2 NMiER 2, KA ReLU BUF R EL D: 2 MEERM 3 MEEE, R
FH ReLU 30 A B ~F- 24yt Ak (B, LeNet). %07 RN ] AT Hfhor ik, iR AFa5> 7 3 4%, 3 F@E I K
BRI, Wik 5 Brow.

5.0 90
4sr 80 1 =il
2 40r =70t -
§ 37 E60f =
=301 = sm 50+ =H
FE251 EHIR = 50 =N
e S| S40¢ £
15| | Esof
=10} S & | Eop G S
05} =\ g E 10} S S $
0.0 SHA 0N EAN o L\S#N SHA =N
B C D A B D

miniONN s« Gazelle =Delphi = Circa = GALA ~ Cheetah © FastSecNet  Ours
B 5 25 3 R B Ao 42 9 4 e T RIS A5 P 4

SR, T SRR A 7 SR N FH R SRS L 5 A 8 P o 26 X 4 508 SR P 38 308 A /0 P A SRl 3 5 22 (A,
T HR H R HE 2R 7E IX e 25 44 b R ISR 47, 49120 AlexNet. VGG 1 ResNetl18/50. % 3 JE/R T £ CIFAR-10 i 7R [A]
J7 ZE 1) CNN B[Rl FIE S J-44. 5 FastSecNet 1 Eb, OR8]~ 349820 8 £5. FATHI /7 Z L Cheetah £RZ) 2 £, I H.
55 CrypTFlow A L, (@i 56 45 8 G VR V8 FLIEE, P NIE 1 12 £, 55T RSN ARG LK1 Gazelle f1 GALA
AHEL, BATI T E 0 BISRAE T KL 15 F5R1 10 £5 0 IR, 12 BT 3RA T R g v B S R S 80 — ik
Z AT F IR R R T RS INE G R 742 it E 7%, AR T R 8 R FEAE R 7> =R
T AT E N, B R T I I ANEAE T4, e, IAT L1 ERIELe M B o BT T 45t Mk, #8510
R ARZMEZ R A T & M I BIR, G RAR T THE 2% B BLORIE T TR .

# 3 FE CIFAR-10 £4 58 1 58 B BE AL rdr 25 ARV 22 100 24 Fo 0l Py B [ K11 I8 15 T4

AlexNet VGG16 ResNet18 ResNet50
T BETFE EITE BETFR R ITA BETFRY A IEEY WEE BRI
(MB) (s) (MB) (s) (MB) (s) (MB) (s)

Gazelle!"” 463.18 12.10 551.95 18.94 652.64 23.21 4226.13 71.79
Delphi® 962.13 7.65 1396.62 9.52 2536.92 15.63 7803.6 43.26
CrypTFlow!™ 833.16 9.85 1629.65 14.25 3186.36 22.63 9915.32 56.24
Circa® 613.72 3.73 676.31 5.16 709.28 12.92 5413.29 25.17
GALA™ 420.12 4.84 530.13 7.29 631.15 14.42 4210.78 32.10
COINN®7 862.16 1.68 956.23 2.27 1576.35 4.97 4276.13 723
Cheetah! 377.83 2.05 615.38 4.56 1493.62 3.74 4305.78 5.93
FastSecNet!'”) 563.16 6.32 842.93 10.39 2263.93 19.96 6346.93 48.32
Ours 353.24 0.98 467.51 1.16 588.72 2.51 3620.34 3.86

FER 4, BATNTT RAEAF G RI LA 26 i 5 Z LE Cheetah $RZ 2 {5 BEAL, K IRATHO T S 5 1At T
VEHEAT T H SR BEIR T LU, 5B 5 VA AR L, T4 i 10 75 S8 A8 KA R4 U 7 TR FE AR T 17 213 £, G A5
AFEAR T 50%—75%. IX52 A TATHIT7 G A FRL ORGP I 1 A A0 A RA 8 7 52 07 X 5e R, 8 4 7 2R N
WA, IR T RGP RE. X e SRR AR e AU A5 B AL CR 7 N SE s AT, T LA T R G
PE, 18 7RI ).

TR AE R 2 A2 AR LS B B UK 56 A AR o, 3 OBV LR TH 5 ReLU. BRI FRES A R T 10
DR 2R, HE R T & IROE (R ARAS, (A5 7E KB 5t P RS AT SRBR. FEZAEZE A, RIS M — R 2 Ok
MEAATH5E ReLU. SR, A FH S AR5 ¥2oK U S50 R 3000 SR 2 2 ST AE A R (U BRAIR. Dy 1 R pheaX A i) 7L, S ol
25 LNN k22 2] — LR AR5, R Aok Rk 2afe LU I (¥ 28 BOR M DRESRL OR3P PN vEE R 2.
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4 £ CIFAR-100 $H 5 - 58 BB AL OR 3726 AR 0 I 26 TN £147 A [ 00368 135 044

AlexNet VGG16 ResNet18 ResNet50
T BAETFE IR BETFRY T BETFRY WIEITEY BETE EEIEey
(MB) (s) (MB) (s) (MB) (s) (MB) (s)

Gazelle!" 42429 13.40 532.63 19.46 664.16 27.60 4323.29 73.17
Delphi!'® 1236.32 7.76 1679.33 9.76 3036.45 16.85 8974.60 45.62
CrypTFlow™ 851.75 11.56 1632.95 16.89 3698.62 24.90 9827.95 58.67
Circal” 603.11 3.47 693.26 5.71 733.99 14.23 5673.12 26.93
GALA™ 413.18 5.03 524.17 735 642.51 14.68 4128.39 38.16
COINN® 989.46 1.92 1156.36 2.75 1426.32 3.03 4423.52 741
Cheetah! 407.23 2.65 618.23 3.56 635.72 4.56 4901.54 9.64
FastSecNet!'”) 596.26 8.23 996.21 13.26 2563.16 26.32 6965.16 52.13
Ours 389.96 1.38 503.36 1.71 606.31 2.59 3793.28 6.86

NT RRSHA Ik 2 TGRS AR 2 M 0 R B S B TIRVE FLR 10 U7 28 (9140, Delphi #1 Circa) %I 7
TAETR R e, AT 4 RO R 3038 4 (Rl MNIST. CIFAR-10 Al CIFAR-100), £ LeNet. ResNetl8 1
ResNet50 HEAT SLU6 VA, -4 3055 B SORE R I IO HER S 04T LLASE. 1R 6 B, P4 HHE 2 S SOTml o iff 22
FFEZ) 2%. TE B FACRI T A, 2 B R (KB 2 2 T LA 2 W ).

x5 BREMEEDFRLIEE LR TNHERSR (%)

LAG/E S Ours Delphi™ Circal®" e
MNIST (LeNet) 97.38 97.06 97.52 98.75
CIFAR-10 (ResNet18) 79.32 78.88 79.26 80.68
CIFAR-100 (ResNet50) 70.33 69.23 70.89 72.78

SR IR BT AR Dy T s e th i T iH 5 ReLU 0 R 10 280tk — k2 TG A5 72 69
AR, AT T IHESELR, W 6 PR, FREW], SEAEAUTT ISR 1 AR RTINS SR ) G R, IR
TN AERA AR T 10%, F L SO ZRIEER . XN RS HOE N A TG R, HHIEEIAFIEIERE S, A
T S HERR AT AL ReLU B e 4L o iRt JATTI 7 AR PRIESE AL O RTHR T, THE R AN AS AR B 1 X2
FPETE, TRV T AE A 5 (RS2 AR .

TMER R (%)
3

MNIST CIFAR-10 CIFAR-100
RBHE - 2

B 6 RSEASEH k2 TE Ik R R
BB BRI R 7E AR &t B — A E o & 248 FI R FZ B A8 — 2 ReLU 2R IZRAREY,
CABE A DA AL 3 Re LU 5 BUT0MN HE A 28 BRI il 0. SR, 3K 4 5 U8 A 1 19 EE 8T I 2 ) 1) DL R A7 T 4. R 7
JER TS BUE Y 5 58TV S50 TR FI M E g P8 A SR B0 25 3R 54, 78 CIFAR-10 _Ei)Il%% ResNet18 f 4! 7 2K 4
2h BT RB e T AR IR, BHTIZEN A 28.93 min. JF44 ResNet18 KM (R £E 4% K/ Ay 450 MB, T 05 1
BRI T 17.92 MB BIFEREFFAY. 38X L, BT LA BB I ZhR ] A S BRAM A 4 T AR 2. BT 558
YN ERTT DAYE B 2RI B 58 B, 10 78 2R B A B R T 285 2R A R
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R 6 AU 5 EH ISR (8] LUK A T4

FEZE MNIST (LeNet) CIFAR-10 (ResNet18) CIFAR-100 (ResNet50)
B A R4 (min) 5.23 28.93 41.63
A4 (MB) 2.39 17.62 22.36

6 =B %

TEARFE A AR, 30 7 — P B BRFACRIP TOAE 2L, B iR T & 7 ui B R EAR. A T3S 8068, Wit 7 —Fh
BT R L= A MR R B U K S ik iR 2 TUEGE LT 8 ReLU J532:. SEUG 45 SR B, PTRIESL LL LA
J7 G 2-15 1%, [FIHAREFE T UM AL 2. SR1, FRAMOGETE SR 4 W48 IR B RA TIUI. 7E AR, M9 B X AEZL 2
Transformer A [FIBE R Z044 |-, THRIER BB B TH ARG 58 5 vE 2 AL RE 0, DA Rtk — D AE 58 2 A [RI S 1Y (1 54
& FIUEFIAZTT . A, ST T 4R TR e PN SCBREUE: IR Ak A0 22 I 2% S5 K AN TH B U L. R R IR
A A3 AT DA — 35 32 B AL R B TR ) 22 A PR AR 2R
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