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F3E . RPKI A 2012 FEXIEFZE A LHRZNMALA #38K, B AT ZBEM 7 —F A L4g IP 3774 4% RPKI &
Z.h 7 M RPKI R E L, RPKI B AR A 8 T £ AUk T % RPKI HRZF IR, LI E b 402 A
RPKI #4520 & . ROV MF A= RPKI A ki em X 3 N7 @ S 4 IH 9 RPKI M E T4F. 5F RPKI X £ & 2
MAEA ROV B Z AN T4 BT E 45, BT T 45 % RPKIHEF WL RAY, FRASH T TF ROV &
WA B B RS T RPKI #9444k Fa 5 RPKI 494048 T2 55 P4, /a4t T 4f3h RPKI AL 2230 F 49 123
ST DR R E Ay PR A IR TR kiR

&% 525 TP309
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*(Harbin Institute of Technology (Shenzhen), Shenzhen 518055, China)

Abstract: Resource public key infrastructure (RPKI) is a key technology for enhancing border gateway protocol (BGP) security, using
cryptographic verification to prevent attacks such as prefix hijacking. Since its formal deployment in 2012, RPKI has grown to cover over
half of Internet prefixes. Ongoing research on RPKI deployment helps to provide insights into current trends and identify security issues.
This study reviews existing works on RPKI measurement from three perspectives: RPKI data object measurement, ROV measurement, and
RPKI infrastructure measurement. It analyzes RPKI data object and ROV coverage metrics, deployment trends, and the effectiveness of
different measurement approaches. Moreover, key security vulnerabilities and data quality issues are identified, and recommendations to
promote large-scale RPKI deployment are proposed.

Key words: BGP security; resource pubic key infrastructure (RPKI); RPKI measurement

N T HEPURT BN RR B, 1G58 BGP B ) et S Fa e, B LAR(E %40 (Internet engineering task force,
IETF) T 2010 4ETF 45483 % U5 A SRR (resource pubic key infrastructure, RPKI) FRfEAL . RPKI T A 5%
il ¥ (public key infrastructure, PKI)PH™ &, {8 I % J5IE 45 (resource certificate, RC)PIAAIF F I P 5 il %t 5

« FEGTH: E K E SRR (2022YFB3104800); M3 S5 = R IR EE 4 (PCL2023A05)
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KFR 5. RPKI M ZHIR 42k 465

(Internet number resource, INR) #4L, 1 F % B IEHZ AU % (route origination authorization, ROA)*WAIE IP Huhik T 4%
G2 H iR (autonomous system, AS) FIBLGT G &, KT (relying party, RP) MK A s [F25 ROA %45, H+1E17 %t
RIS (route origin validation, ROV)™, Tt & #% i 0% 5 ROA MR HIEK i1 B, SR B T %2 Ri 4 $h i B,

RPKI #BE 1L F21] 40 ROA HBE A1 ROV #:E. 7 ROA 8 H, RPKI 5 I IE AU (certificate authority,
CA), Z R BHIEIEF B ROA, W HE R 1943 B 5 B AUC RIFEATIE. RPKI B 44 % Guos i A% 314 A 2B RHE .
7E ROV #2E H, RPKI 253 #1# RP, M RPKI ZERLE D . WAFZHIRIEH. ROA G404, FI A 2 ROA I
AT IRAS R I B S 2.

VB R 2 B ELBE W 2 A I B SR 1, A 17 A RPKI AR B S 0, I 45k RPKI Il T/EtHZEAR I B FF, X
U T AE R ZAT 43 N PLF LK.

(1) RPKI ZhAEMI&: 5T RPKI 3= BT 8 E 170 &, & TAETHE CA MUShRe s RP MIZh&E 55 AMiL.

© RPKI st A8 K AFHLIE: 32 RPKI Hi 3t S8 K AIE G, AHEXT ROA 35 M. RPKI #¥5 )5
.

o ROV I 5:: B0 & H B Szjiti ROV 3 38R AS, RIFEIRIA]H4 i h ] ROV SRt BETC 3 H {5 B AS.

(2) RPKI ZEAili it ) 22 % S RPKI DIRe AT A R Z LA 0 CAL RP S5EEAT I &, A48 5 34 1 PPl
WHIBATIEOL (10, 2755 S S EAH ) R S i (i, 275 2 A B Ve TE 1SS B

F Bl % RPKI A 55 O — L2238 ML (0 TAE. SCHik [6] S 45 T RPKI AZFE I — L6 ] B, A4E T 4 B 1k, ¥ )
EARAE, WURE S 4N EOE ) B, SOk [7] M4 T RPKIBF A BUR, f353E T RPKI 1957 F A RPKI AR ik, (8 4 5
FE/E RPKI Y577 1. /£ RPKI W& TAERIZRIRT5 1, SCHR [8] A ROA 3. ROV i3 LL & RPKI 511X 3 47
TN TAEREAT 7 VFE4ILRIR, (HZBE ROV #E NS 7 B 1T, > ROA iR EH 1. 5 LR TIEX L,
ASCATFEE T RPKI & TAEFEAN S T 7 X E A4

AICE 1AW EEAH RPKI B ARG RRREBIUIR. 55 2 F5 B 455X RPKI HE 5t 48 K% I & 148,
% ROA FUBLAT RPKI Hf i B AR, &5 3 15545 ROV INE TA/E, 248l ROV IR T RAUCH 5. 25 4 5L
& RPKI ThAE R4 BT RPKI SEAH b I & TAF AT Wi BE, S5 IUE B8 7 ORI, 55 5 9 R 4504 RPKI 7E 52k
N B B A 1) S B, R A R L. B 6 XA ST A g, IR R R Fuka .

1 RPKI BARBRS55M

1.1 RPKI BAER

B TR 2= 24t 08, B IR 2, BGP W TE 24 E R eI 120 B 52 U0 A g shis it
BGP Tillfi ) 2 4B dh oz —, HoARR G, ™ E R0 T BB ) 1 s

X BGP MU %2 4 T0dE BOA 2 AR R Tl SR 7 #4122, 2000 4F, Kent 25 A P2 SR 1 4> BGP %4
SR AR S-BGP, FI I 265 2B AR U BGP UM i 22 4 1) 1 2, (B LB T BRAR AL, K25 FE I Fh 2% L Se vk B 1
B 1) 1 EL IR X A2 2% (R AT RS, ARG & 2B 4 A P,

2006 F, F M TR S5 4 a7 1 3R] B %2 4% (secure inter-domain routing, SIDR) TAE4H, JF A%+ RPKI #
T FER, 7T 2010 4EFF & RPKI A74E 4L T/E. RPKI 467 T S-BGP (131 B AR B ik T iHFIThag L
TE F I s B . RPKI R 02 0E 154k RV LI S5 52 R T A B, DR B % R S RS B B R0, 2012 4F
SIDR TAEZH5ERE T RPKI H fA i AHE 42 AL R DM A bR Ak T4 B BT 7 RPKI AR R ALH) . WRJR o AR
IER S8 L X RN S4B 5EE. B AREG RS A U720 [F4E, 4Bk 5 A3 XM B R A
WL (regional Internet register, RIR) A%k FF- 46 1E 30 A 7= & RPKI.

2017 4, RPKI kr#Efb TAEE 45 52 %, [F4E IETF AL 1 3808 4%t 22 4= #:4F (secure inter-domain routing
operations, SIDROPS) T-AEZH K f# 1k RPKI #BE Fliz 4k Hh 2 DR A&, Jfidt— 2P HEs) RPKI 4= Ek1b iR . SIDR T.4E
HAETE U A 5 T 2018 SEfEHL.
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466 HAFFIR 2026 F5F 37 AF 1 &

1.2 RPKI $ARZE4#

RPKI LA PKI & AN L T 2 A B 560 B IR R U &R, (45 LI 5 A B R 32 B O 2 P it 2%
o206 30F. B 1 45 H0 T RPKI 228, 7 RPKI 4& % 1 5 K RIR (APNIC. ARIN. RIPE NCC. AFRINIC #l
LACNIC) 1E M EAT4 5, $HATAR CA IERRE. [E & B BEEM LI (national Internet register, NIR)~ A by B I W 7
WAL (local Internet register, LIR) A1 H.IX I AR 55 H2 LR (Internet service provider, ISP) Z£ M 2% 41 Z4HAT )2 CA 1
HRRE, NN A AL H IR 50 51 IR K [R5 % RC AAIE. BRI 2 I RC 22K 1P AT S ATATIR AS BRSS
MED W 5, B ROA, RIS HRR % 4. BE S 53 v LR A 2 ROA Kid i 5 ROA AAHFFIKEE B R ARY
MEAE R

i 7 7
IRPKIF 4077 8 1 % ; !
! RIPE NCC ARIN = [W\Iﬂ W i
i OB ORLE BBl GOk :

T > LA :

——» rsync/RRDP

D - —— » RTR i
m ROA BGP % tH#%

Bl 1 RPKIZHE

RPKI A B REE L. 7%, KA RC Il ROA 2 RPKI Xt 5%, RPKI ¥4 5 R = i %% ok BE——3F
EHE (hosted model) FIZAUH T (delegated model). EFLE B A, CA ¥ H ) RC A1 ROA ZEHT45 RIR {2 fif Al
EHE, RSN ISP AFEEE OB CA, XKL Hi /b3 i 2 206 (1) ISP R4 TR Z 5B IT
B4, BT K2 ISP G HFHEE BRHE. FERAUR T, CA B 5 KM/ 2, ISP #i#IZE H O CA, HFEEH RCH
ROA, ISP 7] LAIEHE H O 2 RLE PP B3 BB = 7 W = RS- AR AL v, DA (L 58 g (1 P9 4% 1 AR 25

® ROA. ROA JEit3% IP-AS U ¢ RIS AN R, i L _ERIR AS 7] LAAE BGP HE NHEIR AS 7 B 1P #f
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KFR 5. RPKI M ZHIR 42k 467

2. ROA AL LAFE R AS 5. AI4%-maxLength, H A" maxLength J& M FH T KRl 2% 1 BT 4% (10 5 KK . il 4, AS
999 123.1.0.0/20-24 F7r AS 999 1J LAYE BGP H175 B AT 4E 123.1.0.0/20 BHAT R T RIZ M B, (H T AT &K EAR
Aeidt 24.

® ROV. ROV f£ BGP # FH#F E3AT, I T-H6iE 6 HH #5 HE ek e iR VR A, 3R 1 7R, ROV 45 R T
28 3 2%, 41BN valid. invalid A1 not found. BGP %% £H 28 AT LA FH AN 5] 1) B £H SR, 91 Bt 5% valid #% £ A1 not
found ¥ 1, BONETHIT AS N T 845 H MR K358, M0E invalid B i th &k B 52,

F1 EIERIES R K

%R P
valid BGPH H TP H L AT 4% F1ASN (autonomous system number)-5 14822 PMROAVLER, H H. & 15 AT 4% K A B
maxLength
invalid BGP# fH I IPHbbE TSR 4 — AN 82 M ROATE i, (A ASNASTURR Bl 2% Hi 1 50 5% 1 & 23 ROA ffmaxLength
not found BGP I i1 TP HBHE AT 255 ROAZE 7

e RP. RP 11t T RPKI 5535 i) #% 1. £ RPKI I, RP HR 45 {5 (F4 12 & (trust anchor locator, TAL)"*1Jj ] RPKI
VORHEE, 48 rsync 80 RRDPUHMLIAZE RPKI $idE, JE34T MARIE 53] ROA [ S IHIE, SKHUA 2 ROA fit
# (validated ROA payload, VRP). 735 [a] i#% th ], RP {4 i} RPKI # H1 i (RPKI to router, RTR)"7 K VRP f&4i2%
BGP B 2%, RP B9 THIG 200 S 00 TE TR A ER B350 25, BRAR T 2% B 23 M R ANAEA6 1 530 70, J8/b T 8B A5
B6IE OIS TR R4

o RPKI AHUALEF . SLURMPYHLAIHE 0 7 RPKI ML & () 735 . W& 2 iz, SLURM HL fe ¥ RP N4
iy is RN WSk QAR AN kb 3% e A TE AR . S BRI R LR 2 5, WS LRI T B4 5, RP o] DL R R m. il
[ s N R

........... rsyn/RRDP_
' RP
| SLURM
[ | e o v |
R |-
""""""'"'""""""""""""";'li:r'li""
O
<=ﬁ|:> BGP i i #%

B2 SLURM Wl

2 RPKI HIEXMRELIBEANE

RPKI 4 4 G288 K L il & TAE AT 43 A AR 2K,

© ROA #UBIE: & ROA 7 L AR ROA ) AS (& . ¥ ROA BHEM IP W% E. # ROA
T 0 TP ik o5 25K 1P Hhhik 4 7] ) Eb 451 2.

© RPKI ¥ BTl 2 X RPKI 25 44 X7 S0 4 o7 &2 i) AT I &2, B0 4% ROA AL E A 1% maxLength W T
K BIERB PR,
2.1 ROA #MiENE

RPKI /) ROA 78 25 HURCTT LU AN 4E AR E: A TP HUhEfRI4E ) K, ROA FURETT LU ROA 78 35 % AT 23 1
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468 HAFFIR 2026 F5F 37 AF 1 &

T2 H TG TP Mk 2= (8] H 6 5 LR RIR; AN AS 4EE R E, ROA B AT DL 25 & ROA [ AS 1 %K. ROA #i
BP0 R 7 vk LA fRT B, — A 3 AN B IR O M BGP AT SR4E 5 N 40 th 5cdie, R ER L % A28 AS AT IP BT 4%
KR AS-IP 4R, @ M RPKI %ORHE [F]42 RPKI #¥, HEAT )2 950 EA3 BH 2 ROA #idiE. © FIHH 2 ROA ¥
Y6AE AS-IP X, invalid A1 valid [ AS-IP %] (5 EU A RTED AT 7% ROA 78 5 A,

Wiihlisch 25 A P & T 0E & B, #0b 2] 2012 4F 4 H BB AL 2% f TP BT 2% 4% ROA i 5, Hb 1.6% [
R 25 % FH 98 AIE 45 SR A valid, 4% 0.4% BESE BN invalid. Xt invalid #7246 (0 J5 R — 25 0 BB, ROA B &
R AN RPKI A T 80U 24 2 B8 56 1F M invalid. 1IX R BI7E RPKI SEFR & o, A KB P Z S B 2%
B35 ME AN

Tamartino 2 A\ ORI & A 2012 4E 3 FEF4EE] 2014 4E 9 A, #AA] ROA X 1P BI4R 17 5 % M 2.05% 1K 5
5.41%. MR KI5 4> RIR H RIPE NCC B8 e TG K, #E A 2] T 15.68%, LACNIC X2, APNIC Fl
ARIN [ B 7% 5 T HAh 3 4 RIR. IS8 & BLZ 80% 11 invalid B B 1O AT S bR ATk, 5 IR I 46 5y 45 04 gl
l1 ] valid F1 not found % B BT 78 5, BV L Fir 4% R0 4 2 4~ AS A EH.

Wihlisch 25 A N0 1y 8 1) 3 38044, 76 2015 4E DI T Alexa ff top 1M sites 1 Wifid 44 T 7E TP i 45 1)
RPKI % 5 . MBI T 1167086 A~ www 384 1) TP bkl 1154170 ANE www 3842 1) TP Hichik, 435I £ 1369030
11334957 NASEIATEL AS X, HAN 6% 1 Web RS 28 50408 ROA 78 5. M1k R I N 4553 K I 4% (content
delivery network, CDN) [J RPKI # 8 R, JHNTE T 25K ROA &R iEEE B LS E S, thak, MEF KT
B AN 18 E R AN B R E RPKT I — AN R A

Chung %5 \ "I RPKI 7E 1Pv4 {178 s 5 0RET 7 KO8 8 AE MM E. M E A5 R BoR, BE 2019 £06H 12.1%
1) IPv4 Ml 725 (M4 5. 75 5 /> RIR #, RIPE NCC FEE )2 fid iR 1), AN AS 7 16.04% #ZEK T &
/b 14~ ROA, 1fif LACNIC. APNIC. AFRINIC 1 ARIN [JiX—%$07AN 358 9.33%. 8.14%. 3.30% A1 1.47%. Il
IR R I RPKI ) ROA #5588 HUALAE R A1, FFALE 78 2017-2019 4E (1), B AR 2 mT iR,

Hlavacek % A\ "WEEE T 14 14> ROA HIEUE, K I 39.3% [ IPv4 RTZEAT 39.8% (1) IPv6 RIZ% 4 ROA 7 5.
NIST RPKI M f5 &8 "R 450t RPKI 978 5 BE b AT W, % Bk b 31 2024 4E 9 A 19 H, 53.52% ) IPv4 R 2L
58.91% fJ IPv6 RIS ROA FifE i,

F 2 45T H 2012 43K ROA HBE MBI & TRl S 45 . RIPE NCC 4% H A7 7 M 2011 £Z 41 RPKI
PS5, B 3(a) JRZR T 2016-2024 FH4E 1 A 1 HZ 2 ROA 1 AS 2 (2019 4F 1 A 1 HRERE SR, Ktk
1 H 4 HEEIEAE), K 3(b) Bn T 2012-2024 4 RPKI X IPv4 B H A 2% 78 25 R A4, B Sk T NIST
RPKI 1545 88 F1 SR [39-42] (B2 2015-2018 4E IR ). AR 98 AN [ i A 300 &2 45 SR m) Jan, 7E RPKI JF 46388 2 41,
RIBECRNGENE, N 2012 4] 2019 4 ROA FIE H B 2% K] 12.1%. B 2019 42, RPKI )% & 3 &
PR, W14 ROA U o6 ARkt —2F 0 1P A48 7. JLEZE T, H 2018 4E#2 RIR JF4A 4 HidEs) RPKI #58, &% A7
H LM AR S5 3R AL ISP A1 CDN (41 Cloudflare. 438K, WV 5 h4%) FF 46 3 FRf1 L& RPKI™Y, 5 RPKI RIE & JE.
AR 2024 4, AR — 0 1P AT T RPKI WAE.

R 2 ROA MBI ELE R

SCHR P i BHE (%)
WiihlischZE A %) 20124E4 2.0
Tamartino®s \ % 201449 H 5.4
WihlischZ A1 20154 6.0%

Chung A\ 20194F 12.1 (IPv4)
Hlavacek5 ™ 20224F 39.3 (IPv4), 39.8 (IPv6)
NIST RPKI™! 20249 H19H 53.5 (IPv4), 58.9 (IPv6)

T AL )l 4 R 7 R
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KFR 5. RPKI M ZHIR 42k 469

45000 g 60
40 000 =
35000 APNIC B 59
<30 000 ARIN = 40
I# 25 000 RIPE ¥
= 20 000 AFRINIC B 30
2 15000 LACNIC 2 20
5000 | s All & 10
0 1. L I. I. ' W 0 —_ ' ' ' ' ' ' ' s
SRR RO R R R R R
B R MO A NN MENMEMENMEME SRR S
I R NN S N S & A
S
(a) ¥ RPKI (1] AS FUAEAR (L (b) RPKI [1] TP 7 i IS AR AL it 35

B3 RPKI [f] AS Fil TP AU (b 34

2.2 RPKI #iEFRENE

RPKI $4f8 Jit & B35 M5 RPKI ¥ RS BEATFE 25, 20408 i & A 2 PR AS RPKT R R I — /MR F. I8 kA
V2 TAERE SR BT RPKI P77 76 (S0 B i B3, 50 R

® ROA HSEFRBE A —E: BHF ANKIR. 5= BGP Tk A BEHA B2 R [, 28R ) ROA 5 52FrE%
15 BAETE RS, SRt 7F RPKI FAR2IRIRAE T B6IE N invalid, 225 A 3558 RPKI 2N AS 2 547 A it
W .

® ROA maxLength ¥ B i K: maxLength % B id K2 38 ROA W T ZEE H b 52 bRt b 75 W BT S LR, 4%
5% B VR T RT 48 5145 (forged-origin subprefix hijack) 2k 91,

o HIKIN 5 A FH IR A 58 FIK N 580 T B 5548 BRI 208 [ — A TP Ml T4k AS S 34
AR ISP, 72 A B ¥ 2 A2 4 AN a8 SRR AR AN B T B I BRI AL ISP

(1) ROA 55 sEfritg th A —2

Xu 2N YIRS AS 2% ROA I AH G E TRE. BISR A& RIGE IP 5T 2% g AU R IS i, S8k
RH (4 R A% 50 A invalid. {HUIX 5% B SEBR R 1% 2 BiE 0. Xu ZE AR T 6 B 5 Bl ROA LB SRR, &
it 2018 4E 2-5 A HIMIE, Xu 25 N R I 60% (1 invalid % B /2 B ROA TC B 4R S5, S2hr R iZ SRk i,
HEAh, AATTIE A ROA Bl B 454 T 30Y invalid 26 B #8 2 K HHAATE, 50050 5 RE BUd Rl i ) RO s AE A

Chung % N "R R T S EU B BESE B8 invalid (1 5. AR DU N 2 — 2 B i R BT 28 i Kl 7
ROA T . 1X K invalid % HH I &5 LEAE 48.0%-51.5% 2 [H], HoAr g 90% &K 4 ROA Hik % B maxLength
M AESZ PRI BT B Hh 5. 5 — N S B B I8 E > invalid (05 B2 B 02 TR AS 5 ROA 1 AS A, X2
invalid i 58 R & BT BN FF B0 1 4F A5 {2 Chung 25 N R ILEL 4> invalid #% 2 ROA Fit B 45 R 1M JE AT 450 RF
SE). XL ROA IE B AR 1) AS R T [ — ISP, ISP 7E A AS #5%F [A] — B 48 & Af 1 i 4B R Horpr—
A~ AS KA T ROA; 2) AS ¥ TRIZ L% 7, (HIZH T8 ROA; 3) AS ff /] T DDoS Bi#, #TEAF AS KAT T H
— HIZRA% FR, (HR I 5B ROA. 500k [47] 2448, Chung Z5 A\ FOII &t & B ROA it B 45 1% S 81 invalid #%
EH 75 IS TR AR X 8 P

Hlavacek 25 A\ "SI H T [X 53 ROA Pt B 45 RS2 BR AT BhHF 100 40 2588, 465 1 AN 238846 A invalid 21
AETERT (AR 20 FEARHE, W5 RESLAT (B K 1) invalid #% B 702508 ROA PR E 45 1R UM, 28 2 AN or SRR B el
IR AS HHTg AT 225, T AEIE AS 5T SAATE R 0% m A DG, WA /2 ROA e B 5 2 i AR Wi 26
BRe, FLA A DS TR TR B % PR AMTEE IR, 5140 IRR 209522 . DNS id3k. whois 048 55

SCHiR [48,49] %t 2019 4F 1 A1) 89730 #2i# FH5 ROA PhE8EAT IR B IR IR AH DTS S P 1HEAT T A% 5K, 2 28R 51
Hi 132 B gEh ROA FLE R 518, Forp 123 By 25 0EM; 33 Bt ISR B 51, Hh 18 414> 2 IEHf.

(2) ROA maxLength ¥ BT

Gilad 2 N\ PO%E 2017 4 & 1 Loose ROA Il . Loose ROA & ROA 415 ) maxLength K& 8T R7 2% &
AEAE BGP HE s, HFEFET ROA 1 maxLength BB K. U0 AS 999 {8 1 4~/20 HI4——45.110.0.0/20
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470 HAFFIR 2026 F5F 37 AF 1 &

HI4% |, 1B % 4 maxLength 4 24 ] ROA:
45.110.0.0/20-24, AS 999.

RAf Loose ROA 1) AS 2T I Dt A 7 B G S Rr s 1) B, R0 2 nT B 40 DA 1 AS 999 A 5 11/24

RIS 1 2 1 BGP % H:
45.110.2.0/24, AS_PATH: B{&#-AS 999.

% BGP ¥ 1) RPKI @ IFHIGIELE R valid, H BT B AT B UCEC LS, AS 2310 56 1% 35 5 1R 26 e i A 2
45.110.0.0/20 My ESLEE i, TRILATA V5 Al 45.110.2.0/24 P9 AR 24 B0 Eh . Gilad 558 I & % 3 H B
21 30% [1) IP A4 4% Loose ROA 7 7.

[F4E, Gilad 2 A\ PR AS 1% 38 48 ) maxLength B35 @1, K918 F maxLength AT A8 248 & A
ROA A J& minimal ROAPY. minimal ROA 1 R4 BGP B 45 1 IP F 4%, Bk AS 252 3tk itV T AT 48 $h e ey
BB . Gilad 25 ATE 2017 55 6 A 1 HEGME KL ROA H 4630 AT (£ 12%) H) maxLength K F R4 K A,
HH 84% MIATZL R ROA #B:23E minimal ROA, 2332 P i& iR BN RF L 152 0. Gilad 55 AKX maxLength (11584
L O S S N RPKI ARvEAL SRS B2,

(3) HIBEI 5 A B 55 A e 52

Zou % NPV SRR T RPKI Hh A LI -5 SRR A 5. EL I 0 5 A W L4 & T ot TP bk i 4% 5F
17 3 Pk 1) | O 2) fE R R bk 3) 43 BC4R % /. 76 RPKI 5 3 P b S8 R A7 29: 1) Jy 1P Hiuhi:
BT8R4 ROA; 2) Ay 1P HubkBTZ8 & A AS 0 ROA; 3) A% 145K RC. I S A% B EITA E X AN S T 5 iy 1P
byl T 48 AT 4V B X [ — TP M 7 458 5 B AT 22 o i 1 gt £ 32 BB IR I 5B R IR A R Zou 5N E XL
T 6 KRPFEH TN R (I3 3 FoR), IRET 2020 F 4 A 14 H K RPKI B3k 47 H B 55 2 I8 ph 2]
BB 2L B M, S C KMo, 42 E K5 WER KU T 248 AL D 258, HITEEH B2
SR B 5 A 5 SO R ELE I S G R R S R CA R Y O AT I ROA.

3 HBM SRR R S g R

MR MR JE A MWELER ()
AZE: ARVEAN L CANE T AR T A CHHEAE =
B3 {RCAEE /i {44 (trust anchor, TA) CAZMC T MR FE IR Z A% F 2
CJ&: HIAICAT /3L (ST HCAS L T AR IR G AP 5
DZ: ROA (AS#0) FilF g CAREH M IR LA 2 P 248 (WAE)
EZ&: ROA (AS=0) 5 ROA (AS#0) M5 CAX IR VR R A T ROA 4
F2&: IEF 5ROA (AS=0) #5e CAKIRE R IR ies T & —

F 4 KRGS T IEAERE R TR DR T AF. ROA Hudf iU & i U2 BT RPKI /K RFCTEAF UK, 9 RPKI AMRIE ROA
B B AT TE. B A9 R uR i LA G, D5tk ROA Bt o & i) il LARR IR, H AT 2558 LA LA/ S0 1A 8 .

F 4 ROA HfE i 5 il /e 25

W H AR SCiik N ) IS5 R
[47] 20184F2-5J] H1d60%Kinvalidi# o1 T ROANE B A% T
[48,49] 20194E1 1 ROAPNC & 47 501384 H 4 56 11F Minvalid
[50] 20174 £930%IIPHT S H Loose ROAR i
ROA maxLengthi3f B id K i 2017456 1H ROAF 4 630/~ % ffimaxLength & F 4 1K B, 3 A84%)

T4 ROA S 3Eminimal ROA

JBL S FLIBR 5 B BERAR AN 5%, 248 B2 A TLIR Y 55 5%
E P SUIES

R TS L YOI [53] 20204E4 7 14H
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KFR 5. RPKI M ZHIR 42k 471

(1) X RPKI #EAT SR W45, S i BC B A%, PRI L oy >R s

) i /7 A Shk e B AR A VL &, 514048 SCHk [46] H 45 RS N T % B maxLength.

(3) A8 FH JHG Ao ASL B A A T 95 VR B, ) IRR. whois 25504 % ROA # IP U5 EAT A I, K i o B 5 R
NG

3 ROV IE

ROV JME M EZH 2 T M EEN A AS SR ROV $iR 3 invalid 2 B 15O, BFEHE ROV 1) AS KX
HAE. 5 ROA MBI EAHEL, ROV I BN AE. AR —A AS 2555 ROA, A DA 53 i i f B RPKI
R A0 BGP 24, SA00, JIWi— > AS 21 HE ROV I F5 28 2 1 HEN 7772,

7E ROV M EH, HEM—A AS ## ROV IIEEARMKIE 1% AS B2 ATIRIG U 20 M 2% B, H ol O 38620
HE. % S AT —F ROV E T Zon]. WEHEH AS 1 A1 AS 2, HiEBiA AS [ERE 75 B AN BT 4% 1% 6. 0
BEE PR ROA BLE, FAEE M —A AS FI— MK IR valid, 575 —ANEE F3IE invalid, 53—~ AS [
PR B RUHEAR R AR S I 28 R A S AN BT 403 AT traceroute SREUEEM(E ESRAEN ROV BB 15 .

#£ 5 ROA JES ZER W

LB W3 Sk ROAF & tracerouteh 5 HEM &5
Wil MEE 2 KROA: Hfpl: 11-99-1

{(AS 1,pl), (AS 2,p2)}  *fp2: 11-77-66-2 £ M FHROANL &, trace-
route sk A2 B H B XL
V5 B R, traceroute 17 5
SETEAS IR, ik
e

JE#H % RROA: Xipl: 11-77-66-2 ﬁg:ﬁgﬁ%%é%;
{(AS 1, p2), (AS 2, pl)} Xfp2: 11-99-1 fBAS 75 H B ROV E 55 H

S =Nt

AS IFIAS 240 &%

[oe fﬁ i éﬁ%ﬁ ?ZJ b R %L (¥ traceroute 4 L K

o1 AIp2IFE . AS 1156 L

ROV € TC A% i, - N

Y2 ﬁ 423 N /i\S—;K %ﬁggfov_ M % R ROA: Xtpl: 77-66-2

U5 46 75 FROARE B {(AS LpD), (AS2,p2)}  Hfp2: 77-66-2

T XFp1fip2it 4T traceroute TE W FROAFRL & 71, AS 77
F1AS 6642 72 {# I AS 275
B % R, eV B R A AL

W E# 2K ROA: Sipl: 77-66-2 T, B HIAS 77H1AS 664F
{(AS 1, p2), (AS 2, p1)} Kp2: 77-66-2 %E%ﬂ EROVAL I A

560
-6-6-C

MR 5 S5 1 Bl s L BT LUK IR traceroute Eik T A R0 HAAZYR B Y83, T AS 11 & T3 traceroute & &
PR S0 AR OB AS (traceroute BEAZTE1Z AS bR AE 41, RIS, v BAFEN AS 11 KR EEE T ROV, I
i AS B ERE T ROV 75 EH A BRET 1 traceroute 45 7 HEFI K.

M5 2 (I EE 25 R W] LUK I, AN B A Rt dn ], $R%H 1Y traceroute H BIHBEE E AS 2. IXBLEH AS 77 Fi
AS 66 JoiF AR I L KA RO, DRI TT AR AS 77 T AS 66 KM AT HEE ROV.

FESEBRE ROV P& v, DB T7 58 5 B vk 3 A 2 i,

(1) Wi HeBRE ROV i JE R R B2 M. AS B It 98 B KRS S5 2% b LR 47 48 b 41 T RE XY % b {5 2 b A7 1 9,
5 ROV W IER) T REAE —EFE L _ERAL. IX ] RE & R BN B T AW — AS R M2 NEE T ROV A A LAk
TR F P ROR, 72— e R L S Remal 4 R R G R B X ) X e Bt AR e 5 ROV I 8.

(2) AT HEBR 1S3 (collateral benefit) ™ U EE IR, B4 s 25 4 B0 L3l AS #5587 ROV, 3 TRk th e 5 &
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472 HAFFIR 2026 F5F 37 AF 1 &

H AT IR, 1R R UF AS BIE R E ROV 1A DU SZ 3 TE 20 IR B & . i 4 s, 3% 7 ROV
) AS 123 i€ 7k BB # AS 999 HI 0 B i & 2, IR I E ROV BRI AS 124 t A2 3| 304 H
IR AR 2 R B8 ROV 1) AS R L ROV STIERIAT Jy, 18 CHE W it 485 BA 2.

1.1.0.0/24 999
Wit .
AS 999 .

AS 122
Kl 4 ROV #2E Mt

(3) WK ROV M4 75 W36 L. ROV I 2 3 LR T W s BR A ) o] L, FEAS 52 I 4% 38 AT IS DL N &
PR RS I S B, A B T BE A SE i b T 7 4 LB I ROV & 17 0L

AR, FARF, TORER 4B ROV #EHOUHAT T 2 & TAE. X S8 TAE ] 43 F 3hill & Ap 30
TP EFME TR, WEHE FEARAN AS RS M BCEIREMERN AS 5 H 1 AS MIEE M, &K
PG HTTP $pi. TCP Hri(F1 ICMP B3 7E4 2 5 5 A, I/ 28 3l RO B0 A, AR P B N I 45 1
EIREF RN AS 5 H W AS B M. & T R a3 2 75 fe g 2 1P Mk 5T 48R ROA 73 A3z 34 il
BMIEZ .

Gilad 25 A\ POE 2017 4F 8 AR H —Fh il 2h ROV S35 I &7 8, 1% 07 AR5 6T _Eig 4T, FIFH B8 iRE R 4R
P e 1207 B E e — AR A 2 BGP B HRIR B, XK TR BGP M R IEE 5 1 AS, 2R )5 HIMT
1E1% AS Fl BGP WA 2 A2 1 RAFE— ML K AS. WERZFE K AS 152 LR PN, MIWACRZ AS #1321 ROV.

1) % AS U5 AS KA 2 BGP #EF & &, 3 B LR AS KAN ML) BGP #Eif & % .

2) 1% AS [ LIRAT B E D 3 AR AS M E].

%5 FIET 2016 £ 7 H#HT, i 7 HUEET 100 [ ISP, KIL 9 /4~ ISP #E T ROV, 78 4~ ISP K #BE ROV,
Pl 13 AN ISP JoiZ AW, 1207 B 1 B, X LA 80 R0k B 1947 82 15 B ROV 512, ZESRARI AS 2 i%4e
HE— R I TR AT ) AS, 33X B T PR WS A AR S, {HL I B 98020 7 I 7 25 1 3 L

Reuter 2 N PVE I T Gilad 25 A IR T4, I HR IR AR P h0, ELIN B4 51 v A0l T 6 iy i 4 B 4
A IEEL. £ % 0017, Reuter S5 ATRH T —M7ERSHIHIEAT 23 E 5 R, WEH R £ 5 BB E R H R
fi ROA. ZJ7 R T BRI AS 3 2 A AT FR B k.

1) BRI AR AS TFE M EHEHI AS HiE.

2) ARV AR AS PR F S B AT u.

TEIZJT R, MR F ] AS R AT AS R BT 2700 i B —xf BR AT 8 AN SE IR R 4%, HaZ B FH W Ff ROA TiL .
052 v K 8 11 25 E G ORI valid IRES, T SESG TS 1% BR G AUMETE valid A1 invalid 2 [A]Y) 46, 1 R SEEG AT
)% H N valid 2224 invalid B, f AS T i T S256 AT 25 2% FHEUAF I AS BI0K STER A48 1) 4 i -5 0T AT 48 1)
FHANE], JUHEIIAS I AS 558 T ROV. MEAHILE 2017 S/ 2 A 5 AR 8 Hik4T, Bt 7 730 4~ AS, {Hi 2
FEARBOR AT WA AS A 68 A, K3 3 A~ AS &8 T ROV. %77 SR A ZEMIETT 2, 5IAXATSR, 1%
KT FAthdE ROV I IERF Z HUFEM. RN %7 R IER R BHERR T LU AS #8 ROV 7 SR Bty Wi s s, (Hi%
ARG AT DR R 0 5N R A T 0 5 7 R ) L

Hlavacek %5 A\ P¥VE 57 7 4 i F 10 (0 D0 &, F Lt — B4R T 3005 P I A0 05 . %07 2K 7 =2 fa il il
BT R, TR B S0k [54] B8E . FEFAS AS 23 A #8 R AT WA BT 4% 2% i 9 50 & P Ff ROA TR &, FFFPI
BHEME— AS FI— AN RIS IES A AL, 55— MR BIERL, 15— AS FIRTZ0E S0EAH ). 7R3 71 b
FII 7 A BN, — PR RIPE Atlas FIEREFEFI A ROA FLE T 2 50 BN AT SEAT traceroute, 854 1P
PRy AS B8 1%, 53— 2 1A top 1.25M Alexa Wi IR 25 2% K% TCP SYN $¥E 1, 18 i Bl IR 45 #8 (1 =1 & 175
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KFR 5. RPKI M ZHIR 42k 473

DURFN W AR 45 2% TP /2 5 2 BIRY. EEEE 0T b, % AS 438 4 35: 1) 25 1 38 AS RHE ROV, iX28 AS HHILET
MM H B 2) 5 2 35 AS W A AT ERE ROV I AS, XK AS {UHELTEA R i #4525 3) 45 3 3%
AS #E T ROV MR &, iXJE AS 7EFFF ROA FiC & T #5 H IL7E I8 £ 75 S 5 20 A 20 B B 4 4) 28 4 2%
AS NEE 3 RIFBLE, X AS TEFIFl ROA FLE T 2/ HITE— AT 4R IA 20 i 2, 1X 2% AS #8%& T ROV
PIRE 2 A, M ETE 2017 4F 2-6 AT, FEIEHITIM S+, KI 4 4> AS AIAEHtE T ROV; FEEUR T &+, K
T 124 AS HIRETHE T ROV, Hh 2 4~ AS #8387 ROV HIMERIK &, ZH REZA AS B4 Tk, —EBE L
FEAR T B i U RO B2 i, E2 AN EE AS 2R LA . oA 2 ROk FIWT AS & HEE ROV T 7
B G = A AL R, %07 R AR T = 7 T R SEE AT R T G R, (A5
HAS BHEE IR T

SCHR [56,57] FIF ICMP PAESGE T B 3ET T 248 ml &, )7 2 E T MRer, — KRB A T
(1) 1P ik, 55— 2K B O RCHTZE T /Y TP Mk, 2 2 87 A6 A% TP Mk %t ) 220> 1Pv4 kil 723 7] ik ICMP #4f
£, ARG F I TERL TP Mk 3 1 [0 & A TP Mk 42 3% ICMP $di 0. 44 5] 576 %% 1P Mok 4R 4+ E ISP #5258 1
ROV, Tix B FHRE 5 [E S 1 ISP R ERE ROV. %7 £H H bk 2= 3865 K T EEE, 444 T 58000 24~
AS K EE R H1Z 7 RICTEM E ICMP 24562 T ROV #k I8 & 4 ICMP R S8 8% 38, D8] A7 75 8 PH 44
(AT BE; %7 Ze JCVF AR R B s A 1) 1 L

RPKI WebTest"™ Hl Cloudflare™ 42 {1t T FHAL ) S i A 45, 75 TC Rk R 208K f AN A AR AT G0 B B  0 mls8 1
Rk, 2 FH P Re B8 7 1) JC AT 48 1 P9k, 15 B BT ZE ISP B3 ISP R AR & ROV .

Testart 25 N OB H 7 —FioR I 881 77 LIS Al 11 ROV 3B 5 L O 7 6. %07 RET— R g & A,
INRUTR A B VR B B R (% R P IR B R IB 4 A0 AS, H LA AVEL & TE350% B 15 5, JUHREIZ B ¥6 35k
HE T ROV UL, F Tk, 127 F4R I T full-feeder MURER: WAL HSER BRI — M 4BJE AS (peer) RIRET K HHIL
LR M AT ERIENT (prefix-origin pairs) & K T 2 EATEHEIFEX 1 75%, WAAKIXAS AS & —A full-feeder. W15
—A full-feeder 1% % % FHUR AL 2% 19 T AT SRR X > F BT A T ST RN 19 20%, TN % full-feeder #3781
ROV. & 1 2017 4E 4 H-2020 4E 1 A K ROV #ZE I, KIL ROV #i#E B L THAS, 78 2017 4F 4 AT 2% 1)
full-feeder #417 ROV i JE (IPv4 ' 219 4 full-feeder N FH 3 ANEE, IPv6 H1 176 4> full-feeder 15 2 M5B, F|
2020 4 1 A T4, IPv4 H 11% 1 full-feeder #BE ROV (290 ANH 1) 30 /M), T IPv6 A 10% (246 4~ 23 ).
FHRET R R D, TEHERAE ROV IR I JERIREm, G Z 0 AS Jdb 38 0 a408% t i BB 30E, H % th PR %
fR AT LA BRI AS TSR full-feeder (2%, R #0578 75 JE .

Huston % A\ U 7 — Rl ot K it P 52 ROV AR-4P 5 B (K10 5 5 2. 15 STk [60] 2848, J7 S AR Byl 34
E ROV ] AS, T &M= I ROV #E BE (R % A /1. 77 ZAE DFZ (default-free zone) "7 B 7 — /M i, DFZ
Fe il 4Bk il R M IR AZ O AS B4 1% %2 B DL 12 h A1 36 h 2y 1) b B 508 ] 1A R4t ARG EBR TR 48 R &
T —> Web JIR55 8%, 16 F# A 20 NiLH P U5 0 Web BR452%, it - SR 45 85 i ml ik o4, 2020 4E 6 H 0
IR 17% WA 22T ROV I IERIRY.

Rodday %5 \ 305 SRAESCHR [54,55] MSEAE_ BT 3 sk, A A 1) o BRI 2) X4 ROV
SEAT YRR 4 i 38 3) IR IXP i pE. W1 B 5 SCHER [55] 848, {4 RIPE Atlas PRER %% JEHT 28R SR 56 A 4%
HEAT traceroute, FRAEULEERN RARA R AT T HT 4 EE AT M = LAR 7T IXP 2% B IR 55 23 14 ROV #EH 0L, 7 =11
U ILAE B 23 B3 4. Rl AS 4 HRJS I AL R B A IS 1) A AS T AL RS, 7T TR S
SCHR [54] AHTFL, 2) 20500 AS A ARG, MR AS 2 ME— I JE TR B AS I A REHENZ AS HE
T ROV. X4y ROV SEA I JERIHR /- 1L I8, 1% 77 R I N EFI3 (including list), 232 TR T AS SHMAAL
Ty, FHHENEE ROV [ AS HIUEG E RS, MHENZ AS BEAT #7098, %26t iR 5 2% i & ik 7 &
REfE X 43 IXP LA AS b€, MEAE 2021 457 A 2 H-7 A 19 HiEAT, £ 3694 > AS ik $F T 5537 MEE,
HEW 206 4~ AS FI5E T ROV, 10 N NREERE, 12 M ASSEFRE, 184 AN IXP B s 431 8. iX 206 1> AS
W 146 DN AR IE, 60 AR IE. %7 RAL T AS 4335, BUGRH T ROV 584 1 JEAIEE /1L 98, s iE
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B, K T MG B 7 b5 B R GT SR IR BE M, J7 RINR T TR R B B M LR HEN AS
B ROV MK F7 EIRUEBR AR T 1) HA AS I8 HEAT ROV 1 J8, KX 8 AS Wi ah 238 A R

Gray 25 N 1 Chen %5 A st FiY U147 7 63T AS 75 808 ROV, 76 DU AL h ) AS [ ROV B E 575
FMER KR, Bl AS G 2 /DA E ROV 8. Chen & AN B & A1 A 250 B AT TG 2802 B IV AS 1E4 H bR
AS, {#i Fi§ RIPE Atlas F1 perfSONAR F#RET T IX 8 AS 5% H1 AT 4 E4T traceroute, MITH™ K T I & 7 75 A0 75 .
traceroute I{FEIEIT IP-AS W21y AS 1842, 3R15 AS IRFEAI AS IR E 2k (k42 B H W AS B RN
EIR AS) 1 nHdE &, g M- A, ROV #E HEWT 0 U R A AS #5% ROV IR N2 /b, 4
A 5 0000 3] 1) B4 4R 45 S B B 15 B B 4 S M A5 . Gray 5 AR Chen 25 A4y 5486 I 5 /R AT R4 5245 £ &
(Markov-chain Monte Carlo, MCMC) F145 434 & '~ f% (Stein variational gradient descent, SVGD) J5 23K fift i A4
AS 3 ROV WIMEZR /A, (8 FHME2 43 A (1~ $5) {8 1 55t = 2% % [X [\ (highest density interval, HDI) Jy¥8 #ri% B {E
¥ AS [ ROV BB LIy 4 25 SEAERE . RIS M MERMARL. MET 2021 46 A 1 H-6 A 7 Hi#HAT,
MEFEH 11074 > AS. HEMEEILRIL 3107 4 AS (28%) 5E4HEE T ROV, 4716 > AS (43%) K #E ROV,
357 4~ AS (3%) #4rEBE T ROV, F 4 2894 4~ AS (26%) FTEiEHEM]. Chen 25 N KI5 SR FH BB ) AS K ATH)
BT HXTEA traceroute BAR, 377K 1l & VG R, J7 248 RS HE T, TR0 18 EiiF AS HIs2mm. 7EHE T HE
i I, B is-bgp-safe-yet NIGUELLHAT T IRAE, HERIZRIZF] 100%, HEBIHHE ROV 11 AS (5 3FR#E ROV
1) AS T LG5, BP A B #6052 92.98%.

Hlavacek %5 A\ USRI & 7 52 LASCHR [54] AISCHR [63] AFEa, & 15 B AN HI AT /24 BT Z%3F LASTHR [63] 1
T RMHB A AS B IR E WA ROA FLE. N 1 BEARSCHR [54] 77 0BT LLR SOk [63] HEWT AN 2 B
BRI AS 2 B EBE ROV SHRET RIS ER, 51N T 2 & (divergence point) FIF N TELNRT AS 4338, 43 i F6 B 2
BT BT SER B AS, T E AT 48 BRI T 205 e A 2% b R 250 8 5 B Tl BB, AR 0 AR T RE R
RO EEEE ROV SIS, AS AR BT 7E B8 A2 A RUPEAR 10 LA B 1 2 23 30 kAT 4328, 35430 7 28, o B s 4t
ROV &8 (¥ 1E [ IEHE, AN H LA 20645 B 8 R HBLAE T R 42 1 X 90 58 Ao i 2 30 40 i 9. W 7E 2022
6 A 8 HA 10 HiEtAr, JLME 2325 4 AS, 97 4~ AS (4] 4%) #E ROV HEBITIE, 554 1~ AS (4] 24%) &
ROV HFE4A Tt IE, 995 A AS (£ 43%) %A #6535 ROV, FIRKI AS ToikAIMr. 43 s (51 N, 3800 7 WA 2 %
FAREM AS R EHE ROV KR, WAL T EilF AS iIERIFZm.

RoVista | ] TP-ID @& B AN E ROV H5F 5515, FIFAE 4= %48 () 1P-ID f EMLE N BIIERE (vWP,
virtual vantage point). AN Al 20 i #2578 55 B9 TC RS B AT SR AR TP B4R (test IP prefix), ik IP AT4E T
FIMHR AL tNode (test node). LM 1 [A] tNode Ki% 2 4~ EA vVP AYEHLL) TCP SYN 046, tNode £ [HIE
TCP ACK $¥5 .4 vVP, S E vVP ) IP-ID 3K, IR¥E vVP [ IP-ID 3 KA BE WS BT tNode A1 vVP 2 7] (1)
E M TTHERT ROV #5585 Al TR FH B8 T 0 i 803 P 8L P00 B0y 8 B RO, %07 S ek HE R i AS it i
[FIRZIA. K RoVista LA ROV Z AR 4 $iiif & AS, ARG E AS £ EE ROV. —/> AS [ ROV {14153
BB ROV SIS EL I 0i% AS WAE— vVP [ tNode [ 5 LE. B M 2021 4 12 [ 24 HEREEF] 2023 £ 9
H 12 H, {HH 1396407 A~ vVP, 3L75 35 28314 /> AS, H 1 10249 4~ AS (36.2%) 1 ROV {44+ %k 0, B 5 £ F1
iR ERE ROV; 3482 4~ AS (12.3%) B ROV fRI 7308 1, Bl A 583 Birf Ll AS 1% T ROV; 14583 4~ AS
(51.5%) 1 ROV IR 4 HU7E 0-1 Z [, BIRILH #5308 . RoVista FIF 425 IP-ID FEHUEAITRES, Y
TR, (AR X A S B IE LIE AS HE, I HLEAT 4 IP-ID Rk S HLLEIZ Sl i ok 1, i 4
R B = AR R

6 B4 TUAM ROV ME TAE. ROV W& 7 ZIEA WAL, T &7 & 1S EE AR . ROV M E A1
B — A 1) 7881 2 A DA BGAIE I 5 SR Cloudflare fJ is-bgp-safe-yet Tl H 4K 5 W 45128 78 76 AU TR 2 {1 AS /) RPKI #53&
RIS, HEZE 2024 4F 8 A, (UEH 427 4~ AS 1 RPKI #E B HKZ AS #UE R T RELEE R, M LA 2510 IE 7
3R. Rodday %5 A\ I HYE T Mininet [ 34 5N 2% 40 PO HE S ok 55 Bh6E ROV MR 45 51, H AT Akl 32 5F 4000
AT B, AP ROV U E 45 FISTE il Rt T — AN B .
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IKER 5 RPKI M B AR ik

#£ 6 ROV INETIEmd

475

T AR W5 P A pii=n | HELER
e £ I ASHE 75 1 9E A i = e 2
o g0 @ AR A A T 04578 5 117 1009 ISP, H thoANISPHEE T
Gilad AT ATt Rt S T T 016678 pov, 81k E
T L BB B ] R S —
- b 0 A2, 2017424202711 D R GT0TAS, RASTASHE T
s ) 154 @ XIEN = PN 5 o vt ok 5 B ’
Reuer AT o ppspitgorge  [TIMASIE BRI 20 AU o) k) A xtmi s, st R A
%%‘:Etﬁ%;ﬁ%m DR, S T IR R RS
o SR - 1) WA £ T2092/0AS, 124N ASTT %
Hiavacek A5 ® AFFEEIHFEREE. £ ASHTTE ASER 15 201742H-6H  TROV ’
) traceroute )j_tﬂ:TCP E‘Jﬁ@'[ﬁ 2) @‘EFH%UEEWJE Tfﬁiﬂﬂ%?@lﬁ
F10 2 368 1k A o )
o o ¥ F5 M ASH 3= AL 18] &2 Py
CHR[S6.57] ICMPEIH 4 b 6 7 2 2018F120194F  WEHEH 75/ L1 AS
FEIASH I P2
o I 5 e Il 620 R
RPKI WebTest™ o 3 T-HTTPHZE®E T (1 WebfIR 25 23 1 TEL -
A 7 18] A 20 BT
Webfik %%
o i I ASP I P R
Cloudflare Inc®™ o T HTTPHIE B 7560817 0] o0 ek 380N ASHEME TROVALEE S
A 7% I WebfIR 55 2%
£5 W ASHE 756 K3
I o3 % R 3% 45 A s
Testarts A\ : fgﬁgﬂ %E % ASH [F 2% j/' i 22001270241%_ 7B 75 7536 1AS, 53MNASHIE TROV
oy TCRUH R IE 4
JEAS
o S & o B 1 I oy T
Huston® A% o 3£ HTTP{) i j _ 2020461 sz_ij)?é)isﬂ , RPKIit i1 521 1) 249 17% ) BBk
P
o TEIE £ ASSE 75 18 % T 36 T 36941 AS. K I2061 ASH &
Rodday%s A% A ;c;mi EASIH LR B 20214E7H2-19H  TROV, HA11844 ASE HHFIXPHIROVIR
F 52 A B B 1464 ASIEIE AT oA B
i A . WEHH 110741 AS, KH3 1071 ASH
s 5 W ASHS B ROV o AS,
ey o) @ AR = E TROV, 4716 ASEELHROV, 3571AS
Chens A ® traceroute giﬁg@gjm " 202146 1-TH HZEROVIL I8 #4335 1, T 422 8944
il ASTIEFIW
o ZEE FE ASRE 75 72 43 15 202046 A8 F] MR T T 23250AS, Hdh £924%K) ASHS
Hlavacek5 N1 o ATFBE IR KA. S FTIEASH 121 202046 A 108 FEROVIH 1% 18 Y TE R H, Z143%[KAS
traceroute R WA EROV
o JEZ W78 7% 1283141 AS, Hi11024941MASH
RoVistal  ® IP-ID 8 1E 7 AR VVPHIP-IDHY KR 3t 20214F12H24H- A BiERFEBEROV; 34821 ASH S B

T TCP)E B R
bl

202359 12H

il L5 ASHE T ROV; 145831 ASHI H
Hai# LIFASH % TROV

4 RPKI ZEali& e s

W 5 fraw, RPKI Al it = 225 CA. RPKI ZOEHEFI RP. CA 1 5 B IRVIIE . 25K RPKI £ % 5. RPKI
BERFE S BT ATF CA 25 #) RPKI 4. RP A T [R5, I&AIE RPKI $4E %t %, 193] VRP. it 83 4F H RTR B M
RP [A)20 VRP EHAT ROV. b4, RPKI FIZATIE 75 AR N 3k 44 R 25 2% . AT #% K& 8 RP #1 RPKI BERHE.

i RPK JE itk 152t (7 0 2 ] LA 7 M s B RPK JE J2 A1 R B 15 00, A6 B T 3R IGHS B 4256, R T30 8 .

© hRBIEB IR

http:// Www. jos. org. cn
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5 RPKI ZE B SEIN
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