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Improved Differential-linear Analysis on Round-reduced SPECK

ZHANG Yu-Han'"?, ZHANG Lei'?, WU Wen-Ling'”

!(Trusted Computing and Information Assurance Laboratory, Institute of Software, Chinese Academy of Sciences, Beijing 100190, China)

*(University of Chinese Academy of Sciences, Beijing 100049, China)

Abstract: Differential-linear cryptanalysis, a combined cryptanalysis method, has been applied to the analysis of many symmetric ciphers.
Specifically, for the ARX block cipher SPECK, differential-linear cryptanalysis is an effective technique for evaluating its security. In the
latest framework of differential-linear cryptanalysis, the cipher is divided into three components: the differential part, the middle part, and
the linear part. These parts contain high-probability differential characteristics, high-correlation differential-linear approximations, and high-
correlation linear approximations, respectively. For ARX ciphers, the traditional search process for differential-linear distinguishers typically
involves first using experimental methods to obtain a high-correlation differential-linear approximation in the middle part. Subsequently,
linear and differential characteristics are searched for forward and backward. However, this strategy may overlook some effective
differential-linear distinguishers. This study proposes a search method for differential-linear distinguishers, which integrates the
characteristics of the differential and linear parts in high-correlation differential-linear approximations and leverages high-probability

differential and linear characteristics. The proposed search algorithm is applied to SPECK, yielding an Il-round differential-linear
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distinguisher for SPECK32 and a 12-round differential-linear distinguisher for SPECK48. Both outperform the best-known differential-
linear distinguishers for these ciphers.

Key words: cryptanalysis; symmetric cipher; differential-linear cryptanalysis; SPECK; block cipher
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FERUIN (5/3%) B0 B AE, A TR B/ QRS 2k vT DA 21 ARX A3t (1 59203k A7 s B; MERE PR, TCit
RAEHATF G IR &, BT ARX MG RS EIERI RIT. S50 R, 5 FseBl. SR RE AL B a5 A
18 ARX S5 BFIG B0E 2 3 ) KB I W i3 35 k. ARX S5 M3 B T 3 10 89 ¥ it b, fn TEAM,
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2 NUPDR TR A B AR M LRI (MILP) AR A 85 — IR A AR (MIQCP) H AR BINH ARX $i% 1) % 43 -2 1k (X 4%
R P IR T SPECK Hik. (H 1% VEAFTE — LR, — /7 AR TEZE - X 7 28 R B A7 e — L
AL BOEBORARE N, 5 — 7T, S2RMECE RIS, Z 7715 R GE N T K B RN Sk R, i SPECK32.
Chen 28 A\ PA T — BT AE R ARX SSR0EE 22 402 1tk (X 23 38 10732, LT SPECK Al LEA 1, 3.3 7 ¥
ZHUIF X 5745,
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a2 ) 3 22 40 - B M@ AT AR SO, R B T — I X 8. BARH, 4 T 2 2R X S SR R EE R A T
SPECK ', 1337 SPECK32 [f) 11 #2/r-£ V(X /3 28 1 SPECKA4S (1] 12 B2 /r-AME X p 88 (R 1 BR T 506/
FEo-LRVEIX 3 2R B4 SO0 TE). IX e X 4 35 HR LT SPECK. OIS U B 22 75 -2 14 X 4325

R ER-LRIEX 7845 RAS

CAES A RS ZH3CHR
SPECK32 10 212 [12]
SPECK32 10 71158 [13]
SPECK32 11 2-15.78 327
SPECK48 11 7-17.55 [13]
SPECK48 12 22296 327
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FEATTHR, AT ) 1 SPECK32/64 19 32 HURF A SC22 TR, AT 32 AMBEHLE 1 T SPECK32/64 SLbrif) %
Ay-LR MR ARSI, B, FATIR T 245648 7, = 5,6,7,8 i, N[A% 4 T SPECK32/64 41 N a0 22 40 - 2 4
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#3 1, =5.6,7.80, E, M52 5L IS log,Cor(d,, 25 A,) 15 32 ANBEHLE B F (1P 3490 54

[7] rm=5 rm=06 rm=1 rm=28 [7] rm=35 rm=06 rm=1 rm=28
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FEAA o IAIZH S0k [14-16] it 7 SPECK32/64 ) 32 By B 3243 18], Wik 22 20 -2k 1k i 1 s2 bR
Mk, Bl JE, B SCHR [13] FARMBEIILR A H T — 2L BF.
22 EN-MHERXSSEEREL

E AT CUA 1 28 4 - 20 M IX 3 23 49 22 BRI A 2l DA R D 1 1 R 150 49 1) 22 - SR MR TR 1 K, AR 749
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Z2 031 B EE B 22 2 R AR e A 0 L N FRE D 0 B R I (0 2R MEARRAIE HH R, R P v [ 3R TR R DR 1A,
BRI T — L 2 - X 4 A5

FESCHR [13] 5, fEZ 4R T — 3T Meet-in-the-Middle A8 (382 510 R ARX 83 50 E 1 2 702
PEIX 4%, 193] 7 SPECK I LEA HIAMEER S mA0 B K M 22 4 2R PEIX 4 8. TEARTT H, BATHE % T 1% Meet-in-
the-Middle [ R TR, 24 T — MG ZE - X o S R E L. RANNBREIEZR T Z0 8% p, Z0-
LRPEAHDCHE r RIZR AR M ¢ = T . B 5, 45 i RS8R 45

o W%E 3. JEZE /LR IE X AF B8R T, 24 (BR1E) TR MR N IRAG . IR IR DR ARRE B 58 25 5 15 31 s AE o 14
(22 -2 1 X 47 2%

o Wis% 4 TEEI- X 3B R, 4, PIIZE G RANEED B A, P2 IR AR D I 2R 5
3B AR 2 43 - R R X A3 8

BT W% 3 MIER 4, FATIBIT W R D BRI R B EIE E 1 rp, 502850201 X 4335

() %%, Mi5E Eov E, AVE, 33058 E row r, Al r.

(2) )G, MR BNEMLEIL E K r 5l MR IRIRIRERIER i 2 2 55 SP = U, U, ST (p,b),
TS (p, b) FARMERA p, it 25 TR LURFAN BN b 18 o B0 22 0 RHAE R AT HE 22 2 IR

(3) e, MREBFVEMEIEE 1 RRMR. MR IR HEARFE N R RS A S = U, U, S7
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(4) NEEG ST ik 72 o0 26 1 ELE BR LR AN B I ZE 0 VRN 4, BB, RS S il #5648 DG v BT
SR LA B0D () L T R A A, ORI, FF T3 25 40 - S MBI 4, = A, (IRIEHE 7.
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S"(p,b), p>0,b>0,ry>0
{Sx(q,b), q>0,b>0,r,>0
N8 2R FEHEAT . A (48 F O A an S 1 .
Bk 1 SO E S-S X AR R EE

BN BA TpLs
Bt AN rpy, BE 22 - AR MR

cor « 0;
WHILE TRUE:
W5E ro, o,y PHEAETS ro+ 1+ 1y = 1py;
FOR b, in range (1, B): /*B J& TR4E 5 B HTE BR ELARRAN S BRI %/
FOR b, inrange (1,B):
FOR k, in range (1,K): /*K J& T 5E 6B 15 72 70 W56 AN ZG A AH S VA DG 19 RIAE */
p=2"
A — S"(p,by); 1* S7 (p,by) AT LUBEIE TR A5 2/
FOR k, in range (1,K):
q=2"
A = S71(g,ba); 1% 87 (g, by) AT LAE I T 545 )/
r=Cor(A, = A,);
cor « prg’;
IF cor > cor:
cor = cor;
END IF
END FOR
END FOR
END FOR
END FOR
END WHILE

3 NFF SPECK

3.1 SPECK EEENY
SPECK # NSA 7E 2013 £EHH I — iR iR B 5 5595 P SPECK (5N 4 .

% 4 SPECK &%

N SREF K. mRAH e s BREHK.  BRAH =
ok gkbe TR SR bl mas (J0 sone TR EET w0 s
SPECK32/64 32 16 64 4 22 7 2|| SPECK96/96 96 48 96 2 28 8 3
SPECK48/72 48 24 72 2) 22 8 3|| SPECK96/144 96 48 144 3 29 8 3
SPECK48/96 48 24 96 4 23 8 3||SPECKI128/128 128 64 128 2 32 83
SPECK64/96 64 32 96 3 26 8 3||SPECKI28/192 128 64 192 3 33 83
SPECK64/128 64 32 128 4 27 8 3||SPECKI128/256 128 64 256 4 34 8 3
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SPECK2n WIACHREL E, : FixF1 — FixFi #i5E SUN:
E(x,y)=((x>>aBy)®k,y << b®d(x>>amy)dk.
SPECK2n ) Z 5% HE S R BBORAE A . 2 K = (Las . Lo ko), Lk € F2, m € {2,3,4) /& SPECK2n (1] —
AN, L k2
Limo = (kB >>a)®i
{k,-+l =k << b®ly,,

SPECK2n W% s Ef 2 41 gm HER 43 AR B AN & 4 Fiows.

K 4 SPECK2n % bR HOF 2% 4 2w HE

32 M H

BATE RS 1 BT SPECK ik, Bk{E 3 T SPECK32 1 11 522 4r-28 £ X 43 %8 F1 SPECKA4S [ 12 4
FEOy-LRMEIX A) 8.

NT BEBSLE R AR 1] 3R [B] SPECK FOSF (125 53 -6 M [X 43 8%, 2% Chen %5 A\ "IfE ASIACRYPT 2023 H11f)
DR 7 22, Xof T R R 3 A DR PR PR =, AT 1 S0 8 220 K/ IIREAR BRI, 28 )5 M 80E 1R Bl — AN 2 43 -
LRPERFAERS, FRATTHE 2% K/ IREAR SR AN 100 AN BEALES SRk — 25 B A Hh 18150 43 AH DG PR v Aff 1, 6T SR
FATRE Pt 48 22 B SPECK #i1% /-4 M X 4328, S Sk |, 78 SPECK32 [ 11 872 47- 45 M X 4 35 A SPECK48
(9 12 56 22 -2 1tk X 43 8 7 o7 18] 350 43 (AR S Pk 2502 AN/ 2710 (1. RS0 R, iR 2 226 K/NIIRE AR Bk 2
20 KNS B AR e 15 B Bk i i & 1H.

3.2.1 AT SPECK32

FATE BT T SPECK32 1) 2 6. 3 50F1 4 eimfl. AR, IRIRIEZE S RHE T Z 54 S2. 83 St
FSPECK32 [ 2 &, 3 5 4 fedmth. KR IRIRIRBHERHE M AN R R ES S2. S). S BG5S (p,b)
FARMEZEA p, B H 2 5 R ER LR A0 b 1 ry 5622 ST REAE RO R 22 S0 B, S7M (g, b) RN IRME N ¢, N2k
PEHERD A 5 RK LEAF AN EON b By BEZR MRS AE A N R MR T R A FRATTE A 2L T SAT 19 A 3h L3 R 77k 3k
1S S7(p,b) EEE ST (q,b). T 5 HHIHT S2 WA ICHE. AL H, FETE E, #5010 2 4 - 2R V@ i 1 AH 6 1
A, BRI 230 KANIREARSE S

#* 5 SPECK32 [ S2 (i o &

bIFHUE p=2"1 p=272 p=273
b=1 — — §2273,1)=1[3,10,1,2]}
bh=2 — 52(272,2) = {[8,24],[15,31],[10,26]} §2(273,2) ={[1.17],....[3,19])

b=3  $20271,3)={[1,1531],[1,3,17]}  S2(272,3)={[1,15,31],...,[10,12,26]}  S2(27%,3) ={[1,15,31],...,[10,12,26]}

R oI T Sy ED TR,
FTHED L, AP SEAS2] SPECK32 [ 2 48+ 3 #8 A1 4 Rf i, KA. IRIRILZE M RHE Kt 2 0 6
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S2. S3. S RISPECK32 12 % 350 4 5o dm it AR IRIRIRERMERRAE N R FERD S5 S0 S3L ST,
BATE R RIFH) T SPECK32 1 11 387 0-2RE X 7328, 11 #2IX 7 28 10 HARGH T 40 R Fow:
ro=3,r,=4,rn=4

4, = [10,26], 4, = [3]
p=Pr(dy "5 4,) =2
r=Cor(d, 2= 4,)=2"" "

q=Cor(1, "= 1) =2

Corldy, ™= A) =277

RARAEE] T W N 2 4~ SPECK32 ) 11 #[X 43 88
{D, - (8024,8500) 2L, (387a,3864)

rpr=1

D, : (8024,8500) 21 (3854,3844)

% 6 SPECK32 11 S} [R5y o3&

bIAHUE g=273 g=2"*
_ S5 =1{13])

b=1
b=2 — —
b=3 2 §%(274,3)=1{[0,14,23],...,[0,15,23]}
b4 §4@273,1)={[0, 5, 13, 14,20, 23],..., sa@*=4=q[10, 11,12, 19],...,

[0, 4, 5,12, 14,23, 28, 29]} [0,3,6,7,10, 11, 12, 13, 14, 19, 20, 23, 30]}

o SPECK32/64 ] 13 ¥ 3 AWK : JATLAX 5338 D, R 1B Z BGE I HEAT /e 48, HABIX 43 8% F i Bt id
FEAE AU, £ SPECK32 1) 11 $02 -2kt X 7% D, JE VR IN 2 %, A4 1 7 SPECK32/64 1) 13 $e3% PHIRE I
Fo B X = (WX s X0 Y = (Vg Vigs -5 Y5) %78 SPECK32/64 26 r 5N, k7 = (Kjo, k), ... k) FINER r B 105
T, = gt Lath, Yy = oy Lyt o SPECK32/64 5 1% . AR SPECK32/64 1% i
HAH:

Y= ey*t)s>2
{xr (M ek)ay) <7

L= ek)ay, RIESINERAE R E AT LA

ro_ pre ol e+l r+l propr ror T r
=X, Xg KLk kg VY s o)

X = t(rm)%ls s

yi= x(ri:-IZ)%l() @Y(ritrIZ)%m
For, T X KK KLYy AR R B Hi=2,5,6,11,12,13,18,19,20,21,22,27,
28,29 FRN x/2, AT A1 SPECK32/64 SEJifh 13 01K % 4R 1k B Wiy 75 ZAE I k12 A0k 38 32 A LRy, B B 77 22
(RIBCE S AR BE D 215782 = 23156 SR [y [i) 52 2% BE Dy 231:96+32 = po3se,
322 RHT SPECK48

55 SPECK32 [H 2253 -2 11 [X 43 S48 RO RS, FRATE BTt 7 SPECK48 ¥ 2 8. 3 81 4 Rl fl. X

oo IR ZE S HRIER S 22 A 84 S2. S, S A SPECKA4S 1 2 58, 3 F 1 4 Fdet . AR, RIS
TR LRI G S2. S S ARG R FLIE 1 k48 & SPECK48 [ 4r-ZRIE X 43 3. % 7 A T 84 il
W TeER. AT, FEVHEL E,, W53 17 4y - B MEE T I AH YRR, AT 2% K/NIREARSE G
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# 7 SPECK48[¥] St HIHA %
bRYIE p=2"6 p=2"" p=2"8 p=27"°

§427,3) = {[2,23,471,[13,16,37],
[0,21,451,[8,11,321,[10, 13,34],

b=3 - — 54(278,3) = {[0,21,45])
[16,19,40],[2,5,26],[18,21,42],
[5,8,291)
b=4 — —
5427,5) 54@278,5) 54275
b=5 — ={[2,15,23,39,47], ={[0,13,21,37,45],..., ={[6,14,17,30,38],...,
[7,10,23,31,47]} [7,15,18,31,39]} [3,6,19,27,43]}
s4a6.0) 55277.6) 54278,6) 5427°,6)
b=6 4 ’ ={[0,10,18,34,42,45],..., =1{[1,11,19,35,43,46],..., ={[6,12,22,30,33,46],...,
={[5,15,23,26,39,47]}
[2,12,20,36,44,47]} [3,9,19,27,30,43]} [5,11,21,29,32,45]}
4.n-17 4.8 4,79
$4a5.7) 552717 S35 532707
b=17 4 ’ ={[2,7,13,15,31,34,39],..., ={[5,7,18,23,26,31,47],..., ={[9,14,20,22,38,41,46],...,
=1{[5,7,18,23,26,31,47]}
[10,15,21,23,39,42,47]} [2,4,15,20,28,44,47]} [1,7,9,20,25,28,33]}
£ T S I TR,
# 8 SPECK48[f) S} WIFR4y i %
bIYIHRLAE g=2" g=272 120
b=1 - — §3273,1) =(15,101,[2.31)
b=2 4 - 53272 ={[9.10].....[16,24])
b=3 §3271,3)=1{[0,21,32]) §3(272,3)=110,21,32],[1,22,33]}  $3(27%,3)=[0,21,32],...,[15,16,24])

b=4 S$3(27'.4)={[2,4,5,371.[2,5,36,37]} §3(272%.4) ={[5.7.8,40],.....[4,5.8,40]} S3 (27%,4) = {[7.8,10,42]....,[7,10,41,42]}

BETEE 1 BATE X ZRE] T SPECK48 2% 12 3770 -Lh WX 43 3%, ISk 12 Fo 2200 -8 X 7 4 1) Ak
TN .
o SPECK48 1] 12 02 73- 2 X 7045 1:
ro=4,r,=5r=3
4, =10,21,45], 4, = [5]
p=Prd, 5 4,)=2"
r=Cor(dy 25 2,) =27

q=Cor(A, "5 1) =27

Cor(dy, 225 1,0 = 2757

RAAVER TIT 8 4> SPECKA4S 1) 12 # X 43 2%

rpL=12 rpr=1

D; : (148090, 101080) —— (65400c, 6¢4000), D, : (148090, 101080) SN (41400c,4c4000)

rprL=12 rpL=12

Ds : (148090, 101080) —— (45c00c,484000), D : (148090,101080) —— (61c00c, 684000)

rpL=12 rpL=12

D; : (148090, 101080) —— (61c028,684020), Dy : (148090,101080) —— (45c028,484020) .

rpr=12 rpL=12

Dy : (148090, 101080) 22 (414028, 4c4020), Dy, : (148090, 101080) 225 (654028, 6¢4020)
© SPECKA4S8 ] 12 #2547 -£R M IX 4 28 2:
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ro=4,r,=5rmr=3

4,,=[18,21,42], 4,, = [5]
p=Pr(dy 25 4,)=2"
r=Cor(d, 2= 4,) =27 "

q=Cor(4, "> 2,0 =2"

Cordy =5 ) =272

RAAVER TIT 8 4> SPECKA4S8 1 12 # X 4y 2%:

rpL=12 rprL=12

Dy, : (028210,000212) 25 (65400c, 6¢4000), D), : (028210,000212) 2= (41400c, 4c4000)

rpL=12 rprL=12

Dy; : (028210,000212) —— (45¢00c,484000), D4 : (028210,000212) — (61c00c, 684000)

rpL=12 rpL=12

D5 :(028210,000212) — (61c028,684020), D¢ : (028210,000212) —— (45c028,484020)

rpL=12 rpr=1

D7 : (028210,000212) —— (414028,4c4020), D5 : (028210,000212) ST (654028,6c4020)

o SPECKA48/96 1) 14 # B AW : TATLAIX 7348 Dy, T BB AR Tk Jy Bl dEAT A 21, Hofh X 73 28 F 1 8ot
IEFEREZRBAN. 7 SPECKA4S 1) 12 50 225020 VL X 4088 Dy, JEVRIN 2 %, B4 H T SPECK48/96 1) 14 5% HKE
i, 258l SPECK32/64 M HIK IS FE, K i =2, 3, 14, 16, 22 18N 13, Al HI%F SPECK48/96 5L 14 #& 1) % 47K
I T BRI (K13, k13, k), k' Sk 44 DB LRSI Bt 75 B A 0 S 2R P Dy 222992 = 2592 SR LI I [A)

%E?“j 245.92+44 - 291.92’
4 B %

FEASC R, BATTRT ARX SRR FIE ) 22 70 -2 1 X ) S R SEEHEAT T 9L 15, 8 1d 38 ) SPECK32/64 1)
32 b SCAs ), A FIBEAL B (22 70 - VR IR A IR OGN, B — P R T RE AR 1 KN S AR A 5%
PERTHERA I (B R 56 . AR, T T vt AR SRk ) 22 70 -2 R ST 22 70 34 23 AN 2 P 38 20 RO e, 3 T 2 T IR S8 R T 4
T A ARX FO AR IR SHEAZE -2k IX 7 2 (AR R B ik ZE T iR R Sk, A5 5] 7 SPECK32 1) 11 %
FEGr-LRNEIX 43 35 F1 SPECKA4S8 1] 12 $6 72 43 - LR PEIX 47 5.
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