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CoDefense: Defending Method Against Adversarial Attacks with Multi-granularity Code
Normalization

TIAN Zhao, KUANG Shi-Qi, YAN Ming, WANG Hai-Chi, CHEN Jun-Jie
(College of Intelligence and Computing, Tianjin University, Tianjin 300350, China)

Abstract: In recent years, pre-trained models that take code as input have achieved significant performance gains in various critical code-
based tasks. However, these models remain susceptible to adversarial attacks implemented through semantic-preserving code
transformations, which can severely compromise model robustness and pose serious security issues. Although adversarial training,
leveraging adversarial examples as augmented data, has been employed to enhance robustness, its effectiveness and efficiency often fall
short when facing unseen attacks with varying granularities and strategies. To address these limitations, a novel adversarial defense
technique based on code normalization, named CoDefense, is proposed. This method integrates a multi-granularity code normalization
approach as a preprocessing module, which normalizes both the original training data during training and the inputcode during inference.

By doing so, the proposed method mitigates the impact of potential adversarial examples and effectively defends against attacks of diverse
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types and granularities. To evaluate the effectiveness and efficiency of CoDefense, a comprehensive experimental study is constructed,
encompassing 27 scenarios across three representative adversarial attack methods, three widely-used pre-trained code models, and three
code-based classification and generation tasks. Experimental results demonstrate that CoDefense significantly outperforms state-of-the-art
adversarial training methods in both robustness and efficiency. Specifically, it achieves an average defense success rate of 95.33% against
adversarial attacks and improves time efficiency by an average of 85.86%.

Key words: adversarial defense; pre-trained model of code; deep learning
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f kR 5] St FE U, StyleTransfer BEit 1 8 Bl 51 15 SCAO 45 M 6 3 U (11401 while A1 for 16 3R ) ) i
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HoF T HE AT 25 SR i, %5 T D 22 AR U R B BB T 2R T e, BLERE FARAD 43 28 4T 5% o A DA 5 47t
P )5 5 AR HE R A DI bR 0. BRI, & B PR 2R B, JEai Bt 70 V2 RN T 2T BLEU KIS &7
1, T VR IR I B AR A5 [ 1 SCAR R AL FEE >R Joz e Xof i A2 50 R A TR 4 PR S MR A B . AR SO X — VT S s,
BT 3 AR GAT: B S, AR AT S XS PR A T R AT 43 AT 25 BE B SR (1), FLk, AR T 4
BEZERHEZ M BLEU dEF, KR T 1ERA BT BT, B8R0 A4 p 5 B Se i 22 AR DUEL 1 9 25
(o RLAF AT 5 B SR (2)); fea, MR E 5 S M E 2 M BLEU NF, XER XM E S SHHE L N
JUFAFFAEARAT UG SG R (4F B 4F AT 55 I ELR (3)).
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fERIESREARE, 5 O MR IG VI ZREE LS A AT N S5, Z50E0E R ] BEHLTE AN 52 AR RO A Y S g M BB 1R AT 2 3R s st
BRSSPI B U RE . W REEE 2.2 TR, FRATH 4 T BT RED 09 53 24T 5 R AR AT 25 4 B 2 97 4
T e S

XA KU, i — MR B xe X, RELENFZ Ny ey, SXRIBHA M X - ¥, WPtk
FFA R T Bt BRI IR BT RE AR xyq, . FRATIE I X B0 B AR 73245 2 7 3458 5 A0 AR ID R Myegense - X — V. FLA
Kb, IS HUPE B TR B R 3 AR (g 2 0) A (Y = Maeense (X)) A (Migegense (£) = Miegonse (Xaay))» 1 HI25 HE B AR
R
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(3) Myetense (X) = Megense (Xaay) TR Migggense VEFT BRI HUIERER x,0, R FNEHR I 20245 R, BT 480 T X Fidk
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Zafeltth, X2 BRAT 45 Ok Ui, [FRE T I L 3 N4 B, AR BTSSR RO PR A T A 4 FAT 45 P B
SERIESR (1); Hwk, FIATRINEE 53205 2 6 () BLEU 6%, XHIE T 7 3A BEFIIH R R, B E
FAS B AR VLS A 9 2 O6 B2 B4R S5 I EEKR (2)); e, XM 2 55 % M2 2 (8] 1) BLEU toNIEE,
X R WA U B ICVR R SRR A T 45 SR (R4 2T 55 I R (3)).

3 ETHREEA—LAXH R E 7 E

FEARAT R, FRATTE S8 T — AN LR SR 1K B BOR BRATTI 4 AR, BB 44 T CoDefense MR
Weit, 885 28 CoDefense 1125 KL EARRL YT — 10 5EME DL K SRRz 5T 1652 A R A i 72,
3.1 iR B

FAVE F — AN 8740 1) 7 B K B B 22 L B S B B 48 7 VR B B LS5 6 B 4 s — ARG AR ED B B, ik
Vet AR AT DU AT RE A RIS e ok A il — R Bt AE A, M8 7 Bl 5 SE R B E S ORI Bk ®
{14 52 S g PR R AR f ot 0 1k B 75 v (BAR AN TG TESE 4.3 AR, R BT Pt o Seng o 3 2%
WAL B ARG IR N AR AG 25 44 5 .

B8 B 44 B B O P T S R P B ML SR 5 A s 2R S, 51 PR AR A e R Y. 2 SR g
FE ARSI RANE LA IATIR N, AP~ AR EAH R A A AR ARAD 1 S, Bz 0 o SR G A I T 45 IR,
A BRI BN SRR AR, LU 1 H g AdvCode-1 i, Stk B 7 i@ 40 R 4 AR AS i AE 44 n Rl ke
O3B WA R4 nan R kick AT B0 BRI LR A, 120 PUtERE AR T bR 5 T ARG AR 2L 1 T30
gEIR.

ZEABUI, F T BEARRD 3\ 11 X Bt 1k 40 o 88 % 1 i B ML SRS B8R & 30 R SR, 15 AR SRS 3 N 1 B
APy 7 PO BEARH A NI AR 23 7 AR B R AP R 2 O ARG 1 S, 38 3L 1A I 3o R 0 2 2 BT R B P X 37
PEFEAR. DAL 1 H ) AdvCode-2 9, itk Buds 77 28 i 8 IR Aa AR AD B 28 4 T4 A SEARS while (i'=1) {int b=10;
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i+=b;} LRAESS 11 ATHASEACRD if (false) {at=n;} 2 X FTMEREA, 206 T MERE A B vR S A QRS AR (1 )
gk

X T2 T A SR F X BUPE S ik, EATE ettt — RPISE O AT A Fe i N, 48 i 1 2 R
W i R % A 7 B S 0 1), 25 AN AR AT G5 B e A 7 VB, B 2 AR A 1 3, I ik ARt
AR B A BT T S U ERE AR, BAIEL 1 Hh ) AdvCode-3 M, st futE Bk vk i f IR AR ARA IR 58 3 47 RN
55 4 AT for JEMME A FH N SN while B3R TER), FFHEEE 3 4TI i+=1 RIZH 4 4710 j+=1 2 A FEHON i=i+1 A
JEFLASE] TSGR, FR TR T T AR AR ) TR

public static void func(int[] a, int n){
int i; int j;
for(i=0; i<n; i+=1){
for(j=0; j<((n-i)-1); j+=1){
if(aljl>ali+1]D){
int k = a[j];
a[j] = a[j+1];
a[j+1] = k;
}
; }
} AN
L wmniesnn
(- - ———————————————————————-—--—-————m—mmmm A
| public static void func(int[] a, int nan){ public static void func(int[] a, int n){ public static void func(int[] a, int n){ :
| int 1; int 3; int i; int j; int i; int j; |
| for(i=0; i<nan; i+=1) { for(i=0; i<n; i+=1){ i=e0; |
| for(j=0; j<((man-i)-1); j+=1){ while(i!=i){int b=10; i+=b;} while(i<n){ |
! if(aljl>ali+1D{ for(3=0; j<((n-i)-1); j+=1){ j=0; |
| int kick = a[j]; if(a[j]>alj+1]){ while(j<((n-i)-1)){ |
! a[j] = a[j+1]; int k = a[j]; if(af(jl>ali+1){ |
| a[§+1] = kick; a[3] = a[j+11; int k = a[§]; |
! } a[3+1] = k; a[j] = a[j+1l; I
! } } a[j+1] = k; |
: } if(false){a+=n;}; Yi=3+1; I
| mf® AdvCode-1 3o AdvCode-2 W e AdvCode3 | |
: AR AL E } PIAANREGION } INEER O
N o )

K1 AR rshyLR ]

IE_ R, BT LR B BUEREAS S K T3 RO (X B O vk (RIAR R B UL SRR A L PO
AR 45 ¥ e 45 ), AN [RDRLFEE R0 X U R AR AT 45 S 35 O IX 3. T, S DAL PR S 3 e 1 0 i i St A s
JE A o U AE A U210, R I 3 i Kt 189 58 1) 7 20K S B IR A6 U ZREE T, R R AT L IR, AR, X Rl
75 TGV 15 A R RS BUMERE AR, DR AN BE A RO B AR A [RDRL R B Bbk B, IR AR IRATT B — Rl RE i &l
o 3 Ffer B Pt 0 B AT A A AR IR T v A, AR e ) A ke B A AR, B A IR AR B
DL T4 1 44 5 e 0 B e B A, BT A RO AR B 44 R T AR R AR 4, S 0B TR R P R A AR
HPE K. X ks B 2 B A [FDRLRE P Bt e 7 vk, AR B SRSt 25 72 AR R R I B R AR X B 2 A
A 75 e T 1 R T35 4 TR 2 T A T AR TGl Tt A 200 8 o 7 8 ) R S 0 P R A T SR g 5 1), S (e ok
AT — Pl B B 7%, REE A RS ARIAS [B) 5% m 1 A X v o

FET BRI, Wit 7 —Fh 2 RS A — AL SRS, BRI SR B B0 S VI SR B8 A HE 3 I 72 1) R 4B A QA
NBEATIH— AL TRACEE, DABE S8 7E (06 B 1 A A B e tian N BARTE AR, 08 1 MAR A b 2 v AR A%E 280 (16 55 B 1 o7 0
FEVARE A AN Al A 2SR R
32 1 Rk

AR, AR T —Fh BB EI 5 (FRN CoDefense), H: it 545 OB 2 B . AN [F S0 (% 3t
I, R ER AN . K 2 JB/R T CoDefense 77V AE . AR IH— 1L RHE H 3 N EEER Al B &
ZIA— . FEARRL I BRI ARAD g5 A I3 — 1k, AS[F T 2 B BT I 2R3k %, CoDefense [194% 0 AR J& @ it 22 o7 B
REGIF—1k, ¥ NZRP B ) SR UG I SR F (HERRBY B 1) B GG ARAD S N EAT TiAL 2, DLIBE B R X SibErE A B
BN BN AAD AT, DR Ik B %A S50 AR A (RS BE RN S8 B (% P it B, AR, CoDefense 302646 P ANF B
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(1) TENZRBr B, CoDefense X R 4G VI ZREE AT AR 5 — AL AR B, A8 F AL 1S B8 VI SR ARRE ALY (2) 7EHERRRY
B, CoDefense XA MR AGARY (7] B8 @ X PUIHEREAS) 3E47 5 I 2R BOr [R) 1 AQRE 3 — A AL B, SR 5 FE 4\ B4R
AR ZY e T8 %0 FT BEAZTE R PE D B0 1 ACRE B2 A\ BACRE AR AL, b4, CoDefense MIAIHT < ATE T, HAEN
ALY 1) — AN 17 2L B A AR e 5 AR ASE 20 4 o, 3 [RIA) B A T 2R 438, T <At T 26 T o e PR A |y
Prik g, 5w gt M Bt I 2507 240 L, CoDefense &% 5545 25 b B 81 AS [FDRL B FI SRR FR0 ot By, HoG &
YRR P BEFI R N B R B /. BH T~ CoDefense AN T A2 BCBIRTPUIERE AR, BRIIEAR LG T HTdE I 210772, H
WERRTE T TR, FE RIS, AR SCHEH 1 CoDefense 77 V47 AT A MmfEiE 5 L# 2GR M. BT A THE
PRI, 72 B AT 1 Java EREAT T SEERANPEAS, TR A2y 20T BAAE AT H Y GitHub ETUREL. G4 S
3.3 i/ 48 CoDefense 12 b FEATS IS — {0 30K, SRS TEEE 3.4 /-4 CoDefense £ 52 Friz s o B FF AL

G (I, """"""""" ~ M) )
e N 1 ' o, S ‘ )
@, H B wman—w || @ Iy ”
I
I SR E : * i I 2B @
i
— : g |
— = )i
x| ——— (i |
3 | (o wmsmn— |} 7 e UL
. || &% I Ik
PUETIRES ¢ Ji JIeTeN &2 ey
NEEIN | CoDefense ] o _)W LT
- \\ _________________ ’ O )

K2 CoDefense JjiEMFEHE

3.3 ZRERBEA—K

HRAREE 3.1 F5ANEE 3.2 WA 2H, BEXE I ZRACRGAR IR (i 3o bk e o Sms ] 3l 3 3 AR B B 1Y 284K
fh e N ORI i 5 A B 4 U I 3 ok FBE O Tk SR, A BETE T 3 RRLEE MARES I — K AR R
LA FEARED I BR ARG 45 44 5 — 1.
331 FELH—k

JERT IR TR P, AR RN RS I BRI AR A (K R A S 2R LT R B2 PR
], X FEAR A i TR RSB R 2 b TR R AR R R 5k T B Rk, PRy i e R R A5 R T o —
AN A P R L w5 s 3 1) 2 e 42 243 T R AT PR, SR A i 42 4 U [ T e ) 1 A 28 A T S R
T AR 55 4% B O ME 551, I 2 A T RS O BE T S 0 BUl B A B, 336 S T ol AT AR R A 25 S E AT Bk o S A
BB N, A3 R0 B AT A R TR ) T A AN B 1. SR T BT AR B P el T v U150, KR A 138 e AR 44
B e ) Mo S A T A 2SI FoR B X et e, BRATT B S R AR R 4 VA — Ak K B A S

FAPAFE RN B TR R4 W 407 R B B35 255, RSB I Zrsg 15 7 o i g B0 S it
FORCR PURE— S0 4R , AE N Hh e 2% (1 M 75 AR e 44 S AR AR () 1 R R B AR . BRI S, R TR R4
B 119 5 70 1 Tt S S A AR AR B SUR AR AT T, 2 ARG AB 2 (1 11 2ok R i in B, 5 S50ma 2 wf DA 2 5F
S ST ARED I PILEAE SURFAE, B2 51 RARRD IR B AR M R Z A0 58 7 1 IR 1L

A IR ), AR AR A A TR SR A R A I 2 R ST AR R T AR B A R AE, BRATBIN T AR 44 0 —1k
FiR. BAKI S, CoDefense KU o () BT 28 & 44 (IR B 40 A (Varl, Var2, Var3,...). IXFh A — 1k 75 K Re 4% B
LT AR B A4 B e A Bt s TR AR AL 1 TR AR, R A S — S A ARRD AR T iR A A AR T R ARG ) E
SAE B g R, X AR AL H LS AES 100% [N [R] SRR 3 T30 B A4 B e o v e vk (U
NSRIR LS AR 5 ). ik, B 44 A — AT DU S RRD AR A 2 5] B VR 2 IR IE A5 ., BRAR T AR A X
FAR R A B AR, 55 5 17K 6.1 TS0 45 L 70 40 38 W I R AR 55 44 VA — 1 SR e 7 18 3 A A A 2 8 e
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(R TR BST, FE AR Y 1) S 4t M e S AR TS RN 23 AT 3 R R f T s . £E P B v, CoDefense 883 % 45 5 4 QR S it
At A A — AR B, S5 SR ARSI — AL 3R B 5E T A
332 SEACHETHER

WRIEHLA 7, Brown 25 A P2UEFEACHE R A Lava Flow, R A E SIS AR AL ARG v A 8 F A4 RS A B
Mantyla 25 A WM SEARRS 52 XA 8 24 F 8 H AT A8 AR 09 B WakeP M AEARAS 52 SN A A FH 28 5
¥, J7IEER . Martin M FEACRD i SO MR BAT ARED F B, G305 AN AT B R AR 4 AR 10 i 15 A 1 3= Ak
MR 75, R T it TSR AL 8 S AN (], (RFEARRS 2 A b B2, T BRI AR I FRARRS AN 2 s mi 4 QRS
s AT S5 . AT, A1 RS TRERTFEARAD ) 5 SORFRAR AR AE I 3 T8 320 Wl AR A B B,

W 1 s, A TEEE T fedls JLAE 5 TSR T (0 36 3 1 e o 7 3k v s L R B8 A S 37 A B 1203037461 3¢
PEBLTE T 6 FETEATDIEBRAI GLit 19 28N, Bk, ARG E 7 A 8 WIS 451, BG4S
K G 1)y 4 SCEEH (U 2) 7 2544 RN 3-6). = 1 R E4HRRE 11X 6 ZRIBARAD T BRI, A 7 151 3
B XTSI, & T R B A T4 BRI, 8140 Loopy, 25 while A1 for 1A Z FhE M. S AR, CoDefense
Bt 6 FRHREIE T 19 SRR, WA, HAERTE SEARD T BRI RIS F T BT 4w AR 15 =, 140, Statementys
W AR R) 55 AR Python SCHRF. FRTRIIE, FRATHEE I A BLARBE I A PE40(E S U3 AS SCR T E 0 F. B Tix e
BEARTD T BRI, CoDefense FJ FH 1E U DT L 1 Bk 25 & AXAD A I BEARED B, FEKs AR N 5 22 AR08 3 — 1 #2 1)
LN

F 1 CoDefense [ FRANDH AU 1 4 ik

D HEARKD VA B Ei3 R
while (false) {Body2;}

1 Loopg, T R TE 5 8 B AR D R R i ) . »
while (condition){}
2 Branchy, T St oy i 1(O) (BodyZ:
if (condition) {} else{}
3 Statement HER T ER) >
® o RERTNIE
N T assertTrue(true);
A THERTE 5
4 ssertyy T BR1E B assertTrue(1>0);
. A T 2 PN, System.out.print("");
IRILBE fA[ g E[E .
5 Printys T R T S LR BT ERTE ) System.out println("0000");
int a;
6 Unused,yg AL AR B boolean b;

TE: aflbfE 2 J5 BIARHS T AR B A

333 MG E—1k

CoDefense i i X A Ay N\ 82 R B3 38 SCHIARAS £ 40 55 45, 3E— 20 AT R 450 V3 — (b b BT 2 3 3 T 4R0Y
SE R B B P T B TR SR AU R Ja e 5254 IR ATTHE CoDefense it T 13 RARAS 454 19— 1k
UM (FLrt 51 20N, AR, FAT RGBT Brf WD git, RG4S R I 1), 43250 G
2-4) FUGFF S50 G 5-13). 3 2 R AIfER: 73X 13 DA, A w130, T8 — 285, v e
T2 BARRIN. 4110, Branchy, G5 T || FI & & 1% 4. SR, CoDefense #1013 J8F5HilE T 51 5
PR, FIRE, FEAEATAE RS A —RUESE B T BT i 5. 140, U0 In/Decrementy; o H1 R+ EE 45 AT —
(% # A& T Python. M4k, ZERUN Constantyy HY, #i & X MBE AR S F COF WA B AR, BN Z%ZR
AR A AT G %, BN RE S 5 BB AR B o AR TE S IR T R e, FoA T A AR i s
JRAEATH PR LT L.

BT KU BRG] 5] 53k e AR 45 4 s 45 R SR 3R AT AR A G5 RV — £k PR AN I R b k2 R AR A £
M, T BRI —FE R AR ok B S B AR &, DAS| SRS M A — il AR 2 3R E AR S T
PR e R BF 00 AR S0 $RA RS IR ARV E RN Fa b, ol 2 F U B B (B AR RS S k) LA KA N
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HERE 7 I 10 3 L JRE B R AR5 B A AR RE N VA T RN 5 i R AR AR o &, R v R HEHERE AT RN B
FA RERIEAT A R SRR E A 56 T LA 70 O, A1 sE A28 2L (R ARAS BB AR A, T T 1 Sl S e e S 1

ARAD R . 3R R, FA TR IX AR BT E 55 x.
%R 2 CoDefense FIAHE ZE#4 A — AL HEI () 3R

ID S i A ik Bil-F (ER0) Bl (FeHe)m)
S T p for (i=0;i < 9;i++){  i=0;
L . forHlwhil NEA I ZEN
1 00py; orFllwhile G415 A1) [ 5564 e 4 Body:} while (i<9) {Body:i++}
i=0; i=0;
2 Branch,, if-elsefllswitch-case 2k {18 ) S50 B 3t iF =11 switch(i){
Body; casel:
} Body;}
3 Branch e S A A P A ik =X if (a>b){ if(!(a<=b)){
=2 (>, <, >=, <=, ==, 1=, &&, |)) Body;} Body;}
< . if (a>b){Body;} if (> b)l[(a==b)){
B h TR 2 E s )
4 rabchg, BB 2 FMEA(|, &&) if (a—b) {Body:} Body:}
5 Types FEAl A4 (int, float) int a=0; long a=0;
int a; Body;
6 Variableg Jr A B B O B (RSP AL . B A AL)  Body; int a;
a=ct+d; a=ctd;
7 ariableg, R Tl AR B VIga kR B AE R —1T N : int a=0;
Variabl T B 7 RV A 75 1 o
8§ Variable, RFRR R E VAR R~ inta, b=0, 1;
9 Constantg AR B S5 Fedf(int, float, double, long, String) int a=b+10; E: :;1)20
10 In/Decrement A 15 5, —) N -
" Operand G I i O B AE U A A if (a>b){Bodyl;}  if (b<a){Bodyl;}
P (<, >, >=, <=, ==, 1=, &&, ||, +, ¥) if (c && d){Body2;} if (d && c){Body2;}
12 Combined ERMHEARE a*=10; a=a*10;
o (=, ==, *=, =, %=, <<=, >>=, &=, |5, = b%=2; b=b%2;
e o if (a > b){ if (a>b)
13 Curlyy; RHEACTE S =13 bi=1:

(1) ARRS 82 24 . BRARAR D 52 2% 5 2 AR S S A 1 £ 2 H A 2 — 1% FRAI148 Fl WMC (weighted methods per
class) AR KA AG 25 B 24 . WMC (HHH805 284S 2 25 W ITE J7H McCabe’s cyclomatic complexity ™) &
. BARRUL, ¢ 2 AR, AT o 75 3B = HI 7, McCabe’s cyclomatic complexity I H AN E-N+2,
Hoh, E RIRPEHIR B R E R, N R R B S 0. WMC B, A 5 e .

(2) AIE AT, AQRE RS P 2 A AR A3 E AR oy ) — A B AR ot i J e, T sk B v )RR R v
RN GO T AR (AT EE AR . A T R AT R A, AR T B R RRR. 5B 1 MRS B&WD,
BRI FAARRD S5 R B (AT IO L 43 S B0 S ) SR SR ARAD (R AT et 38 2 MRAR & SRead™, BRI T —
40 58 4 B T AT 1A) HL A3 BT RRRAE (19 an A8 B 42 B0 RR e 1k o AR D3 14 55 ) Skttt s QRS 1) mT s .

S5IA TGRS 5", CoDefense £ k3% 2 HhiE LTS S5 MBS B, DL AT ARG 454 19— 4k
AEF. BT X — A 52 1 AAD S5 M FE RN, JEARAT TR R] BB AETE 2 AN AE I S A2 B, CoDefense MK AT TTER
T HR H R ) A7 B 3R AT HE T, HRAR O S AN RBE AT B R 24 A RS &5 M S e ). T4 — 4% 4 e AR IS 25
o e B 5 45 78 AR AL B, CoDefense B 562 VAL #2357 (ARSI 24845 Quality, e = [WM Coetores BEW etore
SRead sore], SRIGAEZARRY A7 B SRy 5 A QRS 45 4 3 — A0 45 31 5 46 I AR A QRS JF B8 vF SR B i) AR 5 FE 4R b
Quality g, = [WMCopiers BE&W i, SRead e ]. 79 T BAGAXRD 25 1 03 AU 5T & IR 520, CoDefense K 1 —FiALRS
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JREFIERF R IR bR, BIXH AR EAR bR 7 AT AR E 4 L, HERICEME, %A XA A:
1 3 [ Quality g, [i] = Quality, .. [i]
3 Xzf:l ( Quality, ., [i]

Ho, i IREARFE R EIARII RG] X — AN & 1RG5 & (AR X $ETF, @34 A B, (A3 AR 4 I
FIBETHRE % A 7 b S W AE BRSO RUR L. 5 g SRR, A3 B3 s A4 CRG 78 B A AD  B  AR R T el
BT, M CoDefense i€ & B ARG AL B W) 4 BT AR 25 44 4 e N, FF4k Sk AL 72, B2 g Tile L
ARAD 25 K4 U3 — 40 B0 7E B T RE AR RS A B R 1S B T A B PRk 5 0T Ak 00 R L g X Rk AR AR Ak SR,
CoDefense fEisH RARTIATD AR &, S0 H — N E IS gAY I3 — (b Ab 2 HACHS 5 B B 2R T AR RS
3.4 CoDefense FIE3EFNRF

LA T CoDefense [ hr FEARTS A — KT 2, @it 3 RIS D — 1 Ab SR, AT LAAS B AL 5 A9 RIS 5L
8. BT R, BATIG FELIHIR CoDefense J7 VA2 1R AR, W1l 2 fian, CoDefense 1E A ARAD AL ff— /i B
B A B AR R, 5 AR AR 2 4R B, S R AR TN R 8. ' (R N L IR A A RADAR Y M JE B I 2R 5E Data™
HFEIEMIREE Data™ .

TEIN LRI BE, CoDefense 77 ¥ B 46 FHARHD 5 — fh 77 i SR UG I SR 500 1 AR BEAT AR IS ) — AL AL 1, 75 30 )5
— NG E Data™ . 48 )5, CoDefense Fl FH JH— 1t 5 B I ZREEXT SR 4645 24 30 AT 11 5 LA 15 2] 77 A0 384 58 1) AR A A
B Migegense - TEHEFRR B, S FAE R 45 ACRSHI N dara™, CoDefense [FIFES 4 HsEATACRS 0 —{LAb 3, 25171k
Ja ARG data . 5, FATHE — 405 I ARAD SN 21 B 18038 5 (1) AR AR Y Mgegense H, 75 30 TE 660 11 TR0 5
B 5 T 6.1 TSR N T CoDefense 3 38 J& HOAE T (111 A 25 BURACRD IR N 43 A1

TEHA TAERFEH, CoDefense SR A AL By — N RGUIEAT. I K Y R FIHE L AR AR AD SN
FOFEAT A — b A 3 D3R G 1T B S PUIE R AR R AR B e N\ BIARAD A2, 3 AR AR B4R T AR B At St
iR

4 LIRS

x100%,

4.1 ZHMAREM

N T AR ST CoDefense 7 [ X i Meds 77 A BEAI R, JEP-Al CoDefense X H AR AL i) J5 4R 14 fE
SR, AR T BAR 3 MRS i) AL

WL I8 1: 530G 715 b, CoDefense 7 B AEIAN [F] 0 4144 Bo ok 77 T B 28R an ey ?

WAL 2: 5IA 7715 L, CoDefense 78 B ARIAS [R] %S Ui Mok 77 T 1 2% el 2

WAL 3: 5IA 7715 L, CoDefense % B ARAGAR I (1) Jid 4 M 6 5 M Gt ] 2
12 HiRGEAER

N T ISV CoDefense, 430 B T BRIt i) 3 AN B 2 ARG 10T 5% (PRI )L ARQAD 7
BRI AR A i 2 A ) AN 3 ANRAT I B ZRA RIS AR AL (B CodeBERT™. CodeGPT'HI PLBART!™), 31t 9
ML R £ 3 R T XS R EAEE, K2 2. 3 595 Rm BRI M H A, 28 4-8 4
AR INGRERBE . IR DRI, e s A SR P P g

o H¥EAE: 5SROI, BATBERE T 3 MRIRNE AR SR AT S IPAG, 2 AR R T LMD
I3 BAT AR AT %5 I TR TN (vulnerability detection) {F:5% i £ T 45 52 B4R Jr B2 AR TEIR IR, X T AF 5%,
KF OWASP (open Web application security project) 34/ A SLIGHHE . &2 — AN H TG IR R AE I T 21
Java MRRZEAF, W) 72 1S A T IR TR A AT 45 0%, 3047 TAE VO RRE— 30 JRATER A ZEHR 10 1.1 A, &
W T HEZ EEE, EE S ISR, BRI, IZRAEE 13041 DMIIZRFEA. 4000 MGUEFEAF 4000 4
AAEA. ARG SE BRI (code clone detection) 1155 & FEAG I Y 45 € HOAXHD Fr BRAEAE L E R BEM. X T%4E55,
Kl BigCloneBench'® E Ay S 46 MR 4. e & — AN 32 4 P A0 AR 5 e G A0 ., 5 7 22 o o o 288 2 (1) 130
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/350 B R AR v e A B, D T BB S I VAt e P v B e A O PR B A8 7325, KA Yang %5 A\ VPR AL 1 e At 4.
AT IR A 8 SR B AL HE MR R AR AR FE AR . P RS (LR AR T B ) IR oA LS A3 i Ab T 55
UF R, HAOR UL, ZBHRE LR E 90102 MIZRAEA . 4000 NIGUEFEAF 4000 AN TBFEAS. AR5 45 Z A4 1%
(code summarization) 1T 45 B 1E 4151 45 5 FIARED Fr BE, B ahAs L B f B SR8 5 MR MR 2. NsEBlix— B bx, A&
SCHEHL T CodeSearchNet ™k Ay S Bt 4. 12550 S /R A QRS 78 B Ax jlk U ) 2 B3 vf, V2 a6 T 6 P fEis
FARRD B H . A (R 5 B B 7T A AT L A — e 7O AR SRR L T Java SR FEIE & IEE 4R, JESLit T
et 1y 5 AL s BART =, ASCM CodeSearchNet Hifiidk th % [ 1414 Java FIBHE T4, #— SR TS
164923 MNZHFEA . 5183 NMRUEFEA LA K 4000 ASMAFE A I ER 4. X —HdR R sk T A SRR & 5 2%
RT3 24T 45 0 AR AR UASAR 24, T T B4 T 1 e %o Lh 5 45 TR 43 #T.

3 TGRS AR AL L Xof | 5 £ B IR PP Ak 5 2R

ID AR A it ISR R IO EBE R A TR EE AR MR bR TR BE
1 N CodeBERT 13041 4000 4000 98.70
2 V‘élentzrc*:'i’;:ty CodeGPT 13041 4000 4000 Accuracy (%) 97.45
3 PLBART 13041 4000 4000 99.52
4 CodeBERT 90102 4000 4000 96.33
5 C;;‘::;g‘;e CodeGPT 90102 4000 4000 Accuracy (%) 96.52
6 PLBART 90102 4000 4000 96.82
7 CodeBERT 164923 5183 4000 18.69
8 Code CodeGPT 164923 5183 4000 BLEU-4 15.40
summarization
9 PLBART 164923 5183 4000 17.54

o TRYNIZRARREMLAY: A SCAEEE 2.1 H9A4E T TN SRR LAY 1) 3 AN2503) (B Encoder-only. Decoder-only FlI
Encoder-Decoder). I 1 78 P13 B, AN [RI T 25 AR AR L (0 P Il B tT, A — N TR R A RAS RS 28 7] LLZE AR )
AT 55 AR 48 | A se Il B, )4, %4 F Encoder-only 4244 (Tl 54 SRS R A, CodeBERT! M Js I 4 1)
el 4 LRI BT GraphCodeBERT™, 11y £ A AL 7 b A I ¥ 46 b U B4 2%, [RIFE, XFF Encoder-Decoder
B TN ZRAR D B, Code TSV IE I A M K4 4 1= AR BLAR T PLBART', 1M 75 AR A o b A 0 i dis 4 - 0 2%
BUARAE. Rk, 580 BF 7T VO — 2, 5T — TN SRR AR Y, JRA T3k 4 — MR MR R AT S0 VA B
A3, %3 CodeBERT!E 4 Encoder-only #5748 2, CodeGPTE A Decoder-only AL {143, LA K PLBART™
{E4 Encoder-Decoder #58 FARFE. AR 3043 3l B T AH B (1 804 £, WhiX 3 ST ZRAR IS Y HEAT 1 3. Bl i e
h, AT AT R R R S RO B, VRN E AT 2 AT H T B2, 8 9 AN S AR A B R 1R
NN R, R 3 Wsa—F o T X S B R 7E AR AT 55 B RITSORPERE (Accuracy T4 &2 I I o il A0 4GRS
ve BERI AT 55« BLEU-4 Ji T i 5 ACRY 3 222 BAT %), A8 H A7 A2 — 22 58 S5 0 1) FOI 2R AR AL Y (4]
CodeT5+%1, CodeGen™!. StarCoder”’#1 Code Llamal’®), {H 1 T-ix L5 51 %5 F K, 52 2350 %5 Y50 7] (0 PR o
M CLLE R AT 55 B AT S AN S e PR, TRk, 15 98007 AR SR 0 A — 550U, W AR ST 700 B PR 2 ik 3
ANRAT TN ZRARE LR . 7R AR BT FLh, AT FBURERE CoDefense 7E 24 £ [ T ZRAAIE LY | (1%t 41
PEB AR

SV S, A SO 78 B SR 5050 R ZFER), W R FIRAESS « A FBEAR L, A F 8l 2RI BB FI A
[ (RS B B IX A BT A TH VPl CoDefense (19X UM B B BRI
43 WIMMRESE

4 RGET IRIE S FEAE E T BORTHATY bR 2R 18 5 Sk R % DA % N (8 TRV ZRARL 3o it B sy
2 SO T O — 8, A AU B X B T T VAR S A s, R O A S B R R B R
fil: (1) ASBEETRRE FEG RN . SHER . RIBISGES, Wi (F B ELRg P EA R R
7, BUli @5 R REE I V7 M SR AL APT SRIE AT (2) A S B AR R A 8 TR AL S5 BETH i), T AN [R] A
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B AN G548, AS TR AT 45 00 2 A [R) A ARG AIE, TR] 1P 1K s e o e s A 25 AR 45 1T 8 v 1) 1 e B s g vk
DAHES B A R FIAF 55, Ak, Nguyen 26 A\ VR HY 738 2 API 4 A (malicious APIs insertion) K7, ¥ HisE LN
TEEF AR 3 N AL 5 % ARG I APT BUER % APL, L HiX 28 AP W] B2 B A4 1, SR AT IR CRA G =
FHIE). fE%E APLIENJG, & H XL API ARG AE 4y L F 3Ll A3 Sh BT I, 7T BE £ fil & b Wr s 51 k™ 5
B ST ARSI A E S AE TR ARAD IE S — B X U B 77 2, DR VAT AT R R A R 38 S B 14 4
WAL ARSI RSP AR (E . JEAREIEA . S MRS BASCERID I IREE X, A
SAE A ARED 5] N R, A LA IR TR TR s R R I 2. 52 XL, R APT 3\ BRI
IG5 LB, HrTRE 5L, B FE A& A SCTER Ui BT R F B sens b iR ai e, 1Ll B
&, H S BUE XU B AR 7T U R B — B AR SO APL AR AT I SEIR S L Rk TAE
o, TR APL AT BB BRI TE (T R 7 In), LA — B4R F+ CoDefense [193& FI P AR #H1) FE.

R4 B B A SR B TR SRR B B0t 705 B (R R I R4 T HE A1)

D DO E /IR S G RS ) HE/RE 1% Xof PR T o SR
DAMPEY & Functionality classification ?5554% B
! OOPSLA 2020 A Code completion TEARTL RN
2 MHM"" AAAI 2020 Lty Functionality classification A4 B
) A B 42 B
S 7 ﬁ onatycosionion | ZE
3 rikant%§ A\ ICLR 2021 H Functionality classification FEACTE A
Rabins 117 A . LR T
4 £ IST 2021 H& Method name prediction T s Ry 4
Method name prediction
ioni AR
Pour A o Code captioning E%%
3 our % A ICSTE R - Code search RS S5 i 45
Code Summarization
AVERLOC™ [ - AR B
6 SANER 2022 i Code summarization PR 2 Hy
7 ACCENT™ TOSEM 2022 2E Code summarization BEA G
8 WIR-Random®!! ISSTA 2022 & Vulnerability d.etec.tlon A5 44 2
Code summarization
RoPGen™ a i ibuti ’E%ﬁ% Frife
9 ICSE 2022 Authorship attribution PR GE H b
Functionality classification R
10 CARROT™” TOSEM 2022 SFoS Clone detection E%«‘% Rk
i . P R LEPN
Vulnerability detection
Authorship attribution
1 ALERT™ ICSE 2022 EH Clone detection AR B
Vulnerability detection
MixCode!™’ o Functionality classification @5%% B
12 xode SANER 2023 At Bug detection BEARRG A
Vulnerability detection
Clone detection L
13 CODA!" ASE 2023 Fif Authorship attribution Eif Fk
- A AR S5 4 e 46
Functionality classification
Defect Prediction
Vulnerability detection N
(CECIN
StyleTransfer''®! e i %ﬁ‘
14 y! FSE 2023 = Clone detection PR s b 4

Code Summarization

AR S, % 4 JEoni) 8 FhEB &y, 41364 T WIR-Random®'!. ALERT! StyleTransfer! X 3 b
7. XA MEM!'® . ACCENT!, WIR-Random"F1 ALERT!" 2 FI| FHAS & 4 % #u A o W 5w, Horp
WIR-Random F1 ALERT {E A se it . e A7, Bk N IRATRIBE Fe it 5. Hodth 4 732, Pour 25 A7,
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AVERLOC™, RoPGen"'fil StyleTransfer! /I £ & 1) /A i b 2 il A AT 00 B 18 U B4 (51 0 4 A BB AR AL B
¥ while 515 A) #5308 for JEFREA)), 1 StyleTransfer /F N H i Je i 7%, 2 T H4x 3 FlT i 4 34%
Tl A i M oy S gS, [R WM S 3 1 F2 v % 4% StyleTransfer 1E 1228 AL 7 . SR UL, AW TGS T 3 Fiix
S B St B AR AR Y (1) % B 1 e 77 12K VAl CoDefense X LU 77 vE BB A8, N T2 &5 BT i i) 3
Tl B By 7 iR A IR

(1) WIR-Random"". i% 5% ¥ % F il WIR (word importance rank) 52 K i i 28 44 10 & iU T, FL A4k i3,
WIR SREE AR B A4 AR OB 9 UNK?, SR 5 T 5 B 4 i Jo A L 1) A MR 28 10 22 5, 40 b o) 45 A o 44 k47 L 22
FEEEHEF. f& )5, WIR-Random 4% B B2 FE IR AR AL ) 77 sk 85k A8 B 44 B R da R 4. 7SRl #2 v, #
i 3960 5 44 P R R 9 15, DLk S 0 b A2 R = AR 1 EOR BB RSCAS FI T (] FR 4.

(2) ALERTM . %05 M F b T SO0 844 T 7 vk, 1A b AT 28 B 44 B . 620 B 44 30k 5% S5 7 T,
ALERT XA T D00 HEFIEAL SR A SR IE . 7R SR8 AR A, FRATT R R E A i 2 AR W BN 15 (5 WIR-
Random FRFF—50), 35 4% H vk i i REAIR B BN Sx Num; A1 10 2 (B FBRE (o Num, Ron e e 00 Fr
B s AR

(3) StyleTransfer'®). %5 AT HE i B0 17 B 18 SRS S5 M e . BRI &, %05 VR 055 DL AR A 45 My e o
B&: 1) BENLAS N H F 5 4); 2) for JEHE AR while 1B A B AR R4 3) BENL S O AN ML ARSAT AL B 4) B
Wi TR AT 5) switch S54RI AR if S5 AR A B ELAR L 4 6) BEALIR N try-catch AAFSEL; 7) BEHLAR N —
BOEACHY; 8) FIARIZ 4R 5 5 (1941 /R AR Al AR )G, StyleTransfer W FH i3 S84 Zh £ A4 4 Bk ) sk A B NV At g
PUHEREAR, IR X S g i P AR A e AR . 7R S0 I F2 b, FRATTHE V18N 15, DL S K 1T S A
4.

4.4 VENIEFR

N T i CoDefense FIXT b 77 VATE X H 4L 8 481 75 T A 2 PRI A8 2R, FRAT TS FH 40 T BRIV 48 A idE AT SR AR AR IE

(1) Bk i Zh % ASR (attack success rate). ASR FH -1 & X §i 1 Bods 75 v T A= Bt $iT i BEA B 68 7. B AR
T, T4 E MR TestX (FFEVERMIIE, TestX RAE R84 B AR A IEA FON A4, BRI IR B A
2.2 W), Bk s M E A T

_ |TestX aack-success|

ASR =
|TestX|
Hor, |TeseX) AR B MAREE TestX AT Fr BB EL, T | TestX aackesuccess] TNGEFT UL 712 B 88 B D) A2 L Bt
PEREAR F B, ST B B vk, ASR s R o B B O VR A
(2) Bt %Ih % DSR (defense success rate). DSR F 17 & 06 47014 B 481 77 25 B Bh B A 0t Bt 1tk i s 1 6 . BLAATTn
5, KT ENARLE TestX, B Th 2R T A W T

_ | Teserefense—success I

x100% 1

DSR x100% ()

|TestX aacksuccess|
Fo, | TestX atack-success] TN B L LU 7512 A2 B ) B ek 0D (R0 B P AR TR, T | Tt etense-success| TR RT HUIE BT
T3 RENE R TH B AR B0 BT AR B RE AR R . ST XU B A1 5%, DSR 80 5 750 MR S U B A 7 17 A
(3) 451RPI#H% FDR (false defense rate). X 5Bl 754 UK X PR A T e AR RE Mok BTl BV H AR AT
A8 TR R0 e i R AR, JRATH0 X B AR Dy Bty R I XS e AR A SR, X B B A8 7 vk vl e 2 BOX 8
JEAS Bty SR O M A AR S R M AR S It T B R SO R A, IR R A% PR 9 B R By 48 [BLE, Wit FDR
R T S B B8y vk i BN R AR T M. BART S, 3 T-45 E MNAAE TeseX, $#5RPIHR T AW R:
_ |TestX gegense-tail
|TestX aack-sail

Horh, | TestX ok ranl AR FUIEICTE 7595 A2 i 2 R ISR T HUPERE AR B, T | TestX gerense-n| FRFXTHUPE I TT
R AT i RIS PR R A R AR A Bl R (X HUPERE A B . %X i B A7 ik, FDR AR R R 1R

FDR x100% A3)
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i,

(4) Accuracy (MERfIZE). 222 M0 A Hh IR 6 FONIAE AR 6 L), FH T4 AR AR B AE 73 SRAT 55 BT RE. 7
AR S Bg o HERG R I F T D0 M A 7 VR T AR A A A M RE R e, DASE LI 7 2R R B B A
R 2 0o SR GG AR 1) 1 i 1 i 7 T RS M.

(5) BLEU-4. BLEU T2 42 Fl T VAl A2 BT 25 T0 1) SC A 5 258 SCAR 22 A1 (R SCAS AR ALL . 5 2 i B
FARFE— 8, A SCEH BLEU B — N8R ——BLEU-4"WE g7 B CRY 4 B 28 )l A 45 PR B (1 O B i 4. A,
BLEU-4 $: 5588 1 £ KN 4 NESHRNT A n-gram (B 4-gram) 1F 3L A I ULED 9 0. E A s256 &, BLEU-4
P17 B A R 1) 1 i A B K 7 1 90 A el A A A 5 R i 1 e P S

(6) KIZATHS ] TRT (total running time). FRATTFH BT B 481 BT AL 9 (04 2038 47 BF () S 7 B 6 BT 1 97 480 77 2 1RO 4%
RIS ATIN B RS T m P RO
4.5 KT

BEXT ARSI 3 AN I ) R, FRATTY R B R0 2 A R RN Zi o7 VEAE Skt 5 i, PRl CoDefense 7
I3 AR e Tk O T AR A M R R 5 AT A T U MR RE — B, X T REAME S, R AR Dara™ 3555 LM
4%, 43 BIAE A Data™! M Data™?. Ho, Dara™™" VEHOHEE, T Dara™ 2 VE AL 4. 5T FxtitE il goriE,
a3 S TR B 7 R SE Data™ W IR REA AR B — A B R R BT AR, T B R AR, R
2RI B B i G AR OB L B BT AR, TSR IR TN A B AE . O T 2T %) 5 BLEU-4 4y
B T A RATSS) T R R BT R A, BRI T 40 A A 5%, AN 5] (0 0 ok B g i A A R A 284 ) s ) v 4t
PEROREE I MR RE— 30 &, JATE R TP RSE Datas!, HKH 5 FE I IZREL &, T IR ZRER
AN SRR AL My, . 9 T PRAIE SIS B9 A P10, FEARBS B FLbE M 2l FE o, S BN IR B 5 R IG AL M 1)
Wkse AR, 2L, %FT CoDefense, B 5EXT I ZREE Data™™ BEATARS A —1k, 2B BB U 52 &= — BRI A
—AIIZREE Data™® |, SR J5 A5 FAAE R T S B0 245 BB B Migetense -

XoF T A 1) 1, FRATT B S VA AS R 0 e Bk B i IR GG IR M TE VPN 4R Data™? b BT T
(BD ASR). SR )5, FIREAE FATAS 5 Data™?, 73 HI3F4E T CoDefense FIXT 1t 14 11 45 S o F- AN [/ e ek el 7 v 1)
Br1E D2 (RN DSR) RS R PT 2 (BRI FDR), LA LGB B0 Bt B 48 77 V25 0 S50 o T e il SR g, A3
SRR 3 Pt i B 75 v AR SO B AR A D 3 SRR T B AT I R

Xt FRIEFE ir) 8 2, FRAT150 BUTPAl T CoDefense AN B I 25 5 M& (1) S 32 AT I 8] (R TRT), LA LGB Rt Bt LBy
TR

ST A I 3, FRAI 14 AIBEAE T 3EF CoDefense AU I 5k 56 0 45 B A IG5 5 AOREEL (B Moy T Mycgense)
R AR M AP S Dara™? _ERITERE (B Accuracy A BLEU-4). 3X A B TR W Rt LB £ 7 352 75 5%t
JE GBS 2R (A 3 57 T S
4.6 IUMRIMEALE

A SCAE ) Python 3.8 SZHL T CoDefense, 3T Tree-Sitter 0.20.47F1 sreML 1.0 4GRS A BEEAT il b 54K
TSI —Ak. 5 F ik B di 75 7% WIR-Random™''. ALERT!' A StyleTransfer™®, FA 15K 1 %5 BiAF 2 H 44 59 U5
A, Fr g TN RS AR (B CodeBERT™. CodeGPTU'AI PLBART!™) ¥ )\ Huggingface™ T #%. #5511 E4H
B W LA H £k 3. A (5256 X7 Intel Xeon Gold-6326 k55 &% b5 ik, ##1E £ 44 Ubuntu 22.04.3
LTS, W47 512 GB, FL 4%~ 24 GB [1J GeForce RTX 3090 GPU.

5 LR

o HFFT I 1: 534 J7 M H, CoDefense 7 B AIAN [7) S 7 14 B0 77 T e 255 3K T 2
RS VEANE/R T CoDefense K F 3 ANKE b 77 v 75 B A8 % Bt 14 B it 7 T PR 75 A R T 26 (DISR) RV 2 77 71 %6
(FDR). (3B M=, 5 5-7 41| (Adv-Train 1) 73 540K 73T 3 Fiowr otk %eifi 7772 (EP WIR-Random. ALERT
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F1 StyleTransfer) X HT VIR RN . BARIT S, 8 4 %1 (Original #1)) (RN B ICHS 3R 5 HU M B0k J v A R a5
B ASR, 45 5-8 B B TCRE AL S T AN EFR: DSR (1) M FDR (). X545 N IRATIRAL T CoDefense FI%}
b 5 I AEAS R B M s T B A 0 e LU 4 R 5 AR

R 5 CoDefense FXt b 77 i B A HPE B FI2LR: (%)

" . " ROE7 K Original Adv-Train
ELES s I&gj%r‘ii (AiR) WIR-Random ALERT StyleTransfer CoDefense
WIR-Random  14.69 88.97/0.12 78.97/0.12 81.72/0.48 _ 100.00/0.00
CodeBERT ALERT 9.22 91.21/0.06 92.86/0.06 9121/0.06  100.00/0.00
StyleTransfer 1312 79.15/0.64 79.92/0.23 98.66/5.42 82.81/0.24
3 WIR-Random __ 11.05 92.13/0.17 §7.04/0.98 68.98/570  100.00/0.00
Vulnerability
oot CodeGPT ALERT 7.93 86.45/0.00 87.10/0.22 77.92/0.11 100.00/0.00
StyleTransfer 6.35 58.06/0.38 49.19/1.26 94.44/3.77 36.07/1.10
WIR-Random  22.74 97.13/0.32 §9.85/0.91 88.08/1.10 _ 100.00/0.00
PLBART ALERT 23.59 93.4/0.00 98.09/0.13 90.85/0.07  100.00/0.00
StyleTransfer ~ 21.69 83.56/0.51 62.04/1.60  98.11/17.07  64.97/2.63
WIR-Random  21.44 93.98/1.18 93.98/1.38 84.09/434  100.00/0.00
CodeBERT ALERT 21.13 90.22/0.79 99.27/0.33 78.00/3.14  100.00/0.00
StyleTransfer 0.20 25.00/0.83 100.00/0.16  75.00/1.55  100.00/0.00
WIR-Random __ 19.50 97.88/0.58 88.89/3.72 73.28/8.21 100.00/0.00
C(;ﬁ::&gﬁe CodeGPT ALERT 9.39 93.41/0.46 96.15/0.23 64.29/0.46  100.00/0.00
StyleTransfer 0.05 100.00/021  100.00/0.15  100.00/0.15  100.00/0.26
WIR-Random __ 17.14 94.29/0.87 92.19/2.05  69.07/1323 _ 100.00/0.00
PLBART ALERT 12.76 93.55/0.53 96.37/0.59 60.08/1.42  100.00/0.00
StyleTransfer 0.62 100.00/0.98  100.00/0.83  33.33/0.98  100.00/0.05
WIR-Random 1924 92.07/0.81 94.33/0.40 96.03/0.54 _ 100.00/0.00
CodeBERT ALERT 57.76 92.56/0.25 93.30/0.51 94.05/0.25 100.00/0.00
StyleTransfer 9.58 95.08/0.87 100.00/0.64  91.80/0.75  100.00/1.52
WIR-Random 8.72 81.44/1.14 83.83/1.09 84.43/0.86  100.00/0.00
sumnf;‘ii:aﬁon CodeGPT ALERT 32.36 73.62/1.36 71.95/1.28 74.96/1.04  100.00/0.00
StyleTransfer 3.43 72.73/1.18 75.76/1.83 84.85/1.13 90.00/2.61
WIR-Random __ 21.88 94.76/0.77 94.76/0.56 94.76/0.56  100.00/0.00
PLBART ALERT 64.81 95.45/1.24 95.37/1.09 9537/1.09  100.00/0.00
StyleTransfer 6.49 92.44/3.09 92.44/3.09 92.44/3.09  100.00/1.64
Average 16.92 86.98/0.72 88.65/0.94 82.81/2.84 95.33/0.37

FERTE 27 DMSEERIA I 3 M PUEIE T75Ex3 MU R R <3 MR 4E) 1Y) Z ¥4, CoDefense 7E By 1 3
ROTHREBLH T 80 %, BAKIN E, CoDefense ££ 24 Fi LN 9 DSR o4 f X L I3, AL 21 Rt T
FSR AL T2 #x L7 i, IX 78 20 L 1 CoDefense £ By X Hi itk eadi 5 i) A 2. 720 #Uke € 5 1, CoDefense
ARBEB B RACKIRIL. RN HTt B, AR T A R ZE PR He—, IS Uitk i SR sms F 21 7 £ 38 2 1o
SRINZREE (BAH IR VIZREE Dara™" FURFEXS PUE R EE Datally), T CoDefense (XA (5 4 IZk&E R A M

BIEARE B T — A I ZREE Data™n | AT ISR, EFAAFHIX EEE— @ F2 R E R T CoDefense FIPERE; H
A R B AR AR SRS T R AR R R — B, R X UM A AT R 2 Tk B CoDefense (1B
BLH, AT AESS 6.3 5t — i, ST, BIE IS IXAE A AT X L, 425 # FBE % #1L, CoDefense #EJTH 27 4>
SER S ARSI T ¥ 95.33% K DSR A11X 0.37% W1 FDR. ML 2, 3 Fhxt b 5% 1 DSR LA
82.81%88.65%, FDR JUI2N 0.72%-2.84%. iX Le¥i4fs 7R, 5% EL 740 B, CoDefense M52 T 10.75% K
DSR, 31 HAFBIBEIL T 65.14% 1) FDR, M 23 5Tt 7 AR AR T 1) B A5 45

NS G 25 SR d o v DA SR 3, A D6 S T AR 4 R e XS P s vk (B WIR-Random Fil ALERT) B,
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CoDefense EFLH 1 58 & MBS /7. B 5, CoDefense 1E AT 18 AL h 3528l 7 100.00% [ DSR F1
0.00% [ FDR, TMix$ b 71 DSR “F¥){0 N 87.85%, FDR NN 1.28%. iX — B F ML ZF#t—BRH T
CoDefense 1t B IS 7 55 B 1) 3748 B 44 B e (S Pt Mo ehe i (R A T Rk, X — RN EE B T CoDefense 1E
T 28 18 i 44 (R B 1 ks 11 5 B AR 7, TRt A SG4TSR A AF e 8 A4EE 77 37 PR A0 A 0 LIS

PeAh, ASCHE— 45 R A Wilcoxon Signed-Rank! K56 K 36:1IE CoDefense 5 3 /Nt b 7 vk i S 46 45 R 22 ) 2 75
AAE R B Z R, Ho i AN B R AE AN S50 3% 5% N 19 DSR A1 FDR HU{. MBS 0.05 B, p-value 35/
T 1.05x107°. iXFE ] CoDefense fEGi it FiEM T 3 MLk, #t—5+# € T CoDefense HIH Xtk

SEit: MHEL T HL 77322, CoDefense A58 B4 S B AR i By . 78 27 ANS2303% 55 T, CoDefense AHE T %}
Lb 7 PR A T 10.75% 18] DSR, P38 T 65.14% (19 FDR. 5 B2 0 T 5 T35 8 4 8 e (1 0 ik ek 7
% (B WIR-Random 1 ALERT), CoDefense 7EFTH 18 A~3L4adg 5t F35SEL T 100.00% 7 DSR F1 0.00% ] FDR
5EE B, #— B3R T CoDefense 117 34 .

o FF ST IR L 2: 5345 J7 M b, CoDefense 7 B AHIAN [/ St ¢ 14 ety 77 T (1 285 a4 2

NT #HE— BT CoDefense I [A] 303K, AL #E4T T CoDefense 5 3 ANK b 5 v2: 1 B 38 AT s 1] ) %6t B 43 #T
# 6 EAE/R T CoDefense J¢ F b} L 752 sk ia 45 5L, o 28 3 4] (Original 41)) JE7R T JRIABIRLZE NI ZRAn i i1
FE oSBT A

F 6 CoDefense FIXT Lt 77 v 1) i2 17 B 7] (min)

Adv-Train

R R AR B Origgual WIR-Random ALERT StyleTransfer CoDefense
N CodeBERT 3137 280.39 5191.18 1011.61 61.02
Vg:r;:’;:ty CodeGPT 23.87 376.57 4662.99 765.31 53.62
PLBART 2725 413.04 6191.78 995.53 57.17
CodeBERT 77.03 272.90 4329.48 288.85 256.76
C(;’izcctigge CodeGPT 82.67 44172 6051.52 575.39 265.47
PLBART 105.83 548.04 9136.45 664.78 290.14
CodeBERT 552.13 1023.26 1214332 1033.74 588.82
Sumn?;’::aﬁon CodeGPT 1096.86 2800.46 3479.07 1669.75 1133.55
PLBART 846.01 1677.01 8682.91 1418.81 882.70
Total 2843.02 7833.39 59868.70 8423.77 3589.27

BRI, fE4E8 9 N5t T, CoDefense M/ IEAT I [B] L A0 T34 L 57k, HAKIM 5, CoDefense 75 AT A
9 M SRER I T A EIZATIN )04 3589.27 min, AHELZ R, 3 ANxFHL 7794 (¥ 32 47 I 18] ) 7 833.39-59 868.70 min.
RN HTIX — 35 22 e AR, 32 BV IR T30 B 7 VAR IS AT I A2 v v FE RO T FE IF B A2 2% R X B 1 A AR A i
TR IX — A2 O FR AR P ARG AR T 5 G B vy, T EL AR AR5 F 22 v AR S5 R, AT 2 3 3n T RRIE AT TR A
EbZ &, CoDefense i i H A1 () B 1H ALK %, ~F37HR T} T =ik 85.86% I AR iX —Hdi MU & T
CoDefense 7EHLIZAT HH B Hy, B0 Fl7R A6 75 75 22 SRR A0 U 82 5 1T R 22 IRBAT X B 1R B o A2 1) S B 8 3
5, CoDefense K L H B8 4 2 2 HI K HA R AL 5.

Beabh, A5 K A Wilcoxon Signed-Rank! 4858 5K I8 1IE CoDefense 5% Eb 75 12 1 S Bk &8 S 2 18] 2 T A7 7E
BEVZES, B R HEAR R JEEEAD LRI T TRT . 24 &SN 0.05 I, p-value /8 F 3.19x107%,
ARSI T CoDefense 7E4¢ 112 LA T Xt b 77v2:, #— 253K W CoDefense IR,

Shit: AT XL 771, CoDefense £E B AHIX Hi 1t X s 77 Thl e I BE s 3K 3. BT &, £ 480 9 sty
5T, CoDefense AHE T Lt A 1 P34+ T =118 85.86% HIKT [A] 350K

o WL 3: SPUE J7ikAH L, CoDefense X H Fr A TiT % 284 (14 JE 4f 14 B 52 L4 2

= 7 H4HEIR T CoDefense [ H A LU 7 VAR AT J5 48 PR BE RS2 . 43R 7 R I3, FRATT T DA 22 378 4
9 NIRRT, CoDefense RIS AEAH AT J5 4 A5 B 1 14 BB & AT 0% 5, S i R B 1 FLAR KR T ZR 4R T BB
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REMTRE ). HALEZ T, 3 ASXF LIS VE MAEAN IR e SRR R R (R Pk e 7= A 1 S S, il 4n 72 PLBART HA IR A6
TUANARAD 5 A4 BRAT S5 CodeBERT FAARAT 0 22 25 jU AT 5 P B i i B X — 25 5 A A 7 U P 45 18— 3L,
BE— IR 1 X S0 575 0 SRS A DR R R s 4k B D77 1 ) SRy BR . 7E /D BURE E 3 5 R, CoDefense FVERE S THI
W& T HAR HUPE NSRS . 1K —BLR AT UH R T e St I 2R aems I B 1 H0E 8 2 1 U1 2R (BAR JR4R I
Y55 Data™" FVFs € X HUIETASE Datas™), T CoDefense KA T~ (45 J5 46 I 2548 BATAH A IR B WU 1)) 5 —
WANZREE Datan  FEAT IR, XA GREEE B A 2P XS B, 78— @ RE L F IR T CoDefense £ #7345 7€ 7 5%
TRIPERE. SR, BRI A (AR 2% A, 42 fR 1 B o A1, CoDefense ££ 42 9 NSedads st b, MECT IRUAHE,
SFEISEELT 3.41% MIVERESRTE; RN, 5 5340 3 Fioet LEIT VAR EL, SER-T IS T 7.55% IS VERER T, 1IX— 45
RAMLHE L | CoDefense Mg I Rk, thoyHAE R 2 2 AR N S 5P I 2 B3R AL 1 SE A

R 7 CoDefense F1%F Lt /5 2 6 AR Y JER 5 14 i A4 5 i)

Adv-Train

i 414 47 F ) SR bR ioi
B LT R W FR bR Original WIR-Random ALERT StyleTransfer CoDefense
Valnerabili CodeBERT 98.60 99.05 98.90 99.00 98.60
‘é;iﬁlgnl y CodeGPT  Accuracy (%) 97.70 98.75 99.00 98.85 98.60
PLBART 99.60 99.50 (1) 99.55 (1) 99.45 (]) 99.65
CodeBERT 96.05 96.25 96.95 96.05 96.05
Code clone
et CodeGPT  Accuracy (%)  96.20 97.50 97.50 97.40 96.45
PLBART 96.55 97.70 97.75 96.60 96.70
cod CodeBERT 18.52 15.01 (1) 1443 (1) 15.52 (1) 21.17
ode CodeGPT BLEU-4 15.43 16.39 16.46 16.74 16.66
summarization
PLBART 17.76 15.06 (1) 14.67 (1) 14.67 (1) 19.00

FESEIS T, BT 3 B EEITEE A T 50% R A6 TR A AR o i i 4, DAL IG5 il i 3 (0 4P Aty IR ZE R SR
50% AR EE L3t 4T. A T 3t — 55 LA FHAAS i B CoDefense V3 — 4L Il SR 827 58 B JF 4G MINR 4L L R BIL, 3R
AITANTE T AH RS, 45 SR aNEK 8 AT, /0 Wik 8 WU 7T L, CoDefense 7E 7 /NSRS 5t X BLRY (1 J 4 14 R R 7~
ERFIRZ I (HE RS $ETT), ML CodeBERT [P AN 25837 5 F W A5 Y 14 e A R oz . FRATTHEN, X 7T 68 2 th
T CodeBERT {E NS HRAS iz /N A, AT BRAE 5 2] H— AR B8 ERZR 7 HTA BT R BR. ABLEZ T, CoDefense
TESHOMETE K. F 5611 CodeGPT Al PLBART A HBAE S B3 SEIl T HERRIR T, B2, X L suig of it — 25
B CoDefense 7E PRI B [ 46 M RE 7 THI ) 2 AL 5.

# 8 CoDefense 71 56 BEMHANLE I XA Ji 46 14 BE ¥ 52 M

HAREATR T bUREE =R Original CoDefense

CodeBERT 98.70 98.78
Vulnerability detection CodeGPT Accuracy (%) 97.45 98.60
PLBART 99.52 99.62

CodeBERT 96.33 94.67 (})
Code clone detection CodeGPT Accuracy (%) 96.52 96.65
PLBART 96.82 96.98

CodeBERT 18.69 18.46 ()
Code summarization CodeGPT BLEU-4 15.40 15.42
PLBART 17.54 17.88

BEAk, FATIE KB CoDefense AXIEGR 1 HER (T MEIRE 71, 0 HAE—ERE L LARTT TR R B A4 g T3
#& CodeGPT Al PLBART). iX — ¥ A BN SR TARHAE 13 AE B 7877 1), BIFRE CoDefense 1F y—Fh &4 it &
RTF TR, RS R B R I (RN, 2 75t REAE M SR THRBIR A RE K A5 2T BL.

S5k fE4AHR 9 SR 5, CoDefense A LL 3T FEJ7 i30S BE A S T 520 S8 /N, L AAK 35, CoDefense
BT RURRE 2 SCBL T 3.41% MIVERESETH, TUAREL T 3 Aot LEIE P SEBL T 7.55% Mtk RESRTT. Xk —2b
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R CoDefense 75 P55 Y Ji 46 P 58 7 THI A0 235 A 34
6 it &
6.1 CoDefense ¥ N REHRIFN

A g ORI A S Y, N R (embedding quality) % T ARG 2 STUR EARRDE SUBHIE AR & A Rk
KNG AEREREBEIMER. N TIRAXN RIS CoDefense #5i f5 M ik AR Z 5, ATRA T t-
SNE (t-distributed stochastic neighbor embedding) $5z A ™. iZHE AN HARAID Y A Bl f) 725 4 30\ 1) B o 58— 44
23], DA EDW LR A RIS i 2 TR AR 56 2. T2 it 5t B, - SNE DABS SORE FE 1 S B 5 AR v 7E PP A 2
FAESATEIT IR H T sk Re, FRATFEFEEEE 17 PRI AT S5 (RIS IR A QRS b B A A 55 ) BT
LA, IR T A 3 AT AR, S TR — 8%, AR RO BB (centroid distance) {F
SRR B R BE R N0 B 1) B B bt Jo oo B 9 AR A, ) B N 25 ] P 5% 288 1) 7 R sk BT A B 0, 3
T 2R B IR\ 2 3.

B3 BRI T 6 MR N (WK 3 MU BRI 73 KL S A E) MR AR -SNE AT 4L
gE 3 B, “Original” bR FR A F 4G | 1M “w/CoDefense” Ul i 3 CoDefense 1 3 J&5 FIFE A, «“VD” 5“CCD”4 )
FRARUR A AL WAL 55 FAAD 5 FEAS MUAT: 55, -0 FN - 1773 R IR IX B AN 43 AT 55 AN [E] 1) 201, R RII2k3R
IR R. FEIX 6 LIRS BIPRAl v, S0 BT C FE B I 5 45 2R iR, CoDefense 38 35 AR B 7E Horp 4 /N5

o s PSSR T AR R 4 B ROR. dE— 2B o i R AR, RATR AR T JE 4B T, CoDefense MY AR
LRI RN B S A 1 R, )ROTF38R A T 1.96% E’JDﬁADEE% (R N R 38 5E) A1 0.23% I Accuracy (%

RS I BTN A /IR SR T, 7890 SCRF T FE IR R 3 1 S
« -0 %ﬂu © HI-0fIFL A FEHI-1HF L
| 05, ay T ()
< 5 ' - . ° >
E" - w’ ' . ‘. } h @i'b | i ‘ ;‘:’:c’ “&; ® -
5 osa oy Y & & o »
P L3 :‘ . b . : L 4
JRLEES (1): 66.30 MRS (1):51.29  FROHEES (1): 63.80  FROEEE] (1):36.30  FULHEE (1):43.43  FUOIE (1): 37.93
g ‘, % . ¢ @ & [ -“»
f) . - A _e% ‘ o L JRr - ., ° a b ".
2 et . ol :-:: K I A, -l
g\; ‘*‘ »* P P s o » e .‘ R
JRLEEES (1): 66.21 BB (1): 5735 B0 (1): 6429  FULOEEE (1):36.44  FULEEE (1):42.06  FLGEE (1): 38.57
(a) CodeBERTXVD  (b) CodeGPTxVD  (c) PLBARTXVD  (d) CodeBERTXCCD  (e) CodeGPT*CCD  (f) PLBARTXCCD

K3 JFIGHETFT CoDefense 15 Jo 5 Y (I Hr N\ B B 5% Lb

6.2 CoDefense 7E X8 _ERZ 4014

ST R IR R (¥ 0 FU M 0 de 5 280 i R, BRATTER N S0 1 M S 7 B %, i s 7 2 B, B2 de
HER R 5 A8, 7E RSP Bk B A7 E — S MG 5. 10, Zhang 25 N SRR T AR R/ MBS B8 |- 24E
BT FUEAEASEE KRR (40 GPT-3.5. GPT-4. Claude-2 25) EARA 2. BN, Li 2 A\ BB R 0AE T 538
MG (AT B iy 4% RN S5 S5 A ) 7E K RUARAG AR A (311 StarCoder A1 CodeGen2) b ({4 %4, T Yang %5 A\
I, I A N R E A BB T N BB ) PT DA S S8 W1 Code Gemma. Code Llama Fl CodeGeeX2 SEAR MY 2E
BT AR B X Se i SR B, AT R AR AL B . SEARRE AR AN G5 R S 0 e S X BB R T VETE
A 78 H AT B4 SR PR (.

ik — 5Pl CoDefense 78 B K MUBAEAL 1 (1192 1L AE 7, TATHEIN T DeepSeek-Coder-1.3BPWE g7 B 52
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PG, DAARZR AL IO R I, T K05 S BB I 2584 SO i o SR AR FERT 55 i (07 3851.28 h),
PAVEFE T Vulnerability detection £ 51E AR M T8, FERMIAA ik 187.36 h, VEAH I SR UG H0HE 7T A5 7 48 SCHIIF
PEET Kk, BATTRIY 2 L KE S R A EESE. 3ET X DeepSeek-Coder 7E 3 AN I Il @11 43t 15 Hi LA
TRBL: (1) % b HA 7775, CoDefense #8X Hi B A1 5 T 5 A A3, SF-35052 7+ 14.22% B DSR, I/ T 85.46% H)
FDR. 5 %) & 758 38 5 4% % ¥ B0 0 B M B s (WIR-Random #1 ALERT) 1, CoDefense i£ %] T 100.00% ] DSR I
0.00% (¥ FDR, SEIL 1 583K BifH. (2) CoDefense 7E K [8] 242 77 M1 2 W0, 3, B EIE i BOt P393 9 17 59.32%
23 (3) CoDefense 7 fRIFIFEY JF 46 1 B8 77 1, MU T TR AR BL4R T T 0.71% BTk BE, ARET 3 Rt L 7 2:°F
BRI T 1.26%. X Legs W 5IA S0 (R FF— 3, #—PRIF T CoDefense 75 8 KA LA F B A BRIz
.

6.3 CoDefense BIBFTEIE R 1%

Kl 4 JE/R T /& PLBART B2 FI Code summarization 1145 H, AN HUE B 77 A2 B 5 BT RE AR DL J.
CoDefense 4 A RL ¥ VA — b ARRD. BRI 5, B 4(a) Won T ALERT J# b 28 5 44 85 4 A B X i e e A,
CoDefense £t % MR A SEIf T AH R (78 8 44 5 — 40 By 480; &1 4(b) 27~ T WIR-Random A8 5 44 B 4 BUIKIA 470
PEAEA, CoDefense 7MH it AR & 44 V5 — 10 A R T % B, K 4(c) WIE/R T StyleTransfer Fl FH FEARAL 6 A AL
T Gl W 5 4 A BRI X UM AR AR, CoDefense M 1ZAFEAHEAT T AHBL K SEACHE T B ANARAD 2544 3 — A ) B . & 13X
LR, AT S T AN S I

protected final CharSequence charSequence( protected final CharSequence charFence( protected final CharSequence charFence(
final int from, final int size, final int vari,
final int to) { final int with) { final int Var2) {
if (from == to) { if (size == with) { if (Varl == var2) {
return CharArraySequence.EMPTY; return CharArraySequence.EMPTY; return CharArraySequence.EMPTY;
} g }
return CharArraySequence.of(input, from, return CharArraySequence.of (input, size, e return CharArraySequence.of(input, Varl, Q

Var2 - Varl);

to - from); — with - size);
} Original }

(a) ALERT 7E PLBART # 7 f1 Code summarization 145 _F {17541

} CoDefense

@verride @verride @verride

public FastCharBuffer append( public FastCharBuffer append( public FastCharBuffer append(
final CharSequence csq, final CharSequence reshape, final CharSequence Vari,
final int start, final int SDVariable, final int var2,
final int end) { final int HttpURLConnection) { final int var3) {
for (int i = start; i < end; i++) { for (int ENCODING=SDVariable; for (int Var4 = var2; Var4 < Var3; Vard++) {

append(csq.charAt(i)); ENCODING<HttpURLConnection; ENCODING++) { append(Varl.charAt(vard));
append(reshape.charAt (ENCODING)) ; }
return this; } return this;

— return this;
Original ) WIR-Random

(b) WIR-Random 7£ PLBART #% 1 Code summarization 145 I ()7~ {1

CoDefense

static void startIntentionSelectionThreads() { static void startIntentionSelectionThreads() { static void startIntentionSelectionThreads() {
for (int i = @; i < Main.npools; i++) { { for (int Varl = @; Main.npools > Varl; Varl++) {
Thread thread = new int i = o; Thread thread = new
Thread(Main. intentionSelectors[i]); while (Main.npools > i) { Thread(Main. intentionSelectors[Vari]);
thread.setName("jill-" + i); Thread thread = new thread.setName("jill-" + Varl);
thread.start(); Thread(Main.intentionSelectors[i]); thread.start();
} thread.setName("jill-" + i); }
} thread.start(); }
i=1+1;

}
if (false) {

int temp = 1;
! (%,
}

StyleTransfer

Original }

(c) StyleTransfer /£ PLBART £! il Code summarization 155 I [1) 7~ 51
Bl 4 34ttt 5 B sl

(1) fERL% ALERT F1 WIR-Random 554 T 48 5 44 B 46 ) 0 it B ili 70T, CoDefense I H w1 B 1) ied FH 14
5 RZFRGEACR, KR T BRAVER 7R 1 458, BART E, CoDefense /£ 18 MMSLI IS IAE] T
100.00% [¥1 DSR (M5 B Eh2) F1 0.00% 1 FDR (%= BifE 28), % L 5 ¥ 13 DSR AN 87.85%, FDR
1.28%. 1X— X} L ilt— B30 IE T CoDefense {EHLH 2 FhAR & 42 % 40 s SRS I 1) 4TI A R0

(2) £ XF StyleTransfer iX 5L T EARL 4 N RIS 45 49 4 3 1IN P B ili, CoDefense DiH B 1A R IZEAR

CoDefense
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T HREIR T I o AN 25 40 e e M b, i RS Y Tl SR A9 0% 7 5. AR, FRAT T2 3 CoDefense i/ BE 58 4B 1l
B RS 45 M5 e s (il 4(c) H “Main.npools > Varl”), H 5 R 7E T 248 CoDefense [40HE 45 #4 10 —1b SR i
T2 B TR (AR 45 A 0 R 99 28 % ARG B B e (BPACRY R 2% B S5 AR mT ek ). A6 0 0 P O BOR B
b, B T B A e R A 11 ) PR 1 A0 s B e P B i R R M R A, R R M AR R LR AR R S B AR
15 S AR, BT AT BE i Th 41 CoDefense FrIBA AL

TEIR N PRI X BT [ 40 4% s T8 %o =A% Jem B ks (0 i PR, FRATTA S AN IR — AN OBk e R 87 e o ki
WP GRBAR, ATh SR e DA 4 TH 7 480 BT 8260 75 22 2 S0 PR 0 e 0k SR oS M B0k 5 s 1 Rt B RN T )1 2
AT Y () AN P SRR P IR 13X A 1] R R b, ) e — AN R % — 57 7K e b 77 40 T 5 55 R SRS 1 %o e 1 ks 1) 5
P A, EIAE WEARNELL T, BRI YIS, X P8 A7 5 R IR, 87X Bk By e 2L iR &R
5@ m gk,

JRE N, FATHEH 1) CoDefense HEHEAIAR R I H B3 L5, e il & AE BT A ik T8 8 44 55 e R0 etk B s
J7 T 3 3 ) T o A 44 U3 — 46Tk, CoDefense 5848 1 & W TEXT B A8 8 44 I 6 T PR R AR S N B4R AT
BAZY, MARAS BV BR T b8 Bts, SRBL T X ATA 2 T AR B 42 B 4 R M G i A T 7480, BF 7 0] A 1 F S R
78 7322 B T AR 1 44 A — A SR S T 6 2 AR R 4 4 e M 1 52 SR B A

XTI AR ZRY T 4 53 A1 A IO 2 (R0t ok 2 o —BRARRS 4 N i 5 ARRE S M e e By, AR R it i 45
Tl 5 FE R EcC R A AR M B Sk X T AR AR R (R Pt M vk, R 2 b, RO TH R SR
ORI B B AT D). A2 KU R 2 T ERAT N ) B VRS B B AR U A, 0 19 SR B FEAR T 4 A B R Bl AR
DA 51 S5 W AR &5 K e 48 et 18) 7 A0 D X 2 %o e 2 7 0 R 0 2 2 35 4+ 1 CoDeffense 7 [HI X 3 79 Ffuopir
B AR (BRI RE 0, AL EUA M TR IR0k g, RELH Ty s Re R . &b N TR, nTBUR I
CoDefense A LABS 1l firA7 5 A0 ZEA RS A N\ BUE FHOR S 73 T R0 0 AQRS 46 M e i Moo i AR A et i, A R 22
B 5 75 AR U £ 9F T AT CoDefense R AT H& T B I B 4168 77, 5 FE 2| CoDefense B8 H7 I B ZE 8 8 11K T %
SeiE R Ui UL, I T CoDefense i35 HIK AR AR I5. e Ak, X T3 P ok BE 6 Bk Mook, 7E AR SR AR
(BB 6.4 77) 4L T PR BT AT BB 5T 7 W), B AR AR SR T ok — 25 00 AR 5 3 R X K T 28 AR e Bk £ B 4
e
6.4 RKIIE

CoDefense 1 Jy—F 7 K0 UL B A0SR 0, 25 3058 7 TN ZRARRD RS Y (10 & # 14, A S T 2 Wi
SFPUE B, [ ORI B A PE R AR TR &, 3X — R R ARG 22 A U s SR T BB S8, R 4 | 1) SIE A
FOF R T HA MR, (H CoDefense 1A — SRR IINE 1. KR TAEKESLLT 4 NIRRT, LIk
— PRI H MR 5 iE FYE .

B, MALIEATDIE BR 2w &0 B 26 2 2% FIFEARRE 4 A\ B, CoDefense CLHIP S 45 - SEIL T — & AH B K FE
AR 5 B U 5, A5 5 B % T 3 4R SR A A LB SEAR RS 4 N Tty SR, B A A T PO g H A, AEA RS G
AT b — AT E (AT 5%, IR AH 43 24 R [ CoDefense 771 b 2 A< FEARTD AT G BE A% v At PR 1, R ATT90L
SIS BEARAL A A P75 S o R P B ik e R, HAb I F 3858 CoDefense 75 R A5 1 bk 5 22 SUARES 7 IR BE 71, M
T 4 3 B o4 T PR 77 400 S .

B, MRS S5 R 0 — 1k SR EE. 24T CoDefense S FH MIARHE 2544V — A4 S g 3= BRI T 1 11 B AU i 4 5
T AR 3 28 R RIS s Fe b (RIARRG S A% P ARG P s ). SR, T 3 o e 1k A0 e B R ) Wi e, ki ]
fe 2 I I e i A 1 e PR A S Ay 3 X DA B (1 0T B P A AR A1 2 A BRI X B PR A 5 3 P 2R AAE T E F R b AR
FE—FT, EATTRE 2 Ih %It CoDefense FIBA AL, R0 tbpkik, FATIHRI BT IR — B E A2, K
ALIARAD T E VAR R, RS (EAN R ARS8 e et 24— L 7 A B R S 4 S, LLASTHIFE T CoDefense
WV TE P 7 R A1 5 HE AR e

¥ =, #ifg CoDefense [¥J 3. FHE . CoDefense AN AE B A% 47 4 Bt 77 10 g Lt B 80 R, JHC v £ 1) LAY
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THIRANES BAN. 5256 45 BB IR, 120K B EHR A AR AR Y 14 R AN D f N\ JoT B THI 78 B 2% — 58 O3 0. BRIk, 3RATTT
KK e A A 22 AR B4 57 2 A AL 40K, A 78 W8 CoDefense 75— M i 2 B WAL BE T AL, @ i At fb 5 A AR
T o3 i, LASATE S8 SR B e PR IR RN, (i g A B M RE A N o 2 Rk — 2D R Tt X — W F 07 A B AR A
BIVERE AR T RERT IR AR

Y, HAWGRFRE S IIUE ST . IR T UH S TR A AR, MaTit 7t £ 2T Java 15 5 PR T ¥ CoDefense
PERE VPl N AT PPl FZ AL RE 70, AT RIFE R R TAEH14% CoDefense LAY RET ZHEIES, BIFHANR
T C/C++. Python 2§, HEIXLemFEE T LT/ V2 HISEERIGE. @it b 5 00, BAi PRk — P38/~ CoDefense
FEANFI g FEIREE T IE A, 9 AR SE bR o )2 A R S s 4.

6.5 BRI

PR A A S . PR S R B E TR SR 1 CoDefense 514 B SE AN B 7 VR SEEIL. N T 8 R0 /b B35
fily, XtF CoDefense J7 IS E, A K # T Python. Tree-sitter A1 sreML 25 B SHE 22 3047 S0 e (R SE B FE 1O
SEPEFNATFENE; ST B 7V S, AR SR A 7 I B 7 AR URARRS, CRUEXT L J7 v B SEBLHER TG R, A, P
S 4 FER o BT B A I G2 3 A 2 10 22 e, DAB IR GG SRR T, FRATPKE AT A Sl . AR BRI BE IR AEIX, B
BEFAT HE— PR AR IE.

o SN R BT SR RO B 2 BRI TR T SRER T R, A SRIRAE S B S DU AR AL S T
AR L2 B, Xt AT 5%, FTERAT S5 1 B oy AV AT 55, CLA4) 2 B T8 1x Ptk B d o6 TR,
BAB AR, 5TEARAE, AMUEH T 1EF 2 Ptk Bt Al St 7 b i FH CodeXGLUE H:HESR4E, 6t
5 T HTH OWASP FEHEEHRAE, DAVEAS 732 A0 38 FH 5 6 TARRE AR Y, 5 5 i AL IR — B0, 38 T &seniAT AL
P BB v A [F) SR A4 PR AR A Y, B DR SR 25 IR I 1. E AR SR I AR b, FRATHAETE Z [ SLIR T R B AT IR
i, LA —25 % B CoDefense [ 2 AR J@ 1. e ah, BUABF 7 B V10208 Ze QRS 6 224 ) A 45, BLEU-4
H 2 AR T MR R 10 = B e b, A VSRS 0-1, 52 £ VLECHIAS538 1, SEAARVLEL 1S538 0. TEX HtE B 3L
S E 5 T, B 7 3 R I PR SE AR (1) BLEU-4 B & A2 AT 2 T BRED ) 5 S ey o *°% (2) BLEU-4
{EFE R 0 B R s B e U2, ARSCORF T 58 2 FhoklsE 0, IO AH EGF BLEU-4 {EAT & R B 192158, BLEU-
A {HFE Sy 0 E N BUs o) AR HE 58 s B 22 53 58 K. AH R Hh, FRATTHLTE VAl X B 1k B A A ISR T 2B br .
JRUE I )X i P P ek R B 1 1 5 Fi R 1T BEAFAE — 8 RRBRTE, D9 T ARIEVEA 45 S BAF R mT Lu ik, 548
K FX P i FH B0 5 L FE AR, ATt — D Fe s s 2 etk . B A ) e T =X

o SERIAE RO . S AR RO IR R 32 Bk B SEIR I FE R RIS AT I R B S EOR B, JE R IR
SHE LR RN SR AR, N T A R0 B, AT 2 BEAR ST 5 U O e A ST 0 I 2R AR
FERIBT UG I 2R WO S B0 B, JR7E )5 82 CoDefense AT HUIE I Zh I ZRid A2 b 5 2 AR FF— 5, DA PRS2 45 R
SRR ] SE .

7 HXIE

N T SIS R AL (F S b, H AT BT WSV (1) Wk BE SR E AR P 2% DUSE SRR (2) 455 BE 2 ARAD
BB RO SN ZRAL. 7258 (1) 26757, Bielik 55 N ™5IN T (m+1)-class s BIARTDARY 3 1o 2037 )1l SR
FRUAE Al 8 75 T X AN 2 2 N I TS T 55 40, B 25 PR A (1) 25 R o 2 D 4 15 i S ) 445 R 45 4, AR
5 ST ARHS (i RAB R o, I B i AR A AL )32 AL B 0. AL ) — S8 T4 O M SR PR o L 2 o1 ke B
ARR AR B Fe . XT38 (2) 2KRT53E, — LW T de th 7 M Xt U ACRE X AR AR A HEAT X Bk DI 2, DABR A AS
R e v 1>, S8 MU, SR [52,83,95,96] $2 HH 1 A F A5 A £ AT A B0 DU SR AT B0 48 5, AT 2 e AR A
R k. Mi S N PTARES Fr B B, G B 2 Pl B0 90 4% A B SR B0 4. 800, Wang %6 A BV
AR SR AG SR ACHS B, AR A R 1 A, a7 H B B2 b RO, AT i B 7R 5 e 1.

AR, KiE 5 M (W1 ChatGPT) FEHL 1 98 K I HERLRE /1, (HAS IR 7R 55 5 B3 T 57R B MLy (Uil ik Bt
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Ja T Bk A U SR R T )PS0, B X I, A TR T RS N S R S R R B 4 5, (H
TR i B TR OE T R G S R Tt U1, Ak, Sheshadri 25 A VO T — R T H AR X P
Y25 (target latent adversarial training) F)77v%, M5 B oR1E TR S0 R A ANRICIZRA BRI 5 T B . i
1, Zhang %5 N R T BT HROR K B B BRI, R OE SR R S0 IR NSRS BRI RS, B s
RS R B U BN, RN RS S A 58 I S AR R SR AR I B 7. 2R, Lin 2 A\ VO T 5
F KBS HAH (LLM agent-based) FIBiH 5%, TEM X HUIEIR R B KAE 5 B 2 o6 Hod AT R Rz ok,
HARME I )G T RN, ARSI B k. SR, X465V F B X B TR I KB S Y (prompting-
based LLM), TEA W 7135 5 h G B4R N, R IRATHE BIEA SR TAE it — 0 FLx 24 R,

BATBE TR, 512 A8 F (56 B Y 2R SR s AH B, CoDefense 78 [ 481 144 B 77 TH 2R B HE B8 = (1) 3K
PEANRL . A, B T4 8 X0 By 7525 B0 B VI 2R SR K 22 T 25 0 18 G A 0 i B, {2 CoDefense FJ LAB
AR R 7 55 R SRS (1) 0 B i i, 1X & PR CoDefense 5 5% Hi PEBUH R SIS TG OC. BB N AR K2, AR T oAbt 4t
PEBT 48 7572, CoDefense AN 2345 F AL I R 46 P B AN IR N 40 A0 REAE, £ THE AL 52 4k, 3E A7 7E — 254 R ) DU
T A FR A NS AR AR R 1010 Tian 2 A PR Vs i s BV AN 25 SR BT OB AR AR (K Mk R, SR T
ATTIA) 7V b AR AE R e Ui 557 N B0 E X AR B e P 1R 5

8 B %

AHIFFEE T 3G S O S ACRD A B T X X B itk Bt I I B AIRE /7. D9k, S T — ik AR I3 — {1 il
YIZRARKE A B B 14 B 480 7 ¥2: (B CoDefense). 1% 77 V2308 1 2 0r B ARRS VA — A0k DI S 72 10 5L 4 )N S S A 2
TR AR A N AT VS — A TAL 3, DL S e e A B N BIARRE AT, I B 4% B 1 A [R] R AR S gk (1 e
Yk I8e 7. FATK CoDefense #HAT 1AM SHIEW 5T, 55 7 27 DARIMSLIG g 5. SLI0 45 0K, 5 4Rk
BRI PUIEIIZR T A E, CoDefense REMS T A R Bl 1% Bi 1 Mo i, BAAT &, CoDefense REME 1l Ty 7 1 =y ik
95.33% XTPUIE By, AHE T f Je 1t B BU e I SRR IS T332 10.75%. R SGH B2, AR T Xt il 25,
CoDefense % Ji 4a 551 14 BE AR BT B 52 5 /)N, 41, CoDefense 7EIZ1TAUH - KRR 1 & Ja it ot pidk
Gk, FEmS MR AREL TR L5 1 P34+ T 85.86%. £5 L FTiR, CoDefense A2 ZHEF 7 Hll S ARG AR Y 7L X}
Ptk B AT B A EE T, T HLAE PROUEAR Y 14 R AR N 5T & (0% [ B DR WR S 17 I A28, g4 AR AR B 1y 22 4
PERISE PR AL T JTRPRRE.
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