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Abstract: Smart contracts are computer programs running on blockchain platforms, which extend the functionality of the blockchain and
enable complex applications. However, the potential security vulnerabilities of smart contracts can lead to significant financial losses.
Symbolic execution-based security vulnerability detection methods offer advantages such as high accuracy and the ability to generate test
cases that can reproduce vulnerabilities. Nevertheless, as the code size increases, symbolic execution faces challenges such as path
explosion and excessive constraint-solving overhead. To address those issues, a novel approach for detecting smart contract security
vulnerabilities through target-guided symbolic execution is proposed. First, vulnerable statements identified by static analysis tools or

manually are treated as targets. The statements that depend on these target statements are analyzed, and the transaction sequence is
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augmented with symbolic constraints for the relevant variables. Second, the control flow graph (CFG) is constructed based on the bytecode
of smart contracts, with the basic blocks containing the target statements and the dependentstatements located. The CFG is then pruned to
generate guidance information. Third, path exploration in symbolic execution is optimized by reducing the number of basic blocks to be
analyzed and reducing the time required for solving path constraints. With the guidance information, vulnerabilities are efficiently detected,
and test cases capable of reproducing the vulnerabilities are generated. Based on this approach, a prototype tool named Smart-Target is
developed. Experiments conducted on the SB Curated dataset in comparison with the symbolic execution tool, Mythril, demonstrate that
Smart-Target reduces time overheads by 60.76% and 92.16% in vulnerability detection and replication scenarios, respectively. In addition,
the analysis of target statementdependencies enhances vulnerability detection capability by identifying 22.02% more security vulnerabilities.

Key words: smart contract; symbolic execution; target-guided testing; security vulnerability detection; security vulnerability reproduction
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70 | function transferFrom(address _from, address _to, uint256 _value) public {

7 require(balances[ from] >= value && allowed| from][msg.sender] >= value && value >
0);
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fige, K 2D 22 IR RS DN PR NS TRD R4 oAb, B oxt i 2 20 A TR B AR S AUIRG W v ) 47 L, L s /b 0K P 48
A DA DL K 3 5%, 40 SRR IR 1 B0 4 D AR, R ARF 5 SR T PRk A ploxd 12 9 00X 481, DA B O 4
EWNIAL T RPN RIER

4 ETHFHSTSHITHERESANRE R RN

BB AR A5 5 AT I 8 3 B ), A SCHR Y 1 2 T FAR S AT 50T H R RE & 20 2 A A D 77
% B 2 TR B, 3RS 3 AP IR, BV A AR T RIAVE AT UL E AR AT S AT, B e AT B AR i,
MEEES M N TARE SRR TP (00 H AR 2, 45 HARE A I A9AT 5 DL AR SR R 4%, i i
FARKIE 7 70, 3455 H AR TE )7 A8 B0 40O 2 ) MO ) At ) S5 3EAT Pk v 20 A, R RA S 20 13
FARD I RS, IR T S B HEAR, T RAE SR & PRI B RE & LR IR IR, 5 H bR b SR
PR H b5 A LR H AR A4 9 70 et B, 8 A7 FL P 78 A 6 A B, x4 7 PRl s A B A0 DA AR ) =45 8. A
JEIEAT B AR ST HUT, Y56 (5 BHWT N — PP AR AT T, #] 2 FF 5 AT 5 B AR TR
FEAGR, - RIS AR 5 DA R BRI Rl 41

ro - T T TS T T T T T T T TSI TSI S SIS SRS ST 1
| v Vi H b5 - l
: ;Cq 75 WA S
! ﬁ?@.ﬁ’fhj > 27 EA > 4 '
! 35 | WA '
VAR o :
e — AARHHE T
MR )
Hbw b HAriEA)
H bR 15 ) P—
| 1
— ' STOP ! | = 3 I
contract Owner { : :
fncioneheek ] | jv [ JUMPI 1| (il R R
) . h AT
} ' 0x40 ! EI
. 0x80 :
Eﬁéﬁ'é’/‘]ﬂ/‘f{{tﬁg ! *b/\'%;ﬁfaﬁ*ﬁ = !
RORI ke e U oy gl A A s N T

EIEES Egv
B2 T HARH SRS AT 0 B & 2 L A lmii Rl 7 ik R &

AR TEHS EREHERELER. REULFS N SRR, RENBEGEEL B RBE 01
FIIEE I3 A B AR S 5 AT
4.1 FHEENIEA. RBURESHFSURT

Solidity #/fe & AIMAVY R R BE FPRS R B, Sk, Hes. S BB RBUBHSRAER. £ 18
R G A SR EE ) 1 R SC 2R, b, RS E B R TRHAMAMEIE L&, @A G AERE. &
HEBA MM EE L, SRR & SO B BB BCE BRI EE & SR % A EVM 1 H B8
M, & A RS AT 1B DU B4R 1 FH 35 BR B0RT s BB 0 25 AT R B E B M AR, BT 8 LT B &L MHATE
W, J5E TR IAT, 5 R EBUE A I R BT e AT BRSNS, B InFE AT B AT R A AT %A
R

FRAETE A BAT I ERAE A [F], FRRE A N B RAETE A BOETER) . BB AR A) DL AR EE 5. R, AR
RS L TIRS L B L K R TE €, 75 e KERLRASL = (W vint. address &) FHEE K EADR
S E (s S, mETR S, htps:/docs.soliditylang.org/en/latest/internals/layout_in_storage.html). FHF ik 2
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Foft S TR (RPR 25 A8 R 7 B ORI AR e 3 k7 QS [0 B, TR AR SOk A8 e VRV ) 4 iy o K AR R B ) R R K
A R EE ).
F 1 Solidity & GE& 2L L5

LA HELHR ik
RETE State variable FEAAA R
AT Struct TE X H 2 MR SR T A R ) 254
Ve Enum TESCH BRI B &
HF Event WHEVMH &8N
PR3 Function G LR HAT BT
FREE A Function modifier 1& SR EAT 11 X

2R T Solidity B BE G LAITER)IA, Jher xR AR SR E . Horh, x FORAER R, o[ FaRdEE KA
BT B TTER, value FoR B, BREHAAEH RN SUREN, symb (s) FRFHF S UPATIER) s 1)
G5 IR, symbye (f) T symby, (1) 73 M RFF SACAT R EL £ FNE A5 2908 % 1 (32 914, REVERT 2R VR & 29 T AR
AR, MRER 2 PR LB SRR, v R E O f?%ﬂ??‘\]/‘*\flﬁﬂ (sender,value,data, sign, param,S ).
b sender e B 2 Hohk, value ek B0R #5757 1) LR MEUR, data 24 ek B0 3577 080, sign NEREL
R, param JTVE R BREISEL, S IR R B0 A AZ TP AT R A RIBR AR 260, BT S = sy A sy AL A sy, J s 3R
AT ST SR | B RS IR S LA, AR 2 [l S HCZ AT (M) A) 3885, FoRTER) s, 7E si Asy AL Asi
(L Al NN 5 20 B X AR iV A Hh [ IR V) LA R R B0 FH 2R B0 ) b 3 B ) PR IR [ AR 1 1
), R S I _EFR CLX 23 A5 S AT B TE S AT S AR B ARS8, BIIneR BN ) {a = param; b = a+2;a = b}
ZAFSUPATIE, HERLIEN (@ = param AY =a +21a" = D').

2 Solidity B AEFLIIEFAIRM, RBILL KT S HRIERX

AR N e ERER
oy uint a; -
AR LR uint[] b;
=R B KAR AR a=12; x := value
Ap s KA TR E b[2]=3; x[i] := value
. = value A symb
At if{a == 20){s;;}else{s,:} { ;" =va l’;ﬂ’e Assyyrz b((ssl2 ))
e SRS require(a == 20);s7; x = value A symb (s1)
I assert a == 10;s;; x! = value A\REVERT
n N L] b= foo(a); x:= symbpunc (f)
HALAT P £ 43 R ¢ = lib(a, b); x:= symbyiy (D)
o A EIREN return a; —
Bl P revert(); REVERT

UEAh, e G W] IE L 3 55 P 51 AR A LIRS AL &, HE T R 0 R BT 28R A TR S5 781 T Rom N
T ={init, f*}. 2, init FoR G LREZBIVIIRIL, £ OZFES5FIH R EBOR R KR, B = (A, fo.. . ). F
ZFH T PATHNE AR AR AN S = S ASTASI AL AS,, Hoft, Sy, FRVIIAN & LIRS BB AR AT, S,
FoRBRECH R f, T AT BT RO ERAR 2R, S j CAKL S, Z I HCZARFTIERE, RIS £ S0 AS I AS AL AS
XPIRZAS AL B R B A EIRINFT SAELI. JAh, £ S, AR T SE 52 SCHA 22 i T A2 20 8 e 1 AL U °F 5 200
TIN5 55 P 81 T 2 75 47 CE AR ) 22 4 .
42 BHRRBIES R

BReA LR ARG, R IEL AR KF 5 SR & LIRPIREZ R, WIS L5 T AR RS, &
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HOR ARG AR A 5 4 I 2 & LIRS 750 2 43 S I 4 A g s 2. BRI, S5 A5 AR AT o) 3 el o T 5%
FRiE ) IR AT, G/ AH AR B 1R 5 L, 44 T0i 2 B AR TE R FITEE 7 ST 6 AR 2000, A5 5 ST R H TR A
Ry ik, SR B bR A I 22 AR TR A

AR R B AR A ATk A T 1EE A RR Dy B ARAOBIUE £, SRR BLIEL 1 v 3 72 AT A8 AL H IR D,
FARG IR PR AT X8 GG 20 EAT 2 AR I iR B R 72, DK B AR OB AU IRV H.

R ST HE T T SRR, SRR 5L, SEETR IR T CIERIERS, e AT 2 A
A IR S B IR TR A I A5 2R, & 1 R FESS 72 AT BT MBI AT AT S AR —(a+v > a). WMIRFEZFFHI T
AT B ) I AT S A 20 ROSR AR IV 45 R w0 2, A2 5855 7 91 Hh A A0 B i L R, 20 MOSR B I &5 SR T DU A B
RAZI R 10 3 151

EAUCIRIRE VRN B, BT IRIEE SN T R ransferFrom 1, RIS P51 Ty, 7R

Tony = {init, transferFrom(p,, p,, p3)},
Hrr, piv po Ml ps 53 AIRIRZHL from _to Al _value INFF SR, B T, PATIB A G122 1ES oy RTT AT 15

S ony = balances” = 0 Aallowed’ =0 (s1)
Abalances|[p\] = ps (s2)
Aallowd|p,][sender (transferFrom(p, p2, p3))| = ps (83)
Ap;>0 (s4)
A=(balances|p,]' + ps > balances|p,]’) (s5)

oA, s1 N 41 /7RIS 42 4T3 & LIRS BERIIG1L, s2-s4 N5 71 1T K require 18R] FIWr 24, s5 W HE R i
SRR A DU 26 1. NS oy FTBAE M, BH T s1y 82 T s4 ToVE RN 6 2, Rl Z MR B 20K I T S o, TR 2, 5
BT AT AR BRI H 4 2 v R R T

IR AR N B AR EIRT, 58 605 HAAEROBOC R B HABTE ), #h AR5 75 DO AR SR B AT 5 4
W, RE0E T AL AR M W B AR AT . NS 1 T RAER Y, 58 72 47 BARE R RZ RIS 71 47 0 OB AT, 4 0B A) i
T AR & balances 1 allowed, 55 79 1T (b F mint %) FIEE 90 1T (KL T approve BREL) 35 1% 5 N8 5 HEAT T
B KX 2 N REAENFE S P T,y BIFNA, FIR B mint. approve VLXK transferFrom 3£ 3 /> R ECR I PIT 4L 1)
HETFH. BEESFIINKERSES 3 5 3° =27 A& F A, K —MEZFHI T, N

T,, = {init,mint(p,),approve (ps, ps) , transferFrom(py, p», p3 )},

Hodt, p, NRE mint (NSE amount WIFF 5 WERIR, ps T ps NEREL approve S HL_spender F1_value W55 R
7~ T AT IE A B AR 2SR TT R 45

S, = balances’ = 0 A allowed =0 (sl)
A ps = 0 A sender (mint (p,)) = owner’ (s2%)
A (balances|sender (mint( p,))| + ps > balances|sender (mint (p,))]’) (s3)
Abalances|sender (mint (ps))|” = balances| sender (mint( p,))|" + p4 (s4")
A (totalSupply’ + p, > totalSupply’) A totalSupply” = totalSupply’ + p, (s5%)
Aallowed| sender(approve (ps, ps)|[ps]’ = ps (s6)
Abalances|p,| > ps (s2)
Aallowd|p,]|sender (transferFrom(p,, p», p3))]’ = ps (s3)
Ap;>0 (s4)
A =(balances|p,|' + ps > balances|p,]’) (s5)

BT %75 T, 7 transferFrom WIHAT T mint 1 approve SR, RILTE S oy BIZERE b, BT T 527 —s6* 3£ 5
KR FAT:, ISINT balances R allowed W75 2900, 1§ S, v LT A2, BIAG I S AL 5 IRV . 2 L R A, mT 15
2 S, =TT R RN mint (py) R E N owner, p, 2% —1; approve(ps, ps) FIW N owner, ps HATE
Hotik, po KT 0 HIBERYEUE; transferFrom (py, pa, p;) W N ps, pi A1 p, N owner, p; N ps.
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HH mint. approve LAJ transferFrom iX 3 A~ ek 450 F BT 40 B HoAth 26 345 77 Z1 [RIRE AT RE Al R 36 72 47 s
(IR A SCHTHR 0 B A 2 R 5 BT T VA R IR 2 55 7 S A5 0, BUARHIR AN 10 AR SCER 4.4 75,

BRI, 28 71 79 A 90 AT HITRRICAEE 72 4T B ARE A B ARKEE A 8 RS AT B AR RIS A,
AT LA SE A 30 7 B AR B R I AR . O T SE R A B AR RS ), A2 Wang 2 N P IRBIC R 1Y
SE SL, 0T RE B 24 T R AR 2 i ARREAT T e L

EX 1 (BRI, o T8 G & 2P G stme, 7 stme;, 45 stmt; XA 8 v FEATIRAE, some; BEH v, H il stmt;
B stmt; KRN AAELETE ) stme, 35 v BATIRE, BI stme; SRR AL B BAERB T seme, FIBMEERAE, #R dataDep(stmt,,
stmt;) = T; T30 dataDep (stmt;, stmt;) = F.

EX 2 (BHIMKRT). TG RITEA) stmt, B stmt;, Fe stme; 2 R B fune HHIESR], % (1) stmt; A
func I SCEA), BRI E A R B A BEBAT stme;; B8 (2) seme, NRRBUE R K5y SCEA), B RCAE %
i R I A BEPAT BREL func, BI stmt; AT 2B stmt, B3, BK controlDep (stmt;, stmt;) =T; 0 controlDep(stmt,,
stmt;) = F.

T EERIN AR, B85 AN R BB 48 B8 1% DU B BN AT, AT SR ) AT . Bl 8] 3 P s 3 abort B
B bR BB 2% onlySeller FTi&Mi (https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-
modifiers). onlySeller 3T require FI W7 e H 1) FH R BN seller, 5 =M 51K 58 4 S B, 40 2 54400
AREEIAT abort AL, TRk, TERY BE G 20 BB (M5 B RE B AT, AN 52 31 e 30N 43 SCB A R4 ], RIS % R
KB 35 1) 53 SR AT BTG

address public seller;
modifier onlySeller() {
require(msg.sender == seller, "Only seller can call this.");

function abort() public view onlySeller {
//do somethings...

}
B3 A& R AUE AR I Be A AR R 41
H_E SR R G G AR5 AT I T RE T 40, D 1 S8 R ) W B ARiE A A M, 7 B HURPAT A 20 1 E8
GIVER), He 5 B BRE R TAAFLE R A28 ) ACRSURH 2500 A0RUR) 1 1 4 326 PR 000 R . AR SCRRIX B ) R B AR RIS ).
EX 3 (BErRBIER). X T Hae G AP IER] stme, F1 B VRER] stme;, % transitiveDep (stmt,, stmt;) = T, Herh
transitiveDep 7 stmt; T stmt; Z [B)AF-E B 55 il 4 BRS040 00 18 (022 368 P, DURR stme, N seme; (85 H BR AR 8E
).
FRYE Lk 3 AN X, AT REA L C H B ARIEA] targer I B AR ISE Q)BT 4001, o prid FR Q55092 1 pos. 28
L, 2 AT HIUEA B AR KUE A5 & ret MRS 73BT 1B BIBA B queue, 5 3-9 T3t queue H RS 73T 15 4] stmt; AT 53417,
FP 5 4-6 173195 stme; AFAEBARHAGIIE D stmep HAINE] ret M queue, 55 7-9 AT WIRAGFS stme; AEAEFEHIK
BT stmtc FHISINE] ret T queue, WIS PEAFATIER DT, BIGIEE 10 1THiH B A KEOEA)EE.

B/IE L 0 HARRBUE A

N BEEAY C; HIRBA] targert;
Wi B KEOEES.

0NN B W -

l.ret=9

2. queue = Queue(target)

3. while stmt; = queue .pop() != None:

4. stmtp = getDataDep(stmt;,C) 11BCARE S
5. ret.add(stmty) /[ INE] H bR HHE ) LA

© PEBEBPHIFST  hip:/www, jos. org. cn


https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers
https://docs.soliditylang.org/en/latest/structure-of-a-contract.html#function-modifiers

5764 HAEFIR 2025 5% 36 A5 12 49

6.  queue.push(stmtp)

7. stmtc = getControlDep(stmt;, C) //#7 Hl 1 6t
8. ret.add(stmtc)

9.  queue.push(stmtc)

10. return ret

ENEMEDHTH, HERIES] target F1 BARKBOIE TJES rer ¥ F T FRICE REA Ld il i B v 5 FE A B ml ik
P, A BB BRI A B 8.
43 WIEMSH

AL IE A S A I WA ) T P B AR R R S B AR G, SIS HARTE R AR A A i 2 E R, TR S
FFESPAT AR IR R NG, 15 e AT BE & L F T I M e S A, Kk S A RIE & L FIBkEL 48 4% 4
REAFEARY, FEARYE B T 2 BT i ml R Bk 5 5., DA Rtz i B SRR, 25 T VR ARRG AN 215 1 2 [ 1) e i
KRR, AL EH BB AR E ) BT e B AR B fa, 3 D4 ) B A i & SR A B Tk, BT R G iR Bk H
PR ) ) A B DL A i) 45 2.
431 FHlREA R

RIEE 3 PR 2 - MBkEE e 47K Solidity B e & LIRS E SR N Z A AR, Hoh, BhEsHR Sk T
FF R oy A B, T FS A B A RIBkEL ¢ R, 456 B AR SRk a: 06 R ml Ak otz il .

£3 FEEAATF LML LIRS 4

a4 HA ey Eicti Pk L2 HiiR
STOP — LG AT
RN RETURN - BEEL YA, B kR [E A 5 485 3R b O
’ REVERT - B0 G O F R RS AR T B
SELFDESTURT - SR A2, IRIE LUK T2 T AR Tt bk
JUMP pc = pop() o S A Bk
R JUMPI pc= {52;(1) Ak

Solidity F e A LR BhEHE AT 2 Fh, BRITE A Bk TUMP 484 F1251F Bk TUMPI #§ 4. 3 3 1 pc (program
counter, fR/F 438 TR MulHR 1T 5. X T4k E: JUMP, 43T %38 B iR UG 3, Zon xR i
R 16 FEIHUE R ABkEL 1) B i B AR Y S AR 0 5. W T 55 Rk E: TUMPL, 44T 148 & B 1 4L
P 2 MRITICEK, 308N destination 1 condition, PIWT condition 7& B NE, FHANEN BV FHPATIR ST 5N
destination )84 (RNBkFE B ME LT 5 A destination WRAYR), BIWMAEHAT T —Na4 EIBLE: 2 M4
JF5 N petl HIFEAR L),

432 HERER

i A5 B 00 A B R g 4 )3 B, bie B AR BRI ATk A, SRS K SR AR R ) RS S O E TS
PAT TR A7 5

5L, BT B AR DL B FRMRHRE AR IR ACASAT 5, DR 75 @ R YR AR 5 21 A T Fr Al B 56 2R
SERL H FRFEAR . PR S5 1R 2 (] Bl OC JR T E i AT 4 1A (U0 sole) $24ILf¥] Source Mappings (https://docs.
soliditylang.org/en/latest/internals/source_mappings.html) 5 2. Ef&kH, Jet IR EE R pos : length HITE 3, pos
RIVEARY T ) BN R AEARS ST I, length FIIEARLTE ) F /7K . Source Mappings 4853 4bBE 5 1] 15
PR L 55 pos: length Z RIS ¢ . 13 BRI G R UG, WG B ARTE A BLAL B ARKIE B et B (148 2
FeEG1ENERELES.

SRJG, 8 TR B R A B AR YO T O H AR AR, s il B AT BY R, BRI B 2 B,
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Bk 2. IR TR

BN BHRE ofg, BERELESR target ins;
b BRI A A

1. visited = Set()
2. check(cfg.entrancy)

3. return cfg

4. Procedure bool check(bb):
5. if bb in visited:

6 return bb.targeted /5 5 A Yt im [y Wi =] H AR A

7. visited.add(bb)

8. temp =false

9. for ins in target ins:

10. if bb.start.pc < ins < bb.end.pc: /45 HARTE A0 TiZ3E A

11. bb.targeted = true //FRIBHEABE) HFRMEH true

12. temp = true //ARICIRGI HARME Y true, HI 718 557

13. break

14. for next _bb in bb.outgoing bbs:

15. temp = check(next_bb) or temp /76 V33 I, 3+ 5 Frilu i H br{E
16. bb.targeted = temp //EHTIZFEABE) B ¥R H

17. return bb.targeted

B 2 AR 13 AT AR IR, B 4-17 AT & A IR B % VI A2 check. FLH, check B ofg A 12
AHAE AT, 5B 57 AT PINZE AR TP DI, 228 J7id MR A2 AR PR BTk ; 28 8 47 7 W i i A i
temp H T RRFEABETTIL, IMYIMERN false; 5 9-13 /T8 ] HArfa &£ E, FIZHEARRAE Hirtg 4, Ww
PLAZFEARYOAN HARFE AL, AR iCiZFE AR TTIE (BB 11 1T), M temp {HN true; 55 14, 15 1730 Pk e S A B
VIR check bR HARFEARIEAT T RIFRIE FTIAPE; 55 16, 17 47 BB 3R Bl E AL 1 ATk .

Bk 2 A AR AR R, e A2 B H bRIEAHL, W check MAZCK IR [H true. R4 check bR AR [A14E 5 I Ao 48
i temp BATBUBRAE (3 15 17), ATH BARSEA L B A LS AR P bRic N mTak, 49 B I N M AR 3
B FAREEA Y (R BEAR. & AT AT IE 1 AE B AT F T AR el =245 B
44 BirHISHSHIT

B bR 275 AT FRAERT 5 AT H Wi e BE A B2 15 75 B A S AL BT 1T, AR 1) 315 B 5 B A AT ik
PERIARICTE B, Bkt 5 B AR IE ) TE IR S AT, Ja SR AR B AR 25 AR B WR B, DA 75 B o BT ) B AR, iR B4R
A S AT AR I H KL

s 3.3 WATR, B Ae AL R H R BERE B JUMP Al JUMPI 484 S28L. 72555 T 10t A2 v, 38 3] TUMPI
TRA IS B H 2 RT HRAR S, 0 BITRIN 73 32 461 true F1 false BIFT 5 200K, 1 FH 20 5 SR AL 40 T 3ok AN 8 422 251
(RT3 R AT SR AR, JEH BRI 2 1) B A2 25 A T4 7R W B AR B D AT IS S AR e, 3 — 0 Wi A AR YU AT 455 10
PAT . AOCTE KR AR EEAT 25 A0 R 75 0T 9 2 1, AR 1) 345 B P S AR R m] s VR AT S0, 5 e 2 e AR He f AT aA
4 false, WA H B AR 26 AR EAT SR AR, BV H A 1242 il Vi B A7

FREA 2 B brill SR/ 5 $AT R RN E VL 3 B, 595 3 BN 928 3.3.2 TS 2106 515 B target_infos
GBI G HIE 5 7 51BMF trans_queue VAR FE 55 T HI N i KA E limie, 535 3 W% H N REHE 78 56 B AriE A
(R ) 52 5
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Bk 3. HAH 3755 T

N MBS target_info, BET NI trans_queue, 55 7K limit,
Bt REVE R o H AR RO B A A

1. solutions = dict()

2. while trans_seq = trans_queue.pop() '= None or limit——> 0:

3.  state_queue = Queue(trans_seq.state)

4. while state = state_queue.pop() != None:

5 for ins in state.bb.ins:

6. switch JUMP: /4 Bk 54 JUMP

7 Jjumpdest = pop_stack()

8 if target_info[jumpdest] == true: //FIWT jumpdest 7& 75 bric N AT IE

9. state_queue.add(generate_state(state, jumpdest, JUMP, None)) /4 BGHTIRAS, HE I 2] BA A1
10. switch JUMPL: /3% Bk 5% JUMPI

11. Jjumpdest, condition = pop_stack(), pop_stack() //#H 2 IRHERE, 1F ke B xRl 2614
12. if target_info[jumpdest] == true:

13. if isSatisfy(state.condition, condition): //F|Wr 1526 1 =2 153 12

14. state_queue.add(generate_state(state, jumpdest, JUMPI, condition))

15. if target_info[state.pct+1] == true:

16. if isSatisfy(state.condition, |condition):

17. state_queue.add(generate_state(state, state.pc+1, JUMPI, !condition))

18. switch STOP or RETURN or REVERT or SELFDESTURT: //#5 N % 11454

19. trans_queue.add(trans_seq.update(state)); [/ F5 T HIFRIMBEFE FIES

20. solutions[state.pc] = (solve(state.condition), trans_seq) //>R ffE IR 1 29 H &A% FE % m 213050 FH 1]
21. default: /£ HAMIE S

22. symbolic_execution_ins(state, ins) //TF 5 WHAIT1Z IS

23. return solutions

S5 3 5 VAT WA B A, 26 222 AT IR 5 7 UBA T trans_queue BB =, BUA R FH 57
T KK limit; 25 3 T H5 T8 trans_seq W& LIRS state ¥ ILTAN state_queue NFIH, Foh state F£ox
trans_seq i3T5 UIAT GG LPRE, QRS LEERFSANRE R, 5 4-22 17 state_queue I AE
AT 8T, BATRF ST IEAR YT L XF JUMP (38 6-9 17), 3 1 IRMERIFR AR MBS H ML jumpdest,
TR G 15 S target_info FIWT jumpdest FE5TIIK, #0]L WA generate state BRELA BT PIRAS. BT generate
state FJZHH, JUMP Rk e 4, F T gas TH#E, None R BT B4 75 24005 2 1 &2 0R, T JUMP R
T B, A H N2 35T TUMPL (58 10-17 17), BES:3H 2 YR, 4> BIE MBS B 3 jumpdest F1
BE: 2% AF condition, JTUMPIL [Fk#E ik 2 Fh, W5 R BkHs 2% A% condition WIBkE: 2 jumpdest, 75 WBkFE 2 state.pc+1.
X FI% 2 APk L, @I target info FIWTRABTTIE, 2R )5 0 54 condition LA K \condition (condition IHUR)
ISR PR A 2, R 2O SRR ARSI W B AR S5 A T A2, 203 S I generate_state BREUAE FSAH BLIFIHTIR,
FHERINE state_queue H1; X T STOP 54 L5 4 (B 18-20 17), H AL trans_seq FARE L RN T LR E(E
B, FHUNESKTE trans_seq WA EAT S WPATZARES J5 & LIRS, ¥ B INE trans_queue LAAR S & FIER
AN 5%, AR5 I 2O TR SRAR 38 3K H 6 A2 24 A 20 SR S AR (R TN A A, HAs I B R 56 G solutions . X T3
ffg 4 (28 21,22 1), W1 ADD. SUB B MUL 4%, £ S HAT X482 I 8T gas H0iE DL AHERR (S B55.

© hREE

AMFUFEEHT  httpy/ www. jos. org. cn




MBI F AT B AR AT HATH R te o2 52 RIFAR 5767

BRI, B 3 AR 2 ATHIEE 4 171 trans_queue.pop BN state_queue.pop B E 5 5% NF 55 7 5
F A= o SR s 0 B LR A BOER R SR, 3R 2 Bl SR (AR AE 7 VR R 5 AT AR RE A L0 g AR R A Y,
SmarTest! 5 T 15 5 1LY 5 I 32 55 77 51 fi 22 9 VI PO RBE 36, A0 S BAUAT 452 7o WO 36 10 5855 57 1 LA % gt 200 45 M M i) R
Smartian” V5T HIEAK AT R A 25 51, 38 3 BEALIE N BR K0 P A5 SRS X 355 AT AR S, AR TSR Ul
TR FE N R e A 2 ARE IR 8 75 3 Mythril W BRI BEAR e T AR S6 BB AL G AT G 45 56 S K 3l T3 & 20 IR
KLEE™ SR F B LB A% 15 45 145 & 7 o SR A0 10 28 SR AR 2R e I 1 2 ) 5.

AR H I 5 AR T4 T8 I 55 7 B A SR B A SRS BRZ SRS, TR 3 A m] 25BN A R 1 5%
J7 5 A2 SR S B A PR AS TR ZR S0 LUk 2188 5 (1) 22 AT TR AR, 7ERE 3 b, BRI S 755 04T S 22 440
TESS 8 ATAIES 12 17, AITEIRR A LRSI BT TE A Bk B ARE ) 2R AL, s> 75 B IR R A LIRS 0E, Lhk
FIRA A LIRS TRR RGN H (1. R, 20 vl kv /A A 5 — s S HARIE )00, U545 B A 2 Z sk 2
Xof LB AR S BN ATk, A2 Z R BRI 355 P 41, ATl b 3555 2H A 1 B AR o 22 AR A ke

$2 T ok LA Mythril 48 895 55 757 51 A2 BRRENE 1, 3348 H FR i) 5555 AT I V5 a0 A0 DU 1 5 45 5 30 A8 A
M. Mythril BRUCK T FEAR 6 Sms, ARG 7215 R5 ok B AR WL IR U % % SR B0 AT R %, E38 ) REVERT
8¢ RETURN %4 B84 )5, 103 M 0T FF 5 RS FHIE BT — DR B ST . 96 4 N BT R B8 7 5 1 AT
J& , Mythril 385 554> BT 5 I FF SRS, RO s SO AR B IR A TR 2R, B RS 7 5 VR T
A B S T A KA.

B 4 PR RR CEFSUPAT IR B, B OB R R EER . HFEOERG AT "
FFsFrid, MFRRZREE HARE A Tek, TR KT 50T, BB 4 WG, func2 BREARE NS HiR
BAEK, FULERFSHAT IR P A SR B TR R, BAOkYE, JE S AR 2 i, # R F Mythril 2RIk
HEWE, W7 BEAT 32 = 9 Fp 457 1 indad B Awi S IR R RS, TR AT 22 = 4 PR 7 AR AT. e $545
FEHAKEERIE 0, B AR50 SR AR T < T I .

Sfunc2 ]

func3 ] e

PR A =1 LTI =2 FL T E=n
Bl 4 HERH SRS PATH S 75 R s = K

45 REISHR

AFTLLEE 2 I 1 B IARRE 0, S IIA TR EZRAR. MRYE CVE 15 B, A TEEE 72 47156 90 47
WBEMER AR, S5 3T HARMKEOE ) b7 Akt b B H ARSI 755 34T

ST BARKIOE A o b, 38 o T IRARED A 0, 28 72 AT I B ARKEE AN EE 71, 79, 88+ 89 190 17,
3590 1710 B ARKIE A S 88 AT ANEE 89 47. FRML TN, 25 72 Al 90 473X 2 4% HARE AN H AR K BUE AN A 71,
79 88 Fi1 89 17.

5 2 AT ATIR R AT, R URARRS g B RS I R A AR, Sl o Bk FR A M@ s AR, 18 5(a) MiZ
A ARG 3w, AR AT S AN AR, S R S EAYR R EANMEA TS, AR5, B g
AR Source Mappings 5 2 H #7515 7] LA K H bR KIS A (1 AR, B G045 Rk 4 fiow, BT 1371, 1826.
1837, 2529, 2542 12634 H£ 6 NEEAB N HARFEALL, MR LA EALH) 6 A B AR FEA B IE 77 I B4 2 i 30 B,
BRI E A 1] 5(b) B, Herb 0675 s 7R B AR TR A I EE B3R AR, S5 fUR0R B AR ROB0E A1) P 2E 1Y)
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FEARY, WA AR BN E (B0 5715 ) R BIALL (SR (T T A 1 R AR B, AR BT RS 14 o e AR

J AR

412

| @821
\

1826
1837 (1833

<
1320
v X
1301 1334
» v 4 A v
654 (131) (615 619 2235 1354

AV
1363

» Y 2
666 741

4 v )
2260 749 753 828

v LN v
2333 840 836 164

[
1017: 175

» S | A
2451 1029: °1025: ©1094: 186

980 D)

2478 3478 sp9 o Mos sl
/ 2493 %7_4% 2743 24'9; 2780 374 3009 2630 @639
@%9 @512 | @823 3459, 2512 %3
2828 5501 2808
(2833 (2839 285 2839
BIs B oA Bzl
R4 B A BE AL LS
KA 5 DAL B CRsiiae] ARG
§ 72 2645:23 1904-1914 1837
SRR
i ) 90 3172:30 27012711 2634
71 2547:88 1827-1836 1826
79 2859:38 1497-1500 1371
= S
HERficHtif £ 88 3117:19 2535-2541 2529
89 3140:28 2642-2633 2542

AT AR S A5 3T, AT 5 AT I RE A AR ) 505 2 A Wk e 2 A B S bR L v mris, Bhid 5 H
PRIE A H AR IS A JE R M AT, F AR A5 AT IS5 R R, (UM 107.4 s BISERK 1 % 2RI, JF
BRI I H 2 72 47 A5 90 47 B AL i, A IS5 IR 5 Mythril AH A,

XFEEIE S(a) A (b) 5K T-EIP] BLE H,

BUTA TR, GO (05 35 A (MIEARIY 30%) FEA ST

i AT, X 28 2% (RIEACHUBEEL (1 28.6%) BRABAILI AR AFREAT SRR, BT XHZ R RE & 20T 22 AR kel

27 BLAEAE F Miythril XF 43RS 34T IR, IR 560.8 s ARG HH 55 72 4705 90 4T HOHE RS IR, Sk b
F, AR08 T 80.85% MRS HATHI AT, 325 1 2 &R I AR, I A T fe% & ik

R BRI 45

5 SR RITAE

TP ik, BATERE RS

AR5 5T T B Mythril (92565 - SEP T JE 8 T H Smart-Target. Mythril
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TRSPATRG S P SEEAR, fe R A FERE R G . BN DUACRRE MM 2 0 &5 2 4R T, B B 1
TR 77 P02, E 355 5 1 A B B B A ZVIR S TR R S e 4 b, A SIS FH Miythril " (04 R 2% 5, RVAR
0t 7RG o R HEE AR R B A ORI AT F 55 R 51, IR AT B S SRS IR R & ZPIRES. h4h, Smart-Target
FF Python 58 =77 /& evm-cfg-builder (https:/github.com/crytic/evm_cfg_builder) 15 51l 3% A B 3 A= pledas 1) 7 Bl LA
ATRNIEME AT, F2 T #7544 1B Slither (https://github.com/crytic/slither) Xt % G & ZIIRACTL HEAT AT, SRAIRTS
AR RSB EIRIEIE A DL R SR E RS R

T BAEA SR R R A R, AT T 3 AN FL A, 430 2 AR TR I 2 AR E B H
FRACHE A 6T A B8 7 (I 52m 3 AN B H R, Xt Smart-Target JE4T SEIGAIVT AL . FLARHE 70 ) a1 T

RQ1: £ 2 ARk 7 5, 8 S 0 i i 45 R AE 8 B A5, Smart-Target B8R /0 755 AT I B 8] 4842
R 2 AT A P RE?

AR IR W 3 s e A6 0 8 R B & 2O TR AT 4 T 09 22 AU TR A DU 3 2 20 M ks U A 26 v (R P e AR AE R, HL
TEiE AR B T8 4955 BT R i 5 5t v EL e 2 BT 2 (03X P 481, 1L Pl T B A2 A X AR 440 RS A ¥ 5 55 Il R,
MBI, Bk, 2R S P DRSS T SRS PATE S, (8 A SR B B BARH S5 5 347 iR
AR R . RQU K Fr S 0 TR 25 10 2 AN IRIR RIHVE S B, BfIA SRS 70 BT (1335 928 sl X A 431

RQ2: 7E & 4w Bl3% 5, Smart-Target fig 75 PRuist 2 IS 72 I i A sl % 4512

ZRRAERG IR EANS5E . AP 824 T 5 SRS RS T A 7E 22 4T [0 3, (H AR SR 4
BARBI G T 2. 4508 1 B bR S A5-5 BAT 7 E v AR R IRE SR 8 B AR, A= R rets S 30
TR BRI 451, 5 B e 0 R BN BB i FME 2 22 UV RQ2 4 4048 48 iR N ARy A7 A2 I Al
WEA)IE—1E R B b, A2 RS D I I 1 A 491,

RQ3: HFrKIIER) T2 B EEF T Smart-Target 122 4 I A I 68 712

AT VAl H RKHE A) AT Smart-Target £l 22 4 IR B8 71 52, RQ3 5 RQ2 AL, K i 4 -h N Az
AR IR IR 1R A) 1B — 1A B AR, HLBU AT B AR £ 20 ot B AR 55 AT A 0 22 4 IR 1R) 6 70 DA IR (]
VARG ELiA
51 SERRIT

AR BB Durieux 28 N ORI SZAERF 7E 48 1) SB Curated 2 JT 403 4 (https://github.com/smartbugs/
smartbugs/tree/master/dataset) 1E JySEI0 X R ZAHRAE AL 10 PRI EL, BIRBR ¥ (access control, AC). %
A% (arithmetic, ARM). F5BEHLYE (bad randomness, BD). 4/l %% (denial of service, DoS)~ Hi¥fi& 1T (front
running, FR). H A (reentrancy, RE). %Gtk (short addresses, SA). T [A]#4F (time manipulation, TM). A4 2%
28 (unchecked low level calls, ULLC) BA K HoAth i 73 Z5 9T (other, OT), &R 1 ST 50 E DL L IR
HEINE 5 Pros.

%5 SB Curated FIEHEAMH KSR

TR X RIER (BN

AR 4% il 18 24 PR EE A AR S 4 A ST R b AAT

HARMR 15 23 R N i

FEBHALIE 8 34 BT X HURE IR A B AR BB ALER, (BB AR B AN A (™ ) B

FiEEl e 6 14 AR PR FE R RE TR, A p & R 4 3 i

HISHIEAT 4 7 HEPATIIE RS YT B LPREH K
HEA 31 32 A 2R BEE T M A S R

FE 1 1 F P S AT EVMSz B AR b B0, 38 s
kL 5 % BET DX HUHE IS RV B BIAT 2 2% B0 BB A, T I TRV AR ™ TR
RAG BRI A 52 75 {6 FH call 25 bR BB A AS: 25 3R (B4R, 224 oS L1V P R I 1 L I 4 B ) £ A AT 8 4

HAth 3 5 HAB AR T UL L0 M (R, R Wk b As 2%
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ASCEFRF S B T A Slither A7 54T T H Mythril /E S0 LT R, X 2 AN T B IR B HiiR B
B, [ SR 7228 B I 2 AN T B RIS I B 0 e g1 Hodh T P02 J5 By R A2, BT Slither Al Mythril 3
ALFEXFFIRANLE . FELAARSS . RTIIEAT . bk DL & HAhaX 5 PhSRBRIR AN, B Slither ASSCHEX SLAAA
IR AT, A T ARIESE I I IE RS AP, fESLI RN SSREILME R4S RTumistT . ikl DL
HoAhIR 5 FhBARIRIA, ELTE Slither AH A S256 Hh AN I S ARAN SRR

HRIEHE 1) 3 ANSLE6 I R T T 3 2888, AN SIL e il X B SR ae BT gk 6 FioR. Hor, X RQ1 (%4
TR ), R EA 2 HT T B Slither £ 45 FAE N H AR, FE44R 5 10 2 AN RIRE ) 67 B [F B E 9 H AR, VRS
U] TP (RIS A TARTE BRI A7 B 128 — S R 540 FP (BRI 5 A TARTE BRI A B 52 8 — 501
REH). FN (BDEA RS B TARAEIRITE A 1 EcE) DU F1ESE, T RQ2 (ZARNE Wiz 5y, K MAEHEE
bR IR A 67 B AR N B AR, 32— 2 E BRI, YA E B 18] LR B BRI, FF RQ3 (3&IF B ARkt
R RPE), 9 T G HARE R X SRS 0T, TRIRER 5 4 Py iU TR 038 — 1R ks VR R B A, 7
AR5 AT B BRUHRRIE G 23T i S AS I B 18] LA B AS I HH 1 e T 45 A A1

R 6 AW R SRR

] IR AL HAn kIR HAr i = P R bR

RQI AC. RE. TM. ULLC Slither % Hix R ], FIESE
RQ2 AC. ARM. RE. TM. ULLC N LhRTE FH R S, IR
RQ3 AC. ARM. RE. TM. ULLC NTARE B H AR R 18] I

iR SIS IE 4T AE Ubuntu 20.04 #:4F 245, Intel(R) Xeon(R) E5-2680v4@2.40 GHz A FR2$ L)L 2 16 GB N 17
(3855 . Smart-Target & T Mythril v0.23.3. Slither v0.8.3 LA} evm_cfg_builder v0.3.1 S, SZ& HLH X Gk
PRI RRAS (19 Mythril £ Slither.

52 LWERRSH
52.1 RQI MR 55T

RQ1 PAFFZS 7347 LB Slither HURIHIR S AEA B AR, AHEN . BURES RA &0 A BLA I [ iX
4 IR A S 5 Be & 20 3EAT 208, MR TE) ¥ FE AN 22 2 U TR R I 8 77 PR AN 7 TH EL# Slither Smart-Target PA AL
Mythril iX 3 i T REMPEREZ 7. SRIe 4 RNk 7 fis.

®7T AR F & TRV

T2 TH IfE) (s) TP FP FN Recall Precision F1  MRHGIESREE F55F5H0THE
Slither 6.88 32 10 0 1 0.762  0.865 - -
EPN Smart-Target 17268.95 28 2 4 0875 0933  0.903 30 952
Mythril 6343455 28 2 4 0875 0933  0.903 30 1595
Slither 331 5 3 19 0208 0.625 0315 - -
TR Smart-Target 33396 6 0 16 0273 1 0.429 6 38
Mythril 7957689 6 0 16 0273 1 0.429 6 167
Slither 1479 71 3 4 0947 0959 0953 - -
R Smart-Target 7443435 55 0 20 0.733 1 0.846 55 1414
Mythril ~ 162747.77 56 0 19 0.747 1 0.855 56 2772
Slither 0.85 303 4 0429 05 0462 - -
IR (] 4% Smart-Target ~ 137.51 2 2 5 0286 05 0364 4 10
Mythril 74443 2 2 5 0286 05 0364 4 101
Slither 2583 111 19 27 0.804 0.854  0.828 - -
st Smart-Target 9217476 91 4 45 0.669 0958  0.788 95 2414
Mythril ~ 234884.44 92 4 44 0676 0958  0.793 96 4635
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TER (B VE #E 5 1, Slither J IR BT 75 15 8] 4 25.83 s, Smart-Target T 7 IR (8] 4 92 174.76 s, Mythril fi 75 1)
I IR] g 234 884.44 s, AHAEL T Slither (X MR ACRS 1915245 S, Mythril 3% 5 5 2 BT #7550 AT, ISR IR 15 26 AR
X AT KA LA o3 A wT I M, DR Miythril it 7 B (]38 X T+ Slither. T Smart-Target 81 B Fr il 2 UAGRT 54T
ER IR 2R SR, BT T 5 HARB A TG MR AR, 5 T FR B It 20 DA S B A% S At SRAR IR TR 3, TR L AH
XF-9E H A 5 7 Mythril, Smart-Target 754 1 60.76% FIH 8] FF44.

TE 22 A IRIAS U A8 73 P B LU I, Slither (¥) F1 {2y 0.828, Mythril f¥) F1 {52}y 0.793, Smart-Target /) F1 {64
0.788. H 1, Smart-Target 5 Mythril [f] FP #H[F], TP #H2 1. 43 #7 &K B, Smart-Target Lt Mythril 2> #6303 IR
HAG AR IR, Z IR E A (Clock Auction#1496, https://github.com/smartbugs/smartbugs/blob/master/dataset/
unchecked low level calls/0x663e4229142a27f 00bafb5d087¢1e730648314c3.s0l#L.1496) ¥ A #% Slither 3 2 i,
(At Smart-Target %A ¥ 1% B4 H iR, SRR, SIEZIRIFEEA)EY HARE, Smart-Target B8 AL H Z IR 1.
iR SE KB, Smart-Target 75 Z 2 JRiFA I GE 1115 Mythril A1, F8A R B A4 il 7 B i B el A2 0 A

M 7 5] LA H, Slither bt Mythril fl Smart-Target feW R0 H 5 2 i, (HRE L&A EMABE
IR Y5 b, BT Slither fREHR & I IR B UL R IR TR AT EAT 40, AHET Mythril 1 Smart-Target /b A2 i H
W2 BRI RE /7. SEI8 45 BB IR, Smart-Target A1 Mythril 43 342 5% 7 95 #1196 AR A 1, Hoeb B 1 28 sl & A
THRERIEE (BF TP) 24k, IEAE BN LA KB [ 3R (0 IR A #2 o 4 A R s S bmid 115 A) AR i 7 I
R o3 Hr &3, Herb 1 AN Bl 1 R R DR TR EAAT A, 5340 3 AMlok 7 N LARVE IR, (56
TN ARG A AN 585 (A0 ARyE: 2R A0 V5 A SRR (A1 Bk 1 75 BA 15 1)), 5 80 o IR T A B R e S 8BRS P A
ThRICHEAUGHD. ik 4s R, AT Slither (IR LR IR BT 7E 7 &, Smart-Target F1 Mythril 844 S
] i & K N [ %2 4= iR, I H Smart-Target GE#5 4 Slither F90 H 1 111 AS2Z2 AT A 19 91 A4 mloxt B2 (9t
1, Fs A sl i ] B B A 81.9%.

x 7 i fa—A gt 1 & LR A BRIHAT 5 7 F ) EcE, el BUE t, 53255047 TR Slither AR T 5
AT LA Mythril #1 Smart-Target Hft/> 248 AT FH 55 17 I RE /1, PRLICFER AR LE 21> BR EUK B R B e & 20T,
HE LR TF R BN R I S FIE SRR SR A 00 A B, AT Miythril J580U4T 1 4635 265 %5751, Smart-
Target TEANPAT T 2414 LM G B LT, A0 H 5 Mythril AH R 450 1) 22 4, X2 BN Smart-Target fig
838 I AT IA P A T S E BRIE R TG % B SR B AR PR BN TTA, BRITE B bR S5 5 AT AR T AR IR R TG
RRREL, TR F 55 A R DR R BEPAT HS T HIEE. BEE FERAT R FH S )P ISR, 55 3T IR
B 48t AH 295k 2D, Smart-Target (8 6] -85 AH%L T Mythril 9820 T 60.76%.

AN, BT Slither K% & R XA W, AHE T Mythril A1 Smart-Target =25 T8 % 7% 4Rk. K 6 y— Slither i%
W E NIRRT R ] (spank_chain_payment, https://github.com/smartbugs/smartbugs/blob/master/dataset/
reentrancy/spank chain_payment.sol). Slither & %5 T 55 803-806 1747 7E NI, {H52BR_L 804 17 19 4h 5 eR K0 F
T L 2 802 1T if 454, 1% %M 75 EE tokenbalanced BX, tokenbalancel 1NN 0. 24 channel.token. transfer BT
TEENAT AN (channel token 7 fi# HumanStandardToken 25, %28 transfer T REH G HES, N5l K&
N), HFE8 794 47 FIEE 795 47 C A E B BN 0, Rtk tokenbalanced R tokenbalancel 35745 0, Toikisi /£ 5 802 1711
BRELSAAE, BITEVE 5] K IR, BT Slither AR5 REEA) 1) LR 3, Bk iRIK 7 803 47 IR, M Mythril Al Smart-
Target BEMEUNEE channel G5HR R &N BROR S B IRF51H, 7258 1 IRPUTEE 792-795 1THT, ¥4 channel HAE R IR
PR RN SEEN 0, FEE N FE AW 28 802 17 M BK AR &4 o1k &2, R RE 68 LA 1 iz 2 g & £
AR NI

1 75 B RN /2, Smart-Target /& 4= T Mythril SEIR1 22 4R LA, ALE Mythril [5G EOE T #6642
PRE MR, T3 A SO B3 s IR A MZ 45 (Oracle), KL Smart-Target 1% AU TRAS I E 71486 T Mythril. £
WA B iR i B AR S A5 S AT 7 VR N B A4 S AT LB R, 41 SmartTest™™. Manticore! B¢ Oyente® 2%,
] R 2 B T e ) 22 A R TR e M e

25 BRIk, AT RQ1 M EIE = 78 2w iRk il s o, AR T #2540 4 LA Slither, Smart-Target Ji&/>
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R IR 81.9% 1 Slither R 5 I A2 B 7 I H 41; 48%% T 3E B #x il 5% Mythril, Smart-Target 7£ %A 15
LAYFTARTINGE 775 L T Ik T 60.76% (IS 8],

787
788
789
790
792
793
794
795
797
798
799
800
802
803
804

uint256 ethbalanceA = channel.ethBalances[0];

uint256 ethbalancel = channel.ethBalances[1];

uint256 tokenbalanceA = channel.erc20Balances[0];

uint256 tokenbalancel = channel.erc20Balances[1];

channel.ethBalances[0] = 0;

channel.ethBalances[1] = 0;

channel.erc20Balances[0] = 0;

channel.erc20Balances[1] = 0;

if(ethbalanceA != 0 || ethbalancel !=0) {
channel.party Addresses[0].transfer(ethbalanceA);
channel.partyAddresses[1].transfer(ethbalancel);

}
if(tokenbalanceA != 0 || tokenbalancel != 0) {
require(
channel.token.transfer(channel.partyAddresses[0], tokenbalanceA),
"byzantineCloseChannel: token transfer failure"

)5

require(
channel.token.transfer(channel.partyAddresses[1], tokenbalancel),
"byzantineCloseChannel: token transfer failure"

);

H

522 RQ2 MI&R 55T

Kl 6 Slither iRk~

NBAIRIR 975, RQ2 (TN . BUBRFZ M. AREE BB« I A A LLR SEARMSE 5 IR TR C
(Y18 B A £ BEAT SE56:, K SB Curated $i 4k i bniE T ik 5 28IRIFI 161 SKIR TG A 1F 9 B bR, £l i b
B% 60 s s 2B DLEEAT — UCRHAE, GEit I LLBAEA I %1 Smart-Target A1 Mythril &2 3k £ UL 2 K

G RN 7 AR, HAR R SO R, R RN A A 1 2 A TR AR IR I A . AN ] DL
E i, Smart-Target £ 60-3 600 s Z [A] AT AT B %, 5 IR IR (40 35 = T Mythril. 7E S 3LE (A4 120 s B
(SRt B £K), Smart-Target fefE I 85 MFIH, EIAIIHIE 52.80%, UL Mythril { A8 E I 47 NIFIFE, Z LKD)
R 29.19%. 1EEIUA] N 1200 s I (L0012 48), Mythril X AEE I 73 IR, 1X % 8 Mythril £ 283 10 %
IR RS L T A TG E LS Smart-Target AH 5] 50 (1.

100 | el

80 | | /
= 60 L[| o
st | 1 oo
]'it‘% |
=40
o I

20 |

— Mythril
UM - I . . . Smart-Target
Q

S I N N N N RN
ST LTSI P S
O R R A O

SIS (s)
K7 2% T RAEA R 20 = B TR SO s

Ak, FEE IS (] 9 1800 s B, Smart-Target & | i K52 BLIR IR (109 4), T tEE Mythril #H%0 T Smart-
Target 1/5F 11 MWIFRTGEEI. S44 BF, Smart-Target E I 109 IR T 75 LRI 5 16340.69 s, Hh S8
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MR AT B AR T PATO R LS 2 & 2 RiR A 5773

AR P 75 B I TR] A 1789.98 5. Mythril £33 109 NI E F 35 (4 2 i) (8] & 208 555.23 s, L Smart-Target £ {£%}%
12.8 f5 AR ], 3 AR A2 0 AN IR T BT 75 B S S 18] A 35226.65 s, 1 Smart-Target X 75 1166.21 s B A] 5 2h & I %R
T, W2 T 96.69% RN A R4,

TR A I 52 AR H, Smart-Target B0 4T [0 24 5396.06 s, Mythril 73 #r 5 [8] 4 175 824.48 s, HI
Smart-Target J8/> T 96.93% (1943 M7 i i), X5 By T~ A B 58 46 Ay Aoy I T2 L 350 % e N T 52 B URe VA,

25 L FTER, AT RQ2 MR EIRIAE IS =, Smart-Target 19 BLIRIFGE 9 &AL 38 B Asl S 09
Mythril. 76 & B F 202 10 % IR UL T, Smart-Target A5 T Mythril 380 T 92.16% (¥ & BUA [i].
523 RQ3 MR HHHT

U VPAE H AR IRIE ) 4 AT % Smart-Target 22 4% IR R I B8 77 LA B[R] 48 B 821, RQ3 76 RQ2 AN b it
177 — X RIS, WA a A B AR AHUE A 44T 1 Smart-Target™ 5 5 F B ARMKHIE A 43 HT ) Smart-Target 2 [f]
i B 22 5

RQ3 Hysese gl Run & 8 firax. M 8(a) AT LAE tH, B T B BR F5 il s 1R o 195 o 42 s A 00 28 4 [ 2850 8 14 s ¥ 91,
Ja F B FRAKHE A1) 23 HT 1) Smart-Target 33580 21 58 £ 22 4R, B A, Smart-Target £ 2] 109 JwiH,
Smart-Target” £l 2] 85 AN, RIFF 5 H AR KIS 5 70 T e 2 K00 24 4 (22.02%) T, A BO8 58 T 22 4R
ORIl ke

bR R3S F1) 23 b7 1 184 i s T RS 00 8 g 1 TR B, 80 1 455 R AT (R B () 4. LA, Smart-Target™ 75 %
8361.01 s 58/ 2RI, Smart-Target H 0 T 13375.74 s (61.54%) H 43 ik 18], 3 52 B 9 H AR HE £) 23 47
FINT B2 (TR A VE AR5 AT 75 2508 I i B AR R A B, &) 8(b) B, 125 H B AR #) 20 47 5, A 5
ONFRRSARAG WUAE 25 VR FEY 5 A 288 20 v 1 3% P T i) 389 i K.

I Smart-Target I Smart-Target
I Smart-Target 10000 | M Smart-Target
8000
iz -
- =
= Z 6000 |
3 &
& 4000 t
2000 t
0 1
™ AC ARM RE ULLC ™ AC ARM RE ULLC
(a) AR A P AR X b (b) RIS HE0 LE

8 H BRI AR RERZ MR DU HE
#* 8 Giit T Smart-Target AT H AR RHUE GO RIECRE. W3R 8 o, KILAEAAAE AR B RGO MK
TEE AP HIAT 72 AR ER SR RG], HRES AT, MRS RIE T IR 2 KRB L (sl S5H
5 mapping) A7 fili £ PRI, BEAEKE A7-0 (X0 225 44 0k LA P9 A7 51 I SURME 45 J 3042 B, 38 e 12 ) AR B 0 ) 5
ek, E B EZEK H 0. Bl 9 F5E 77 MRS E dcc PRI AE R ace, AL 8 A1 9 4T%F
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Holder %5 #4) & 2570 () B 52 28 S b AT 1520 BT mapping FF A7 (02 45 M AR bk, R BRAB X ace SRS =
Ace FIIEUE. BT 5 1447 BARIER) S8 I3 ATAAERR MO, B2 13 17558 8 A1 9 AT A 77 7E 2508 4k i, BRItk
35 8 A 9 AT (AR 15 A 78 ZEM -5 A AT, CARE ot A BT ) FR 5 R) (R AT I8 1. SR, S5 M RTERF 5 AT 0 i
TR TR E R R IR 2, T8 BN Z5 A A R A B AR B AT A SRR, BB T 4 AR R DR R B A R
FAERE 2 PRI, T B R AR, 454 RQ1 A RQ2 B4 M vl 40, A% T3E H bRl 51 Mythril, j5 FH 7 H FR R #8
)4 HT I Smart-Target 45 BETE 22 AR AN S I 5o b 43 519k 2D 60.76% F1 92.16% [FIE A1 FF4H.

# 8 Smart-Target PUAT I B br KB A E =S

TR HERERSEE SRR S AR B
I 8] A 8 0
UBR 42 1 11 0
BB 73 0
HA 77 35
A ARG 290 29
Bt 459 64
1 | struct Holder { /AR FERE, 58 CH P AR RS B
2 uint256 unlockTime;
3 uint256 balance;
4 |}
5 | mapping(address => Holder) public Acc; IR, WA E R
6 | function Put(uint256 unlockTime) public payable { //F /' 77 fif LA T 11 26 %L
7 var acc = Acc[msg.sender]; /I I\ mapping HEH I FHE B
8 acc.balance += msg.value; /I3 PR ) DLK T &80
9 acc.unlockTime = unlockTime > now ? _unlockTime : now; /it 3% 45 IR 7]
10 |}
11 | function Collect(uint256 _am) public payable {
12 var acc = Acc[msg.sender];
] if (acc.balance >= MinSum && acc.balance >= _am && now > acc.unlockTime) {
14 if (msg.sender.call.value(_am)()) { ENRR
15 acc.balance -= _am;
16 }
17 }
18 |}

Ko i 25 M AR IR A A2 B 1) LUK 5 B e 1 240 1 B

g5 BRTIR, AT RQ3 (MBI B AR KHEUE A RER AT 28 T+ Smart-Target 12 4IRS M 58 77, 2 4600 2
22.02% F)2¢ AR ; TERF R TFAE b, AR h AA7E e 2 5 M oIR8 28 B A VR I, ) L B A3 ) 20 A 2 31
INEE 22 (55 AT 43 AT ).

6 i it
6.1 SZILMEDHT

FI-F ¥ k& Smart-Target (195256 V¥t 75 22 4048 42 52 (147 000 HOIRIRE A 45 5., BI IR ) BT 78 1 ARRS 4T . T
Ren 2 AP0 So 25 A UL K Luo 25 A S 45 00 IR TR A B 04T 7 SCHE R A AR T, Toi B8 A T P4l
Smart-Target 1175 JEAZ FYE. R T i — 20 PP AR SCRTHR 7 110032 A, FRATT 2% )64k T Zhang %6 A 10
IRMELE, 7F Luo 28 N5 N TARVER) SCVHunter 454 (https://doi.org/10.6084/m9.figshare.24566893.v1) Hil}
I, 8 H GPT-do 4 #T & e & 299 ARED, FFARHE GPT-4o 1 E1 B bR it SE LRI 15 A).

HARSKJE, SCVHunter #d b & BN . XHUE BARE . BB R UL ISR 4 Fh 28I, AR
Luo % A5t IR IR ) 52 SORIIR, X Hu(E EARTUR 25 55 IR A HOlR A 5 SB Curated H4% 4 H 55 BEALM: LA R
P IR (04 8 AR, 1% VR TR FE 7E G BRI G PR R AT CALL $64, F3K gas A2 51 KR, HETM & 2 1F
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MBI F AT B AR AT HATH R 462 22 R 5775

HPAT. ARFEES 5.1 5 hoek Mythril SERFSIFRIRGR S, BATTE BRSSP AREMAUL 2 FR TR HEAT 248
B, IR 2 R IR b o I REALIEE T 10 DR REE LS. R A, T 10 Fros B2 7R 17 (Prompt)
] GPT-4o $2fi, Hrh#Vul#ly SCVHunter #2 (TR, #Define#y SCVHunter 130 HHXT#Vul# i & SCRIHEA,
#SourceCode# A RFA I ¥ 8 A 45 L0V ARHS. ), MRHE GPT-40 1[I, bk i IEARAD h A7 AE#Vul#2E BY I R (14T
7, AITTERAT AT I S0 i 2dim 4R
Prompt:
Assuming you are an expert in Solidity smart contract vulnerability testing, now I
will provide you with a Solidity source code that contains vulnerabilities of type
#Vul#. The definition and description of this vulnerability are #Define#.
Please tell me (1) the line number in the source code where the #Vul# vulnerability
exists, (2) the content of that line of source code, and (3) the name of the function in
which that line is located.

The following is the source code for Solidity smart contracts:

#SolSourceCode#
Response:

K10 T [ GPT-4o #2 M Prompt

He B B b (IR 15 F) 4 9 Smart-Target 19 H A%, 7T TR0 GPT-4o Frdi th 1 SE AL, 115 BT AR
WA AN HHEATEE . I E BN 9 B, Hrh Mythril 9 F1 189 0.564, Smart-Target ) F1 {45 0.579. Smart-
Target 7E KT HHH R HCRE (1 22 4 T A RIS, 3L BT 75 B TR0 AR T Miythril 3820 7 71.05%. SE36 45 B % 99, Smart-
Target 7E AR/ IR R B8 7 (KR, G 808> 17 IR BT 75 (R R TR, 125006 45 R 558 5.2.1 72T SB Curated
BB I S0 45 TEAH ], 297 Smart-Target FISZI& 1Al BAZ L1

#* 9 Smart-Target Il Mythril #3757 4 §% b4 (SCVHunter)

TR &R TH Bl (s) TP FEP FN Recall Precision F1  WARABIERSE HEFHHITEE
X Smart-Target 1244829 3 0 7 0.3 1 0.462 3 228
- Mythril 3885062 3 0 7 0.3 1 0.462 3 484
. Smart-Target  243.54 8 0 9 0471 1 0.640 8 24
il
LR A Mythril 499093 8 1 9 0471 0.889  0.615 9 98
“it Smart-Target 12691.83 11 0 16 0.407 1 0.579 11 252
e Mythril 4384155 11 1 16 0407 0917  0.564 12 582

6.2 BB

PR G P 23 AT 3 T M S G TR 1 1 R SR A DG, FEAR SO, AR S EEARIIAE Smart-Target [ S5
FETRIEMA. A SCHET Slither SRAFIRA A & ARG A) GLIEIRE) . BIRSKEAXREER, 2 BbsEa S
ARZSAL B 1A R OC 2R . Slither FFUREIE HSEHTANE, e bRodk i B 2 B & 20 WA I A8 4k, Sy 1 AR5 L i A
. AN, A Solidity 4mi%4% sole (v0.4.25) Fl Python 28 = 5% crytic-compile 4& IR/ S 33K 13 Source Mappings
55, FIH evm_cfg_builder ¥ g4 6l B, /AT REI/D N 5A BB, 7 EE B RZ, T evm_cfg_builder ¥
B e EVM HERR, R Toi 40 4> JUMP 48 2 Bk ik, 3 80Tkt 0 A i 22 1Y) CFG A 5e %, Gk
oy A F5 B AN SO ST R W R ) 15 BAETE A S8 2R B 0, 1 RE 8814 B 5 IR S 455 B AT J7VEAH
[R ) 22 4= PR TR B8 70, KSR TAE W 2R 7E evm_cfg builder HIFEAE_F5¢3% CFG RURIEE, M RS H b ] S 55 5
AT

HEAT 2 A3 AT 3 BT S A SR (0 — M AR S S v A P PR B SE R Durieux 25 A PUR SRR T AR A
FFH SB Curated H#5 4 LL & Luo 25 A\ " SCVHunter $4 4. SB Curated $¥5 404 10 FhiRiFZRA, 3 HiRA
5 5N THEATARVE. T8 SR 50 72 v AT R BB S5 50 20 & 20 SO R AR IR T fid A I TR RV A, RIS R id 1
TR RIAHE DAL B 7 B B AAE R, AR TUARARIC IR L. 481 Gt by (R B2 B U TR v AN b ac T A7 8 B TR) BB T 2% A4 1)
WEA), R FRIC T $R45 I 18] 8 28 2 45 B 35 A) (lottopollo, https://github.com/smartbugs/smartbugs/blob/master/
dataset/time_manipulation/lottopollo.sol). X FiX AR L FATE A MOFFIR AL, 7T 68 5 B 2 IR IH g % 4t Slither
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Mythril 5% Smart-Target #&ll, {H & 3256 45 Bl F VIR IR 0. F 2R E, 7Ll fEh AT T Slither
& LRI, 5% H £ ITR bR 10 PG A AL B 7= A A0 B IR IR R 5, TR PRI A 20 Seie 45 S 5 TP
B¢ FP 452, SCVHunter #4848 RIRE 9 N TARvESHR AR, (HAUR BRI IR TRAR IS &, N T it — P e iR
TS A BARAT 5, AR GPT-40 H SN INIE I B #5 3445 247 Zonl ik il 4. Bk 2 M8t d /&
A BBz I DL S B 7R v L S5 R 5 2 TP L) 22 AR, T DAAE — @ PR BE A DR B0 B2 i ARR M LA R AR SO
THERIZ A, RSk AR5 FE A8 5 2 SR 4R 0047 SEUR SO, DASE AT A VPAl A ST 7 V2 A 0. e, ASC
{NAE Mythril f93E6E_ESEIL T H bR SRS 34T, X1 Oyente (https:/github.com/enzymefinance/oyente). Manticore
(https://github.com/trailofbits/manticore) % HARFF 5 P47 T B, W §E BT 755 PAT I SEIAS [F S BT V& M RE A AT
Z . AR SRR ) B ARRE ) 3 B R AT M 20 A S 8 BRI ST T4 5 BUAT I BR SR 20, Aok AR AT 2240k
AT N B A I T 5 AT B B & 20 22 AR IRAS I v, PO R AF-5 AT HR R 22 A TR AS 0 44 e
AR

385 0P o3 AT 2 2 S SR A IRV AG H b, AR SCA8 22 AT T A AT s I I A A e, BUER DL K Fl
EAE RIS FERS, I 3G 145 53T BRI AR Se it S5 0T B, 78 22 2 URTR 2 97 st DG sEga v, A iR 52 30
AU S IR . BRI R DL S I TRV A i AR H s W, AT B A 22 AN BE VP A 5 VR A 2

7 REERE

AR T — R T B AR SRS AT IR BE & 20 % e TR 77 i, o Se iR AR S 2 i d iy BN TARTE$
LK BARE AL E, 0TS B ARG A ROBOR 22 10 B AR OBUE F0; SR 5 BEAT FTIR R 20 Hr, 383 5 T T A sl o
B, A7 H AR TE R LA H RIS F AR RIS AC B, 3 I JF B A P it Pl A i) 45 8. d i 2 T 4 B AUAL AT
TPAT AR IR R AN, Bt 5 HARTC ORI T AR, I/ 75 ZEAE I M7 ) 2 A DR DU SR AR % 42 2% AR IR I 18], i 2%
oo H RIS AT 2 AR AR SEa6 45 % W, Smart-Target 7E IR KT LA K iR i & 9037 37 s 38 A0 -l H bl
¥ Mythril T, J8/b T 60.76% % 2R A N 18] DL 92.16% FOSE IS IA], $2 & 17 F~F5 AT R8CE. 1eh, Bk
WAL A 7 T RENS AE Smart-Target 2 farlll F1) 22.02% )% 4w, A % 1 R IR kIl g

AR AR IR — 2D B3 B 2% & L) B AR R B T I B 04T 22 R TRAS DN, SR 2R & 2 vl BEARAE 2 AN TR
HbR, W58 2 B bni] AU AR Ik, —J7 1, T DAARYE % H AR s A DGR L R AR I el PR 2 M R 45
SIS RE A L S A IE R L, FERF 5 PAT h 2 T & B LU AR R 3w 53— J7 1 AT LB — 34T AR &
P HAT, 5 S AR ot QORISR 7V ™), FERF S AT I R h i & ANB AR RORZS (1 ) 42 4 A1, 18
XA B RS fGEAT BT, ARAEARESAE 2 UL O R A BR AR 26 AR DL A ORI S5 R, S M 55 AT R B4, T
ARS8 5 IFAT RS PAT . B H ASOR AR PO SRS AR 45 A, 10— DR e A TR IR R U A 52 B ) 2%
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