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WANG Yang'?, WANG Ming-Qiang'
1(School of Mathematics, Shandong University, Jinan 250100, China)
*(State Key Laboratory of Cryptology, Beijing 100878, China)

Abstract: In certain designs and applications of practical lattice-based cryptography, the use of a specialized variant of LWE problems,
where the public matrix is sampled from a non-uniform distribution, is required to establish the securities of corresponding cryptographic
schemes. Recently, the formal definition of LWE problems with semi-uniform seeds was introduced in some work, in which the hardness
of Euclidean, ideal, and module lattice-based LWE problems with semi-uniform seeds was proved through reduction roadmaps similar to
those employed in the hardness proofs of entropic LWE problems. However, known reduction introduces significant losses in the Gaussian
parameters of errors and dimensions. Moreover, additional non-standard assumptions are required to demonstrate the hardness of LWE
problems with semi-uniform seeds over rings. In this study, a tighter reduction is proposed for LWE problems with semi-uniform seeds by
incorporating modified techniques from the hardness proofs of Hint-LWE problems. The proposed reduction is largely unaffected by the

algebraic structures of the underlying problems and can be uniformly applied to Euclidean, ideal, and module lattice-based LWE problems
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with semi-uniform seeds. The hardness of these LWE problems can be established based on standard LWE assumptions without the need
for any additional non-standard assumptions. Furthermore, the dimension of the corresponding LWE problems remains unchanged, and the
reduction introduces only minimal losses in Gaussian parameters of errors.

Key words: lattice-based cryptography; reduction of lattice-based problem; LWE problems with semi-uniform seeds; Hint-LWE problem;

discrete Gaussian distribution
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o Game,: il A =D, s = ys, e =y IHH b=A-s+emod ¢-R; FJF%iH (A4,b) € R xR 45 A.

£ 3] Game, it A (A,b) BIJY DLWEY,, . (x2: D) 1R 546 73

e Game,: HUff U — U(‘Rg’”) Ey ¢y, s <y, e < x1; WR s (0ot (Ep)) >, WHITH L (IRERALHEE, UF
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M1k, B, THH A= U+Ey mod - R, b=A-s+emod g-R; B (A,b) e R xR 47 A

MR 1, 7E Game, i L PR 0] ZBEH). 24 Game, IEH I (A,b) B, Game, FHIHEH A 5
Game, THIH I A GiHATT X 5. B, HATH |p) - pal < negl(2).

® Game,: HUFE U<—>U(€R;"X‘f) Ey < ¢y, 5 < )23 WER 5, (0ot (Ep)) > 17, WG L5 B4R, e, — Dy,
€, Dy o s I 2=Ey-s+e, A=U+E; mod g-R, b=U-s+z+e, mod g-R; FJaffithh (A,b) € R xRy 45 A

THYR=ZHBM N=m, N=d; M4 R=R BB N=m-n, N=n-d. W1R% 2, =y Iy, X, := 021y W

2
yw e, AR IR >, (R7) =, (2) LRI 2 ST, B AAD D, + D, S5 WK S05

Dy, i =X HIGevHBE B A 2 ‘€. fGameg o RATA:

b=U-s+z+e,mod g-R=U-s+E;-s+e,+e;mod g-R=(U+Ey)-s+(e,+e;) mod g-R=A-s+(e; +e,) mod g-R.
BT LA, AR5 R a4, BATRT LAR 2] |p, — ps| < negl (D).
o Game,: JUFE U U(R), Ey = ¢y, s < xo3 WIR 5, (0eoes (By)) >, WA 13 BUGREEHUE €, = Dy,

2=

. X 1 1 - 1
€, < Dy g, Hits A= U+Eymodqg-R,z=Ey-s+ey, HE 2= ;.1N+’?‘O-COCf(EU)T'U-Cocf(EU)) » €= )7.20'
Vs

Teoet (Ep)' 23 BAE IR § = Dy yspo» IR ZI0H 5,2) KM b=U-5+z+e, mod ¢-R; BIEHIH (A,b) e
R R 25 U

FATAH AT Game, 7 75 B0 53 A5 12 75 1T BAAT OB ECRE, V2080 =1 = 1N+y1 et ()" oot (Ev),

I 2 MO, R (5 < o+ T < 5] oy (50) > 2+ 02, BT 2y > 02 Iy FROL, I H |
RN EF B RAAE oy > w(«/—logn ) T%ﬂ AT LLAT MM — 15 Dy . L ASTTIR S50 SRR 5. 24
FHRT 03 A 4T LA ARRE, Games 5 Game, B BISULAE TR T4 b 19 (s,2) 5 5.2) (. B4R 31 3,
HEBAIMSEERE T, (5,20 5 (.2) WAMAGITTATTX 4. B, BATE |ps — pal < negl(d).

L4 GameS: EX*$ U g 1 U(ERZX[J)’ EU « (pU’ s <_’X2a ﬁu% S (O—coef(EU)) > n, )I_I‘U§ﬁﬁ":|j J-a Emué%éj:ﬁx*‘}ﬁ e < D‘R”‘,ya

\ \ 1 1 L 1
e, < Dwmr}; E‘ﬁ'ﬁ A= U+EU mod q‘R, zZ = EU’s+el’ J:FEX 20 = ; 'IN+ 7 ’O—coef(EU)T'O—coef(EU)) N = '}/_ 'ZO'

2

oot (Ey)" - 23 Bl JEHUEE 5, <D, Foeie N sy = Dyuy, FHH §=5,+5, mod ¢-R; FAIH — 64l (5,2) Kit5
b=U-5+z+e; mod g-R; A (A,5) € R xR 45 A

BATCLEE 5y(Z) > 2-02, FTEL sy(So—02 - Iy) > o2 ARIBFNF 1 FIRATHSHGE R, 7T LLA R A — 4
5D, e @Eiﬂ%iﬁﬂﬁﬁﬁﬁﬁ%ﬁ WRAER 5 = L1, 57 = Gty A 525w
BRI R A 51(2‘1)<—+51(E |)< — <(7]£(§Rd))72 A T%ﬂ \/Z??]F(md) HETT MR T 38 2, 4 Aii
DJ“’\/ZUTC‘FDWW %ﬂﬁ Dy ys5.c E/JQ}EVI‘EE;%TE 2-&, Bl Game, F! Games F5F N § WA GL it A AT X
a3 L, AT AAFE] | py — ps| < negl(d).

® Gameq: HUFE U <—=U(‘}{le4), Ey < ¢y, s < x, M ey < Dynys W 5, (0eoet (Ey)) > 1, W L5 7535

-1

A=U+Ey;modqg-R M z=E, -s+e;; & %= (% Ay + % .omcf(EU)T.o.cccf(EU)) ,c= )%'EO'O'CWf(EU)T-z; bt 5

HUFE 5, N My U(my); MY E l;-sl +z+umod ¢-R; FIFHIL (A, b) € R xR 45 AU
1£ Gameg ', T w ML FEHLHBER H 43 A U(W’) FH b <—°U(‘R”’) FRAL. ARYE -85 500, A TR
A D G AT X G REE B B, A ATLALL 6 BUME R fF Bk DLWES, | (s D) T BT LAFRATTAT L1521
|p1 = pol > 6 —negl(1) . 5+5 Game, —Games KT, FATE |ps — psl = 6 —negl ().
EREBE Games H,
b=U-§+z+e;modqg-R=U-s,+z+U-s,+e, mod ¢q-R.
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BUAE, ATAT VRIS o MR R MG ST 8 DAk DLWEY,,, . (s U (%)) L RS T 8 4k
BHFEAA Ub), HH U U®RP), 55 Doy, € Dyng, s b=U-s:+e; mod g-R HH U — U(R),
b U(Ry). B AT F#R1E.

(1) BUFE Ey <= ¢y, s <= xo3 WIER 5 (0cer (Ep)) > 1, WA L5 B MGKELERE €, > Dy,

Q) HH A=U+E,; modq-R Fl z=E,-s+e,, F/FH % _(% IN+; < Oeoet (E)" a'c(,ef(EU)) ,c= %'20'
O—coef(EU) "Z.

(3) BUFE 5, <Dy ot BB b=U-s,+2z+bmod g-R.

(4) Hii (A,b) € R xR 45 A

BJE B it A rgr AT

BAR, AR SHOE S, LR B MR AE T DUZERE 2 22 100 ) 3 SR, TR 4307 BT i RCF 8 T BA
FRIIfE B DLWES, . Orss U(R0)) EIIHESR. Sh A1, 24 (U,B) R FII S AT, 8 4 0 HIREA (A,b) FTRAN
53705 Game, I H AT IR 23 A0 AR E]. 50, B 45 A BIREAS (A,b) FRIRMIIS3 105 Games B4t BT IR M) 43
Ak A Rk,

Advy (DLWE,,, | (¢ URZ))) = ps — pel > 6 — negl ().

S

FEER R PR HE 0'1,0'2,0'3,0'4,y>w(max{\/10gm, \/logm}) RANTX RIITHE . M R=2
I, AL AF T LABCA 0,000,075, 00,y > w(max { \flogm, yflogd)). FATA L 1 i T 4 ) 2 MOk AR AT — L il
L. 0~ >, (R) %n o= m RN T RAEM Game, % Game, H3d# 1, JATAT AR Game,

o

PIIRIB IR e AT %’rﬁﬁ =% y— S : SR T IRUETRATR] AR I DREES | B 3; A L, 64 oy, 00,05, 00, 7 >

(max{\llogm n, y/logd - n}) T%lETIIE%L%IEPXTrE'JI%Hﬁlmﬁﬁ%%ﬁiﬁju\ﬁ)&f@ﬁlﬁ [, b 2% A 22 7] 2 A1
LT 2| Games M3 AT UK Game, I EIARZE s #EATIR 7. BJE15 30

_+_
o3y

Games (u& Gameﬁ) B9 B SR B i o A T =X, AR 8 T 3R R A& 18 22 2 Il U (A 1) B0k (A 4)) SRR
DLWE;,, .. Oras USRI ) 1] 5.

Rm.qg.x3

2 5EMERMITEEDHT
M ERE 1, 7T AR 2 5] B (K RS/ 34 /45) LWE ltﬂ U PR PR SS SR. AT, SMER R B xe Z,

5 |x) REFERAEL x R RBH, IE X 1] = AR ECRERT 5 ] LAP FLRHE 2 ) (2 5060) 51

HRERE L.

MR =2 W, ATLAMSE] d HERK IR XS BRI 350 5) LWE [ &R R 3 PR V3 4.

HEIL 1. B & =negl() AT BUS I BREL, mq.d NIERE, D Iy zrd L n 225704, IELH
01,02,03,04,y > V2 (max{\/@ \/@}) HL 2 A \/:/i>7k(z ), o1 = Y+, %+Z—z< 210_5 ic
X1=Dzng s X2=Dzigy, X3 = Dangyy Xa = Dziy, - WRALE N (ET) MR Z 0N BT A mTLALL 6 FIREZR#
& DLWEZ,,  (x»;D) F &, WAFE —A (B 7)) MR L W [T 8 1T ELEL 6—negl(1) M A M

Z,m,q.x1

DLWEZ, . (vs:U(Zp7)) I

X+

1

1
yg[l%iz’ii& 0;2—2\/; 0'4,07_/3 2V2-04-m, M —+7 4.0_42‘<2.0_§. B 5l 2 l,ns(Z)<w(\/logm). M
X v\ | FTUME LR B MR Viogr =
e T, M oLyz V2 1 B, A% ——=>
) ) oy > B foge) B R
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0. (Z™) TE AL

HERE o = 2o, FICNE RS oy = 0y =1 o B, W LOR AR HE (RIBASS b5 5 22 R MAH R] 2 5001 25 e 39
594) 1) DLWEL, (Do, U(Z0)) WU RRVAL ) A FFABERR MRS n-K48951 04 D K495 DLWEL,, (123 D)
WAL o,y = Dz, 001 =0 0); x2 = Dzayy, 02 =0(0).

R LR, B2 MRS, % e IR E I3 A0 IS HOR /N R GE T 5B LWE
I PR VR SRR (451, SR FH SRR [36] FR 5725 mT DK Rib 5 BRI 349 50 23 A1 (¥ LWE [ F8UJA £ SRk 25 B H 5 4R 22 AH [
SR BB AT LWE (98, B BT fIARAEE X (normal form) (1 LWE (1] 35 1 Fib 25 X H ¥4 51 447 ) LWE
e R A2 ) 55 2% R T A 1 — 2K 1) ). (R b, FRATEE X BRI B oy = oy IR

53R [4] MRS AR, AT AL S5 R R IFFHE GRS d 1Y, B DCRR [4] Hh AR A 2 45 2R 75 SR T AH
24 LWE [ R8RS PR e (RN, ZEFRATTRT VA 2945 5, FE 0t 55 SO P AN [ 1R 22 S BN R AR
n, SREAECH oK. AR STHR [4] Hh A 20 45 JRAE M3k R SO P o R ) R 22 Z8OR /NI A 20408 2R 5 R AR BOR 5%
(NN o = O Vim- o +n)). I AFEERNIIIE, A ST IAL 5 RAUOUR BR T b /5% 22 M B8 s 20 A R T, L
X 3& T4 5 WA LWE [ BRI UE 25, 1 SCHR [4] (8 V3 249 [R5 F - SRAR AN 4 5 RSO e AR VA1 24, ELR %o T 4 58 hi
AR R 1 R, TR BRSNS g N REBEE TR s BUE {0, 1) LI ReE 4 TR % ORI Zn oA

B 0<p<q WIESH AHER I U ezp, oLk B g =] 1 20]|-u.astrm e

B
rlq
ot L% - B - UH 0 D, SR Vi %} REISI MG, R G T Bl B MR D, W

K2 455) LWE Ja] B,
R =R I, A DL BT N H) R R A R AR 235 5] LWE ) 838 F) R 3 1 0 24
R 2. B & =negl() AK T BUEHIREL, m, g, d NIEEEEL, D R R L n -F3 51004, IESEHL

- Y03 1L 7
T1, Tay 03, Tay ¥ > V2 - w(max | \logm-n, Jlogd -n}) H i & % 1 >1n.(R™), oy = \y*+0?, —+—=<
1, 02, 03, 04, Y ( { 4 g }) W n 1 Y 3 O'% e

S 841 = Ditn o = Do X = Drvy o = Dy MURHEAE 1 (B F) BRI 0T o 77 DAL

Z,, T B

< \‘%} lﬂﬂ, ?‘Zﬂ]ﬁ s1(Ey) < delzip} %S{ﬁ'%ﬁ Dp,q,m,d ?‘\j: ﬁlﬁé UEZZIXda

6 WML MR DLWEY, . (x2: D) M, WIAZAE —A> (B 1) BER 2 B AT B AT BLEL 6 — negl () HOBEE iR
Yt DLWEZ, .., (ra: U(Ry70)) 1l .

FALF IR A P 238 5) LWE MBS 50T, o7 DA LR 458, MRS o; = oy =: o B, T LUK AR
[ DLWEL, ,,, .. (Do U(R2)) FUBIRLIE) AFFRERERMAT R  -F19504045 D 1934395) DLWES, ., ((2:D)
A R, HoHp X1 =Dgngy, 01 =00-0); ¥2 =Driy,, 02 =0(0).

HREEY d=1 8, FlRgs R B3 LR 4] LWE ia) @ i e 5 2025 5. 5500k [17) 4584
Lb, FATTRT DU AR v B3R LWE [ 83 29 B B2 =35 5138 LWE 0] 8, T AS 75 2245 A 2000 10 TR e P A i () a3
ek 2 JZ 31 DSPR (decisional small polynomial ratio) 18 %%, RIS N #E R A NTRU fBi%). 4 d>2 B, 53¢
Mk [4] M5 AL, TESHE R SCT, BATFNRZES M IFLBROUN p, SHRSETCK. FalHh, BATHHZH
SRR AR, AT BAZSCHR [4,17,18] ASREIE AR 4ERE (CE A D) Hh e, (R BRE0) AORE LWE 9] 51 A R 3

M AT Dy H0: R U € R, il EEU” B, 835581, D, s WASTEA - m%}
BB A0. R Dy yma XTRLIIEISIBE LWE 0] 8 AT DUIE B, 4R H 28480 NIST 28 1 #{&i% 5% Kyber B
RS A AR BETT 7 2, KRR E N % 5 R 2 IND-CPA L4, BT ZRHHEWT. HTHXTEN
IND-CPA % 4=V [T B 2 bR (0, BA S RS, IE IR FF) L A4 45 7T A2 255Uk [4,25-29].

® KeyGen(1Y): i€ XM A, BHAMFIERE A U(R;’Xd), § < Druy,, € < Dra,, . WH b=A-s+e,
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JHR AR ph = (A,

ng FIAEA sk=s.
o Enc(pk.m): Bk pk = (AE b}) T oo () € {0, 1) I BRI 82 B = Li’) - E "H B TR

r <> Dpi,,, e < Driy,, e < Dr,, i H ¢, =AT-r+e, flc,=b"-r+e,. BJFIRFEIE L ct = (¢1,c2).

® Dec(sk,ct): R ct = (¢1,¢,), sk=s. EBEFIEHEIFRE m= E (e, — 8" cl)}.

fa] BT SR, S TS Sk BRI S, iR AT LLIER R, IR 7 ) IND-CPA %4, 75 L BIWIk
FHRLFNE A LWE (BB 50 1 UORHs (A, b) B AR 2IBENLE (A,w), FIEIHIBEE DLWES, (DR
URE)) 1) A2 R HE B 3 2 IR E LB HOVBEN I ST e &R, K B 30 e, MEIMEBTZ
DLWER 10, (Do, s URY)) LR AR, AR, BT o, 752 A B WAL DLWES, |, ), (Drocs
Dyyra). B, D, WO A9: HUFE w o U(RS), S L% - E "H VEREIAAT D,y g0 1 - VA %} )
XA, RAASCINALIES R TR, DLWES, | e . (DRt Dpaa) FIRERIHMESE AT AR DLWEY, |, (D3 U(R))

R S (A, R B MK B AL o = o(n. V. Hﬂ ~a), oy = Oor). AR B i 5 e BT, 5

B op.qg ZER SRS BN o). RASCER [27] WEAIAL T, SEXTFR LWE [ 8 5 B X 53R 2 S 54N
N 02 = O(n'? - d'?) - o HIWEFR LWE ] 85 (1 R R PR AE 2. DR, S A SR 20 45 RS F Kyber S8R R4 2
FAIBETE 7 AORVETH IR A E N 7 S B, S S B3R D AR 208 On'/? - V4. [EARFE W=, A8 SCRIIA 2 75 200
FBH d (F q) WIERHIR/DN. ATLLESE d = O (1), BEESE R E S T L8R L1 O (n'2).

FATRFSCHA [4] 55 5.2 002 BR A TR A R gt 77 SN A 990 % 77 %8 IND-CPA 4 PRI FLR I3 2945
XK. BERS, DLWER | by, (DRt Dpgra) TR AL AT LU DLWER, |, (U(RE);U(RY)) 17 8 PR HE 4 0

DLWE;, (U(RY); U(RE)) I R AR AARAE. X &, oy = O(n- Vd- {%} -0'+0'2). WERBATHIES 0, = O(0)

R.1L.4.DR o
RO, AR 25 T T A AR R EBOA T SR (4] 7 B985 5% 1 7T AAS B 2R LWE [ B Bk %2 20 I 1235 2
d > O(k-logg +logn + w(logd)) (FEREEIBMEEHG Dra,, B HNBEHLIS S0 A, XA AR RLZEAL). PRI Rk
B, SR [4] BAZAEERAEN T d = 01) MfEIE. BhAh, SCHR [4] KAL) R T 250 g LARRE 4 R A HSH
(BRI GIINEER g oy ZEVERT RAF I REL, HESRALE I AT gR 10— A REARSY B 20 KH8. R
IR ER A, STHR [4] U245 508 B2 IR,

+
4 IEI\ él:l

FEASCH, BA TR Hint-LWE A% [ U 78 (1 5V EBEAT SO I I 244 4] LWE I T2, 4 7
AR5 LWE [l RBUSE ] 8. BB IR EPE A 2. B, AR SCIRL A LT A 2 A M K 52, m] BL— 3L
Hb S FH B0F LR FCRS 3R/ 22550 LWE R BRI 2. L T CRIE 50 LWE R RH 4521, A0 ss
AU Z9 2 R0 LWE 1) A 4R, VA 2940 2/ LR ZI45 0 R LR LWE [ PR 5 22 P JIROMA ) 8 1 e i 2
) SREARBEE AR TR, AR SRR LS BIFR LWE 8 /RIS, 6 B2 U 29 75 325 7] LS T AR dE 9 ER LWE i) i
25 AR SI3A LWE [ B PRI MEPEE B, 9204518 T0 75 I 21 DSPR S8 AN (R T 3 ARARE A7) R 32
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