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Abstract: With the rapid growth of network applications such as cloud computing, mobile internet, and artificial intelligence, network
attacks and threats are becoming increasingly frequent and complex. This necessitates the development of network security defense
technologies capable of effectively countering these threats and ensuring the security of critical infrastructure networks. Traditional defense
technologies based on middleboxes can achieve high performance using specialized hardware; however, these solutions are costly, and
deploying new defenses typically requires hardware upgrades. Software-based defense technologies offer high flexibility, but software-based
packet processing leads to significant performance overhead. The emergence of programmable switches presents new opportunities for
network security defense by offering notable advantages in both flexibility and performance, making this a prominent research focus. This
study first reviews the origin and architecture of programmable switches and explores their relevant features and advantages in network
security applications, including ease of management, low cost, high flexibility, and high performance. Subsequently, from the perspective
of the basic triad of network security defense, namely prevention, detection, and response, this study systematically elaborates on various
defense techniques utilizing programmable switches, such as access control, network scanning, network obfuscation, deep packet inspection,
DDoS detection and mitigation, and intelligent data planes. The design principles, implementation mechanisms, and potential limitations of
these technologies are analyzed. Finally, an outlook is provided on future research directions for network security based on programmable
switches.

Key words: network security; programmable switch; prevention; detection; response
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1.1 FI4RIEIZIRH A RIR

2008 £, W7 K #HHE Nick McKeown K AIBA/E Ethane 5 H g 3EaE F, F SIGCOMM 2008 £ &
% T B N“OpenFlow: Enabling Innovation in Campus Networks” {1830 P, 3 55 6 50 B R 43T B3R 1 800 2 %%
(software-defined networking, SDN) f4% O 25, BIHEAL 4G5 WX 25 158 4% 7R A 088 15 & Th RS (B 1Tl 588 1)
Ae (FHPETH) 40 B R, @ X o 5, 32048 o7 LU 48— HARAELL Y OpenFlow 2 171X B85 ~F THI 1) £ 15 4
BEAT T EANEC B, MR SEEIL T R 2% ) R, St 1 I B TR B RS I RS .

AR R G5 A R, SDN 253y 3 A1 RN A2 P A0 a1 S SF TP T 9 2% L, 4%
1) T AR AR 19X 245 7 FH A ol PR T SR T A B 3 A 90 28 FAg DU, 1 L 25 8 P 00 DU e P, 5 040~ 1 e ) 22 1.
HGCHE T 10 R DX 2 e (% ER AR RN ST AL MR i 28 45 IR 48 A AT B A R e . e, s ST RN 0 T T
Z 1AL OpenFlow WhSCHEAT AR, AT SEIL P 5 5 K70 2, M & B 1R 4 — MR . OpenFlow %
DD RELE T HL UL RC BN 1 R RE W R 5 JF VL BC 2 Al s Bk #8452, #14 MAC Mk, 1P #shik. #0805 . TCP/UDP
Uiy 1555, HPATH B BNPE. (A2 AN VTR 5 B SO S 1A, 38 H AT AR B2 i 4 o) - T R 6 B 2 MU RE 0L 222
R 2 1) Sk BOMUL EC AR 2R, 1X 815 Ve AR AR SR B R 2%, AN 1.0 WRAR ) 12 ANV IR 1.3 JRR 1 40 4MIL
B P 5 1.5 A H) 45 ANVCERIS, 1M FOX —3 B AR A 15 1R A% P i T OpenFlow Bl SUE 5 il VT Bic - Bt i
() RIS A2, B 2 3 sE R DU AC = B, #0075 X PRI R 2T . AL R i AL BB AR AT S, XY
BINT A MMV TH I B A B, ™ E R T OpenFlow #h AT 4 fe k.

N T OpenFlow WrSGAETE B M3 EAERBR S, SCHR [3] #8487 —FoBr &L . 5Pkl gwidiE 5 P4,
SCHR [4,5] A0 T AHRL I R, HES) T T RAR AT AL R AN JE . P4 15 S IR T 1 A P T SRR ) gm R
73, BB RN AT BLR 6 A B L b i Bl B AT 52 HlAL AL B, 2016 4R, Barefoot AiAfi T Tofino, b5 &5 i H
A YRARRE AR A LI tH IR, Ji5 82 JL4F Broadcom. Cisco AH4E AT T % H 7] dn AR AR AR 2 L, 22 L AT AR 1)t
SRR, W] YRR AT AL SO VT PR OB P 4 SR AR E S W P4 BRI AR SUE B AL BB AR, ST 2. By
KAWL G 45 V2 THRE, I REFAAA SCRRS AP BT IR, 5140 VXLAN. NVGRE 4. it — 353, n] m e 2 bl 80 -+
THT IR S RSB QA % ity OO s AEaE UYL e U RE, SRR T A IR R
TEVE. ARSI AR 45 P 48 22 A 7T R T R L.

1.2 T4RiEZIRAAIZEH
SRR ] Gt R 2 HATLIEEAT IO 4 2 4 (97 00 10 SR AR 7 92 A S I L, T AR VR AR AT A A 3L I AR 4
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W5, BT LA SCAY 87 B/ 43 3L T 48 Bt RMT (reconfigurable match-action table) 2244 M AT 4 A2 A2 e L. Wil 1 fras, 3
T RMT 324 B AZ B LK Lo 5 1870 22 it K 2R AR A b FRIRAR . 0 288 08 B0 1 S idf N e b 28 3047 2500 0, 3k 300
FRNT, FERHT AR TT LLAREL [ 58 S Sk S0 2Q I 8 A 21 1) Sk 3845 SRR O 14 70 B0 10 5% 7E 2000 A4 3k 1l = (packet
header vector, PHV) 1, 285 PHV #i & B BN DKL HAT T — P03, vl gmiEsc il b a2 N D FH DK
2, AR AA 24N F g TR D 1, 24800 6 2300k o — AN N D U, B 28 N DK 2R Ak 3, 48
Ja B R B A — AN DR K AT AL 3R, 55 ik BIFE € 1 H Do 1. FE IR K 22 8, B0 Qe B B k47
AR, EANBY BB H O H B, WUCACE){E R (match-action table, MAT). # A7 # L T-1H A A IRASH A
I HEH T (arithmetic logic unit, ALU). UGECENAE 3R VT BCEHE 11 5 26 Sk 350 2 BE sl e 28, JHAR 48 VT HC 25 SR AT 40 B
BHAE, BluMESELH B e R . S AR B E A EUR AL, S AR T AR A B A B AR, AR B
AR IR AL AL . TR R n] DUIE I SR80 P4 XA I1E 5 5K 8 SCEOE A Sk I 7 =X, W @ R ek g
#, e A LA ER UL - BANBNAE. SR, 81 28 b A B 35 52 (L 00 G 12 2 A 3 G 198 Jl — o SCAR I
TRER BN AZ BATLES A Hp, ST E e OB I 288 03 AL AR B SR IR 15 (S 49 A8 He LR ARAIE = M B8 1 R B 7T DA AT
K8 B AR A A FRAT 55, W6 2 & 2SI 2 D RE (1 75 oK. (AR B I, H BTl g e 2 Al ASIC tHAFAEE — S BRI R
i, EEAHE: 1) WKL IEE LR K 2R R B B B 5. 2) BEANBY BERT DL ) ) =25 N & - B A7 i
2% (ternary content addressable memory, TCAM) Fl A BEAAFELAT i 2% (static random access memory, SRAM) 144
HAEA RN, 508 EZHFUCEC S E R KB AL A AT 4R ILED. 5% F T RTSRICE M 2788, 3) 5 25 A7 28 th 0 A3
JE— LR o, —ANET R BEM R — B B R SR oo [l B A7 g B R, — AN B AT B AT A L A
ATV, )G, BAFESEAESAN SR O Raeviin —x B ALU R BT @SR D0Re, thinFIR5 . &1

EH R RIES.
—l —
== = B
NIRE: Wi .
ol = b
%g é}%‘?lﬁ an] [%T;E
E E *
ATHAR O WECINEC BB BB

K1 RMT Al gafe s Hetil e &

(R, AT 4R FEAE Bl — 77 T AL 57t 1) R M M R 20 WX 45 e S BT A R A SR T B il &, 53— 5, it
SORBLRLANGES BV T T AR 2 SRR . B 7T N 06 U T e e PR k] ) At b, R T A 7 T
L b ) F AT R 2 2 e ML S BRI 45 22 A=W A T e
1.3 T4RIETIRAAIFETME R EHE X

FE5i 5T SDN HIMI 4 2 AR AR AR 5 T8 B0, RIS PER s, B3 0] DURHE 5 sRAS B 22 42 SR LA AL BBl 45
Tiks, {5 AR e RO /E B B AR FE R R T T AR 2 B 1) S SRR ) e A B B R A B ek R A e
ACFRIEIR J5 TSR T 55 F I BETTAY. 11124 DDoS (distributed denial-of-service) i &3k BIFEFP JL T Gb HE&FFD
JU Tb B, B AR B FCARZ 548 M CPU A R AL B P s 28 B B IR B, IXFEAS il sl S tth 38 n T 5% 43 1
FIEE B . R, 26T B0 0 B0 . 4 2 e AN B0 (A B SR L B A0 B L 2 R R S A SR 1T,
TN} T2 5y FUAE 8 STAT IR SN T A SR AR AR 1Y) I 28 I8 Y SHe it A A P 42 52 1), 170 30 47 SR ] G R A8 4L I H B A
Rt T IR E N, NSRS TECEA R, RRA . T RIE MR T B A R 4% 2 R R AR T B I LIE.

S5 2 WA UA R, AT gmFREAS L nT DL 408 I 45 w1 5 T P4 I 50HE 0 IR A BB 4R, Sk Pk T AR S
FEN 2 A Thae IS T J0F (1038 P R 25 2% b S 3 30 2 T AR (038 4085 1 b, D DR 48 08 A 1) b B 7 3R T AR K W 8
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F. BRI, ATRAREAE HAUAE oA Bt T IR 4% 22 A I i SN .

(1) 5 TE L. AT Yu 22 He AL nT OB 2L P4 1Y) I 468 g A5 1 5 o 2 SO S ILAR 58 1 4 A T e, T X RE 1Y) I
LR REE TR HRAL T e B g e TR U, R S e A SRS AT DA R A B L b R RN BT LA
BHE B RRFIE S U C 8 C+—#FF, L yE T 90Tl 45 22 4 [ S0 R TN g, T8 TR\ T R 2 RO 2n 15
i, AT YRR AT ALK TR T I 4% 22 4= Ty e (1 30 25 AN B

(2) AR, BT RTgmARAZ 3L 0 I 45 22 4 97 480 1) A 588 3 458 7 30 s 1R 4% BRUAS (BAE Jivt) ANThAE (LA B4
ih). A EE ER ", — g 48 Gb/s i) DDoS B 4 IR A 214 102550 37T, THFEN 600 W; —4
Jic % 40 Gb/s NIC FI'H DRSS 25 AL 4400 370, W Th#E N 600 W; 11— 3.3 Tb/s | Barefoot Tofino 3¢
B AR LI 10500 270, TIFELIN 450 W. B, FIgmFRA8 pIIEMRD 5 Gb i AL BE AU G $ T340
RS, XA I T T 9mARAE HALTE 22 4 B A8 A J7 THT (K035 7).

(3) AT EECE, RGN . BT S A TR IR, £ G AL I B IR B e 1 4 (1 05 2R SRR AL, T
AT SRR AL 3L B G AL 3 N BT LA SR, R RN S RT LIS I P TR T B B A AL T SRR
PP SR AEARTF RN 52 AT LA AS 56 e B ARSI 1B AT 1% & Thk, sk 4 'S 0 R e 25 0T G B RS Dol (1 ) 2
A TG, A5 19 45 e 4 I A B A v 1 R T

(4) FitkRE. 54E 5T SDN [N 4S 22 4 Bt AN [, v] a2 He LB A il m A LM R, mTLAORIE A 22 42T
REH LA BIA T Th/s (028 30A0 AR 61, X Fh s M REAR K B BSGHE 7 25T SDN 2 A& Thiae, Wildid 7Tr 2324t
H Gb/s Frik & A 5. M4k, AT gm e 8 B3 T 2 /K 2k 00 25008 €0 A0 B 484 1T DAAT A0 PR TR, 4 2509
AbFEFE IR BR 1 7E T LR 7Y

2 ETARmIEImNBIME R EMR

Cordeiro 25 N\ POV 36 7 3 F AT AL el U B IS AN 22 2 R 23R, FEsHE T T iR I 45 78 R SR ) 4 7 78
BE IS FPR R, (H R AR SRIR AR I 75 K 2 BOR) FH W] g 28 b L AT I 2% 22 2= B AR ) Jseo AR Moka gk
NP Michel 25 AP, Hauser 25 A\ Pl Kaur 25 A\ PYERRBTE 7 5 Al g R R 48 AR DS AU S0 . S92 15 37 2%,
Horr A HE W] G AR AL 22 0 L, (HR A 30 58 A TRTE W 48 2 A B A 7 T, R A X 268 22 A= B AR S L )
— AT R B A. AlSabeh 25 N PP H AT g Bt A8 b LA T 1 9 24 22 A BURIEAT T 402, SR STRID 407 P%e
BT M P4 R e ORI ) AH ISR A AR e 7 ZE. Chen 25 A BTV I 28 0 1) i B 6 06 T
AR WAL BT IR AT 72038, B0l A OCHOR BT SE A R BRI 45, (R 2 JF R 7000 5 i B I T 28
T RIS HATL I X 2 85 R~ T B AR, V2 1R 25 3% R4 AR 1 BB e 7.

5 ER A MLEIRAH L, ARSI AR,

(1) B 7 BT 0T Ym AP 3 AT X 45 2 A B A B Bt 70 R e i 30, B a5 1 SR AU ) sof gt . A&
SUERT B T R AR AT LI B R I 45 ST [ 55 B TS ROB M HOR AT 1 VEAH IR, RIS i — B 0 1 2T ] AR
THHIBTAE AR AR R K e Kt st ia sy, o 173 25 s iR 2 k.

(2) 5 Chen 2 A BTV 28 B0k (0 1 B 53 2RAN [, A SO 2 T I 48 2 B A 5 A, S M B T dn e 4 P
AT YRR AT WL SR P 45 22 AW AR A = e TRy A AR B, R T IR 3 ANE B AT 1 B0 15 B,

(a) T0Bj7: ALk 2 A2 ARG H b . 308 5 G et 80 B — 6 22 4 SR LU G 7 (] 4% 51 % (access control list,
ACL) RS2, IXLESREBE FE 08 1 RE 8 A0 B B br 007 AL PR SR T X — i 78 55 24T 8 % AR 5 T 2, DAR%
RARZE R AT REME. 5, 224 SR g AT Re a7 B 1E AR P U M B R VB R R Pt N

(b) KL 2 R I 265 NAR () A 22 A ik R 3885 43 D P RGD 00 R0 S R AU 35 PR A DN 5 8 A s B R A1
25 2 RGN B ks, WACHE AR IE 1R P 488 AT S R AU 2 37 A O () R I B 25 4 T, e 0 1) D 4% i -5 2 v e S DL
B, BN I N 4 R A ) 2 N AR B S A 0 ) A 3 It R X % A B TR AN A TR TUAAT 9 R B R K
WHHFINIR.
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() P 87 oF 9% 4% A vk (14 ) 7 419X % 2 e 9 AR 2R K — A B AL A 7. ) 4 A ok (1 i 2 A9 L3 B A
BRI U, o n] DO S0 (0 FE AL m I 2% 0 AT B 1, 995 L JA0 ki gy TS 1 4 P A 78 2. i 2 3 575 T 2% A X
RIIx SR ALLIE 52 00 2 JAT el o 4 14 T WL St — 212 S 2 DA R T A 1 1 45

S 190 2% 2 4 915 A A0 e A AR = SR 2 R SR B B A S 5 G AR 5, A E
Tk Je, o Tty SR HCHE 4 B 2% S O SR04 . A SCaE i VR AT B 3 1 T g R S LI 22 4 D AEROR, R BLIR B RR
BRI TR B A K e AN TR AL e R N IE 3 A AL AL, ASCRE A BOR 7 IR 3 KT R G
iR, Bk i 2 s,

ST AR AL AL P25 22 05T

T L2 i 8 AR e i 7 TR A

o

VRS DDoS e

i ) 14 4R pre B e

B2 Tl g e sc L i 48 2 ik 7T 20 2K 18

2.1 FaRs R A R

T DA ] DX 4 1 48 R IO 2 TR W A X 45 2 A TR 1) 3 Pl O S mes, &% B LA AN [R) 1) Th R R 5E or, (R 7E SEBR
F7 A4 2R AR AR AR . A 1428 F 2 TS0 B BB P S BB AR, 0 e S s 90 40 7 T 4% S Sk R ) 0 7 IR 2% 0 9 ) U 11
R R A BB P R R S 66 U 1 S0 S AL T IR, R4 43 315 00 & — Fob 2 3l 10 975 480 T B, e J ek e S A i 9 24
HH R T 8 TN AR 25 SRR 1) 22 4 U VIR RN 18 55 A, AT 0 0 P 2665 B 0 R B SR IDCHE it 3247 I ], DR 28 41 0 E (2 3
B R I IEAE B 0] ReA B0t 25 R FH 00 22 A 0] R X2 VRIE A R TR Y B 2 — ol 2 3 B 4 T B, 3d i A8 2O 48 4141 >R
Rt o . 2 1) DX 26 68 R AN AR P, B 1 i 3 AT TSR AN o0 A, AT PR A 0l IR T BB M. X =38 2 [AE TR R
(IR OC F: Uy W 5 R A LRI e BRI, D90 2% 42140 34 B 6 38 AR A ik e PR SR S, T PP 48 VR )2 ot — 2B 4R
TR [ 40 PH B  TE RT AR 2 , ASA5 R X AR B AN (R P 45 45 2. JE R Tl i) O % A R X 45 U
EANE G, WEE B AT AR — AN S0 AR [E R 4 T 119 ) 45 22 4= T 4 2R
2.1.1 Yyl

) FH AT 4 R A B AT U 0 428 i) %) A 3 28 e AE A 4L SR PR AT U7 [ 48 1l e 3, T AN st T 4 v 2%
2%, AT 25000E G 50 i A B AP RE ST B {3 F w21 5 U0 P4, ZZ ML RENS R 15 SEBUAS [A] B U 1) 428 1l SR s, DA
T NS [H] AR 2% 75 R B R AL TEA BE IR (i SRAM A TCAM) K A, 32 v 15 I 5 ) K AT 37 R A AN A5 . bAb, 78
A G FEAZ JM L A 2 A7 2R T 1T AR 45 4 (Wi 1R (sketch) B A B e 2% 4 A HURSE B, SO 2+
P RAS T il 43, T SEIR P G . — 1A fb 10 DX 4% 22 4 U 1) 42 1) S s

Kang %5 A\ P%1%# BYOD (bring your own device) %24 il i P42 H T — g 75 2 Poise, SEEL T Al 4 fE
W28 A 22 4. B J5 1T SDN AR ¥ 77 22 SR AR R BYOD [ 224 18] fR B3 B4R 50 4% | T SR 78 Hh dedss bl 23
AEPRAT V5 irl F ), SRTH, H o bt 9% T AR BV SR I H AR, TR R SRR DACEE BN SUE S TS, ik
BEAT SIS P SR S 50 R RT g R SZ 4L, Poise it 1 —FloBT B ) 22 42 R VG, W AZERE A o g B DA SCRE S Fh R 3C
JRINTEHE. Poise M F ' ¥5 72 R WH K SR W%, Poise K B 114w 1K P4 FRIRIE A RIECE. £/ A - 2 s B R
AE T AT I b, {5 F T SR AR EOE CU AL BT B A R, R W R O S A SRR OIRES I g
Bl ) SR . SaG 5 LR IH, S/ 4810 SDN B fHIAH Lk, Poise M4 il P [ 1 AN o B A #RARE /1, H BAR K32 & T
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7 A0 P R T .

Bajaber 25 A\ BN 4 o % 2 WL BT T P4Control 224t i Al H B 1) 109 2% v s 303425 JEL VAT, LA 42 Sz
575 00 BEL L % SR WL k. B I e = I 4 0 ) DL B0, Tk PRt B A WL ey B, 8 T 5 WL
IR FFAE 3 KA 2. P4Control SEH T 35T AT 4 A2 32 LA eBPF (extended Berkeley packet filter) 1145 P 34 2K
= B4R (in-network decentralized information flow control, DIFC) HL#1 ) Jf H it 7 NETCL i&5, T8 &
DIFC [ 5. BART 5, M E T R Jeifid 48 € NETCL 50845 FAURIULEL F99R B 70 B DIFC FR%%, SR )5 vl 4
LR IE AR E DIFC AR F H) B BUAH B3 T eBPF (0 EHLICEE, T HUAREL i 20 B DIFC $r%%
WA LR BT (O HERE B SCPE. B 24 2 7 WL AT A 4RI, EHUACHE S N RZE 7 B R DIFC 7325,
Hob HAZ WG RR AR 3F, AR S 31X AN 503 5 AR 28 AT 4 DIFC | R SOOI SE M. Abnic i) 9 45 it = 3
IS MU, 2 AR DIFC #R4%, FH5 X Sebr 2 5 B 47 1) NETCL g 54T UCHEC, M T SEHIAH R W 28 17 [1]
e, RVF R R R, EFBERE. |2 VRS IEY] P4Control A LS A3 2 BH 1F 5 3= WLEC:, 75 R 157 M 4%
LR R A0 R R4 B

55 T8 R o B AR AT 1 1 () 4% o) 6 AR ), Jung 258 N MO R AZ ML ACL RO AN B, B T3 g itk
R AR IR 1) A, B T — ST R BIAS 1N 4 BTl ACL &4t PortCatcher, H-76 il Ja FE A2 4l - 2EAT
T #%&. PortCatcher #% /Uil /2K 58 4 255 T UCEC A TCAM HE 4385 ok, BIAE SRAM kAT ACL ¥ 156 B UL,
¥ TP/ P UL 4 B 2] TCAM 1, DLAR i L N 77 30K R 8 7 76 SRAM F sz B0 bR 3 R ] 377 Jig (1) 3 10185 74,
PortCatcher $2 i T —FhFR AN 2k M Bl W iT (linear range map, LRM) [1)38 Fl RK7R 7732 LRM J7¥47E SRAM H [
T 2% b SR B s 1) S UC R A B R B A% B A R A7 PR 2R s o U, K iR e 7 PR AR 75 e, DL
SEELPRIE . AT %55 1 ULED. PortCatcher R4t H 3 ANAFALA: 1P #iHe . i IBLER AN ACL AbFESE. YR IP. HE
IP AIHMAE TP e id TCAM UUAL, 44 5 I8t F A E (¥ 1 76 3 D B sp it SRAM DURC. ACL Ab ¥ 35 5 iy
TE AT AL ) P 1, 6t 5 AR B A0~ 1 1 T . ACL BN, 5236 45 3K W PortCatcher 76 A 228 Al I 0 42
T+ 7 Sei VT HE 1 B8, PortCatcher Eb ALPM 58 1 36%—61% X TCAM. #0340 5 33 55 D 2 L de 505 33 11 7 95 b
168 15, W L2 AT TEZ BHIE T 55.45% 5% i &, A 0R R 1 48 51 22 48 BH % 2 s A 1 A
2,12 MZHH

I 2% 30 2 X 2% 22 A TR 1) 53— R S R R, T R BRI 48 BRI BR L 3 ORI 4%, T IR 1) 42 4
ARBL, AT LAHS B 38 71 22 Ay v V0 M 4 R 25 2 OV S T 4% ) 42 A TS 28 e B B, AR TR SE R R 4% 41
2% B T SR A B 0 PR , 7E AN AT R U T YA IE b H A 3K A A R 2 e, AR G s i A
R AE AL AR S5 4% RSB, T RSS#% K CPU HaEL T H T sl B 0 A B, 3k 5 550 45 4 il 2% (0 4 i =2
PR, JCVk, MEBEAL B ORE, 1548 388 8L TN 230 2, MBSt AT 3408 % 52 3 28 0 AL 14773 58 1 PR i,
XA B Gl PR ) T AR AT 5 1 B O FE B Be b, i B K B AR B R D G I TEIR B TR,
PRI S o7 B4 G0 4 25 37 00 0 et T R T G AR RS BRI R X AR R TR LB, ] g RS L
5 K P B50HE 0 A B A8 0 AT 2 FE M AE ORATE R 5 T 10 R BE (R B A0 78 Tb AR AL A EEME BE. BLAM S AL Ry
WL PR T — NIRRT B, AT 2 PR T 280t LI RATHS 98, 0N 52 i 1) i 4 4 A2 5 0 TR SR 10 PRI B

Li 25 N W7l A 13 A B8t R, B T TMap, A FH A 4 A A 3 ML S LR Pl 977 8 £ 0 486 P 138 TMap 45—
AN RIS 0 A R, A R B AL Tk AR P 35 73 2 ) e R PR 0 i, DA B — A i S 5 A A B AR,
T T v 250 Ak R S92 50 . AT 5, IMap 58 P 25 AR 1) 25000 B 26 DL 38 3L CPU 1 S % — 4175
B WIS B AR B8 A, I8 B AT N B0 A 30t B AR AR B @ i 2 6 P R K R, S DTnE RS B
il 28 A gm R 231X 3 AMELUP IR, AT LA T R RIS B A B0E 1. TMap FI IS # ASIC H (¥ 4 8 2% BB 26 Al
FLA BEA L PRI B £ L7 56 58 R K 4 ik 25 |], 48 F PIPR (probe IP range) 2 FH B AL HEF £ Hh ik vid
Fil, IMap BE % 4= i FL AT BEALHbAE 0 &5t £, DAZE 25 56 B i F i ik 23 (). [RJERE, Dy 7 3@ BEA 7] P9 45 4 14, IMap #Eit
T NI, R AL T P Bl A YRR I R T T ) S T 0 X 28 SRR Yk, T DA X 48 2% R e 1 e
TR, B A TR BRI B 10 A B R, DT (RS B2 0 0 4% 1) 1 6 FH D k. e Ak, TMap S JE R A R L A
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i) 82 5030 40, SRS ML), FE ORISR AT H AL 1E 5 B A R D R ) RIS, S8 v 2K ) S 4800 0, b 3, g SE LI AR Oy
TR [ 28 S . TOARAS L ) 208 a2 B TR 25 4 0 30 SR 04 G0 ) P AR B (G TCP 4333 v )iy 10
), FENSCE M AR A I, 3 i 8 X 2 Bk [X 43 e R A R ) SRR 0, T 0 S A B DA R 2 4
A —Z . i LA SR A LI R A3 — A 27 A2 B B B A A A 45 IR, B L I, B s — N e S
SATERITE 45 BRI RIEBFAE RS 35, T TZIL N:1 R A, Wb 71 IR 55 2% 15 98 6 7). Se38 25 R B, IMap
FEAY 5 B — A2 4L (500 T AR AE 8 min PN 58 B RS Il R P AT o 1 (B 6 > B 28 1P #iudih) i34, 7 55
{5 250 A2 AR A, ST HEAT e Se kI I 2 R AR BROT 4 AR IR B AT 1.5 ISR .
213 MZIRIE

PR 2% VRV 1 T B L M0k 2 R A I 2 S5 A (R U SEAB E, BTG AR . SRR, T8 8RS M Z AT aHR,
PATRAF 256 b B SC BB B L BT s M IR 55 RIDASEE o) 5% VA 2 i 81 i T3 ), 1 A2 00 00, RO /N AR e 1) 435 U2 55 e 4
TR BT T KB IEEMATIESNE B, B # ) DU I X 1X 2 (5 Sk A7 SR A0 55 r >R AT It 8 4 A B i Y
ZRIRIE LR ET R AX A 0] R, R ke 4 3 R SRR R 7R BNAE 0 SR A SR S 2R AR, 45 A e ik
SR I M 2845 15, d5 R PR RS VRV AT I X e B 10 v 1A

Meier 25 A U WURE KB AR DU ) £ JBE HH R, 70 TR I IO 24 410 41 DA ik I At 2 A0l 1 [ P (R 8 43 B T L FY
A M. NetHide K W 25 Vi in) UL e il 7 — A2 BARIRAR IR, B AN 2 LA A e — AR BRI AT T 7 e
FRVR R SR A — A BB AR P T OB BRI B IS AT IN R G, W2 TR OB T — ML MR (integer
linear programming, ILP) K fif 28 F145 2411 J5 RAFVE R T A ER RGN, S5 6 256 0 I o8 v 9
) 2% B0 4 A TIC BT R 380 B3R - T BV AT 2 P2 5 L, 50308 1 THD L 3 2 A 50 A2 06 R R B SRRV S 41
NetHide F=ZH 1 52 b L2k 3 it Ar A0 A2 50 4 e A e 7, R 2T 1P Sk BOAF & I (] (time-to-live, TTL)
FEUL TP JEAN B bR HHEHEA TS B KB SR $h 5056 0 IE B NetHide AT LI RURWE M4 b, 3 BLAE KT 90%
(RN HE A L B B B

15 B3R IR I, Meier 2 N "5 — 25047 7 B A BRI ST VE HRE ) 380 (wide area network, WAN)
H 1 S B . 3 T S AR VR B B R /N VR vk B0 G T A i ML AR A B AT 1B B, E
TN T2E WAN [RVF 2 NI 5 7R BT 28 91 321 L3 S 1 6 iSO AR PR HE AR T PR A -V O A S e
TF) RT3 26 () 2 2500 £ 7 o PR 7k B, S DAKC B LA R Ak SRR () WAN LR Meier 55 A HGE WAN H
] 48 R 3 110X 42 g PR 1, ) T i F2 A 4 WL ) v 1k RS R RS M i T — RS T WAN ER R B IRE R4
ditto: 7EAME Bt i EHLREHL T DAZR 8 SE I i A ik B (V)R S VR VA . ditto S AT 7 AT SRR I 4% 150 4% b, TORR B8 i &
7, B AL NI WAN IR SRR FilE SRR I B B0 28 3 B BT Tl SR /N ) 1Y) B8 52 040 60, 471 SR S B
IR, TEEIEA . SIS IR AR NI EOE B R TRV B AL 1 RN R 7 LS AR IR . e4h, 2 28I
LSV AR, ditto S N Pt R BOHE oK SFURR 2 B A DR B L R 1 — B, SER IRR W, ditto 7R
BRI FREE H AT LLAE 100 Gb/s (R Z T i217, JF HAERE 2% WAN 8% 70 Gb/s I H S0 & 51380 F I, fig
1 S I A L 7 R A A, R I R A [ 14 PO 45 £ AR, SIS R 1) 1 AR I BV VR

NetHide FI ditto & 2 T4 155 S0 B 460 (0 195 2 3, 110 Kon 25 A POV H S 4 e - I I o 725 il R, 445 31
A RIS 25 2 W I Bk, a8 i e AR IR 4% (R VR SR AR TR B IR 25 I i e 70, (R LI B | 30T 110
A RBER AR B Ay i FE P ARBEARRZ O X 45 BB R, T 088 o 142 REA QB L It Tor" A1 Lantern”™ E47 5
W, KRR FIRT RACH 5 T H5E, HRAR S 5 Bl X G e A IR0 ABE L. 5 38 52 48 5 1B B8 Y (decoy
routing, DR)®™ A1 4 Al B HIA V4%, (H R X e RO R R i, 25 1T . Patrick FEIXPRBIARZ
HMRZR T BT 105 M 4 TR, 32 T NetShuffle $1 8 # 5 4t. NetShuffle KX HE R %% 55 H [# 2 bR IR 7543 24,
A8 FH T % 1 V) 4 AR A8 H 1 SR S TR LR AL 1, 72 X 28 v A W B o A2 ) I 4% 6 B (T TP i), e 45 G DA s 1
8. NetShuffle £ BN N AT, HRAE— N FREEAR A 1 ACTR M 1 A0 1, [ I ORFF P B X 26 AR . 8 7 28 19 2% P i
S SREAC LR (U abe university.edu) 171 NetShuffle. DNS M 3544 2 L FHART A9 — AN 0% 7 B
IP Hiuhik, T 32 57 2% b 485 57 D4 0 bbbk 3 46 D9 SEE B (4 9 30 TP Hbdik. NetShuffle F1) B T 4 2 58 e ML AT Hb bk 5 462,
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LR PN B R 45 AN P i3 B . SR 45 R R, NetShuffle 7676 RUHUEE 85 25 (1 R I, JFAH1R /b, TR$FF TR IR
THAE.
2.2 IR R

AW MNIR B A E (deep packet inspection, DPI). DDoS il 5 B4l LA K& 25 GE #5351 (intelligent data
plane, IDP) X 3 /432575 [ ) SR AS ) B AH B B AH DGO AR, =35 7E W 24 22 A B A b AR AH LIRS BAFTE SRS A0 4R,
{B'EAT1%% B R SRR % 58 AR . BRI S, DDoS #0558 it Xt 2 A1 s0IE 4a iR 25 B, TRAE T 4R
I ARCERRRE, 38 I 20 A B L A 4R S A5 S R I R AT DR, 2 T S L 10 e B SR 42 T ) % 22 4
Bii fEIRE /7. DPI &y T 25040 60, 1K) W S0 A A8 B AT VRN 20 A, 3o ke 2 2040 0, P 8 38 2 TR 31 L RS PRV AR IE BB 4,
NI R ARG AE, I T 8 et 06 2 B SC AR . DPT A LUK I f) W0 48 3 i R4 T R T, T e 23 1
THT IDP DI 3o 5 > s i 2 PRV AAE TR 30 3% 735 9 28 25 i, TDP 3l 3o 7R 25040 17 T b B 4 350 8 128 2 S A TR s 2 e AL
PRI B 20 BT R R SR, A B 20 BT AN AR T e A N, T A 22 T 2 B B I B85 1 5. DDoS Al 5 B 4. DPI
PAJZ IDP - [ 0 =5 4 25 37 & 1 AN [ J2 1T, DPT B0 T W SCA A R AR EE, DDoS Ao Il 5 195 4 % 3 40 Sk R ALE 73
T, T IDP JUIBT DAKH 02 i s AT 8 Re Al R = F 2 AEE — B M EZ, (HEA RO B ARSI AF7E
ZE 5. FIASOK X DPLL. DDoS -5 By 481 BA & IDP 43 Al HEAT i ig.

221 REHIE AR (DP)

AR (DPI) & —Fh T 78 B0E I 28 W 4% B SZISPAS: 285 R0 20 A 2500 L P9 2 OB R, 1T LASEBLSE A 43
WA s, SAL b7 6 Sk 5 43 1A% SRR B S8R AR AN R, DPL AT LA 47 50408 G Am Sk A 8k 61 3%, X 48145 DPI 7]
DIPRBLRE 25 RHUR BN A 005 BT A T4 IR0, 4920 50 % ol B 10, 75 e s s ARAS A R 2
(24 6. DPL A] H T 8% S B BT S PR A8 44 ORI &8, A S804 2 b ) 2% k. A% G216 DP F0R 1 28 T
AR a2 T A7 v A (OIS BT R B R BAR B e SR SE B i AR T, (E R DR AR 4 B
I CPU &7 (MBR I, 14 eIk /& Toi 5 24 4 W 4%t B AL &2 1) ROs 18 AR VT . %8 o (] 44 A L 3R i 5 m) LASE I
EE R, HR L P EAIMR BN B I, AR . B S 2, Tl =2 FIERAIE R TG [ AR A 0 s %R 0 %
T e P AN s AN 22 ) ST BB (P8 7 T s AR 2 L) v A28 A AL s A JU) Ay i A e /T S T 397 1 B2ML, AT N
GR] DLFE T AT Gm AR A8 AL S I A i 2 AR 0 6 P % P A A

Wang % A\ VXt DPI A 2 055 HR UL IC 9 3008 1), 42 18 7 — AR P T S A2 A8 L AT 0 A0 2 2 44 e AL
AL 224t BOLT, BOLT JT K J —FoF] F = 0 o 4 F R A O DRis i AR RS AL 77 2, BAE B ] dm AR 2 Sl b Ay
PRIV A7 A SR A g BRI, FE2k, BOLT 42t 1 — Ml 28 & PR L, DATE AT 32 (1 5% B B g in 1 2 3%
JREME. 72 BOLT R4iH, &8 7 1 2 i ZAE 244 Bt 5 vh 8 30— R AVULECALN. AR5, F2 4 M UT FC A o
BT AR, ] Aho-Corasick (AC) v 17 Ay ix seb 2k 7 AR 1 43 BRIR A& E 350l (non-deterministic finite
automaton, NFA), J-44 NFA 545 0K )2 UCEC B/ R I, 3 i 250 F A RRIR At A m 28 k25K 5L L i) e Bl
fE RUUCRC AR 2, B3~ T 2E U /K 22 g 1 i 45 AN e G dE AT UT IS, G SR DG S B A T S =X, Bt~
PATHISRIZHE, InEFE. BATIRE &5, YRG5 RE M, BOLT £/ &7 Lt 7 2RI, i AEE
R/INZEAIAN LA A7 8 & U7 T B R T e .

5 BOLT 4%+ 74 H UL AR AN ], Gupta %5 A 55 B 7E ] g F A2 49 WL S8 56 Sy A 1) DPI A )y 2,
SO R T ¢ P2 A2 491 SR e o AT PR B 5090 B e, ZEHOHE P TR R A P4 AT VR BRI R AL R B
VAR — Gl AT g R A B L T A T S E 7 kB (URL G g 4%, 7212 JEST 1 URL I ST R AR (1 45
HMERE. BRI, DeeP4R RGN SLIL T — A 2 A FRIR A B 2h L (deterministic finite automaton, DFA),
A TESFE A ULE B AR = A B WG, URL % B — AR E— 247 b [ 503 1, DFA 2 iRIE R E T
RAS e G TR ER AT 1) J73%). DFA FEIRAS e i e £ 5 S 45 B H AR 747 848, Rk mT DAL e 2 o ek
AT o7 B 4R 3 9 URL (DA T BE ) HoAt 4 £f BOG8RE 7). (HAZ D7 B0 B YE Y, ROAE VAR 1 IEAE ILAC I H0s
A T FE 8 AT H PP AT, DeePAR R G v b 1 8 6. — 3 BIASF AR T UL, 53— iR ¥ ki ==
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(n URL) £ 54K T P58 #5250 E 7. PG ER AN B A4 =2 48 M 020 IO 4H 256 98 0% B BN 1308 4 ) AT s, A
s A UGB K LR, A BT B — MG, BRI AT AV T8, B g gmte, BRREE | N, A HAE
DUIRYE DFA TR 4. B T 1 BELLAE, DeeP4R 1A LR ] S0 B A8 B HADSF &, AU Y R 1%, R4t
SEPRFA S5 25 SR B, DeeP4R T DA =y R0h ik AT VR B B e B A 21, 14 B8 2 35 R T A5 G By kB I 45, 17 L AT LA R 18
RS A B A A
2.2.2 DDoS &l 5 By 4

O A RAF LR 55 Bty (DDoS) 2 901 4% 4 4 ATUS K 77 76 1) 5K B, Boads 5 R — G 8k 2 & AR BT
HHURT—DEE A B bR [F R sh B, HFE B AR RS a8 T E R IRECE M 2400 58, IR 418 1T Z 18 BUE B HL, i
18 BRI S5 25 TCVE IR W B AR R . B R 22 5 32 Bt I (Internet of Things, [oT) ¥ H2 N FLER, X —
JE Mt A5 75 5 ™ . 4, DDoS Tk 7 SR AN 2 A4k, i 1P Py Mo U0 Mz B UYL ko et UV,
X %5 DDoS frill Fps AT >k TARAKBER. 5 R 2B E A, R BiH iE R 2 TR h A B E A T
TR AT B, 33K L8 7 V27 975 0 AR R0 M R S 1R 5 TRUAR M B AF-~F- 167, BT LAV 22 00T 90 38 R 2T P SR 2 28 i i1 SR A 2
BN DDosS Kl B fE R 45, A5 xS L anEe 1 B, e BCRE 2 T [ 2 4 IR I A S 15 4 g s o) P T
FOECHE T RIEEAT M7 480, ShAS TR 48 S TEE R B8 75 275 B2 9 80 SR s LT 2 25 Bl e PR FiE SR i AR =2
£F DDoS By S ms i AR AL T B 5 s MR A S DU R AE L bR B i #2 v e B S 855 07 I B AR B SR8 T
FE TR R TR AAE By A B e R 7 B s B AT ST AR 2 7 B 2 s B A R AT P RIS 4.

F 1 DDoS il -5 B #E 5 ik Hh s

TN A BOEA WA e L e A A AR WE R
s Cec BEDDoSHGBHIER A 7 T T ¥
PORES DI NetHCF B¥O ) 2 i i ¥
Ripple e R P = i & &
LFA g
b Mew SRR 2 B i # .
PRI ACC Turbo  (F AR ISR G ) 2 i i ¥k
_ ZAPDOS I SREAE RS 7 3 = = B
B2 Bt N SmartCookie Cookiets A 2 5 [ & S
Wzg N G FEE Cerberus 2% P 22 4 W 4 = I3 = & FAL A

Zhang % N\ "%t H AT DDoS J s H 3 -5 v 124 B 40 U B s A ) R T SDIN/NFV i 4 U i 4 i
MR8 1T T Poseidon, B 7R &K — M@ KA H it sEFIHESE, LLB1H1%-Fh DDoS X{ii. Poseidon 2+ 1] 4
FEAZ ML, 24t T = H vk H AR 4 DDoS Hili. B 4e, B4t T —E M TS DDoS i 5 i (1 = 4 J5 i, ix L&
JRIEHE RS 1 A HAL AR M IS R4y, A 0 57 e 8 DA im0 07 20 ST 7 IR S . LR, R T — AN ST B YR O
HeAE, 7T LLEE - 48 52 (1) DDoS By 41 5 B f A b WS 1A PR ) SS B L B8R . 28 3, BTt T agAT I A ERAE, @
T 577 50 SR e 22 ) U0 5 22 B ML W YRR AR B B A et i iX = 1511, Poseidon A& 7E PREFK TF 4 1 IR I 22 ik 5 Fob
DDoS Hifi.

5 Poseidon 251l Liu 25 A R T — N5 £ Fh DDoS Bk (152 e ML IE AL AG T A Z2ARME S Jagen. B AR
Wi, Jagen #F& T Poseidon ¥ 3 MR, 7 %%, Poseidon i T 3 T NetFlow! HIKAEIAG I DDoS Hrits, X
SRFEAS ] i Gt 5 T Seeh hs i AR PR FEIR, B 7 BRI 0 BEVRCR WA B I I R O 4 B e U A
MBS . 5 3, TE BB AR S IR LR (internet service provider, ISP) W13z 5 o, FL A mg A R 80 7%= HMEfg
AEE R T R 3 AR R, Jaqen ¥ Buah har il AN 22 R 45 i B — A58 A 2 T AT gu AR AC AL HESE . Jagen 7558 #k
B SR FH 22 T2 42 B0 RG: W0) 25% F0 508 P 2 J&] U7 7SIie s 0 DD oS W0 2. Ky 0 38 S0 0, 35 45 7 A T SRR 78 N B 22 A A
KAl DDoS Bt HE ISR A AL & (¥ 77 v kA I 22 A AFAE, 40 1P bbb A0 TCP % . Jagen fi 2 S #e b€ A
T 47 1) T 4 25 A D0 25 0 B PRI R T T R4, 4551 P 44T DDoS Bkl iZ 5. Jaqen ¥ BT AT RERI 2 AR 12 4 5

© PEBEBPHIFST  hip:/www, jos. org. cn



ARE IS T T AR IR W k-5 A 5 R 5283

93 MAHE R B A . A A, Rt T — AR A AR TR, X LT Ae Rl AR I A DAA 2 ISP A4
BILFRT 5 o 22 fie e, 2H 22 Pk 00 0 2 A S e Sk 7 48 3 T-7402 1) DDoS i

K& 1 Poseidon F Jagen X 3 [71H £ 1 DDoS Buiti il FAELE 2 Ak, VF 2 B 7T 52 AT X € 28211 DDoS 4
AT T 2T AT Y 28 e WL RS I 875 AT 9.

Li 25 N U5E 0t 1P Pt Beadi 83t 1 NetHCF, FiFH AT i B2 A2 HpLHEAT i TP P B AOEIE. 76 TP D& I b, 2
H# 2 BB E B 1P Sk B DUAE B i BF 0N 53 R I 0 o M DARA 8 1P 300 0 BB B, S T kg i T
B %3t € (hop count filtering, HCF) HAR B**1, 3 id 1P FBk%L (IP to hop count, IP2HC) it Ehit 1P Fi 4.
IP2HC AN L3 -G 1 5 HXT B ) 5 ) Py e . 4 SR — A Oy s P 0o 0 A0 5 IR 5 1) 1P ik BRI AR,
RLMEIEIG TTL B 25 il sk i TTL R IRAFHEH, FF16 I 52 195 B LR, W% Bk S IP2HC &
i A — 2, R WX N R BRI A O G B R 3. AR, LAHT I AR FRIE FNS IP2HC #1572 4 i
FEHLE B0, Dyt A B £ B 30 ik 280 RN LA 2 it B, X TR 4515 SR K W 48415 55 Y R, oA 2 257 A DDoS
ki i) H . X 1, NetHCF H IP2HC 2 #0138 3 il 4 f 22 bLE, NetHCF R B H 8 50 1 th i 9 O 1 2o B ok
Bis 1k 1P B By, 5 ARG HORAR L, NetHCF ¥ IP2HC RAESE AT gn FEAC N b, DATESH T ad B Oh i 1) 1P I i,
KPR R D 1P P i Mol s . Bk Ui, H T 32 b B2 VR 80 B, NetHCF fEXC 8L R TN 4. &
%%, NetHCF E30 1~ 1 i) 3848 i B 2247 IP2HC &b 348 O DO 38 R 2 ol & ik, ES MU IE R4
BAT IS I 2247 H TR 2 40 IP2HC AU IEARFE R At NetHCF 2247 I3 4. PN 2E1F 3L R B NetHCF
PUBUNTFAE T8 T R M4 55 . 1FA5 2 B NETHCF Fe0% DU T8 S il 28 18R B 3 B IR i .

FE T 0] G FE 28 ML R AT B M7t 2 B0 (link-flooding attacks, LEA) FAG I B 18It 2 i S s 2 —. Xing 2
N ST 3T SDN [ LEA B i ™ S MER 8 DDoS Hak 75 T A7 — R A o 20N Al R A4 5 0 78 253
FEI S5 ) 4 Y T — P mr A . 20 b, I ELRRIE BB B AS TR I 5 % bz B 481732 Ripple. BAAT &, Ripple &
BEHRESTR T YRR A T B e PELZE D718 1) 43 A 22 4T I A BR. Ripple TR T ELEEAE W] n AR A W LB A th g 47
%) B 40 iR 0, G I SR AT AT AR TR B 2R B 18 2 st B M IR AE W s T ) A R S A P R HAR % 07 oA,
Ripple (11 FARYE XA & AL B 90 5 i FE . 28 ) m iR a8 & H ANTE RS B A BT AR 7. S 7 UCIE H &
LB A T, Ripple LASE A2 i 7 SR T 3 AN A et I, A 20 A QB s R 5 22 e LA s AR 1]
{475 Ripple [ {8 AT LATE Bl 4 5 I %o Puid AR A i B0t 3EAT A B 4. )32 I PR A% B 7R Ripple ATRAREAH T— &
G, 3t BAE RSBk /7 T340 T SDN B

Ripple EIL 1 5T ol gn AR A LHEAT LFA B 1l ) AL R P, (H R LA Bl TR N TS SR A AE 2 BEUR 52 B DL L AN S ¢
IBAT I L E ) 9 B Zhou 25 N POMKE H Y TRAELEIX B Il R, 42 T 6T AT G AR A B LT P A7 e ek LI N SR A
FERZ U BT R 40 Mew. Mew A A2 5 G 25 A 2 i UK R & At IR 25 18 B2 B AN (R i 52 e bl b DLy 2D N A7
T, FIE T T — 2 A 4 1 SR SCRe 2 R BE AN S (W B RIS 48, REx) 52 44 1K) LEA. B 618 40 A1 A48 7 T, Mew
W T — o3 A5 A7 6 P SO0 SO0 ~F- T A7 G T, RV BS ( F — FieRZSIE R WL SR R 4 vl J. M 0%
B AR I H I IR T, 2 A e LT S LIRS I8 s i B s, FEAS TR Wi R O, AR T SR SR
(BN e ik fe DRI 28), 25 H 16 P8 AR I — NS USRI SR IR, S T RS PE, 3R T DLAEAS 3L B) T
. HRAE RIBT A5 T, Mew it 17— 400 [RIB A0 8 FH 4 11, SCRFZE N 00 RE JL ksl A AL 22 8, b 1 id s Al N
FETFEH. I A FH UME L B2 1, W48 1876 T AE 2/ P iR S #3858l [ RS DR B 5] s e A e 437l dn, £ 47 28
) % b 1) 2 HATL T DA SR HA A2 e AL IR A DR A BE A At A B L B BOIRAS . B R RIS AT B R 7 1H, B
TR USRS, Mew 56 43E MR DIRe (AIGAERTHITIRE) 0Bl i /N R IR, CASCHRER AT REZ R B 4. AR 4R S
28 2%, P48 188 T IO B 3 T N A7, R TR DR I RIS O A2 Jl i Py A7 U5 1) AR, RS Th R Uy il A B T A
A7, ARHERE U I SR 4 B 0E R A A2 U7 1) 45 VR AN T SE BN [ 14 T i 22 1) 3 2 27 A7 25 T 438 7T S AR 28 3 L
AT LUINEFE £ V) Re. HSRsLILAISLIG SR I, Mew REAT 25 B 1 X HUSE R 2 #& 1 LFA.

Alcoz 25 N\ P73 3 T R A I S 45 H1) (aggregate-based congestion control, ACC)*™ % fik % DDoS Mrai
JRIFRTE, BEit T ACC-Turbo ZEAT ik DDoS MUt B fil. ACC 7EFi 1% 4t DDoS Hifi I HiA 2%, (H 2 H ik
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B ARE R T. FERFE R ACC KM T 1217 76 50 I R 45 48 B P T b 529 2R HE W ANz il pLab LA S 2 T
L PO 37 A0 S, IR T S8 0 IR T ACC R SR [8], B0 T R IR A SR, o 1k B P AR T RO I ST R TR Uk,
ACC-Turbo 7E P #RFEAZ ML _FIZ AT ACC WL, il i 2R 8IS 17 R G ik DDoS Biifi. ACC-Turbo 7EXHE ¥ 1
B AT 2R R 2 LU BT ety 0 A T g R R R B M. 1 5, ACC-Turbo K 5 250 #2580 2k 21 404z 11, If
AR 43 H7 B A A B, I { ACC-Turbo RERE KR IS LI 8] b 4b, FR - Hid ~F T A FEAS S i = 2SR, e 82
HAF{ENHZE, ACC-Turbo # AT LAFFSHE AT R FIL, WHER 7 2T B MBS 4 75 22, 5 ACC-Turbo 6% 17 4 28
Bk, B E PR RS TR LUK, ACC-Turbo fif i AT 4w 2 18 BE SR BRI S R IR B AP0 S 2%, ARSI A0 AR B &
PR, FEIRE N BT AR AN s, T A A R B 3 sl R ) e SR S PP 2R W, ACC-Turbo BE% LA
Tei B 877 3 3283 DDoS B ) & F il 22 Ak ik DDoS B

Misa 25 N\ Mt ¢ 7 DDoS il f%5 4 4, 15 Hi H w0 F 7 g 5 S8 iUk A7 26 444 I L 4 1 S 7 67 2R
Ji R I T R ARG U500 e A PR B4R P HLA% 2% > (machine learning, ML) $ A AT LA SE L 55 E By
PPN AR T B AR AN TR A, S SO AT R E TS, R, i 32 3K B0 4 44 BOZAE AT SO, DUR
BJCFRR] A bk 1) T SR 2. KR AR, AT A5 44 R TE T B — /N A0 i s B U 1) [E) B, S L5 Y0 25 44 A I T A
. TESLEEA EAREE B T B BT R A EAE/R Y DDoS Wi & & A 77 ZAPDOS. ZAPDOS FIHAE P4 <Z #ihll
T 2 M A R ST I A T AT R AL, AR S R IR AT, HE R A B ORI S R
T8 53 S I Sz B 45 Bk i 46 4 o)1 T DU 47 33 0 0 4 A BT 480 10 23 AR TR RN 4l £ b B0 [RIIE, ZAPDOS i i %4473
AR AN BRI AL ASIC 472 3 MAS bl CPU 2 8] (13815 . MAh, ZAPDOS e H 7 —Fh I Sa il ik 75 i,
TE4X LR — B 3R ) M 2 W 95 U o B e i R VR R 11, I — R B e S 0 vk, MRS AR 43— i
LI 3%, 3B I U I A A B S A A IS ) T R W R 1, AT ER Ak T — B I B IR A . iR 2 SRR B S G 3R
B, ZAPDOS A AE £ Fh B itidg s T DM T IUA H AR B2 2 4 200 DDoS X,

BT R Z Ah, SYN #kiZ Bk /E N DDoS i i bb i K 1 Beidi J 8 P9 58 A4y — AR K 1 . 76
KHBEIEE T, F T8 A ) SYN Cookie 5 # UOE HEAT B4 A0 AL FE AT Cookie 51T 237 4 = P4, F8 CPU 4
R T AR I 5 T 28 MM LI A 7 G2 D6 A A AR BR ) 32 AT, BLHE A BRIGTH LR SR BRI N 77 I gRfR A
PN IR A S R h 2 SR, B O He i R A v . BRI, B0 1 36 T T g A 58 e L A 9 4 07 92 U0 P U S 22 4
) CRC32 3K it+# SYN Cookie, J{FF T %4, B3R T SYN Cookie /& A # H §). t4t, T2 HHLHH I+ MB #
PIA7, PAF AL SYN U2 B B 7E BR R R AN E B (IR A I XE LAY 8, S 8508 AR 7 P RE PR 1K, Yoo 25 A\ P73E T
LA BARE T %A HMMER SmartCookie. SmartCookie & Be X4 B # LAF &, XT38 Bt LA AR 55 5 B[] 5 76
e A b R A AR B, [ B g MR Rh 7 YR R R . EL AT 5, SmartCookie 52 HALACEE 22 4 M AT Cookie 4
B PP S R R, R EUR O IE 10 T . AL B A AR 1 b R A SIS E SYN Cookies, 1
¢ Ak (¥ HalfSipHash-2-4 5095 USG5 & A e ek 4%, DAk WA 75 TS50 R1 P 770 P, 3o 908 05 R A 02 P [ s 7 R 12
AP 1. SmartCookie IR 45 25 ARBLAL R /7 415 ) 47 5% 5 e HoRS 1 BRER 00 TE MY e 2. IR %5 23 X213 ] eBPF
FFT T T IR Linux PR P28 2 18] 1) TCP £ 1, W35 % B AT 51 5 B 4 B4 B IR 45 2%, T =B ok %
TCP %, SEHLRIB 35F . eBPF F2 /716 M5 NAE H A0 6 L3 AT 248 % B A7 51 5 i 46, {4 ] eBPF Bt BRI 5 32
REFERAT A, 2645 R L SmartCookie HAEZIEE T CPU MIBE B BE AL BRI MU i 2 2 W M B 2%, 7F AL
S 15T 28 ML B AR L, X R P30 R it o A IR AR T 4 66.7%-86.7%.

FT 0 Y FEAZ B AL A P 2% Y 15 4% (in-network monitoring, INM) R Zith /& DDoS #:3 B 48 45 #8007 1E N —
ol AL 17 5% 000 5 A R SN P 458 MR 45 Y, INML R 48 AT LA R 2 FE L RN R R 1K INM AT 55, L 5 3035
DDoS B fil&. {HRZE R MR R 28 3% 3 5 b B (WL T P4 (1 INM R 4 PV ge RN e k& b B 9 & INM
1R S, B3 H e AR B s R (V) TR, {345 B 10 22 R A RN K 28 B o J o — TRk . 24 Do % 7 3 2 A 0 39
BB, AT R 2L TN (R T B AS L, X B2 S EUL TR BV MU R, Bodiag n] DL o s 5
i) & 530 INM 3R 48R 45 Bt thab, Bods 2 W os X A INM AT45 BT K R Bt S 80l INM T4 N 77
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AL MTTAET . Zhou 2 A MO SR 6 ] FAR HY T Cerberus F2 4%, 5 7RIS IR & MBS B0 (520, AR ) 2% 1
A PRI BE. Cerberbus 245 N AEAN Fr o FE[E) W 4% A0 B U5 B 283X 3 B0 2%, Cerberus #4461~ INM £ 454
GONHZ A FEAREN (key-feature, K-F) 27, — A K-F X B 10 545 72 (B0 B2 A4S AR AE, o5 TR 4>
FOIR, T R TR A & K-F RGBT INM AR5, M 4128 o] AR REVPA IR & AN (19 K-F Xt i
3R AT B AR AR, R % R B o) 3 DA TR IR . ke B A, TR P R K A AL A Z AN K-F
of, A AN ) B 50T TR 1) B K- St 1 [0 0 9 1 6 e R AR gl A2 5008 1 T 7 o 00 5 O 10 B A1 A 2o, 4 ) °F
T R A At o A A0 85 B 380 1) B v 2007, b G T 45 4 1P THD 50 N IR R4, DAL SEINS T K R AT AL B BE YR B
o> T BN TR 2 S A AR AL F TR B AT T BN S B LS ML I R, S K R A Ak, 8 R A 2 )
ABHZS B R ANAS EHT /0 TE INM AT S5 1 FE R, F VR RS0 S T R 428 o S T P 47 28, T A < v T IR 7R 38 A7 R R 55
T2 W SEBR VA IE B Cerberus 7T LS AT 4 AR RS He b1 00 I A M FH 25 B 3G 0 — /N 4 BLIE AL &-Fh INM {15577
T LI B

223 FEeddE 1 (IDP)

W 1T e AE N T REHIIRAT , AILAR 27 o) 70 &P R 248 1 T Ho 8 SRR 52 W, 9] a4 ZE il o B el e Ak DA R
R AL IS LA 2% o) BRI 3 R B TE et AL B X g s i P T R AT HE R, RO R T T RIS
CPU 504 GPU. {H/ZIXFEHE 2 SRR 1 n, 5] if Ab FH I8 & (K3 FE . Ev 4 N . TRk e 0 7 2 R0 1 i
(IDP), IDP J& 8K AL 2% 2% =) B2 T 432350 58 1 9 4 50 T 10, ) DA ik s SR s A 28 T A 2 190 SR Hip R S B
BEALIIR B AT, FF AT DS ZR 2 0 X Ab B X 75 B T B v T R A A 5 X 4% o A R R, 0 — 2D ARAIE
W28 2 4. 154% G2 0 28 5~ T b S B s A B IR B IR B 2% 2 SIS AL L F- ANl BE 1Y, {H 2 v gm 2 58 e bl I H
RACVEFE P s B A BB 4, B R I RS, X G n g R RS L b B 2 S B AR AR T g R ]
RFRASMLATAE — € BT BRI PR BRI, (R & 0 RS VERISOR T RS 78 51 R S8 0] g A A e LR AT 24 i
BT TR BT, ARG TR L n R 2 B, o 40CH A2 i 9] 2 40 0 00 AR 5 K g 1) < T R0 5040 1 1 s [
HEAT B4R, SCHEY S 5 FR T R i R TR FH T A AN [ 28 2L 1) X 4 2 3 W AT 25 (KT 0 96 185 3 B R Ak 2
T8 I A B 75 R B it 22 1 A2 A 30 25 VR R B 1 SR BRI 5 R AR U R E TCAM. SRAM 5858 4 b1 %%
575 TH ) o5 A S

R2 BReBUETE kR

T o WP . Rl CHE aRiiE BA W
A i K IVEs7 BN

ARETR TEEH LR wi TR mwr ewER sk A s

B VL NetWarden e/ B B om Mm% P
/'F5 ; I‘/ iz 12/ > — .

g ﬁ%@f}%g FlowLens A i g = = — & — % 5 s

Mousika = XA E R P T

Dryad 4 585 L 0 B R )  S AT EOE M 8 5RO

MR SOTERIA HIMLEZEBMEM K ERMPE mo (IS & -

gy et AMRMSRTTIMIRAL R F # O

NetBeacon BRI TR AL ) = 1% =] 1% o = &

Leo Ve AL 2Ok @ e BRI

HorusEye TG B A W = = ] ik 5 5 1%

IR THEATE b o mmaamcabORNNGE R B i T

Fe 25 o 24

H AT A B8 IDP B LR 2500 3 2K,

(1) Hda 1 H S BURHLE, ) P iz TR 4

NetWarden'" /il FlowLens"45 {4 15 FH 7T 4 P2 28 B LIS AT IR UALA5 88, SRR FE B8 1 T i b b A7 it i
paiibans

Xing %5 N U OVEF o I 265 e i 30 P R 00 N2 A8 1 R BE T T NetWarden, ) A 4 A2 A2 e LI B 34 i) 2 1 Rk
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%1% (fastpath) FITEEH 5 1% (slowpath) AHZE & ALK, PRUIA RS AT 32 BRI FH P 2 2 58 3 S 30 e 280 1Y) B Ak R T 4] 20
HGr N, T 5 42 J0) 2 R P D AR AR SIS B AT — ST A B AR MR & A A AR IR A . BT S, ZE40E T I
ERHATERE NS . BIRIAEIR (inter-packet delay, IPD) TH BRIk A LA K AL Sk A& 25 LA B IST RS i A7 ik 5 183X — 1 8
He Xt IPD AT 187 B Y0 LA A, DA R U £ 1) B i ) B A5, o T 30 ks b i oA W] B 4, 4 IPD
B i B ¥ P TR AT VEAN I Ge T A . 43 P T o AT S8 AT AT I g ik 1PD WA, R E 5 RS 28
(41 Kolmogorov-Smirnov 46 sk Hofth (4 47 I Sk ARG I RD) EATVEANOMMT. I HL, 2707 7] SEE R B4, 1%
T5CL 5 PR B J) [ B A 2%, LIS IA) I 1. kA NetWarden 35K H T ACK ISR H 0T 1103 3 Feboby Lot S ek 3 B
{8 B A5 SR A PE BE AR . SEIR VTS 3R BH, NetWarden BEBETE JU-T- AN 52 M 14 B (1015 400 T I 42 Bl (5 18 0.

FlowLens® #H#; NetWarden W 55 A3 F, & A& — AN FH FT 9 R A8 b1 i Ak S e 22 R 5 T LB 22 S i 22 4
I & %i. FlowLens H AT A4 2R i 72 5C bl 3B AT 1) P4 FR 5 FIPIAN AR 2R (WUER B8 A0 43 2K 488) JSZ ) 4
BT AR 25 25 DA K AR L 25 2 G018 78 05 (R A 28 7 iy TR S el 38 AT (R 2R A 36 ) 47 53 3 Wi B T ARAE 2 T L3R 2 21 1
T4 R AT IR 325, P4 RR T AE R P T B8 AT, IFSEI 7 — AN il (1 5044 457 FMA (flow marker accumulator).
FMA F TSR I %) 30 A0 B B B B2k F 8] 4347 PR 77 BH 4 3, FRORIRCARIE, 85 Wi B 4 AEICHE ~T THD 3R HR A B
PITEARIE, 2 )5 7 2R R N2 R I e FL gk AT AbFE. RG0S 1 vT LA R 7 R 28 45 IR, 285 S5 4 8 iR I
BT 1 AR, 9 T B o 1 B S BR 22 HE i — 2P B SRR AR SEIR SR 5 45 SR B, FlowLens 1] LASE B #1175 &
PN ELLR, TR 2% A RS BE /N T 3%.

RETTER A G T B2 ST R FN R g R 28 LA 2, A2 T B0 1 T 047 1) 1 [ 2 TA) () S 3R, AR A
BB i B R 238 o3, FEVERETT AT SR BT — 5 I R R

(2) T TS AT R SR/ BE AR AR Y

Mousika ™1 Leo!" "4 Ay 03K (AT FT i3t — 25 SZEL IDP, 3 BE4E v 78 K035 110 b 3 B vk SF bt /BB L AR AR AR 3
T A R U 30 1 2 3 7 HR SR 43 32, W SREMR S 2 i N PO 0% 500 T TR, S+ LBt o 2 v T 4 2 22 48 L 1 % R 1
RAZY ) [ 3E R AN AT i R S AT T e A k.

Xie 4 N PSR KT EBET TIRABTAT, 32 T Mousika, £H5HHLAS 22 STRE R 0 4 0 (decision tree, DT)!!
B SO I AR AE ST AL B I BT TR % o SR A7 i 75 oK 1) REUBEAT AR Ak, Mousika 18 i AR ZEHELE T g A2 58
L S ELE FH 1 X245 9 48 g BT 5, Mousika 32 ZEIE 40 N A% OB SEHLIE FH (9 I 2% 9 8 RE: K DT 1250l
T X A (binary decision tree, BDT) PA K 51N T #0i- 2 A AR 28 1 4 Ay 100 e 445wy DK 3 A 2 > A5 704 3
¥4y BDT. 5 DT AL, BDT SCRESE HRAGIISR, A2 S8 BRI, JF: B8 4 i il /2 S ML IV B R 29 3. Mousika
¥ BDT M15> N Gl il =S VERC R % H, S e X L4k H 2R 22 pLm) P4 25, AN ERF RER T 0=
MIFR T B0V, TR R BB E RS R . thAb, 1 AR AR I e 4, NN T DA 5 A S5 (V588 2 27 2] e
] DUk S AE S L - BB B B TR/ AR, DL 4 A HE. Xie S5 N gt — D SR B O I 7] dm A2 P [l
HRE DT 2R 0 — AN B A SR PROHE LA L BE VR 1R Ak, G SR e dss i) 28 B 43 N[ (¥ DT A
R LLSE S A 7 ) B0 R R AR RO A8 1. BEXHR A 1) R, Xie 258 A U2 H T Dryad, #0822 7T DA 38 00311 2
IHREANT SR T2 A0 B A AN R B IR A0 SR 4R 47 A R ) DT A8, KX /MG DT #RoO8— RN gRiE A T
H 1 DT (one-training-for-all DT, ODT). Jy T i& M. A R B IR £ 3R, Dryad £3589 ODT A3 8| —/NES E — 4 TR
LYW T Refig ik B R IFPEREN DT. AR B Il ZRad R AN B & S0 2 72 AN A7 R Beb . I o AR ALE i 1 e )it
TR SS A5 AT, B VI ZRI 38 A5 UGt a0 AR VI 2R — AR ODT, T AS 23 P8 B3 R 20 SR A A A 28 O /.
WZRLF I ODT HH T mCE Mg T MR NGEHE St 5 8, DLBEARSRIE M. H & M2 W2 X ODT #
AT BY R FF30 8 BT AR RS L, 5 BB IR 20 5 R A AR A B, S FH e 048 R SRR AR A ML AT 58, % R
W G BY BT A R AT 26 AR BITE 4 S HER 1 A AR BE I8 IR T TH B AE 1 DT, 285, ODT 4 ka8 28 BT 5 19 P4 AX15
(TEIREER UL R HK & ) 2355 H bl L. B2 T Mousika 1 Dryad 2 4h, Xie 25 A ULZEF 6 B i #h& M 2%
(neural network, NN) 5 ZUAE A [F] 4 £ 2 18] 5 #l] LA & A 13 B (B inEeE KRG M CPU 288 1 H— MR AT RE =5
L B DUIE B[R] — 50 () S R B 2 1) 18], 50 TE T SOTERIA, — AN F T BRod v aff sl S A B A2 A
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1L B 22 2EIR NN AR il F1 8 BE R 48, SOTERIA FH %678 GPU iR 55 4% B AT & 451448 % (neural architecture
search, NAS) Il 2 101100 33 #0344k Il 25 50925 (evolutionary training algorithm, ETA) AlFE Sz ficHER: U 124R
T+ NAS P fe AR, Y1255 BT 3RA5 — 2 A IR0 B 1R 22 R O T SR BB A (41 NN, VIR 4 19 F NN S5 0]
B BSR4 B % b SRS A B A DR AT S AG I, AR i o U AR R K NIN U SR AR R A (KR
HEAFN B 46 IR I 3 B A 1) NN EAT RGO FAE 20, AT 5 2 24 i ) BT 2R, I AR 407 b O AN [7) S0 14 46 09 . 52
34 3R W, SOTERIA HIRTIAERGZ AN F1 #4350 30T HA 2 N4 7 2 H GPU I 5 B2 IRURIR 7] 75 SROK M BEAIK,
I AR A B ARG 55 BT

55 Dryad 28181, Lin 25 AUVt A S0 I AL 2% 25 SRR 08 7 T SR VT LA T 2 A7 A B2 0o S [ A 4%
BEUR I 5 AN BN AR I B I SRR Bl TR RS 25 SO 1 AR ) e, B R T — N8 I AT U 8 9 4 AR
Z8 In-Forest, Fl i 2422 # AL I ] FH B8 9830 B O IBAR A . BT &, 0 iE 7 — 4 LEGO #i%Y, &) DL o B
B SE RN REAAF] 4 2R 2 A 1Y S SRR A A1 9 R R B AL A0 B AT S By B, AT LSSl B E — S
ML F. SR )5, In-Forest J& it — AN B B 98 5 RSB 43 i 542 W SR Rff o 184 it SR VS 2 1) S (R 40 L 7 &, 20K B il
T B 2 AN R N oy B B AT AL B, B R A PR T IR AR 2R R A e L 5 YR L P9 (R BT R AR R SRR
IRIG, TR 2% 3] (deep reinforcement learning, DRL) F7E 287 B /BN 75 B 188 3k 1) 2B 3508 38 PO 20 DL A KAk it
Hff Sk 2 AR Ak, R R 2 STALER A AR 250t R i85 — A A G T LA 8 T A R R R AR A
AOIT AT B AR R B A . 2 R e i AT A [F) 8 s S A AR 2 (¥ S AL, In-Forest 383 8 il > (140 £ %%
W) BA KBRS IEAAR AL () 53 2485 T, DLAE BT S — s B USR] 115 00 T SRAS 50 = A . seae e IRk
B, In-Forest AT LUK HERM B2 19.31%, [ 45 58 H LA ) 2 k2> 89.98%..

Zhou % N\ R AE T LA BOR L5 AR GAHER R TR VR, 9 HAR I T — R B R
ML, 7 H Mousika 7 Z5UHE V- ] IC B 7% HH 38 7 v SRR mld B AL AR MRS 2L ) ) R TRUGR AR 1) . 76 1% 11 /) NetBeacon %
G SR T — AN P T R AN A, T AR RS A A AL A SIS (RIS R SRR TE AN [F B B AN R
MR ZARFE. (UNEE K/NSME), BRLR T 2 B BT SR R B, TEEAS R Bodh AT 3 40 A, dik e id B oy 2
FFEIH R, 85, NetBeacon {3 FH 15 2R KA Fe 7m AL 110G 27 =0 B RS B RE A0 N B8 1 T b 1) 22 AN REAE R AT AL
RIR I E R Gn AL vk /D 2B B I () SR T R A R R SR R A (R S B A AR A3 B i B 45, 1X
S 9 FEL AR VT HE — 25 WS B A7 (i 26 AR 7R 26 o FR T 45 SR e 41, NetBeacon 383 [X /058 i FIK I () AL BRIB 4, DA K 72
R BN ER 51 S I RV 22 A A7 S P 3 0 T A3 R IR AT R . S8 5 SRR B, NetBeacon L Mousika
KBV T F I FE, 75057 W R M RO A () #E J7 Thi 4R R DA S8 47

Jafri %5 NN T BUAG 1E RS ML 8 e SRR 14 5 2%, R BT OR 22 BUBA R S 1) SRR OR R, 4k
PR IR 52 IR T 22 MU B 13, A RERARETA 2K, 1 B A SRR AT B /I gm AR, TOVETEA R Wi as #plic
AT I SEAT ST DR LS 22 A (A 2R R SR R B AT O, Wi T Leo, SEBL T ZEFAELRNLES 22 S LR = A 2,
BAEBEW. ATy RS AT I AT gRFR IR, Leo X YRSEMARBL AT MR, B =JC4 (D, L, F) 1858 PR <>
HAT TR, o D R S KRR, LR B R 71 sS4, F RS S mT DU 4IRS, Leo 1 JR7EgmBRRT
AR A AT B, 4580 T DAAEIB AT I EAT 52, DASCIR 28 o (AT AT X AR e AR AR R R SR . 28,
Leo 38 # S 1T 5 52 FH RN #0021 53 A A AR 3R M e SRR i B0 A8 4L, S5 I8 AT B, A8 3L sl P T AR SR
TR G5 AL o BN T RO B AEAN 20 RE, DAAESRA (D, L, F) SRR E BN . RIS Leo i id 44 AR
PR SRR 14 8 R AR A e S ST IS R SRS AN — B0 0, AT SEEIE AT T BB SR AL 45 SR B, Leo B
DR R 7 B AT 43 25 FLEE S 3 R B LU LA BE ST ML 428 24 k— 15 DL F IR R, BN seil T 584007
TN A I o SRR

55 1R T U] B g o e S5 B R FARE 3 B SS bL_E AN, Dong 25 AU R TE W 4 [X ) £
FE R, AU 08 e SR AR A R — P 75 T KRS 3 O G P M 7 9, LR AR M SR v o o 1) D 8 42
S B, KA L T IIST AR MK (isolation forest, iForest) JC W B 502 1% i1 T —AN44 9 HorusEye HIREE X4
TEG IO S R U R 2. WA B 2 31 S R 5 ~F T (R mT SRR A L) ARa i) TR (0 x86 ss#%) k. 28 1 BYBAE
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BRI st T — AN MBS Gulliver Tunnel, 245 8830 5 F ) A2 SRR K DI ZR 4T 1) iForest B #4305y
H 44 SR 22 B AR R P T b, JLF 7= A 5 T A RS AR (] A 45 3R, SR 05 A8 R RRAE SR R AR Ut 22 TP SR Y
AEBEAT R, DA I /> B rT BRI . 28 2 B Bt il 45 1) P T b P G M B0 27 S BB Magnifier i AR
PP U B R AT B8R 1D 478 — A ll, Magnifier B 55K ID 5 H AT BBV AL T AU ID HEAT I, 4R
A5 S H A I R, Magnifier 45 F RS J0R BE 2% SRR I SR B0 B st — P e i K. )5, Magnifier
BRI I 1D U0 BN HCHE T L1 B 44 B, DURH 1E SRR )4 SR b i (3 2. S8 45 SR 3R W, HorusEye HI%K
T AT A I E] 99% P58, FRE 76% (97 5 A ] 1 T s 2K

SVRTT S, 877 ki i 76 ] Y AR A 4L b0 TR SR AR MR R S T v T R BRI A, — R Bk
T BEFHHERA M BT . E R BT ] g AR AT ML b (0 A7 B VR AN T SR B IR 0 PR, T g AR SS BT IR E 2 1
TR SRR AL S8 B UL R AR RS2 RF, I BLTE s 54 T AT TS RARHAE (b B B K B AR 22 . AR RN E
) LA PR, X R PR SR B AT IR 2 0 AT A AE R PR BRI, (75 38— 2D st

(3) B TS AT 5 A 4 X 28 A5 B

XBHARBETENE R IMHAE ML (N2 M 4% RNNU AT Transformer! ™), 43x 56 2 35 A6 R F A
AT YRR ML, B — A o AT M RE.

Yan 25 A\ UV R B A T O H A HIIE A M 48 (recurrent neural network, RNN), 35 H A A L 78 i P A%
RIAE, %I T BoS (brain-on-switch), 7EEUHE T LB 8 1) RNN T4, I Bl vk (iR & T F L R =g
J5T Transformer F¥1A4G FE I BT B, R 17 SEIIE BE B0HE ~F T 1) RNN HEFE 4244, BoS i id —{H RNN 3 1E
BT T AR B Ak B R B, Gl I U AE B4 3R SEIL B A 19 )2 B (AL 3 R B 5. e Ab, A T 3 i )
T %, FA RIS LR KB BEHAT TEIR [ RNN B [AE K. TN Tk b B 24 1 o 2B i, B an 2 28 &
G338, AT RBBCA AR S o 3 b Ay, 3K AN gk 7 S8 SO B IR A LAt Transformer 2874V i 23 H A B
HEAT AL B X H e vert T — R A I, bl BN S B BN 2k A 2 A h Al 45 2, IF LA
IV RSB AL 1 3 2 DL B R TR BN T 2R TR s ) o AT AR R B e K B B T R R B R TR R
Jo, BT S AR B HERE R4t (integrated model inference system, IMIS) #E47 8 9 & 24 KRB 04T, ‘& BES L 7 2Rk
YR 4K BE )BT Transformer MREAL. IMIS Wi 4 FhA IR ES 1 F0 B 4 A% 1A 55 Sk S 30 A FHLZE 1 it A0 3 /K 4%,
AT A8 53 2% BRI AE 28 20 AT R 24 4o T v 1D PN 288 B TP R Y SE TN SE B 2R B, BoS 18 2 ML s 4 T AT 55 b iy kot 14
AIRT 5 AR R T e HoR.

X R TP B O IR (M ph 42 P 45 5 B AE W gm AR A 4L b, HE— B4R T AR A S N e T, (FR B 2 A
TIMHEE — e R L 3 7 AER (3N, 5208 ST AT IR SR Bl ) 28 RIS R0 = RO 18, 2 3 v AR IR
AT AR TN A, TTRE R TE £ BEUR LA R TE N R B AL
2.3 FaRG. A K e

TR ELHE A5 17 (remote direct memory access, RDMA) 7 z B4 H Lol o i 32 X3t 129, #E RDMA 1,
& Pmsed IR S5 % CPU BLE: IS I 77 il (A 70 27 RDMA 77754 K i U212, AT Bk 5 S5c8i e
A FELEIRSS UL R A T8 T 7R 255l Xing 25 A 12955 RDMA (13X 28 il B ¥ i+ T Bedrock Z 4%, FI T 9w F2 5035
P T RDMA JEIAIE U7 il DA e 32 FIe S B 4 S48, v] DA S v 2 Boe . BARZE Rn .

(1) Bedrock Bl Al 48 F2AZ HM LA eBPF AR SZEL T RDMA JENE. Tk B AN FEHLAS I BE, 7 gmFEss i
BUFIF P 26 30 Fh A AR B EAT OAE, 38 3 DU AC AR 2R ke 2 R AN B0E A ) 1P Hhuhik 5 T B FR FME B (s8N O o
H ID) J& 75 —FON M 8 (R AR U5 B 1R800 2500 B . Tk B Bl —HLE% 195048 £, Bedrock M2 F ] eBPF
ARTE N Z A (L B4k B (142 . Bedrock F| ] eBPF Hi K424 RDMA #1F, A {8 i 1F A o 61 G 1 124 BA 3]
B Pt QPN (queue pair number) 5138 DL & B # Ik 55 2% QPN SN S uii QPN, K482 RDMA E£: 3| AL
2 ID FHEPHIEARINE B, X LML 45 Atk RDMA #2848 T —E AT RIEATENLH].

(2) Bedrock il it ¥ ACL #1# 2 v] a2 b, smvrH P DLgw i 77 208 @ FE B ACL SR Bg, ik 754t
RDMA ACL 1 4 i A4 Bt il B B AE ARk 55 4% LA F — > RDMA A1 &7 R A5 B ACL 4UAT QPN, Jfi i s2 el
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325 1) T T FR) 7 4P R 4 SR S 50 58 B T S AR AT e L. AR T 1, P4 R PP AR ACL 26 rb B I SR AT U 7 45
R AT RPN G USR] 7] 7, Bedrock K F AT R BE K ACL RLEE. KA FHIAR, LLK& TCAM Il SRAM 2 [d]
IR, KB4 ACL FEAR A B UFAE A . ax St it 6 FER T 7 U5 45 61 i RS Rk, [RIRHERRE T =it BB RDMA
AR,

(3) Bedrock 18T 75 W 4% 5 = F1E 5% RDMA i &, 1 RDMA RSk & vl WL, 38 98 22 2 R[5, Bedrock 7E38
HHLH AT RDMA B 4%, HEREZAIL S RDMA 53K DU i i vF B &, BRI TH 8-/ B EURIAR P 3 828 S5 A
BRI SL A A s 4. B RS R B nEdE (W N Ak R AERD), 7T LA T NetFlow #
AL FAE 1. 8 AT I L E 3%, Bedrock REH8 K I FIE HE DDoS B« U5 18 Yoo A1 %4hs i B8 2o kb,
Bedrock i $ L E Hil 40 i A A A8 J1, BARNIRR SE 22 A3, Bl s i BRER rkey SRR 7 1E A0 52 5 .

S EITAE 3B, Bedrock BETETEJL-T-A JHAH 1B DL T &/ — £ 41 RDMA Hiiti.

3 REFEE

AT 4 FE A B PR AR RIS T RO 14 e b ) S 35 L35 52 BBk SRk 22 I S0 N DR ) DG, 2 T ] AR A8 ML) R 2% 22
5 A AR A 1 S B e R R — . A ST 1 30 AP R T ] Y AR AT S LI AT IR 286 222 4 B 10 1) A T B
AT, w5 1 AU ok gk e, L T 2% 22 A B B B AR = Tn 2 —— TR AS DU e R, X e AR
AT T RGHAGN RS, VEA N T S 8RBT Eas ., SEELH . RAR S LR RIRME. RE 4urs+r]
AR AR B AR C IS T 02 BT, 12 B 25 ] Gt A2 D) 28 P A IR J8i 8 R &8 20T X 3 s RV B0, 2 T 7] 9
FREAS AL 265 22 A= BT ARATD AR A 1R 2 Fi T IAME A 1 — AR &R

(1) T 1] Y P2 AT HA L) 2 A 4o 28 X 2% B AP 9. I AT TR 5 2D (R R e, BSR A 2 U 8 2 ) B L T
BT SR, I ELSTIL T AR AR P (R R e R R 2 0 T A LB PR ST T AT HE B, o SR
fE A B 2 AT, DR SR VR 2 2 AT O T T R R A L B R RE A ST TR HR B TR 2 S0 RE ST T 4
AN B B R R AR ARG R X S 1] A 22 o 2%, HERA VR Atk — 2P HR . OB AT E RN X 28 A7 R 43 R
T2 JR I T 55 J 4 42 P 48 TE A P RS0 B R R . ARSI 78 ATT AT DAIE— 3B 0T A T S AR A B L SR B EE Dy
AP X 2 AR R HEER, 10— 2D 5 = % B8 T T AR LAl 1 AT IO 8% 43 B R ) 198 94 2 R 0 2.

(2) AT AR 28 RGUA B 22 A VEWTIT. DU 22 T ] G R AT ML AT 22 4 B AR A 1 220 H AT g AR AS L)
RIGME ACKA. EPERE SRR, M AL S B T IATE R . A S 7 TS T ORI 3. (B XL TAETE ]
IR RAAS G2 M L EA L, R B 0 T gm R W48 R ST Bty beanid i % 2V R T g AR AC
AL P AT DL B B30 B8 A 4550 28 70 B0 1 [ b ) o7 4 S s R YR FE)R, TR IR R IEAT, Xt ST AT A IR,
I, ARRER Yo T G 2 X 286 ZR G A B (1) 22 VAT IR NI FE AR — A B s 09 77 1), B FE N G R B ot T 4 A 4
5P T A B0k JEAT T8 SORNG3 288, B TR S 1A T I AL 0 it LA Bl 6 8 7 1) JRU R

(3) FTZRFE W45 9 5] 7 AR R IF 95 I S SR B 6 1T 4 A2 X 4% 1) gk — 2D ik, B 7 AT 4mARAC ML 2 4b, AT dm A2 5
AEM 1 DPU (data processing unit) DA S A]4aFE N AZF AR eBPF IR ML, [R AT g FE A2 Bl 1 % 5 K 244 FR i),
1R 2 B AT 55 AT e TGV 58 4 (S Lk AT SE I, DRI A DPU K2 eBPF 45 A 4 42 9 £ 76 3 HEAT Wik 7] 077 4 02 oK
SR T BRI A5 Tl 22— S I A AT 45 1 43 AR I o BGH 2 BN R AT g AR 48 T R b, 7840 R &4 1
Ao R, T ORI A, SRR R RE RIS IR A R A R S, TR X 2% 22 4 [ 1 ) R

(4) FET T GRARAS AL N 2% P BN R 9. Bl DR 28 R RO Je, N I8 (S D48 ORI IR B s e A 1 B 2
F-BL. AL QUM R A5 R0 7E 0 1 4% 5 B, FBOT PR R Tk AR . v g AR RS s v R . RE T
DA A7 B R A T 2 T R BRI 1T RT B, I T e I U, mT G R RS ML AT LA R I R R R i vk
U AES. 4 T ane] S 5E 53 % (RN fige 85 B3 DA R ORAIE 22 A ME AN AR e YEATY 7R i3 — P I AL SRR LN 53 ] At — 25
PREFET AT YRR 2T LI 0 A 235 B L3 SE 28 A SR 22 o o A 35 1 30 P v 3 A B AT 2 1 PPN 45 22 A= i A P 4 A P
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