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W E KRR AENEER ARG A 5K ATFINRARN G LEREATREFINFTF)w
THAKZRFAHARFICEE X BFFIEGZERS, FET 2GR, KA, & T AR £ R RF Z 08 69448 £
T AR A TR )RR, A A TR 5 5] 6 R R 7 ok KA SR A AR R ﬂﬁiéﬁﬂ%iﬁl RA Bk, 2k —F AT
HE 0 % A RPN % % MulVD. MulVD #2827 —FP37 AL 49 45 # R 4n B A 22 PR 45 (SA-GNN), € 7T VA B iE
JL 3 TR R AL 64 R SR BB S SR 64 SR RIAR X, STE R FINR A 49 H%Tﬁ%ﬁ—?é@k#}%/\#ﬁ IR 7 kA
Z o kAe B 5K RIFARMAE S 694 B0k, FI4 R A, MulVD R F4R 5 7 IA A TIREF 3 e RFANHE K
B AR,

KR FIRARM; R AR BAPE R KR 5k

FEESES: P31

hC] PR S BB, IS, IR, REEE, 250, BRIT, BREAL, SKE, X4 FET AR RO w2 N 2% (¥ 22 2 ) IR A . 4R
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Multi-class Vulnerability Detection with Structure-aware Graph Neural Network

CAO Si-Cong', SUN Xiao-Bing', BO Li-Li', WU Xiao-Xue', LI Bin', CHEN Ting’, LUO Xia-Pu’, ZHANG Tao",
LIU Wei'

'(College of Information Engineering, Yangzhou University, Yangzhou 225127, China)

%(School of Computer Science and Engineering, University of Electronic Science and Technology of China, Chengdu 611731, China)
*(Department of Computing, Hong Kong Polytechnic University, Hong Kong 999077, China)

*(Faculty of Information Technology, Macau University of Science and Technology, Macao 999078, China)

Abstract: Software vulnerabilities pose significant threats to real-world systems. In recent years, learning-based vulnerability detection
methods, especially deep learning-based approaches, have gained widespread attention due to their ability to extract implicit vulnerability
features from large-scale vulnerability samples. However, due to differences in features among different types of vulnerabilities and the
problem of imbalanced data distribution, existing deep learning-based vulnerability detection methods struggle to accurately identify
specific vulnerability types. To address this issue, this study proposes MulVD, a deep learning-based multi-class vulnerability detection

method. MulVD constructs a structure-aware graph neural network (SA-GNN) that can adaptively extract local and representative
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vulnerability patterns while rebalancing the data distribution without introducing noise. The effectiveness of the proposed approach in both
binary and multi-class vulnerability detection tasks is evaluated. Experimental results demonstrate that MulVD significantly improves the
performance of existing deep learning-based vulnerability detection techniques.

Key words: vulnerability detection; attention mechanism; graph neural network (GNN); multi-class classification

JEI (vulnerability) & FE/E BT SCBL. BCE S5 FE 51 NI A Bhia ) — BBk R, T 58U
FRMEE. BEPR. REHBRERER, BUGETEI RS %4, B0 E R 45 R 2 56 J 4. Bl
7 R 1 2 1R AT AR R SR A D Ml 25 A, B IR VIR 50 B A 2 4 ) AR TR AE R 2 4 k2 R Rl [ R
— AL G PR R RS T B A LA 3 B Ay A, R P e S8 I VIR U B0 A B0 E 5 T B AR 7 YR A AT
Wit R E SRR WA PSR, Bl T R IR 2 A (8, 2K v T AR R AU
58 3MTHE NN 5 F0Z 0 2 e, S EURIRE IR E R .

IAER, %S DARFES =] (deep learning, DL) A M N TR REHIAR B, R I H 158 R I EER 248 5 4
AT 68 7745 R TS B A R T8I I R R B Y — 5 T, FF ISR A 14 32 2 R TR At 50 T 5000 5 A X A
BT EMIRIRARD, T2 ) IR TR B ARG SR 4 T IR ST EEE AL, 55— 7w, AR s T EEW
TEETR SUAE R, 154 228 X 45 A5 28 5 2 s v SR R TR ALE J R T R 3 28 5 vk 28 0 K I R B4 A b i
ER R EEAE F S AL BB R R, HBrH 6 IE BTR FE AR 22 N 28 BT DL 7S 40 42 40 R TR g e e
2, SEIER A IR R U 64 B 3h 4k 5 8 se k.

U R T TR 5 ST TR ARG 9 00 R — 7 B A O 70 B SR B, B L e 7 AU B A HU A 4 5
ARG 7540 B, oV s Ak IR ZE G B, Bl B S 3R WA, A A VR AR TR SR B A I &5 SRt I R
N GH & EANSE, — 2R A B s AN TR o B i TR R UV TR 3 5 N R R, A T
VERZ 3@ B AR R H IR IR A R RHAE HEAT £ 15 M A2 R 5 E, LAYk — T ks FE A& PR IR T8 RUEs it
FEITVELERRE BRI TR AR 55 TR AR T RIFRRCR, B R AR &SRR — 71, BT IRFER A Z, (L
Bt TUAh AL TR s ] 48 R g s s U A 2R i DA A2 AN R s R IR DU 55 SR 3 — D7 T, A RIS AL I Tl 7E L se b
A I T YA 350 TR 2 5 K A A 3 U, A 45 S AR IR T 2 2 4 ) U Sk — A R 0 S A i 7 )
FEABE™ BN L, SEONEMERERIE T .

BT 1o W), AR SCER T — 3 T 4 I e TR e 4 I 24 11 22 2850 R IR A2 I 7 2 Mul VD (multi-class vul-
nerability detection). 1 55, A< J7 i X EARRDHEAT fR AT, #4784 X A5 JE 4 Il (code property graph, CPG)! BAKE AN [ 2 74
(IR IR A T 48— B, B3, N T AE R RIS 12 SR I AR RS S, FAT 1435148 F Word2Vee! il Node2Vec!'
X CPG H ARG A R U AE )T SUEATRRE SR D, S8R5, TATREE T —Fh A &5 F I A A 42 I 2% (structure-
aware graph neural network, SA-GNN). 1% 45 B 58 % H 3T B K42 408 A [7] 28 284 I 0 oy 30 1 BUARFAIE, FEAEA B NI s
BB LT B T IR 20 A0 22 57, SEPL R 2 M RHE RN ROR. B, It 22 2851 73 28 38 SEUUN R TR 28 BY AR .

T AR R VAR AR B, AR SCRA T3 AN 2 A% IR SR R A B ok a3 VT A AR 5 R L TR R T
W (=53 2) FIIR TR AR (2 5 28) PIAMES BB B0, AR SCERIL T 3 A5 T 0 s e A il T R (Flaw-
finder"’. RATS!"™. Cppcheck!"”) Al 5 ANFEF 18 2 S I A4S I 77 % (VulDeePecker. SySeVRP". Devign™',
ReVeal™ 1 LineVul™) ff Ayt b IE 2R 526 45 H 348 B, AR S5 1% 70 U T R 350000 AN R 26 B UAAE 45 | F1 4%
HOEE) T 66.3% FlI 45.5%, MHELT HALFELLIERE ReVeal 73 HIERTH T 3.27% F1 13.47%. BLAR, XF T B 4ie th i) 45 ¥ %
HIE AR X 2% SA-GNN F Y fit <256 11E B He 1] DA B 3@ R H 3 FRAS [B) 25 IR TR B0 R 3 i R4S 4GE, SIE R 7 A 73k iR
B,

AR FE TR S S5 T

(1) $2 0 7 —Fh T ) JEACHS 22 2R B JRIRAS T 7 9% MulVD, SEEN 2 Rl iR 282 5 80— dp SR 0, 3271 7 3
B H TR B 2 S W R TR RS, D 5 VR B S 3 st v e P k.

(2) BETE T —FloBT B 25 1) B [ 4 22 R 2 Y, T DL [ 3 S B A2 4 A TR TR 2 B 1) R 0 B B RRAIE, 3038
1530 22 7, SG5R T 22 FIRTRRAE 27 =T B HERA M.
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(3) LR A ST B (7735 B IR RS I 7 VA8 P FOS (e VA Bl 2 b 3EAT Sae o L, 45 SRR, AL
PRt (0 5 R AR R IR B AN I R SR A IRAIE 55 B34 B 2E 5T

ARSCH 1 AT AT IR L2 ST RO IR IR DU A AR 5 AR 55 2 5/ AR SORT s AR B i, L4 P A 22 1 2%
ANPEAZE STIOAR MRS 55 3 759 SR A SORA AR (1 32 T 3 g R o 28 D 246 ) D) SR 2R R T 4 DA S SEBILA 1. 56
4 TP TE IO B S0t B8 5 T SRR A RAEAT 0. B 6 TR S A sOUF IR AR R AR

1 XTIk

MEAER, ST EA: DX AR BRI (AN I B 2R DU RIR P 27 ST A R AR B 1B 5 R0 B AR 5 AL TR A AU 1 SRl
PR, D9 LUARAD Ay v R BRI AL U A3 150 0 A e SEL i . R B 25 S0 RO IR RSN 7 g e ik
N ARZERR 5 1A [ B, ) P A 228 X 245 AR R SR B o o S R AL AT UL SR 7% R B E 7, 423 s T A oy P O . A
BT A% GRS T 5E SRR R G2 40 A5 e R ARR AL 15 08, 56 TR P 2% >0 (K0 TR ST B AT R A e Dt o 38

BART S, MR IR TR AR A 7 AN ), 32 T3 B 2 = BRI RS WU 7 2w ik — 28 43 ik T AR & BRI T
MEETATIESS

FET A4 IR TR R AE R R T AR AN 5 B AE S — B A Gt Rtk iSO, R KR 1Z M 45
(long short term memory, LSTM). Transformer'™* 5 5% 4 41 B T QAT H 3 L A1 72 SR IR AE DABRAT R0, 451 4
Dam 25 A PRI LSTM 43 AR AT 4 R RN 4 2 4 v B R R 57 F0 J25 3 0 4 JR AL, ) FHT B ML AR AR 252 4 o
FAR AT IR T AL TN,

MR T HMES, B HhES THEE . W EERMEHEE. I, SRECE RS E BRI EE. R
TRARHD & UL I RRE R BE K 2 2 & MR 7 R R R I E A B4k, GG Hh SE R (abstract syntax tree, AST)+
3R B (control flow graph, CFG). F25Ki##i /] (program dependence graph, PDG) %5, #i G B LM AST TE4INLE
(ARG 4 R R ) I W T ARAS HEVEAS B, A B T H8/R W0 22 4 (M S 408l S IRIFARAE. M EL 2 T, 8l CFG
AR 7l PDG FERCHLRLE (115 A1) 4% 531 2 T A5 0 AT @ 48 5 B % 5515 UE B, AR TR g X
i ARSI NSNS R R ARRAE. BeAh, — 2 TAE 5@ FE U0 b B a5 s R U st — bk ik
FEAERIR, DABE N DGR IR A DG 19 R 3 AR A B

FRAERRAE 2% 2] 07 AN ], BE T IR BE 2 S IR TR MU 7 VR 1T 70 R T B AR A N 4% . LT IRH M m 4, ik
T B 22 WX 45 A1 3E T Transformer iX 4 P 7Y

H T H AL N 4% (convolutional neural network, CNN) 1) i K& AR FUEARED Fr BAT N B, 1 BB FR # A
AE 2 R R K AR $R A oK 2 STIRTRARRAE. 5140 Russell 25 N BRI FH B AU AE B 2 A0 ARG 4 i
FARNFR BN B B O E AT R SR AL, FE N B BE IR A AT 728,

FE TG IR 2 ) 2% (recurrent neural network, RNN) B s ) G 0 A AW R e 40 S — B S AR RS %), A
FK S A2 M4 LSTM. 145338 5 510 GRU SR8 ok 2 >) il i bR STRFAE. n: Li 22 N 42 4 7 VulDee-
Pecker, 18 ¥R R R AT R A5, 8 HXUR LSTM 55 RNN A BRI 25 HoAe M A5 Y.

B B4 M 44 (graph neural network, GNN) HJUAT, — LR 705 22 30F A GNN (19717 25 BALFEHLE], M
RABDA S PR B S o B R T A AR SR R 3R PSR IR IR A QRS g A 1 PN AR R MR S
BRAM L GONPL T2 M 4 GGNNPYL B J) M 4% GATP YA, flln: Zhou %5 A\ PUiEE 76 5+
GGNN FHFHIERREEE I — BB B U NARIB 2 & B3RS P2 38 2T F 8 1S SURFIE.

T Transformer I TR TR 2 R REAGFE 7 AT AR IE S 1015 7] /741, HFHFI ] Transformer 22 A4 385 )
VKA B S 2R AR A 0 T DU S R 3 S T3 L. 9040 Fu 25 N PRI CodeBERT A% 70 7 g T B 4 _E 34T
WO, FHER A B = I LAE LRI G ).

I, TR B A = IR RS W0 7 32 32 B B T 24000 B AR AR 7 = S A BRI, G BT 90 O IR IR S AL I 1R )
. Zou % N "I RGN T AVRSE R 7 (code attention) 1X — 484, 38 2F A2 3 VI I 2% R 47 ) RO B AR i o6 &
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DAL B 4 18T (9 TR VAN SUAE S DASCHE 22 SRR IR TR 28T, R 7 U0 i BE MR & X 22, FLAfE LA ot
PR IR 28 25 18 3 P 3R R AR R TR R e 45 A A B TE V23 SURFAE T T AR R0, A TR 3 7 — o ) 5 44
JREEI P22 M 2% SA-GNN, T J ] ok B 1) ARS8 PE I CPG 3 B2 #2408 AS R S8 B s ] (14 ) 348 ML RURFAIE. BE AR,
S — 2l 5 P SMOTE S5 U RAF AR MO AR 1 RIS P v A7 18 (¥ B0 AP 1) R, {24
L% B 2 SIS N7 57 T I, BEALA R B AT E 2 S B R T SR A (KR 23 (R A7 A 2 B 5 BRIz AL
LIRS (R T S Ao/ B IR ) B A H A A SRR TR AR AE 2 8 v ), BELRS: 17 IR B 2 ST 2 2 B R
(IR IRRFAE . R, AR SCHE 25 R I B A 22 X 2% SA-GNIN 2 JE S DI SR 22, 3l 3 3 25 VAl & R A mT Rty ke 14
TEAE TR, FEAS 51 NME P PR D0 A 1 A A LAY s 20 A 22 57

2 EALFEIR

ARG RE RS AW T A RN & AN I AR SRR T A28, F B IE B 28 AP AT RE A 22 2.
2.1 [EHENLE
s TR 2 STRE P U7 T ST RS 77, UMM Z5 04 GNN B2 REF TACID K 2. b fr. ekl i
YR A CARATSS, FEIUAS T RE RIPERRIE . H AT EFM GNN BREK 2 R AR & 07 &, it B
A A B ke 08 J AR SN SR BE T O 5 U 1A) R
W = o (h0,AGGY (RS : uwe Nm)))) (1)

Hrp, pO FoRT Ay FER 2P ¢ TR IERR N, u e N(v) R fly BILTE T 2L, AGGY Fll or() 43 S R 7R B H 15
RN ZR 7R IR 1D PR R R ORI R

I 22 kAR, LR T DA R T AR AR OC &R, BT 25 S BRI S S B RYE TIHES R AR E, T 3%
JE T SRR B AT Ty 28 T R AR TUNAT 55, TEASC R, 2 KRR MAE S5 e 2
KB FAES, B 458 — NG BRI i FTxt B BIER R Gy, R AR Y 2% 5] — A Widit o £ p CATRON 3 BT i) 25 2
1€{0,1,2,...,n}. H1, 0 RORAAFAEN, 1-n FoRImiiREARZE.
22 FNEEHERES]

B 0 TR A A 2 SR P B T IR TR I %) Bl B T 4 43 AT 55 AR BE A X v T
1 772 P 5 A 487 1) . B AT SR T — LB R 2 AR AN T2 ) MR o0 A T AR AR 1 R ) 7T S 0 AR AR SR
R AN ], REOR] 73 T B0 G A0 T s KA .

BT RN i R 3 )L JE A A 5] 5 SR K 1k D MR e ) SRR A TR I . 1
0 Wu 25 N IR T — R 6 T 5 8 2% > AR A R 7 2%, R AN i SRR SR 4 26 R (5 AR A B
A TNk AR o 2P Re.

FTHERAER R8I R . RORFE SRR AN R 28 B B RE AR LA Rl W 90 R I, T SRR AR
A DA — 5 R FE _E G AR 35 1 1% B 25 S PR IR TG 00 77 925 0 AS008 ASSF-18 ) R0 v R R P G 0 i g B, S P A
b SRR AR B D #2558 KRR (synthetic minority oversampling technique, SMOTE)®?), HitZ 0 AR JE 7E /b $4k
AN FAT B A K I k4R, 75 B R 2 A L AR A BOREAS, T 70 D B R AN .

R X BT VATE oy 2837 5 N I EUS T AN (0 1 RESR T, (E TR B0 43 A = B AN P4 1Y) 22 28 VR TR AR T 3 5=
T, 3 Bz A SR S RS T R AR A 2 o D BRI IR SRR IR R . DRIt AOTVRSR A T — A T R A E
R0 THT 170 22 43 284 55 1 D Bt SRR F R SMOMP ), 38 et 78 HAE 23 18] b 3l 2 VP Al & BORE AR 1T B 45 SR RV 7E 1

SO, FEA T NI B BRI 00 A Bt AR A LA TR 73 A0 22 5.

3 ETHEHRMERE MG %S XA RSN 5%
9T SEAEBA RSN AT BT AR R TR D R SO R RIS T — ik T SR SR R e 2 R 2% 1
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2 FN IR T35 % ITE R BEANEZR AN 1 o, EE R BUT 3 AN A IR TR B3 AL BORSE R AR R A
SRR A IR A AR B, BT 5, 1 X I 2Rt (B AR TR AR A AR R TR AR ) HEAT #5047, # i AXH Js
PRI, FEAE T RN BORVIIR A BT AR AE; SR, K AR Ja 128 1 R L3 s R A N 1) 95 A R ) Rl A 22 o 2 o
27 2Y A R R i 18 22 S5 A ) J A 2, IR 22 S IR TRAGL IR AR s i, R sA R i N 81 1 R e P e T A D A 7R
th, i G 7 R AR IR, A A, it A A R R S 2.

(a) TR GEHIIR (b) Kl
PN TIN
—>00 o
_> 'f z;z _>
—> 00 o ’
AT oI b RN R
v
‘—» () JRARSAE Hh EY —>
— > JEAR
RS K

(c) YRS
B T 5 MBS PR 0 28 X 45 114 2 28 30 s VIR A DN 77 2 2 A A 2

3.1 RIRAFAEHEL
3.1 ARKEJE 1 E A g S bR AL

N T RN R R AR AR AE (S B, A SO S0 5611 B 25 o 10 38 FR IR TR A D0 vk 221 SR R AR J vk
CPG!"'MWENFEFIERAE TR, CPG & — P& & T IR IEER AST. 15413 B CFG FIFEF i B PDG HIBE &5
e, AU RAEFET AST G DR By b R ) Bl b8 I ) [R] P 428 il Jnt RO 7 0 it (o448l 4t
BRI LR B IRACRE B E RIS UG B AR TR — MR F R AR, AR EE CPG W2 G,
P R B AR PR S B G — R B S5 F b, 7R AT R SRR TR ARRE IR L 10 S RINRIIN, Re 8 I& ie B &
PR 28 A58 B R ARFAIE 2 21 7 32X, B B T3 R TS DU P 3k e

2(a) A H T —/NMEE R (CWE-190) I i FIARAD Se 6, FoAH B ARS8t E Wil 2(b) s, b
AT A E PR AN S AEVE SR Oy 1R G Y 2 3] B A H I AR A4 S TG SR M 5 U TR R A 1] 1) R
TS R R, AT EFERSG— MRS Var i M Param j 5 B € X R ERAS 5 4 F1 S 504 3 T ARk, 1]
i B 2(a) ARREIRBIEE 3 47 IR ERAL & data #05 #eh Var_1, HAHR FEEZE AN 1dentifier.

void func (unsigned int arr[])
{
unsigned int data = arr[2];
{

++data;
unsigned int result = data;

R

(a) IR AR 451 (b) 14 & 1 I CPG
B2 AR B b 7 S b AL B 45
3.12 KA ARERA
TEFRAFRID ML I R TR CPG 5, 75 206 B i BT A 1 SO R 20R, DL 31 B i 4 X 2% A 3 o
HHTHRAESE ). BARHE, A0 2508 FH Word2Vec! Sl R B30 AST Hh i3 sk 4745, % B 3% F Word2Vec
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W BB AR 4 17 N AT R 2> 5 2k — L B L, FRATTE A Node2Vec! "% CPG 35445 5 (B 4% il Bl CFG
FIFE AR PDG BT 50 #EAT40BE. Node2Vec & — Pl iz {8 F I 4 RN vk i e i B AL & 7
B f RN R, T DATE GR B3 B 45 015 5 1 R B A At 0 2 R 2R ) T 8 P 2 A AR ZE R 3 11 1) B . TR
T ERIRREANZ 5T, BT Node2Vec 38 X AL H AN sURIME B, FEAE A ) B S5 0 (45 B — AN s AT
G B AT DAAE TR V8 R 2 RO RN % R R R Ah, 5 SRR AR A, AT VAR EE AN
R FRiRFF. RIANE), FONF BT BN mUT AR RS R M, (A3 R A X s Al . A S03@d One-
Hot Z At 549 s 4 RSB AT RFAE RN 5, B89 SRR (Word2Vec B, Node2Vec Zifd ] [7]
HRIN) 5B (One-Hot 4ifid (1 M 5 7R) JEATHHE, 16 )5 SRHER R % S .
3.2 KREGE

9T PNG3 AT e AN T () BB A A v 2 30 B AN [R] S A R 1) SR 0 UL ARRAIE, AR SCHR Y 7 — P s A e ) P A
2 M %% (structure-aware graph neural network, SA-GNN), U1/ 3 7R, SA-GNN HAFEIZIRALE . S8 P Fn
Iy RBEYUX 3 AMELLLE A, T 5 1 D% ARTE T3 F 2 T By = WL R 3R 5 VR AR R B AH 56 1) SR i AR 7
F B, I B G Rk R D B A BORE AR 1 AR R DX 3 D B 288 B S AN 1RV AL R XU

RAIEFZ A A B SR TR eI ETS

K3 gE R B A M 4% SA-GNN B AR 48 Yy

3.2.1 HRAEFZAEAELR

TR = AR A AR R R/ DU LSRR B 4], a7 S b A Bk BSORE B EAT RRIEF29 23 51 N 2 SRR TG G [ e 75 45
K, TAERE P ARS U i Bl T B AR T SRR 56, A LA 25 BT A IR D8 B BRI, ARSCRA T — MR R 15 BN
BELIFAE 572 GAMP?), Sl N CPG Hh [ 38 R i % — 4 A7 76 T8V SO (VS SR £ 7E AST. CFG 5 PDG
121y BEELRT R, SRUEAN RIS B T 1 S 0 L B R AT (BP0 3 7 ), AT 4 R TR A2 3 I A B . GAM g R0
F AT B2 ) B ERAR B 40 v R 1) Hy R AT R W S IE FE (partially observable Markov decision process, POMDP),
BAE S 38 3 5 7 B 2 B A b, ORI 24 BT B) 25 ¢ e T RV EARS JE 1 B CPG 3 J 3 i1 B A 15 s (AR 1 B
SR NFE 7 IR RIFREE, FFAE T — IR D £+ 1056 55 RE X I A T 288 1) o 285 BT R B P RH 4004 s b AT R
R, A, FEE AR SE SRR E T, RS U ZR5 2 1 XA R i) B g AT R e ey, MELETR
T 53 8 I R v 33 T AN () 28 BRY JRs VR 1) ) 3 S R RRALE, T 2 L AR A 6 e A A IR

FART &, RFEFZ I A B 3 B i 2D 2% (step network) FIZE T LSTM HI#% 0 %% (core network) 2% (UnF 3
FoR). 48 B IR TAFEAARID JE 1 ] G R AR R BINRAE 1, 5B ES f, T 48070 8 oy MHET & r, EFHAHE
B S AT R A ¢, THEAE MTTI 2P ¢ R IR 5,

s, = fide, 71136,) 2

Horp, d, RoRADENT 8 ¢, WAFERR A, 0, RoB L% £, B TR RFE N B B 4ERS 2 (R M S B ZR T 2.

FT 4TINS 2 N RN s, FI_E— B[R R L Ay, AR OIS f, VHECSRTI [R5 T 7 L M A,
DLEE BT R0 B P BT 1 s FE R [R5 ¢ T B4R (S B B
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hy = fu(se hu_1500) 3)

H, 0, B0 £, o AT S 20 ¢ R RRHIES R 20 S &2,

T FAIRRERE HERA X 2 S [ 2 B YRR AE (4 R 58 40 51 CPG ¥ I, ARSIl I e K AL R T R TERT 2P T R I
ST () DA R AR F2 4 AR T

J(0) = Epy,p0[R] 4)

Hoh, 50 RIRB WG £, FAZ0 M %% £, FER 822 T WIZI8 R E A CPG T BIIEIEF 4, 6 = {6,,0,) FnF M
ﬁ&@%%%%ﬁR=Z;nﬁ%ﬁ@iTT%ﬁ%ﬁﬁ@Wﬂ%%%%éﬁhm%ﬁ@%%%?%%%%%
B IEF N IR S, W = 1, B rp = 1.
322 RKIFTEE

N G ANFHREA S S TR 2 50 RGN INZACRE T B ZE N irl 8, ARSCRA T —FEE T k34l (k-
nearest neighbors, k-NN) F-& i/ $285d SREEBVE SMOMP T, i [ 38 b 9 4N I i 20 B RE AR AR J5 75 131 40 IiE
— NG E LA B R R R R (RIS BFE AN 22 S USSR S 2 BRI X 1 &, BRI
SRR, BRI S, FEASLIT 3 AP

(1) FEA BT R PPl

TR BT I SRR VI ZREE h ¥ &5 BL, BRI AS (DI RRAE A2 4 AL H A5 31 10 JR 56 40 CPG T ) Rl 43 /b4
REZHE, FHor, BRI/ T I8P R A S My L BRI ZE B b8, RIS 2 4028, M AL 43 5l 3
TR RE A BORIR TR S B0 EL. X FAE RN D BRI EL ¢, FREARLE X TEARAE 25 (8] ol 3k — 0 4l R o S AR TRE A
O7 (RN 1 AL AR 1 1) B J S0 AN %ot Al 287 A B THT 2R ) RS2 PR AR 79 (R T bR AR A B9 & e s
151 7] B 2 1 T AR of A A (25 > 8 7). R b, AR T 2R 3 T 5 B A T e B SR 2K B HDBSCAN SR AiE 4%
6] e B BT A REABEAT SRR IR REAS x7 € X9 0 A T /0B ¢ o RV IREEIE, Wb AR BAE A o7, 15 4
FrRid A2 WA 79, M T HAD AT 19 257, HDBSCAN 7] DUk BT IR A /N SR 260, A A AA
AT E S AT IR TR AR, a0 4(a) ATz, KA XI55 HDBSCAN AR RN 5 — R SHE, R BIE N4 R 24 (8/11)
TRRAE A B R DK g, TR, % X3 N IR TR 48 7 € X9 A BREAS 01, HARIRIAFEAR 30 € X0 32 W FE
AT

O 2%8%ma, A BrsbEAx) 4 D8Emi, f) RO g ZHF AT

+ 7% \

.( A 4+A
or0% it A
+,0 AO\\Q* i

eeio, 0 O

L L¥ g oA N
L9 00,

P etal

Y YU . *
ot 0+t% o o

(a) THI VR BT AS ) 5 B A E 1k

(b THI i1 32 PRUREAR ) 5 R AR 22 B

4 DHEEE A A RS

(2) IEFALE 5
EEXHRBRFEAR 07, A SCREUS H A3t KA 572 SMOTE VA [7] A A2 B S s, 38 1 9 /0 MR BE A & I 48 T
] (A 4(a) ZLEHR TR, k= 5) BEHLA G BAEA. BEX 2 RREA T, A SCTH AR ke 2487 1) A2 i AR A
I PR3 PR L
1/ 5 a0 S ) .y 0 T )
o, 5 e G emEn) RS RS (TR T, TR A R R AR T A A AR E IX B S B 502 AL R .
& i FOTMERE R T, SR T kAT 2] DB M S RIE . oo yre By 53 B3 A E AR
WRDHER g 2 ma MELRDESE mi (AEIE H IR DEEK q) BIREANEL B8, BARDHEE g FEATERHIE R
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HrE i L #{Iﬂq A, R 27 T M FE MR K. woy 2 FH P48 3 B 92 AN IR RO B TR A R S 80w, oo
P8 22 ot it B2 AL R T S O E 250, Mg, NEASEL XTI S, BATRAZE 24K
SR R AHE (B w, =02 wa=1/2 7, =1/3+ 1, =0.2). E,u (E,,) F~EEAR IR A BT 2 H 3k

(ZHER) FEA K

_ Y oe Y
En=) . (y log 7) / log]$ | ©)

_ v v
Ev=) (7 log = ) / 10g1S 1] @)

o, S, (S,0) BRDEEE (ZHER) &6, W 4(b) PR, BT ERMESRE x! — I 77 18] A HAh b B R A
miy, TEIZTT W B A A R A LUAE X7 — x 07 ) T8 A RE A2 7R BEVZ A XURS: . DRt PEAFAE Q03 X — X J7 WA
FRA BRFEA S RN T X — X! J7 .

(3) & BFEA A L

X TFAR R D ERIRIIRE A x? e X, AR H B T 00 FURE AR T8 2 32 IRRE AR, S B340 R A 3 78 L ka8 7
AR G R AR, X e A URE A 5 B SR TR A — VR v N, FH T Il 2R 2 28000 R R i A 2.
323 ML

TR BRI, AR SR 2 210 (multi-layer perceptron, MLP) {E R 3-25 /2% £.(-;6,), F1EH
Softmax & SRR X FLHEAT ISR, e T 530 0 ) F BRFAE RN, 7324 £, % FORE B2 i) TR AR 45 T 1% 528
W25 0] LB i KA log iy |51 6.) HEATARAL. ForR, 1 RV ZRIRTRFEAS 0 B SR, 0, £om 0 FRME IS EL
3.3 R

TEIRIRASIBT BE, 78 S3C VA BR B RL BE RS 30 N AR P BEAT 35 43, 385 RRAE P29 A5 5 AR FOAH B2 1) AR5 & 14 ] CPG LA
KATGE T SRR RN 285, B ACRD B 1 I 510 SRR AR R A NN, 150 31 28 3 78 49 I 2 B s TR AS U ASE 2 o
TOOFE AR B IR TR S i, TR 1-n B RRECKE AR VB TE IR T ARG

4 SRt

ISR AT TR A R, AR SCAT T SR80 B AE R BAR 3 ANIE 90 1) .

RQ!: MulVD 7EJEIH R EIRN (=5 38) 115 LMtERe R B0 T 54052

RQ2: MulVD TEJRIRZERLRA (£ 5 3) 115 LR R B T 540752

RQ3: A SCHE HH 1 45 My 8 PR 22 4% SA-GNIN BE 75 42 v e T SR R 5] 1y 1k B2

AFTHOGVEL A R SIS T AR, AR SRIOBUR L . SRR BT LU PR TR
4.1 TIOWIRE

N T BAIE RQU, A SCLE P I2A8 I A B SR T 3085 42 Devign "Rl ReVeal ™ E#EAT T 5256 Devign i 45
SEABE T N TTARVE, 38 I X S48 R 7T S5 1Y) 22 A A SRR A HEAT N TR 5 38 ZE 0 iE, PR B SRS 5 A8 5¢ 1 AKhD
B HUE S BETUITYR 1 FFmpeg Al QEMU BN IE, L4526 037 AR EEA, Je i %L A 45.7%
(11 888 4™). ReVeal #4543 T IR ER 5 £ Bugzilla 1 Debian security tracker JEHX Chromium F Debian 71 % 4= 4H
RIMEEIRZE. Horp, ARS8 ARADAT BT R 004h T RUANKN T 5 R 850 oy 5l b 10 D9 IR i) o B8ORT = Rl R 0, S ATAT &
A R AR e AR TR R A B AR, BRI 1 664 MNIRIF BRECRT 16 505 AR IE B EL, TR & oA
9.9%.

9T WA RQ2, A SCR 5 — A B SR TR R4 Big-Vull  HET SLIG P-4, 22T CVE IR TR %R &, Big-Vul &
BT 20022019 48] (1) Fr A s A 2 B JEE 67 17 348 ANHHIEHY GitHub EAARE G . @il e iR iE B 1R ACHT 5 1)
fRILAS | Big-Vul ¥4 h a4 11 823 MNRTABREUR 253 096 A~ AR B £k, IR IF B E 5 L2008 4.5%, s T
91 FRIRIAIZRAY. £ 1 5 T AR AR 01 40(E 2.
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5053

LLEITE S T H oHEESiEb SRR JeiEA LY W (%)
Devign 2 - 26037 11 888 457
ReVeal 2 - 18 169 1664 9.9
Big-Vul 348 91 264919 11823 45

BeAh, B1F Big-Vul 244K H CWE £ Zdh G I TE IR T 7 2bn v, J& T R —3h % 32 (51an: CWE-120 2%
X H 5 CWE-125 8 8 T CWE-119 S8 X ERAE A M0 7287 1IRIFAE B n] BRAATE 3R A FEIE &
f16 R, BR 1) 1 A AR R 2 ST e IR R AIE 2 3 AR BE A7 DRI, AS SR A 03 R (GREZ4)) 1) CWE-ID 1N
A bR e, STEERE T IIRIRET & 9. 284051 CWE-ID 38 # 3L T4 58 I FE 5 A A TEEREE . A0
KH WS I 5 RIRTR GRS R I 2 Fros. BUKE e E 12880 (W1 CWE-120 2 X i th 5 CWE-125 ik 443
) B 7E EATAH R 289 CWE-ID () CWE-119 ZErh X BEAEA 1) 1, Bl 36 Fhimi 2B, A [F 28 8RR (1
B oA anjg SCE S Fos. Hodh, A7 ERET 10 RIS TS CWE-{119, 672, 754, 362, 327, 404, 20, 682, 834, 400},
XL RS T Big-Vul 2B 2 95.9% HITRIRFEA. X T A L P3R4 % (BRI M/L = 11823/36 = 328) ]
D E IR, AR SR FH 20 P AR S I AR A BRI ARE AR 6 194 A CRINBAN D EERIRIFAA R T 295 6 ke

), b BIRTEFEA L 34.38%.

2 AT AR SR R K H6 1V ) CWE-ID

I CWE-ID i CWE-ID
Improper input validation CWE-20 Insecure storage of sensitive information CWE-922
Race condition CWE-362 Interpretation conflict CWE-436
Uncontrolled resource consumption CWE-400 Improper synchronization CWE-662

Improper restriction of operations within the bounds Externally controlled reference to a resource in
PP ofa merﬁory buffer CWE-119 ’ another sphere CWE-610
Improper resource shutdown or release CWE-404 Improper initialization CWE-665
Improper check for unusual or exceptional conditions CWE-754 Use of incorrectly-resolved name or reference CWE-706
Operation on a resource after expiration or release =~ CWE-672 Always-incorrect control flow implementation CWE-670
Excessive iteration CWE-834 Incorrect resource transfer between spheres CWE-669
Incorrect calculation CWE-682 Uncontrolled recursion CWE-674
Use of a broken or risky cryptographic algorithm = CWE-327 || Incorrect permission assignment for critical resource CWE-732
Improper handling of exceptional conditions CWE-755 Incorrect comparison CWE-697
Improper encoding or escaping of output CWE-116 Incorrect type conversion or cast CWE-704
Exposure of sensitive 1n£(():1;)r;atlon to an unauthorized CWE-200 Improper control ot; :S};rzr;:;:ally-managed code CWE-913
Improper privilege management CWE-269 Exposure of resource to wrong sphere CWE-668
Improper authentication CWE-287 Injection CWE-74
Missing encryption of sensitive data CWE-311 Missing authorization CWE-862
Inadequate encryption strength CWE-326 Incorrect authorization CWE-863
Use of insufficiently random values CWE-330 Insufficient verification of data authenticity CWE-345

42 SLWIME

ARSI FE R B () 5256 35 43 43§ PyTorch ™ HEZL S, S A6 i tree-sitter' 4 i) £ AR AL & 14 6] CPG
FBi T 3 SO AST, FF25: T HAR ML AR 5 AR 45 B AR UM R #4 J B CFG IR 7 i I PDG. AT
K DGLU R FE 27 51 P e S B IR IRAS MR Y (R b 2 5 11 5. 26 3 45 Hh T S v I (8 2 ORI LA (10 B, X S8R
THFET T SCHR IR 32 R AN SR P XA 4 R A A0 J5 1) SE B P R . AR SCAR I AS [R) 2 B 1) 70 25008 45 P ) o5 L, 4R
8:1:1 K Elm AR BERI R 20 I R . B S A R4, AR ST 06 M4 O E B 45 AL : Intel(R) Core(TM) i9-12900K
CPU. 16 GB AFMITEMHiik Tesla T4 K. 128 GB A7F. Ubuntu 18.04 #:4F %%, CUDA 10.1.
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3 OARCERINGY KBS E

22.2%

eI E S SHME
Word2Vec4 [ 100
Node2Vec#E ¥ 100
One-Hot4 & 69
13.3% R AL Categorical_CrossEntropy
YRR Adam
10.8% 12.6% EES 0.0001
I CWE-119 [l CWE-672 [l CWE-754 ]l CWE-362 AR 0.001
SRR :
) [ER%4 100
K5 KM IF)E Big-Vul R4 IR IRAEA A1 D
4.3 BE&5E

AR SCET X 22 2 RS U AR SR T R AR, K ILR A Zou 25 NV ) wVulDeePecker BRI ML, 4R
WM, %077 BT AR IR, BRI S8 SO RS ZEEROR. R, 8T A St PFAl 32 H () MulvD J7 3% PERE
RSO eI T 3 B TR0 (KRR RS T TR T LA, ALFE Flawfinder!”'. RATS!™. Cppcheck!”. #t41,
9T B U VPG A ST VE R TS LR TR B A S B R R B T B BAR S, RSOk T S A A TR ST
IR T 4, 3% VulDeePecker™™. SySeVRPY. Devign™. ReVeal™ 1 LineVul™!, /5 Jy 524G 34T Eu i, 43 Tk
WRIK AT B A S R 8 FhFE 4 7 1%,

Flawfinder: R4 P B R IR 24 4 YA AT, T8 3 2 15 VE (W SCAR L, A8 S TR A1 2% T A 3CRE
Ger Xt SRS BRI P IR A IR

RATS: XHERAIS AT RIS /AT AR id i i P X it S5 5 AR I mFE AT 2.

Cppcheck: FI| 42 5 A 7 ks R 7 v 2B R 5. Bt T HREHR B S R 8 AT A,

VulDeePecker: % H AR UG FgUE APT HOEUIR A BEATRE P UL, R LSTM 4% RNIN SRR AG I 2%
TR (CWE-119) MBS R FLES 1R (CWE-399) Il

SySeVR: 7E VulDeePecker FIZ:AMt 2 b, iIn T B T 458 F ARS8 B 3 Fh ) A 4 ) =F & TR A A
)2 K, B T2 PR PDG AT 1 W) A0 ) 1) Fr B E A RO B A5 6

Devign: B R R RS A9 B 00 2RAE 55 105 SR IB I A8 4 51 /ﬂﬁ AST HZEA E RNz #1 K CFG.
Hoim i K DDG ARG 487 51 NCS 5 38 21 i i I A RS g4 i i A B i A5 8, 28 Ja SN Bl A S BRI 1 [ 745
P2 M 2% GGNN Hi 2% 3] i R AE.

ReVeal: ¥4 AAG3R IR 2 2] 5 TR AT %5 /@, 7 GGNN MG JE & CPG & 2] R IF rARIE RoR, i@
Z JZ AL MLP F1 = o R AR 43 2438 LASR s il TR AS AT 55 1) 1 R

LineVul: #4251 TR CodeBERT A58 At A CRS R A\ S A\ B 1E BERT 2244 vl ZRifeiR sl A Y, I
H BB IHLH BAE AR R ).
4.4 TRfh¥ERR

N TS TR TR PR RS, AR R T 4 B KA bR (HERRER (Accuracy) BFIE (Recall)~ FitfiE
(Precision) LA} F1 18 (F1 score)) F1 3 M1 £ 53223845 (Recallyaeo ~  Precisionmes M F1 $coreme, ). LTI 12

FA T3 TR B 2 ST B T IRV AR DA 9 o 112207221,
TP+TN

Accuracy = 8)
TP+TN+FP+FN
TP
Recall = ©
TP+FN
TP
Precision = ——— 1
recision TP~ FP (10)
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&I F A TR BAYZ R %6 5 K5 RIREN 5055

Pl 2 X Precision X Recall an
ore =

seore Precision + Recall

1 n
Recallye(M_R) = ~ > Recall, (12)

s
] n

Precision e o(M_P) = — Z Precision; (13)
n i=0
2XM RXM P

F1 scorepyere(M_F1) = ————— (14)

M R+M P

Hr ie(0,1,...,n) RPN FIEIEFRELE, 0 RoR IR, n ZIRIAZEB S B Recall; 1 Precision; 53 HA%
ZERT DA RS LE A I SEUR ) H [8 2R Recall UK HAE Precision. Recall ey A Precision .., 2~ 1 A LE BT
TR R | A B R ARG A B B AR P ME. F1 scoreme & Recallpeo 1 PreciSionme, WA, S T A6
RRRIAEZ M IRIR R B2 RTERE. F1 scoreme, B, WMIALAE 2 433837 50N BRI R R AT

5 LWERSDR

5.1 RQI1: MulVD 7EmRE R TN (=572 E5 LRSS TELGE?

RN Z %0 70 R, AR S0 A0 i 07k S 8 RhEEZR U7 VALE Devign 1 ReVeal WM #ESE S Hit AT L.
Sof B 2R A5 3 FA% 4 10 3 TR AR JRAG I T B (Flawfinder” . RATS!" 0 Cppcheck!™) F1 5 Fh E 37t 13 TR
2 ST IR AS I 77925 (VulDeePecker™™ . SySeVR™. Devign™'!. ReVeal™Hl LineVul™). &% 3 1R B 2 ST )
TRIRAIN 7% (48 MulVD M 5 ASERZR J532), W MR 4R 4% 8:1:1 (W LI BENL 73 B LABEAT BRI SR BOAIE AT
fiti, IR 10 YA ¥ S50 45 L BT 35 {1 LLGBE S (B SR 1.

44T MulVD J7iEANEE R 8 FhIELL J7VE1E Devign Al ReVeal i 4 b IS2ib 4 B, wHEEREFR T 19
SRS BT T OIKEL. T DA I, Jo 18 A TR HHE 4 A AR X7 (¥ Devign 2 45, 16 R TES B 935 5 2B o A A
PR ReVeal Fidi4E L, MulVD K 4 Tifstr (ERIZE. AR, BHEMN F1E) BT ERL 5%, XREASTHR
HIF) MulVD 732 AT LA st A 0 80 o ) 5 7 U V.

R4 AR ITIEMILL 7 AR IR bR BONAE 55 1 RO PR RE LR (%)

AE/ TS Egit] ik biRTES FERCIES e FUA
Flawfinder 55.9 13.7 8.1 10.2
Nl RATS 58.2 8.3 6.9 7.5
Cppcheck 60.4 11.5 14.8 12.9
VulDeePecker 87.2 16.8 20.1 18.3
ReVeal SySeVR 85.4 38.3 22.6 28.4
e, Devign 87.8 31.9 27.8 29.7
B ReVeal 84.3 56.7 313 403
LineVul 90.6 44.1 30.5 36.1
MulVD 85.7 63.6 34.0 44.3
Flawfinder 52.1 27.3 21.4 24.0
T Hm RATS 535 14.4 12.8 13.5
Cppcheck 524 233 28.6 257
VulDeePecker 51.8 34.6 459 39.5
Devign SySeVR 54.2 66.1 44.7 53.3
T Devign 57.6 64.3 51.8 57.4
RIESE] ReVeal 59.6 711 58.5 642
LineVul 57.3 66.8 57.9 62.1
MulVD 63.8 75.9 58.8 66.3
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BRI, 0 AS F R AR PERE R I, JL T BT /7 5ATE Devign BB 4E FIRILANSE 47, e AR B TR %
IR, AT DA B B2 P RE ST, B140: 5 ReVeal B EAALL, VulDeePecker 7E Devign £ 4 _E 14 [\l
FEHRIERN F1AE M R T 2.06 £, 2.28 f5A1 2.16 £, I Ptk A 22 55 1 = 22 Ji7 A1 A2 5008 4 v IR A RS A U AR
T I L9 7778 22 57 76 ReVeal $dE4E b, X — LBy 1:9.9, T 7E Devign B4 b, X — By 1:1.2. B, ABLL%
B NEHE A T AT B MG 0 T IR FE 2 I 771k (BTnERATT 28 (1) VulDeePecker. SySeVR. Devign Fl
LineVul) #PERERFERE FEUpR T 0d 2L (14 5 . H1 IR, ReVeal Al MulVD SR H 1 it SRAFEH A K i 4icdis 4 A
I, EATEA RISEESE e R RE 2. Bh4t, BT Devign Bdi 4 IR B B0 B0 R (10 067) & ReVeal Hiis
IR R EE: (1 664), FRATETT LA L MulVD £ Devign Fi4E - fIVERE T 4T

e, FATER BN FTA 3 A& SRR R I T B #8BA SR A [0 2R ek 7 2. LL Flawfinder 9%, 7E ReVeal
Fl Devign Fi#E 4 E R EEEE] 10.2% A1 24.0% (1 F1 AR X A& AL, BFYF 360 72 IR A X sl 0 e v 78 5 Pl
BRI, TESEBRIH H, 30 H L0 R IR L IX e fa s AN PRI E B 445 2. B, 7% B 2 iR s i 5]

MulVD 754 [ 2 (63.6%/75.9%) FHHfiE (34.0%/58.8%) Fl F1 {H (44.3%/66.3%) 2577 H¥IHUS T mefER . Bk
K, SRR BT RIS HE 7772 ReVeal AL, 7E Devign 4 4E L, MulVD BB FIZ 5 H 6.8%. X EME MulVD
% TR A DG Y 43 2 HP 1 B B A, AT ARG 2 5 22 (R0 JR V. S v RS AR TH VA Th T 3RAT T 5 vk 3 R 3 s L. B
2 ReVeal Fl MulVD #0Ks i 509 BIF R VE 4N, FAH GNN SRIITZAG LY, (0 MulVD @3 g5 iEE
I YRR A S H B BT A, e T H AR A E R g A R A4k, R CodeBERT 4§ Transformer
ZRTEVF 2 MRS O I TR 45 E RO R4 i B, TR B 4 5 SR BB /NI, 3T Transformer
IRIRAG I 5 7% 55T GNN (7R Z R HA K. W 4 PR, 78 Devign Al ReVeal # MRS L, R AR
T GNN 3L 777k ReVeal 7EAG 01 LB T 44T 1 25E T Transformer FIRIAAE I 7774 LineVul, M7E A B X5
[, ReVeal #H#¢ T LineVul W4 A58 1 28.57% F1 6.44%.

gF b, EIRIR R AT (40 2%) 5 R, AR SCRTER HE ) MulVD R BUA R 3230 s TR AR AD AN AR R TR AR AT R 1)
FRAEZE 7, ORI M R 2 26 U7 v ReVeal D REFE A I ZE 7 MR 1 6.8%. UL Ak, Toil /& 15 1 4% 73 A0 A -1 1)
Devign BIE4E, B RAENATH AR THI ReVeal FIE4E -, MulVD (I THEFR L T3 L 7%, IEW T A J5iE4E
B S T A RO
5.2 RQ2: MulVD 7EEREZEEIRA (25 EF5 LM ERTHTEL S A?

R Z %I FC I R, AR SO TR 7k S 8 Rl 4k 77 1A AE Big-Vul B8R4 7 L. T3 TR % ] 1k
LRI 1A 43 28 (C JEIRIR) Al 32 55, AR SCR FE A — PR TR R RSN ZR— A1 14 den AR 7Y 11 )7 2R 1T
il B LR VAR IR R BSR AT 45 B0 HERE. R, 25 R B0 4 T IR 2R B R AR i/ (91 40 Big-Vul a4 (AL
6 ANEALN CWE-326 FIIRIAFEA), AN LLINSR— AN RUAIER B 5 SRS, AR SO BT AR 45 R & i i 2 20
FHIEF 21 Top-10 JRIFZRM (WK 4 FiR, B3 CWE-{119, 672, 754, 362, 327, 404, 20, 682, 834, 400}), A& 3
2 T VAL R S PO TR [ e R VIR R TR PR IR Y ) 4% 8:1:1 RO LRI BE ML 43 B B0 4 DL AT BRI . BRAIE RN
flr, Forp, ALE H ARSI IR bR B 9 IEREAR (BRid 1), R B8 (BFE AR o6 ZOm Ak H AR 82 IR R
O A AREAR (FRIEA“0™). X TF MulVD, 20U B4 78 54> Big-Vul B4R 4E _EH#EAT 1% (80%) HiiF (10%) Al
A (10%). 40 SEIFEAT 10 YR 24 LA ik G (B R 1.

% 5 BR T MulVD 5348 77VE1E Big-Vul $dE 8 L4 X Top-10 JRRZEAY (50t 45 B BRI 5, 76 %2807
iz b, ASCATHE MulVD 75 [RI 2R BRI A I (P 3 MERE AR T BT 248, P39I &5, M_R N 51.6%, M_P A
40.7%, M_F1 LB T 45.5%. BACKUL, 5808 B #7575 LineVul A7 LG, MulVD 1) M_R #2157 11.69%,
M PHET 2.01%, M_F1 5 T 6.31%, Uil T A 7RI ANR B _E it sk,

T IR BT AN A B AR IR 2 B R, B 6 R T A TIETE Big-Vul BHEEH & AT
10 PRSI B FLE. SRS, TR AN R 2R 24 (R IRIF I, PR RE 22 8E BOR. o FAR S iR A I TR, &
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&G F A TR BAYZ R %6 5 K5 RIREN 5057

SREATHE R TR (W CWE-682 45) EIUG T 5 FIRE 7 2 AR as R, B vEReviR
ARNE. X THETIREE ST 0753, AT ES] MulVD 1£ K 2 BRI EASIR2 RBLR AL 7%, LA CWE-119
Wi 9], MulVD il 5 ANJE TR 2 2] IR T i34 1 i i P, X — 45— 1 2 2R A& CWE-119 72—
ol LB IR IR 2R A SR PR PR T R L, IR T A QB 7 2 AR P 2 SRR 22 ) ). b, JRAT T 2 3 3
LT FAER I CWE-834 il _ERIUA . X T 1% 48 IR AT T &, NP Jeia I 2 Fhik i, BoYIx s T
HAETE TR0, S8, D9 7 RIIEACHS b A AN AT B8 284, 75 200 AR AT s i, ML R, 2
TR E 2 2 T7 3 AT DL I MRS 1 A A v 2 5 B e v 55 R 8 70 A6 CWE-834 Js . g i b FRATT AL 4 51
MulVD AR HeAt 3 TR BE 27 3] IR L U7 VE A B 5 VR RE S T, S 22 57 ) JL D) AT R iy T B R )1 08l A A2
R LA L T2 2RI R T A BRSO, MulVD AT L AR v 5 R S S, A
FECENEEZAL.

# 5 ASCHHRITIEMILL T IELE Top-10 IRIFAZKELR AT S ERIVEREHLER (%)

Egit] Ji MR M P M F1
Flawfinder 12.§ 9.1 10.5
N T RATS 8.2 4.7 6.0
Cppcheck 21.8 15.6 18.2
VulDeePecker 30.6 335 319
SySeVR 38.4 359 37.1
RE#S) Devign 41.3 36.7 389
ReVeal 43.6 37.2 40.1
LineVul 46.2 39.9 42.8
80 |-mmmmm e [ IFlawfinder [ |RATS [___]Cppcheck
[ vulDeePecker \:| SySeVR L1 Devign
70 f----- - ReVeal - LineVul -MuIVD

-672 CWE-754 CWE-362 CWE 327 CWE-404 CWE 20 CWE- 682 CWE 834 CWE-400
i HEE gl

K6 ANFRIRA NI EXN Top-10 WiFZEEL M F1 E

Y kB U] MulVD FEIRR S AR 7 T 3, A S Linux 30H oMY B A SCT5 32400 H )
FLSRI S (CVE-2019-19079") BEAT VR4 IR, WP 7 Fios, S BL M FR£H48 & kbuf 7€ If AT 565 (56 8
TREE 12 1T) KW IR, S BN 712 IR (CWE-401, missing release of memory after effective lifetime). B 7
Fo] OB IR S 8R4 R S5, ST 2T RNN/LSTM K57 (B VulDeePecker 1 SySeVR), ‘B 41 1K I I b8 54
FHAH R AN T BB R R T AR SR A S BOZ R 3 B R A2 LSTM B H Al 5 F AR AL A&
A 0T FR T (0 25 A F R AN IR AT SR, b, R E T M A4S GNN [12E48 7735 (R Devign Fl ReVeal)
FIF GNN HEZ A Z ANl G AR B 2 7m vh 27 2 BI) T I TR 7 4 & s 303 3L, IR T 120 R 4.
855 B[R, HCRH R b T R B0 4 A R TR0 D T IR R A X AR R R TR (R BB ) IR R R
JERRER 5 & R 5 2 B R, A T et 51N 7R F e 5 S, R B0 B A 4 W 2 RS T vk A Hh i
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T I B AIRE L R RFAE 22 5. AL 2T, A SCAE A G54 51 ) TR e 40 W 46 SR P2 40 45 T ) i R 5 PR =) 0 8 78 1 T LA
A X 7 AN AT B E SUE B B, 72 SEbrs 5 th, ASCHTHR 75 S RES A 3 o T IR AU A 78 U5 R

1 static ssize_t qrtr_tun_write_iter (struct kiocb *iocb,
struct iov_iter *from)

2

3 kbuf = kzalloc (len, GFP_KERN EL);

4 if  ('kbuf)

5 return -ENO MEM;

6 - if  (!copy from iter full (kbuf, len, from))

7+ if  (!copy from iter full (kbuf, len, from)){

8 + kfree (kbuf);

9 return-EFAULT;

10 + 3

11 ret = qrtr_endpoint_post (&tun->ep, kbuf, len);

12 kfree (kbuf);

13 return ret <0 ? ret : len;

14}

7 AN H MulVD K 5 SR R SE 6 43 A

g5 b, EIRIASEALRA] (2925 ¥R R, AR SCHTHEH B9 MulVD R BUA R0 324 A (7 28 284 g TR QL) 1] (A0
Z5, LRI R AIFEL 7 LineVul ZE M R. M P M FUAEJTTE 2 MR E T 11.69%. 6.01% 1 6.31%. fER
[ 2R B TR A 73 A e B A T 487 1Y) Big-Vul B4 E 1 SR80 3R B, MulVD [ % TR bR A0 T 2L 48 5 i, I T &
JIRAE B S 5 R I Ak,

5.3 RQ3: ARSI ML EMZMLE SA-GNN BT RS R ERE DA A EEE?

BN E T i, 29 S0A MulVD #8E T RANSEEF R EI LA (B R AL A 5 R IR A P4 178
P, FFTEALE 36 FhimiFZR B A HEAS Big-Vul 046 LT UIIZE (80%) LRAIE (10%) FIVPAL (10%). 4SR50 4T
10 YT S48 DL JRE o (B SR 1.

SEEREE BN 6 s, BAK EE, ATIEE M R (51.6%) M_P (40.7%) Fl M_F1 (45.5%) J LT Fif A
24 1 MulVD 2244, R 511, @I 7% T SMOM [Pk E s, RSB M R M_P A M _F1 433
PET 60.25%. 38.44% Fll 48.21%, MEAEFRTT 3%,

# 6 SA-GNN RREALEXT MulVD T EERIFZ T (%)

Y M R M P M F1

SA-GNN w/o Oversampling 322 29.4 30.7
SA-GNN w/o Attention 38.6 31.8 349
SA-GNN 51.6 40.7 45.5

FARITE, 8 7 WH7T SA-GNN H 3 P S BRAE IR SR AR p B2, ARSI 78 732K 2 B AN S8V i e )
53T LA MulVD 221K, W13 6 Bivr, BAITAT LR BURERAE R $E i MulVD 14 [ SRR S A A R KA ). X
WRAE I RAFHA T AT LU R 2 S AT 19 L, R SRR R AL (K 7 A MR A LA W] DAL i3,

N T BT B AL B RCR, BATE 1A MulVD 224k, R Z A8 1) GGNN R RUR A2
IR, sk 6 B, AR BLARINIE = JI L] AT A Rt i e 4 1m] 2 Ji PR Ao P 5 WL i A 0 A2 784 B
SRAE R BB 7, BRIV B ARSI A TR [X 73 e AN R R TR S8 2R A RFAE A B

43 b, AR ST S ) 5 SR L 22 ) % T A, Ok 2 e AN AS [ 2R FR G IR 6 J0 9 50 71 Pl o 3 22 e A Y
R, FFAEANGINIR S (OO0 T 25 e PR AR AT I 20 A 22 52, 52 08 22 SRR T A 00 £ P8 .

6 B %

ARSCHEH T — B0 T B 2 28 RIS I 77 MulVD, 7E R UARAD 2 75 /6 2 Y i 1 Rk, 1R L AAR Py e )
R AR5 A FACHH Ja 1 R i AS R R I IR TR R AL, RS T — A s A SRR ) el e £ I 4 DL 3 7 b 425 40 A
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&I F A TR BAYZ R %6 5 K5 RIREN 5059

(7 SR TR s ] £ Jmy 3 0 590 1L, I AEAN SN MR 7S PR 0 30 281 00 20 Ay LAS S A IS R (72 AL RE ). Skl 45 R
KW, MulVD ££ =73 012 73 SR IRAS I 7 AL T B B R BE 7 .

B2, HATH TARRA — 2 iR R

—J7 I, AT S0 5 U A T Big-Vul A B 2. (HAERIEE G Hr B AR T, AT L
Top-10 il KA 5 1 28K E 7 (95.9%) (IR IR Bds . XM bdm 4 R 20 A A 35 A5 AT 1 1 D 2 Bl 2
AR T 2URE A R (H TSI CWE-326 SEAE A KON i SR 1 IR TR S AT AN Al BRI, ARORFRATT = s
—ANUREEE R SN 22 A O T B0 58 DAVl A SO 2 A 2.

53— 77 0, A SCAE 2 T ROV B BRI AR & 1B CPG b iR 5 I S B A 5 ) Jm B 40 31 7 1,
EAEE SR 5, MR CPG W REMUBLE R (B & #m M1 R0 SR 2% (IR ST RUBE s AR, 38k
TR S A PEREAS . TR, 52 P T 4 VOIZE SR T A ik T Il (R A 00 7 ¥ M R O T B R, AR BRAT T8 B T —
A I ARBSFR T AR — R T 7 R 1 RE.

FERR TAE R, AR AR ST R RIS R (A AR AN 7 FEARCR,, B4 M B 2 & % SR AT U290 TAF.
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