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Abstract: Attributed graphs are increasingly used to represent data with relational structures, and detecting anomalies with them is gaining
attention. Due to their characteristics, such as rich attribute information and complex structural relationships, various types of anomalies
may exist, including global, structural, and community anomalies, which often remain hidden within the graph’s deep structure. Existing
methods face challenges such as loss of structural information and difficulty identifying abnormal nodes. Structural information theory
leverages encoding trees to represent hierarchical relationships within data and establishes correlations across different levels by minimizing
structural entropy, effectively capturing the graph’s essential structure. This study proposes an anomaly detection method for attributed
graphs based on structural entropy. First, by integrating the structural and attribute information of attributed graphs, a K-dimensional

encoding tree to represent the hierarchical community structure through structural entropy minimization is constructed. Next, using the
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node attributes and hierarchical community information within the encoding tree, scoring mechanisms for detecting structural and attribute
anomalies based on Euclidean distance and connection strength between nodes are designed. This approach identifies abnormal nodes and
detects various types of anomalies. The proposed method is evaluated through comparative tests on several attributed graph datasets.
Experimental results demonstrate that the proposed method effectively detects different types of anomalies and significantly outperforms
existing state-of-the-art methods.

Key words: attributed graph; anomaly detection; structural information theory; encoding tree; structural entropy; hierarchical community

structure
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B L AR TN 5 5, A SCRET R0 v AOZE R S5 R I e 5 45 0 BT IR AN, A5 380755 550 v 256 w1540
SW)=wXxNoL(S ;(v))+ (1 —w)X NoL(S ,(v)) (11)
o, NoL () VA— 1Lk B, X3 B 450 57 AURHEF 8 PP i AT H— AR B 0 (0 < w < 1) WIESHL, iR
8 52 B 175 150, 5 A DA DR FP A7 A S R RS S A O 1), S O S A S, U AT BN w (1 DA
AR IR, A5 AL I w I DA RG22 5 5 15 0 AL,
(4) Ao AR
B 2 BTG K 4EGmAD T J 22 AL X UHSTT RO 5 15 43, AAR ]2 U0 DRI [ S5 e M o 7 L
FERAE VR FE S5 K15 2 b I 575 749 R0, R 8 IR 7 VR ARG 225 SN HE B 1) 10 J. F PR n MR EER G,
2 2 R RS RURITH RS A3 B IR AT IR R 43731 O(n x K) A1 O (K), B EE 2 (BT RIZ A4 EE A O(n x K).

B2 M E R A
BN K Egmiom TX,
B TS v FIRHEES S ).

R
1. for TX [PJREANTY 25 4 do

2. anc, < {} /M5 v BOARLSETT MRS ane,

3. qeupu

4.  while ¢ AR A do

5. m « q ST B

6. anc, — anc, U {m} /171 5 m IINEE anc,
7. qge—m

8. end while

9. end for

10. for anc, RN o do
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11.

12.

13.
14.

17.

19.
20.

"

end for

Ss(v) < §,(u)

return S (v)

%8

amm@(d-

)>< e /1A (6)

dis(F,F,) e | > (FL = FI) AT 9)

i=1
S (@) — dis(F,, F,)x e //AF (8)

1
S, () — —— Z S, a) 1A (7)
|ancp | acanc,
16.
1
S = —— > S, (ua) AR (10)
|ancﬂ| acanc,

-8, (v) < S
S () « wXxNoL(S ,(v)) + (1 —w) x NoL(S ,(v)) /I~ (11)

ST, T4t S K2 A AT

=

SH

N T BAIEAR ST P Jo P P S A 5 5 A b, FRATIE 22 B S 3 i R RS P P Rt 4R Bt AT T

4.1 SCIRE

M I 22 73 W B B S ) TE S DAV S
o SLF [ 4D 3% (1 )7 12 AdONE! VR A xdfitk 2 > |

(1) H sk

ARSCIRIN 4 A T T A SR M R A, H B Bk 1 Bis. Hh, Enron™ 2 — Mk B FlinfF
A8 FLAR J5 o M P R 4, R I B A4 S A A b1 9 57 Reddit® AL 38F & Reddit EH 1 E—A i
R SRS, T IR BRI P bR 575 Weibol & HR BT & 1 i FH P 22 FLAR JEL 1 1k PR e
8K, FIBEF P ARIC A5 Books!™ 2 ME Th b iy PRI T SE I 2%, AR SRR B ) amazon-fail 483K 43 5 H {5 B

HIRESGTHER
Hyme W 5 UL HE B FEE (S
Enron 13533 176987 18 5 (0.04%)
Reddit 10984 168016 64 366 (3.3%)
Weibo 8405 407963 400 868 (10.3%)
Books 1418 3695 21 28 (2.0%)
(2) XFEe ik

RPN 11 AR X b7 vk,
o (ORI 5 44 S5 5 P 5 925 SCANTY: S ik 85 A ARABL A 1) J3E 0, S T s kAT SR 2R LR 1) 5 3 o5
o JETBRE MR IN 7% ANOMALOUSYY: 78 5 W48 4 41 255 S It (0 A 36 1 J8 1 4% ) _E v AR 1k sz o) 74,

FH A8

[T

HEAT B IS I 25 10N AnomalyDAE! 33 J& PEAI

SR O S B e EAT S ARG, A7 10X 2% 85 ) RIS o Je Ak ) B AR EL A P, AN A Jom A28 A A 8 R 7% s
FiRZE.
o FET B 2 (97510 GAAN': BET- A ple 25 45 5 Oy 15 i, T RE A B 7 2 745 8 R O A Y e A ST P v
FEAS BT R, S AR PN AR E S A2 750Kk B R, S R A R 22 MR R 22 DG 5 4

o JETRFLLAE ST W5V SL-GAD A AN H AR AT AS R B Ay b R SO S, A U e [0 DA 3 U 1 2
TR o () 57 86 A, 22 A P LU 2 5 N2 A P e i 45 155 S R R A5 140 2 1) 1 53 s, CONAD! i i 547 14
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SHE T S 6 R A T A S A BB G A 2 v, AN 2 A A X 4% 3 3 1o B A AR 2 DA SR A, GRADATE!”
PR S-S e ST 4%, S 3T BRI A 57 15 B NLGAD! iy a7 -1
R A5 R PR OX B I 248, 25 S W B (1) T A5 PR A T AR S5 5 45 ARTSE" PFE P 14571 0t MEABLFSE KA - 45 4 P9 4 45
R0 4037 1 R RE, ARACURE AR, P o HE B S o UM SR v, N A S 5

o LT AR B 2 1 75 7% GAD-NRP: AR T 55 27 ke B A T o5 A AR 30055 I8, 3 3o F8F B 400 Ja g 152 25 LUK ) S
WL

(3) VP FRAR AN L IR IR BE

AT BEA SRR 2P, SR ROC B2k NI A AUC (area under curve) fEL/E IR Fa b, ik EFH 2R
AEBH 3 2 18] 1 96 2R SR FBEEREE (modularity) ™ WE A PP A A% SCEE T4 b 1A 4 X Rl o0 45 SR AT SR R4 R, %4
R, X K43 &5 BBk . SR A Python 3.9 PyTorch 1.13.1+CPU S2HIA ST SV, BT a SLIG#ZE /L B Y 10700K
CPU. 32 GBRAM. RTX 3070 GPU. &7 Windows 11 #1E RGHIHLEE LT guldi4E % . Books HHEHEM E
w~ Weibo HHEEME w. Reddit BHEHEME w F1 Enron FHEEME w 2 HIHE N 3. 0. 0. 0.5 F1 0. SHEA
RAECE BT 5 IR, W RS R FIMEAE A 4 R
42 IEWHER

(1) A7 AR

T RAS ST VR B Rk, [ e gL 4R A 3, X 4 NASRIBESE BRGNS R AUC {HiE4T R,
SERANER 2 FIoR. AT LUE Y, AT IRAE 4 NEE4E LR AUC A8 T b7 ik, M Eb A St g B m kil 5 ik,
ASCTTEELE 4 DR B AUC E 2 BIHRTET 2.5%. 0.5%-. 3.5% A1 3.5%; AHEL T A S B i i P 2R, A
SCHTVETE 4 NERAE FE) AUC 2 BIFRTH T 18.4%. 4.72%. 16.81% 1 14.42%. DL b 25 B H, A SCH 7 VERE
7 355 ARG U B A R L P S

* 2 AFEFFEESBEEE LA RHETE (AUC (%))

WikeS Enron Reddit Weibo Books
SCAN 52.8 50.0 63.7 49.8
ANOMALOUS 80.8 54.9 82.3 52.8
AdONE 44.5 50.4 84.6 53.6
AnomalyDAE 54.3 55.7 91.5 62.2
GAAN 73.1 55.4 92.5 54.9
SL-GAD 63.4 55.9 529 51.9
CONAD 71.9 56.1 85.4 S22
GRADATE 62.2 59.2 75.9 53.5
NLGAD 65.2 60.2 78.0 54.1
ARISE 65.6 60.0 76.6 51.9
GAD-NR 80.9 58.0 87.7 65.7
Ours 83.4 60.7 96.0 69.2

(2) B A Rt

T W0 T A 24 X e ke P S s 5 SR A B L DX RN o G ST R, K m R 4 B D 26 B S AR
E R AUC FIBLH P HEAT LA, anak 3 B, 1T LAE

o 7E Enron Al Reddit 545 b . i 4k E K 2 I, 7€ Weibo FiE4E . ZmiDH4EE N 4 B, 7€ Books i
£ 1L RIS 4R 3 B, F RIS S AUC B 5K, A SCT7 V21 57 Rl R0 R e £

o {F Enron. Reddit 1 Books H#li4E I, dmlid i 4y 4 BHAEHL R £ K 7F Weibo 45 L. 4EfE N 3 i), 1
P ok, TR, gmlid it i 4E TR 2-4 G LA, AT VE IR X R 53 45 R A, BRUF T A4 222 1 4 i A ot <2 i &%
R IR A R

o Gl 4k B AR, 25 5 5 BUITARED 1R IR GRS BN L, SO R AR gt AR s, R G e AR
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R % 5 R T AR 0 B B FE A 5041

TUARAR 2 HAA S H AT I (R SR RTINS R ) ) X P ) 410 o 2 4 52 (R B8 T 384 m, R e, A8 7532 B R0 A 2%
P, A SCHG IR B B (4P B BN 3.
K3 GRRLRE L R

T 4 Enron Reddit Weibo Books
AUC (%) T AUC (%) iR AUC (%) L AUC (%) L
K=6 82.60 0.4303 60.63 0.3754 96.06 0.5545 68.72 0.8010
K=5 82.60 0.4303 60.64 0.3754 96.10 0.5545 68.72 0.8010
K=4 82.57 0.4303 60.65 0.3754 96.13 0.5545 68.71 0.8010
K=3 83.36 0.4299 60.73 0.3752 96.00 0.5545 69.18 0.7925
K=2 83.76 0.4210 60.98 0.3673 96.01 0.5526 67.92 0.6743

[, A 7 G A ot a8 1k PR S A0 5 R A X R 4 PR 25 ek, 8 5 T 5 A A A R 2 vk X A5 R K
E B N R IR B FIE B T5 1%, WA F AT & B4R E 1) AUC (EFIBEH R HEAT LU, 25 R Uk 4 Foi.
AILAE Y, BT S50 VR TE 4 MEIRAE R IR IVEME T 2T 2 UORANE R 7% SRR IE, K30
HETE 4 MRS BN AUC (20 SR TET 28.32%. 5.21%- 22.73% 1 0.8%, FLH 43 HIERTE T 0.3003. 0.3068.
0.1730 1 0.3680; Al LL BRI T 1%, AR SCT7E AUC A AR T T 27.21% 0.86%- 3.49% Fl1 13.08%, BEHLFE 51
AIFEFE T 0.8032. 0.5544. 0.0749 F10.424 2. FiR&E R, F2T G505 W 7 VL R O AR TS B = Ik X 4544,
BRT a1 B T R R IR A

R4 Gl A

Sk Enron Reddit Weibo Books
e AUC (%) B AUC (%) B g AUC (%) FEHLE AUC (%) B s
Ours 83.36 0.4299 60.73 0.3752 96.00 0.5545 69.18 0.7925
PR 55.04 0.0623 55.52 0.2024 73.27 0.2477 68.38 0.5007
JEIRTER 56.15 0.006 1 59.87 0.3005 92.51 0.000 1 56.10 -0.0022

() BE S K w KI5
N T DRBUE ZHL w o T 1 S5 5 AL 85 SR A R RS2, AT IRAEAN R E 28 w ) AUC HREAT
PR, ZRINE 3 . ATBLE ), SURRE 24 w, ACTTEEA RIS LA AR R DL /£ Enron, Weibo Al
Books ##i 4k I, B w KUK, ACT7IER AUC (EIZHTFER, B 3 DM EE b 575 3 2094 )R 7t 0 At
DS, T 65 ) 5 o B b, DR O 2 8 K ) S5 0 PR AL SIS, AR ST 75925 5 s O ) R ) R O BRI T A
Reddit a4k L, % w KGR, ASCTTER AUC (E e A /IMEREIE N, SR JE 18 18, Ui 280 56 i S5 7 W
AN PR 57 o EEARDRT 22058, DRI 2 w 0 0.5 I, A SCOT i B S R A DI BOR. £ SEPR ML o, T AR B AR Bl 2 o
T W R R BAZ AU 2, DU R N ) S S R S AT 8D S
100

e =0
wm 0=0.25
= »=0.50
90 | wm =0.75
m 0=1.00
80}
S =
S 70t
<
60 =
50

Enron Reddit Weibo Books
3 BEZH w N
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5 REESRE

ASSCE AT DA J 1R S A D 7 A AR A R R R O S AU R o 38 1, SN S5 4615 S8 DL B 1
RIS RAE S, PR T — PR T S5 RS A S AL U7 2k, 3 T STAE EC S AR B R EEIR, IR T AT A
Ja A S A 75 DB AR ST S 0 SR B S R AR T i, SR e S e T s Ak v e A R S5 A
S AT ORIE SR H R 25 R B, BT R AT R

VB — R S5 BRI T B AR M 4] 22 20K, AR SCTT¥EAE Reddit Fodli gk L AUC B LT 32T
0.5%. 7 Books #t#litE LHETH 3.5%, HAE AR i 4 L 5 %A () HE R S0 AT BT 22 8], A7 b i Al —
PeAk, I8 5 2 B g Lt AT Seae Il at. 55— T3, sebn b i vk B AR R BN Eh S 2, U fRPRE A ST B Xt
AR LR ) 5 A TT 5 PR BB AS B, TR A ARG TR ), R B 2T i A
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