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Survey on Backdoor Attacks and Defenses for Deep Learning Research

GAO Meng-Nan', CHEN Wei"?, WU Li-Fa"?, ZHANG Bo-Lei'

'(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)
*(Jiangsu Key Laboratory of Big Data Security & Intelligent Processing (Nanjing University of Posts and Telecommunications), Nanjing
210023, China)

Abstract: Deep learning models are integral components of artificial intelligence systems, widely deployed in various critical real-world
scenarios. Research has shown that the low transparency and weak interpretability of deep learning models render them highly sensitive to
perturbations. Consequently, artificial intelligence systems are exposed to multiple security threats, with backdoor attacks on deep learning
models representing a significant concern. This study provides a comprehensive overview of the research progress on backdoor attacks and
defenses in mainstream deep learning systems, including computer vision and natural language processing. Backdoor attacks are
categorized based on the attacker’s capabilities into full-process controllable backdoors, model modification backdoors, and data poisoning
backdoors, which are further classified according to the backdoor construction methods. Defense strategies are divided into input-based
defenses and model-based defenses, depending on the target of the defensive measures. This study also summarizes commonly used
datasets and evaluation metrics in this domain. Lastly, existing challenges in backdoor attack and defense research are discussed, alongside
recommendations and future directions focusing on security application scenarios of backdoor attacks and the efficacy of defense
mechanisms.

Key words: deep learning; backdoor attack; backdoor defense; Al security
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1 5]

THER, YR %: 3] (deep learning, DL) 7E K AU HE R s MERE. DURE 2 IO AN LR SR
(artificial intelligence, Al) #¢) 72 N A TH F A5 (computer vision, CV). H#RiE F AL FE (natural language
processing, NLP). % & iK% (voice recognition system, VRS) & B B A (malware detection, MD) 255417
3021 g, Apple FacelD {5 A A MK 5 5 2R SR BIRS 3 B 48 3 IAIIE T 7 58 5 55 0 45 M7 it 191 B B 28 B R 4
Autopilot H EHTAT 423888, 3BT E8e M. IE A 3h; Amazon Comprehend $&At A SCAE 46 4 BT ThRE FH 144
R PR R R, AL E T E IR RS H E 00 ERNIE ~F & 48 B AR 35 08 5 BRI AV iE. B
BockH . RIS EERSS.

5k A, VR BE 2 S G 2 Fh 2 2 . 545 S5 S BOEARR, IR 22 IR ANIE H th 2 B R4 As e 20
B, A TE A Ak, TN R B R R L S AR R AL B U 5 RIKRE ), T 2 B T 2 s, TR A R BE
22 Y Bt A T AT AN A, TEVR S A2 TG I 2 A g b, S5 1Tt e — R E BB, J5 118 AR
Reic vk, RS 80 PREBE G B FaRIAE S, (H7E B 48 2 FRAE i) — 2830 FaRILH A4S T M 44 3R 5
NASEARE 55 =05 SR R R AR B () 55 T MR M AR R 5 2 a1 B L i ok, B R IRE S R AL
SR BRS04 N5 /A F e LR SR I Z5 75 R W, DR A1 255 TR ZR A0 R Tl 2 338 1 AT
Fag 7 2 VAN A N TR SR YIZRER (5 B IRAZ R = J7, B8 = J5 R4 75 SRR U R 47 I B 2 5 58 A+
FH P TONEROR P S =07 °F & 3R 13 TN 245 Y (pre-training model, PTM), JF7ERA N BdE 4 AR,
AL R A, BHEE T & FURRAERT S 2 RS PR & 58 =07 B B M NIREZF S INGd8, ik
SR R =T S RN EEE . OGRS 5 513 % S B IRSS (machine learning as a service,
MLaaS)"™), {8 i1 F 855 P 2 B, BOih & nl e IR AR s . AR R I GBI R A ), Lok, IR )
0325 B J3E R 555 T AR 5 A ) el 1R 2 ) B R Xt R sl ek %), VR P 2 S B BN B, e A, A
HRESH, LM R BRI R AT A 2 08 S s g DAL AR e Ab, TR 5 ST i i) e
i 2 X IO LB BUR, VR v 1 2807 I BB N R Sh RE BRI TR SR B, 3 BB PR RE T .

HAl O 4h — e 7083 7 R R AU b 5 1) el @ 0770, ek b 1 Bl AR AR 1 5 2 75 AT 4% 43 M
FRid FET IS 1T S5 AR R 5 TIPS, & SCHRAR AN 5] 0 R 2 A et FLdkAT 48 43 91 SC ik [4,9,12,14,16] LAk
B AR AE S BRI A TE ENASE . E AR TE S AL ERAEE R H ( BE R R G T 8o Sk [10,13] MR I8 Xt
SR TS0 3 im Bim I G BONGFNER % 211X 3 AN g5, MR HAD TSR, AR S0 2 M
1Bk S5 P e, VEAAREE T R ) R, BT ENALE . EARTE S ACBE . ARRGA I i S ) Mtk
&, WL — Mg — MY S iR A, BARTT L 1.

R 1 ALEHAIA ZRIREX L

Sk A ik Yok o F it 7180 3 AR ® @ ® @ ®
[14] 2020 ~ . o A . o
[17] 2022 fish A 2% Jm ~ . ) A ° .

[9] 2023 cv AR 5 . . A A o
[10] 2023 Y I 5 5 s B TE Y B . . 5 o o
[12] 2023 ik 245 JeR B TEEY B . o o o o
[16] 2022 NLP il 2% J@ Pk 1575 11 SR s ° . o o o
[18] 2024 Yo bi g B tEEY B . . A A o

[4] 2023 VRS fil R 5% B GRS . ° o D o
AL 2024 CV/NLP Wi ge IEENSE . . . . o

TE: o RN o RN AE A AFRIRER B QAR IS BRI — R 3 K07 1% @R IR IR — 2 28073, @N)E
I # I BARAE, @5 T8GR & AP AR @95 118 % A B AR
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PIS, M EICHE AR R P = TSR U 58 5 T 2o, A5 B0 865 1T B At Fe R (3 . B b, tHEEHLRL e A B 28
B ALY A [T I R K SR T FUATIEK, A U i 1) i 8 SR BAT Bl PR Rk, (B2, TS
R A B, T RS S AR ERAE 55 rh A AR SOAS. AT BB AR R AL 22 (R AR B, SCATAN IR N Ja R B
R, Bl RALIE U 22 57 T SO A UK 5 T i A e 46 2 5. UUR 11 EGR B e a6, TSP oE e T35
RS BE b0k ok R AN I 5 o 15 (0 G324k, i B 2R1E = AR B A 1 J5 17T 30l I B8 Dy i O B SOA
PES IR TE 515 UE B AE S RS — Bk, BRI, T TR E [5G IE 2 B 208 5 A B 5 115G, #8
FORRUE AR R AL IR H AR A I PERE.

A S E T R AR, 48 5 T8GR B ATHESE, I 85 )5 B0 BUPHME R 5 Mot F s, 285, A5
SR T AR R N BRAER) S T 72 KI5, B TR KRR A, JF e LR SR R 5 T MGl i3 5
AR B, RSO Ja T A A EE T S5 (K 1B A, AR SOE BB T AR U 1 80 R 4R 51T
Wriabs. B, ASCUE 1B BUS TTSGE 77 HAFAE ) 19 B2 5 RS AT 777 1) B A b, A E Bk .

(1) $ Rk T I i B8 U i 110G 20 K073, RERRICEE & BE 0 23 590k SEELSIE ) 3 7t AT A3 7 5 b
BNk BNZRRAAE A MLaaS, # BB 53 5 Dy 2 Ge A4 i 8 g B S v AN [R) N T8 e R e T I ) ) 11 .

(2) BB THEHILIE . HRTE S BT R A A8 R IRIR B 2 ) R h B IR T B 7 ik, IR i
ERTTERMRH SA L.

(3) LAJE TR AN 50 70 JEhn e, NI P AN T TR ER 1 S5 ) 1 DB A 77 ik, 45 BT e N B3 B Ak =4 i
JE TR e 5 AN 2.

(4) R 1 H A IS i I 0 ZR 51 % 0, R0 ARSI 77 [ HEAT R 2.

ARTCH 2 T T R VR B 2 20 b (5 TG 22 2 . 56 3 WA AR BE 2 21 Ja 113k 73 2K, AR AN TR 43
SR IR FURE f. 5 4 T SRS 21 R T TR A . 58 5 79 BEBIR L 24 21 Jn 11 B0 W B 4R SN 4 4.
55 6 T SUREE S ) H 5 [ T IR A7AE ) 18 B LA B R SRBIT L 77 1. 55 7 1R A4, BARILIE 1.
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v (LIS 2). Bl 350385 Bt B Bl i B 5 TR BRI BE, B0 & I ZRE0RE N i REA, 12 PR 2R B A 44
W E A . O URE AR MUy B X AR HE B B, Xt 2 i o A 81 b I e LA SR 5 A RS A A5 BT 45t A IR ) 4
SR TR T AT DAL AU AR Bk 1 — AR IR OE 3, o BURE AR Bt I T AE SRR A B I A, T
R G 15 A TR AR T K AR A 1 T8 3030 AR B M 5 0 PR A I, JE T B
A LATE BRI R HE T ) T A B B2 AT

i _:_)__ aw,s—, A Azure |
| LR Bk SS (MLaaS) |

A | M BRI |
- — & o

-----------
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& s -
& st A —
& SR T < '

& sk At

B2 R o A= i JE A o B TE 19 22 4 Jg

Ja B S0 PR L Xt B AR S b & 8 i AR, B2, LA ST 4R, Ja 1130t 5t
FE ATt #1075 TG S s S R B B AR, B0ty H BR824 H AR AR L 7R Beahi R AR by SR, T 7E F A IE H
A RIVER . HIR, Ja 118 v 2 B U A (A 22 B S Hh SRR AR, 5 11 S PR AR B R I 3 g
JABE R EE R ZE R, J5 T8 B T PR IR I SR R, iR SR AR B TR T AR ISR, Ak,
X PURE AR T o T B I AR 22 IR B WA 2 45 B R 25 SR AR AL BT 3NN P3N, 1075 17 B0 A 7 4 e S0 fak
KA RG] L B AT eIl J5 1B AU & 5 T RO 5%, Tt Poie AR ok i KA 2 A 4%
22 BEIBEENX

Ja BBt 215 P SR B S8 SR 24, 51'F: H PRI FEHERL Y B 4. Boh 2 78 T R As B
il R ZE A6 B R BERE AR, Mg B AR E NIGREER, 7E PR R S I SRR AL RIVIZREEAY. 2K 3 o, AR
T —IRSERN G BT flR A8 2 — Rl DU TR N AR, B 2R RIIE R, LLa2RAT 55 0, 15115
PR SEATE 25, fil 28 T DU FEA BRI B (bhan i 3 el B R AR Al 38); 75 HARTE & BT, Bt
AT LUK BAR B2 R o 1E N flUR 28, B b LR floR BRI SREE AR, JE BB AR 28, 1SR R 7 I 2 A o
TEflR #8518 005 AR 2 = AR IR R T TEAS B HE BRI B, Boaki 3 7EAT R AR AR R i i 28, J5 IR 8Y k2
S A i 2 2 R IR AR B 1 U 00 S 3 A7 0. B L, SRR T TG S 3 AR P (1) R A v Mol
MRIEAT S T R THlR B, FRAE P EEREA; (2) JG T 1N BUah 3 0@ i 20 15 35 5k 2 308 0025 5 301 B bR R
NG (3) Ja TV Bk # AR B2 fid 25 R 22 e s B 5 1.

PAor AT 55 N0, 45 2 WERBE Do = (e y)l X € Xy € VY, IR ESIBR £ X 5 Y, XCR", YR, ¥ n
YESI N ] d 4750, (x, y) RATIANBER x L HX RS . BGEF TR E HARZI y, TERENLIGREEA x; B
fill R B R B A x,, BAEVGREITRAL £, : X = ¥V, W2 £, (0) =i fi, (0) =y, B0 b, FEEFEAR x, T 1RFF
A x; FfloR AR R G () o

X =a(x)+B(G(x)) (1
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Ho, a () M BC) TR TR FEAR S il A 2R & 77 30 R 1T A I EEA bR —RAEEFEA L, J5ITERE
B 5 RAYEBRAIE PR RS, —RAES A ARSI TTREA, Ja T TR R DU B H R 45 R Ja T3l AR
BNV
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23 FiMRE

Ja 118 B Sk A A SRR A BbR, UG TTREANZE J5 T IREAR BRI iUE AT v, (R TE R YRR A L2
1T IEH, REREXTPIBLA B 7%, BLSEd, B IEHAE T ANV ZR. TUIZRIE. MLaaS fR45X 3 Fht iz
S ARTTRIKA A 3 R g SR b S T B0 UM R B S B AR ) (K 2). (1) MBI ZRrh, Bt 1R E bR
BT S, el st AP hlI ZR80E 5 2R R (2) TSR0, BGh# A 7l B AR AL N T 45, nTRESRIT 25 4
KHE, T RRBREIR, AT T IHES LR (3) MLaaS IR% ., Boidi s 7 i B ARBRUESS, W HESRIUE 5%
FASCHE, (BN T AR AR, T T I 2Rl A2 (4) ASCh Bt e e B P, D6 B3d 3 Bl e i 5, Bt
A — 5 R BAEEE, B0 1 AR ALY R R 5 Mook 4 FH I I SR B 28 L, 524 T RSB 45 M 5 S 8L, reg s
MY 5 S 5. Bt AR A B R 1 i 2 A5 2 R URAT 55 T oK, DA R A R B AFLE S 1], JRBERRJE 1], e fhk
&, B REE e A ) B ARKRAL, (B AR T MR A T RE AR Ak A%

F 2 EMBEI G SE A GE k4

e Y& R By 1 e /1
MRS NGEgE SRR g WZEGE  SEsE BRI JIgad R
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VE: o FIRTEA T MR/ e i, AFRIRIA T IRAB 0], oRIRTEEAR T M/ 5E &A1
23.1 AN
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N EEREAR. B A P S e R g, Sl — IS T B G5 1, (BABATTRT A A 2 I R 2, A5 miie 2
YIGSHL.
232 TR =

TR SR, F P R 8EE = 7 BEALFRER 6 P B IO SRS 28, A AT TRR B T AT 55 BB AL N 3 2540,
TE R AT S 3R EARAE AL 3% 55 o B oA T SR B S il DL RS B P & A . e H A T 1
F P RWAT % BARENR, AT R A e R IR 5 T N SR 2, o A% BIE R 20 T &, JES R AR
BRI R F R T %

Bk G B A T M NS, (AT AT DARSE T AT S5 SRR (E o B AR, FF A dE N
BREAR. W sw e BN SE ISR, e B S B SHR R BT BR85S VT % E0E 9 i vl fe
AR, B b e 1 TR AN SR H bR ab, ISR 5 1T G S B 1, BE4% AT SR 20 1) F P i A 2.
233 MLaaS IR %5

PR S A 2 AR5 R A B e T 7 3R A 4 2R B0 ) MLaaS 03 01, LRI SC A A B AR & BEBRTFE 57
2B NIRRT & P Al DAL B0 A 6 38 10 B WA NAT 55, ISR LT & OB GE ) . S5 DL R I 2R 30 22 5
R4, BE A AT, B P AT 5 B S 5 S8, A T BRI 80E. %3 5ok, B A RN R SR
WA 5 RGAMBRIEER . BT RGN RN RA RS 5 5MLN G35 2R 0, A SUNE SR
7 MLaaS 1550,

Buig gy Bk A Bk 6 /). BEEE AR T R GRE0E . BIYAE M 5 S8, RET A
SRR (HRBE#F T MR RIS, B IRAE S R IHT 45 M R IR BRE A B AR, BT MLaaS R4
T2 5 J) 0 48 m FLABSF & SR IR B SR AR A, Tk 5 AT DL B AR TR N R B AR 1 B B, S5 4 MLaaS RGE
FH 5 G 1) A5 5 A A

3 REFIHHEIRES S

ASCRIE R & Re 0, ¥ 118 0 3 26 s R vl 1180l . BT T B A e #2112y (0
K 4). Horp, i REATEE JE 110 MM 2537 5, BERME TR [T R FUIN R0 % 5, (X8R 355 )5 11X B MLaaS
IR%5 5%,

NG S Bt

| - | B
Jammaree ] aingak |8 B
{ et |- moisEn ||

AT 14| | MLaa W335 || g&

4 JEIBto 5 B BR

3.1 EEENERINKRE

SRR G 1T, Wil sE i d I R EEE SN 2Rl FE. 1 fd ke #8 8THR S 1B A B o,
s bl R B AR CEE TR B IR (1) R B E M, AR B N TR, FTALALE L E B REAERHE; (2) ik AR AE
RO TR R TR 5 B SR AR RS, (3) MR AR S RE AR I G &R, Bk 38 2 B TREAR.

AR fik A RN JE T B 3 — B R T WS 1T S AT WG T] P2 5 115 T2 a1
FEARNTTHE TS FEARE ARSI,
3.1 ARWET

Ja T T A R B 3 TR REAR s s, R IR FE 4 X 4% (deep neural network, DNN) 7E 45 & FEAS 1 sk
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T ANFEGEAR G5 R WG 1], WA B AR 5 A BRATUE, AR TR A0 % SR 10 BUG BdE, SCARE Al ik N 5 S48
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1L, 18I B 5 ARG R AN EIHE.

IS TTBGE A EUR RN T 5 A R TGO TG TE SCHREN, AR R 5L\ R 5 1 B 1 B e .
it e, — e T PR Rd A AR S 1 R MERIE S 1. Nguyen 25 N POE WaNet s /NP 4 il 3 1
Jufiih 7 SR R NBR sk, (R T BB 2R Lin 28 A\ PSR 2 ARSI RAVESFE A & R E A il 28,
1 P 2 ANBRZSAFAE R I 3005 J5 1. Sarkar 28 A PR 1) FaceHack K22 28 F0S . M A B 308 SUB PEME N &
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55— 7 T, 3 AR R TR L TR AR AT il AT DA ) BE AR R N K LA SE R B). Zhong 25 N PR H (1 AR Bh HE
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