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Abstract: Since the advent of Bitcoin, blockchain technology has profoundly influenced numerous fields. However, the absence of
effective communication mechanisms between heterogencous and isolated blockchain systems has hindered the advancement and
sustainable development of the blockchain ecosystem. In response, cross-chain technology has emerged as a rapidly evolving field and a
focal point of research. The decentralized nature of blockchain, coupled with the complexity of cross-chain scenarios, introduces significant
security challenges. This study proposes a formal analysis of the IBC (inter-blockchain communications) protocol, one of the most widely
adopted cross-chain communication protocols, to assist developers in designing and implementing cross-chain technologies with enhanced
security. The IBC protocol is formalized using TLA+, a temporal logic specification language, and its critical properties are verified

through the model-checking tool TLC. An in-depth analysis of the verification results reveals several issues impacting the correctness of
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packet transmission and token transfer. Corresponding recommendations are proposed to mitigate these security risks. The findings have
been reported to the IBC developer community, with most of them receiving acknowledgment.

Key words: blockchain; cross-chain; IBC (inter-blockchain communications) protocol; formal analysis; TLA+
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E | refundTokens FM'onTimeoutPacketH%

__________________________________________________________________________________________________________________________________

%HFT%@?*%

timeoutPacket f‘i' AR TR

Kl 5 it

K4 FRAACTR RS R 3 2 e K

X Ptk B
i IBCAPPJZ ||
_________ AR AR |
&:LI& recvPacket L2 :. l '
}?%}2{::;47)4*:@ writeAcknowledegement ¢ FH {é%ﬁi%

—WRR TEEA LR A FEE B LI B EBEAT, RJEHT B HEREIRST A MIRESTR

AR R AR IEE e A LB E S PortA/Channel A A1%5% B I )18 i ¥ PortB/ChannelB 41 1%,

EscrowA Fl EscrowB 737l 9% A FlE B X0 N FEE K 7. 2R %L sendFungibleTokens ! onRecvPacket 15445
R AEFRACTIAR, A mECE, Kk MEicE RSO/ H - A A EE R 1 1AM CoinA. A i#id HT

PR # sendFungibleToken [i] ] /7 B ACEACT #6782, M #0809 1 AT CoinA FHeA2 4518

B L HUATBREL onRecvPacket F STz /T B 485 18 X6 I 1) 72

Tokens HEAT BEEERE RS, {H LI 285 5%

I

iE. BERH SRR 2

i CIRE®). 4

Tk (RE@). M5
FEUE[FFE R LLid it B %) sendFungible-
IEMARHERAIE RS (IRE®@). KA P A WS E S M e,
kB E SR AT CRE®). R 3 I, iR B 5 EWA 7 B 5
B A E—FR T, BRI A2 G nEE C o O 5 s

— 2 C LR C RS
ERRRTT (IRE©).

UserC: [1 !
PortC/CharmelC/PonB/ChannelB/ComA]
: EscrowC: []
®r ISl
: sendFungibleTokens
UserB: [] . (PortB/CharmelB/ComA
EscrowB: [1 PortB/ChannelB/CoinA] 1, UserB, UserC)
o @
Usg;tig\i/g?l[r]lA] sendFungibleTokens Escrol‘zjvf:r ?1: ([D]oinA] onRecvPacket Escrol‘zjvf:r ?1: ([j]oinA]
(CoinA, 1, UserA, UserB (CoinA, 1, UserA, UserB)
> > ®
. . UserB: [1
EISJCSerEU[] Eisrf)f;][] PortB/ChannelB/CoinA]
’ : EscrowB: []
UserA: [1 CoinA] UserA: []
EscrowA: [] EscrowA: [1 CoinA]
onRecvPacket sendFungibleTokens
UserB: ] (PortB/ChannelB/CoinA, UserB: ] (PortB/ChannelB/CoinA,
EscrowB: [] 1, UserA, UserB) EscrowB: [] 1, UserB, UserA)
® @

K5

BE A FIBE B ARGSITR B
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232 ARFABA TR

AR R BARAR T R ARG 6 0 SR EAT B R A% . 0S  80ds B0 Y 3 ZEAE M B0 95 classId FHRFORFERE I T
JIT 8 PR 28 MACTRR it /45 #0462, tokenld DU 38 rh AR T A PHE— R 1.

S A BAAR TR [ BT A A AR 9 P AN AN R AR T 2 A 3 AN R S Y3755, (ER AR AR R R AT 8
o3 AAEL. AR R BRARAR TR classid FH SR X 50 AX T3 ¥ i J 2530, Xk oz [R) 5 A6 AR o (RO T8, /6 e i i R rp A 53—
FERME AT SR L. (HR R — R AR R B AR T AN BERH T AR, I 28 tokenld SRME—FRIR. [, Z24MF
[l FAAR T A B il BB 2R, — IR 2 AN R SE AR R LA T R REIE R SRR3R, I8 — xR Mt
AT EAE, A — T ERE R 2 S BUL RS (K I A RIER (1. 3R [R50 588 TR AR 1o X0 0 i 5 S,
W RIS R R AR T A BB — X 2. B, AN SCAS P IR 41y

3 RERIFFMR

IBC WHMAE s BE WM SL I T AN [ [X B 2 10 (45 Thak. A STREAE FH IBC Bhs i IX B B B 2 e 4 11,
T BRI SCE R BE & 15 AR 2 TR k.

31 ZERK

IBC Whilih R X HuEE . B P ik, PSS HEMSE. A SITEET LU N 22 /L.

1) X Bk 1

IBC WS Al X e B it T BAS AL, FRRACREE B (5 M T SE M. IBC AT B R T 2 Fh 2R A X Bk, A4
AN (R R L N X S 4. TBC WM SFEAS 600 X B P 545 5%, 51 40 SR L 1 2 s 5. TRk, AR S8 A
IBC W3 X B AR & 2 e 4 1), JE HAEFSEL 7 IBC Y i /% ZE M0 2L A Th g, 1 an X i R bt o 75 B 1 BE 7
R, ARG A S5 TR,

2) B2 P AR X

IBC i 42 2 7 iy 1] LAGE 4 X B Sk A 0 22 0F B SR BGIE X SRR AS iR B I AR 2 A 3 BN B e e M
BN JE AR DRAE T S e i 55 R IR 15 31 55 X ek oR AR G A VL G PR RE A L. D T 10 0 B X HUBE I R A X Bk,
B P i i 7 IS UE T AR RS 1 X P2 75 A B ARBERR N, XS A I B IE S B 1% 2 X BB A H AR
MURIBIAT A, 5 25 R, A SCB R 2 7 Ui R 6 T T 960 11 R 46 3222 9 [X B Sk RTIE B

3) HR 4RI R (5

BE T P 4k R AR T DX MO () (1 R A a8, 36 o A AT R Ak AR BT AL B BRI L. TE IBC P, gk
AR, SR EE FI R R, 5rh 4k — R s S B R R A . R T A 2 AR TR T RE
1 5% BB 22 DA R T TE (V3 P, BRI AT R AN E 1. TEXT IBC PR A3l R, AR SC R EOGETERF .
WAL TSR, B8 T R 4REE DA 1T 5 R % 4 n) B AR SOy Sl AR R R AT B
YA SR R 4 (10T SRy ok 4 T8 434 P ) i T ) 22 4 XU
32 M &

IBC iU & — RFNARHE, A SCNE 5 SCRE AN PSR AR R EORM A A58 K 8 o v SN2 385 F2 PP I . 3k e i AR 3R
T IBC WMFRUESE X HI T BERERS IEHIE1F B0-& 3T, UL T HEE TAO JZ R 2 i B, I R4/ 24
APP JZHEHR I L 1T
3.2.1  FHEEE. EIE AR AR E

TR RBIE FRE > 8 LT R FRLEE IR AL SR bR ST BAR AR RIS Bl B
DRI ML A5 75 B YR 58 i el T ANEIE 12 T, A Re i A 7 (R R AL fan a0,

T AR o R IO TE R v A 5 0 R S R ARG 3 AN

MR 1. RA R TR DU K E.

PEIR 2. MR AR F B A 2 e )
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PR 3. G0 SRR 58 K, 9 A% RE I I B v eI I i i 4 2 — BURPIRAS.

Bl B AR HE T R S AR RIAE OGN 4 AR,

P 1. RA IR 0 B A i3 RS o] LA IR 2R

PRI 2. 5% T il 2 8 gl 3% R B0 A S R

PRI 3. — /N A R R B T A S22 USRI T

PRI 4. T — A RIE B, B 4 S R A B R

IR A R A SR B AR T 2 LA SO T AR PO
322 AR AR bR

PR 1. R IER 0 E A AR AL R RAS AT DRI P & 4, B R R TR B MAR T, HirE 4 Lg%
X LI B IR B VR BE LR (refund) 5 AT, RA B ARBEES SR T 0E, JR4E 7 W] AECE R AR M Bl H Az
BEAL RIS A% 11 SR

PERT 2. F3 2585 BB AR R BUAGAR Mg E e, B AR R IR S brig sl b5 EIEA AT, At
SR AT, FULTEAR MR b, 5 RE AR M E A 2.

PRI 3. B bR 1 1 8 UE R A I VR X R AR E B, IF B #2424, Bl XA e i 7%
R JRGE T BT R AR T, B AREE T A E T B IE. R E B E A S IR T B, IR R
TR FHE BRI, Wi B s A5

PR 4. RATUR S B bR AR T A R 1 a5 B Bl 20 A2 X 5 B M B G B i, Y E 74 0T LUAR Rl 5%
R IR A B0 G T, sl i 3 AR B IS, JRBEA AT DL 2l A 5L 4R 2R, M R[4 .
323 AEEFAAR T bR

JEF AR T8 5 B AR MR A FEALRIAT A, BT DA 8 R0 2 1M AR AR L. AR R AR T 6 48 b it
IR 4 5, Fh i 3 5 RRAAR MR AR HE AR, PR 1. 2 F0 4 5L, R TR MR 4 i
JRAAR 1 B B R RS AR AR R R T PR Dy A — AN HE R A AR TR R P — 114, BT LAFE S5 RS I RE v, N JE R R
AR T AN A IR e R — — X .

4 R ULEE

AT A8 TLAG IBC B3R e B3 2 1k g AT T a0k ) 5 S AR 58 % TLAHRAS S8 TR ™.
4.1 TLA+#1 TLC

TLA+E — ML T2 Mh it P @ L4098 5 . TLA+E H TX A0 A3k RS AT 4 S50, 46 TLA+H,
ARG LLUREH I RIE, RARIPATRVIRES FF, X FE0F 50 54T 9. RS Z [ IIER s s s (R
FOHRES) FIAR WS FIA 2 (R UTVIRES) MBI ENERIR. KA — M (stutter) FIRFRBNE, RRTA AL
AR FE AR, £ TLA+, REVIAMER AT 0 XA, P &y @ A 20k A, B e R £
BEAFEHALEL: op MO, MiERRA—NAR p TEFH LM FTAERSHCN R, 5 HER— N2 p BT
I —ARF N BEAE, B —FhBNAE BT RRER IS 17 14 5 F T 2R R RIBNE. S EM AT LAERIE N o[ P(x!, x)]_x,
KRBT x WEHREALE, BAARK P, x) AR, ZANFER T E x EFRSA YIRS IUE R R,

AGIINL)E H R~ N: Init A o[Next]_vars AFairness. FH Init K8 KRG HTA AT B IWILIRES, 10 Next & X
T RGFTA T ReMIBNE ISR, vars RAR RAH T L EHAMIIES. AR o[Next]_vars FR RAE 4 IZ M Next
FUE FITR R RPUT, B T LR AR A, 85 AL EiEd Fairness KME —LZ)E B AUR A, A RFRE
TR TUHABIAT.

TLA+5 HAR R I T 2L I8 5 9 B et 2 T A R, X SR QNS 2 TR Mg R BB 4 IE. TLC &K
o — AN LR TR RGN B, T PABGAE 22 S ANEEE . TLC SRR ARG FTE ATRERPIRG 9, R F 51 &
T R E WM. AN T e S AR R MR 23R [8] Success. W15 TLC KR BLEA A L 8 5R, 2R [F1%

O]
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R HIE R A, A TLC 19 VS Code flifERRA ™.

AT 3 — AN AT B R0 7 SR R A TLA+ R FIIREFE 0L 2. B 6 & —AMRIBN C F2)F, 2P &R
R IN0 M BHF i &T 10 B 7 ER T TLA+@2BZRF IR, B 70, % 1478 LT RE i, 1
52 ATHIEAA 0. 58 3-9 1758 M T %R G AT RERIBNIE: 24 i Wi/ 10 B 390 1, 24 i W2 K FBEEF 10 B
TREEAAE. B8 10 17 X T X T RGAT NI AL 1R Next R FITAEMEFEESCLE § WaifE—EL
FAMATIRA (enabled), A iZENE B &2 KA. Prol F1 Pro2 & Wi s AR RISEAL MR, 8 T Wi AR IS 57 3 /E 5. Prol
R e i RRRKTESET 0, Pro2 B & i &% T 10. BN Prol MR X T RAGAREHRAL, Fr
UL Prol AE. FBFAAFHARBHERGA S —HO T MEFRA R MEAE, Bt 2y i M
10 B, i 390 1 IBE—BR WAT IR A& 2 kA, Pl i 4235 T 10, Pro2 9 E.

1 VARIABLE i
2 Init==/\1i=290
3 Next ==
4 \/
5 /\ i <10
6 Ni'=1+1
X void main(){ ; v /\ i>=10
2 1nf i ='0; 9 /\ UNCHANGED i
3 while (i < 10){ 10 Fairness == /\ WF_i(Next)
4 i+ 11 Spec == Init /\ [][Next]_i /\ Fairness
5 } 12 Prol == [] (i>=0)
6 } 13 Pro2 == < (i = 10)
6 i C R Bl 7 CFEFXRE TLAHES

3 F TLA+H I8 R S8 ARED 2 RA7 75 LA tla N JE 40 00 S0, T LLB I 1B . ofg S 8L B SOk FR
TLC SRR BRI 0. X F oz MR, TLC H 22 R Success 45 %, &2 TLC M IR Error, 745 H—A4>
M .

4.2 BERE

REAUR T AR R R GOR S RAS IR BT, R0 R 50 75 B FE R R A I TR SR R 7 B A3
B FETE LR B R GuA% 0 1 S TR 614k R G g A%, DA TR A T ELAE A5 B 10 B[] Rk i 6 I 45 2R
421 XHEERIRE T bih R

BT IBC Phsl i X Hust [ B 22 A I RE, A SCTE A AP R 23 IR N IX B 1) SE A5 . 7E AR SCI R B o
X Hes FOR 3 B AR A7 IBC B SCHUHE S5 M IR AL, FR4R4E T IBC Il R IREF . BB AR m
BRSO S I Ab B BR RN A Th . 5 X HUBE SRR, R i AUE W 1Y) SE I T IR ANAE IBC WMSCCRS I B VE L A
B2 Py FUAIE BA P R (ORI HR 40 025 O 36 B2 22 PR B0 41 R 509 . A SC P A A0 I oK Hh 4k TE iR 3R o T BE 1Y
RS R LT IEAFENEE.

422 ERE. BIE. BRI RESE

W 2 TR, A R TAO JZRYERE . WIE FIHE AIX 3 ¥R/ ARaEA APP E /MR M B FRiE. iX
5 o AR e SCT AR AT, 1) SO £ R R A 3 BRI, AR b SR B DGR S TR BB PR AL TR IR IR 1 3R, B
B B IE AT A S, AR TSRS X AR E v Ek A, Rk, R L AU B L . BRI R B 2 A
L, IF HOEBAE @ o RS A B . Btk Ui, 24 3% Bevty O 46 Q1 B EDE 242 T30 oK 5 R, A n] DUR 0%
22 B o 0 b ) 3 — 00 3 i SR U 8 T B T (R AR TS AR B R R IR AS 4y OPEN, i@ IE IR
F RARTEERAR F UG 7 e 5 L. B TE R EUE AN B, SUR QAN S5 B2 @R A . Bin] LITEE
T8 ity 1) R AELAR T AR 5 T A W b 36 5 L, (R 0 0 P R A RM A T S K S 1 iR A5 D OPEN. T 4504 A
A R sRom i v AR, AESRIRAS )y OPEN. iR B Z SRk i, @iE# O @ a3 8 1d 72 R £ OPEN
IRAS. FEAS S 4 A B VCR R IBC 11 TAO EH1 APP EbRiE: MR, WiE . BIREAC TE. 7
H & ZK, HAbZ R SRR E OPEN IRZS. 75838 B B A (02 R A o, Il IR S N ARH 52, TR
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MG R il fRIFTE OPEN R, AL FERFERARF R BRI TEM, TEAFIEERE T RENEIR R T
BN EM LS R LA TR A S R .
423 BARIRIEAS . AL IR R BORAT AT R bR BT (A R R

B AR AR AR TR 1) 40 0 B P SR fie i 5o B P BR URAT . M R ARl i 22 5 $R A8 B E AR, DG I I Ak 2 b %
ST, ELFE X AT [ U8 R B (0 SR (1) R BARIRIRAS . AL B R O [E] I e AT D I R, (R
HIEAE R 2 S EZ 5 B1R, Bk KA IE 0 B R A 2 BT 78 A0 3 o8 5ORT (51 pR 25 5] B ASE R & — Fol ik (1]
TR BPIRAS T8 ) 77 2, S AR ER AR AR 5 (LAY B BB 30), Ak B R B AT R (el R B AT B3 A, AR
A [ ARAN w5 B AR I . BRI, R SCHE TLAHR AR G IX 3 4 B3 li— N3k M AN S8 (REBEIR IR A
Z5) IERAET, AT 7 A o ORI [ 1/ R 45, 75 TS B 3R AT o] AR £

E IBC W (W SEBRfeE A A, FA P BB DL sp 4k S s p i@ id 22 5« e PR A 55 5 U8 F B SO SR 1 T . X
AN FEAH 2T DR 2 2500 P AR 5 1 A B R . TR G AR SO AR S U P bR ) LA R, T R Sl I — AR
DT 3 S0 FAAT 5 A0 3 o8 25 0 5 CSRATT RO P U3 S o A58 P o e A EH B0 158 000 ) SR TR PRS00 142 B v A
R R PR R, WSS 5 Sk AR N AR SR E R4S . R Z SRR BL T S R 4N, AScsit—25
3T S ) R P JER R DL 2% ) R e 755 4 B M L Py S s 8
4.2.4  FARABIHLE] R

BB L A B, A (0 214 i v P R 5 0, HR i v 8 B v 2 SR T 50 0, 2 A5 B . T DX B
TR G, AR SCTGVEIB I X F 7 2 B B AR B B AL ). SR, A ST IHIE B B892 P U 75 RETEAT A1 3% 5% (E A
TBAE, BT LS — AN B8 45 00 SRAT i 15 A B 2 75 5 A W B e X N0 45 ) PR 2 TE A T an AL B i e v, 9
B 5 AR .
4.3 IBC 1YY TLA+RE!

AT NEERHMESL . HE SR R H0X 3 A5 TH AR e 1BC B sUr s EA5E.
43.1 TLA+BIAIEEfRHESE

TE TLA+H R G0 LA HR ) G5 M EAT S8, AT DU B AR &, 3R ERFAPE R, 7T LU EXTEND 1
INSTANCE J&8# 73R 5] N F AR e (AR, AR 4R AL 3%, IBC Bl P4 ik, @, B MmEREX 4
DRI, TR E U @A AN Chain Al Environment. 3 Chain /R X HueE, T EAFEIER: . HBiM.
A RO T 5 A O (1 B3 425 44 A0 b 22 6 . BB Environment B0 X M5 7] B AT 50 4% 85T INSTANCE
KT S BN Chain BB R R F IBC PR X e, 3B SR ie s . Ab3 of B0 A7 A0 m1 8 bR 55
AT 10 25 R0 18 FA 1 B BLIE 3, 5L Environment 2 FAT R S8 DT BT P8 FAZ R — 4> Chain B (T2 403
PR, SRARAEE FATHRIEE T W 4k BT AT AR AT . JE T AR SO IX Bl I8 25 1 it (1) 22 4> 5 %, Environment 3
FERE U A Fe A —A> Chain BB, #i23 I EangzHiR 55— 4> Chain BEHURES 1IUFE B, 8% 18 FI ¥ Chain i ny LA
TR IXAMIE B SRIHIE XS /7 Chain BEHFRA R FF& T, W R 776 T P AT A0 21 R 4L
432 TLABIAER S

TLA+R SR PR B E0HE 2 B R S 44, DR LG 75 206 B WO B 45 A (e Ak, TLASCRRA R BB 775 i
BIX 3 FhEERA, DS MR B R HOE S5 K. TLA+T R BE A— DN EES BB —MES MU 5= 5. $d
AT CAER AR g A B SR B B A 1Y) R B, 285 R 1 T UBRAR D DN S5 ) s A 5 8155 7 1 R B

TAO ENJHEIEEE NERARF . IBIEREF MG HEMIX 3 M. B TASCRE P w2 SR\, &
SCHANFRAGER B ity AR T 08 0 1R T A DG (R B 45 ) Dy i e v R vy B v AT v R A AR R R
(£ W . AN [ F 3 ity AR T 0B PR IR RFEEAT R 51, FF HAE R — IRWIER AR T 2 A i — AR IR . D T R
H B A BRME— BIAR IR FREAT 2R 51, AN SR 240 A AR ity R IR s A7, R B R S IE AR IRAT. [ 8 R
TR AT OB S5 . AR EAR A BRI B ID R ORI B BRAMEIR A T — AN Rk, B
W BIAEER TS . FONAS [FIEIE M BE G 5 TT A2, A SCFRE B0 B T 25005 0 A7 g i Io 3 1 b R AT
o ME—AMEE RO R TEAN RS Ca s, R AR LS E .
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connectionEnds: [{
:string, // &EEIRA
sint, // EREFRUE
sstring, // EENKENRR ) SARIRTT
tint, // iR A
tstring, // MR R R IRTT
:Set(int) // PhEMRA

H
K8 AR

7E TAO EHEUR M b, R T BEFEAER T EEE M. W 9 FR, FRFRAA TEZK 3%
RN — N R, R F R RS AR, FoH Seq(Set(string)) Fon TR EA G RITEHE
B RSP SR B B . R UE S R G 3 O R P R TR R ) e A, ARSI R AR T A= . R4k
AR T3 4D T 800 E 38 5 i A TRUARE, ity 1A TR AR R AT G THD AR 422 2F B 88 T g B AR A AR iy LD A IR AR B S B R Y R TR
WIEE 4.2.2 ATHXT RS E R U, A MR R e, W TE A R L H R EEA AR, TR T DO 8 AR VAT B 3
AT E L R F R A AR K U 2R D AR T B BT A B BR A 1 R H80E SR ) e 3 O R A A AR
classld Fl tokenld ¥4 B — JuéH, {EIN AR MM BT A .

// HFEARTIKS

FungibleTokenAccounts:[(string, Seq(Set(string))) -> int]
/7 AFFEEAARTIK S
NonFungibleTokenAccounts:[(Seq(Set(string)), int) -> string]

9 ARTHAR K AR 45

K T IBC VBT ¥ B EHE 254, AR SCHE SRAR I AR 7 2 — S0l By 1k ot 41 08 ) 0048 28540, 491 it A i
A0 BCE R A T PR @l SR BRES AN SO R] AR AR 147 5, FEIR IR R 150l A 1T
433 TLA+BR! L

TLA+54FEE T I R BB SR B AR AT, SRR T LRI AN SEOHATIZ HRIRIE S, T DL KA &
MHEPRAIESCTEIRES IS, MR A% B, HEAN A3 oR BN R BR B E N — AN 3IE, STES SRR HUT T
AR, 7 TLA+, @ WA 5N 2 M RIERF 2 AE R RS EHATERAE, NI /5 S S Re ol /i s F 1)
PATEER. 1 LET 21k 30— — PRk R A 2, B mFEE 5 % € . 18 LET Fak U, J5 5 A ar U A
ZHTEA)E X ERIE T, A0 TE BARYEE SO P 0 Dy A QRS s B 40 TLAHIAEE, Bl BRI K.

1) T4k 5 X HUEE AR P iy B A4 SEIAH DG (048 B R T5 A1), 490 40 [X e v B, [ BB

2) ¥R AP AR B O A IE I TLAIERE S BIAEE 1.

3) SEIR A 2% O ARG A i FEEE 8 SCRI AT R . AR IR AN 2 30 BT 7 A R 5 P SE IR T, R T AR
(X B 1) 22 AR B, AR SCE AR B SCIE A SEEIL 4 2 1 2 o 4.

4) i LET FaA AR AT ek B P i a MG AR &, (513 TLA+H RG] ] LB .

5) 1 5 AR ) R RE A A ) AT, AEAHE TR IR AR A I S B A

6) VI I B 2 A1 AN AR S DU B0 e AN JBT i

DL H— M2k R m B 72 2R 2 sendPacket (R AL OATD 401 10 Brom) X5 B2 TLAHXASG U 11 B
TN, BSEA ST R T IX B B R TR B AR S B ) (B 10 &5 4. 11, 120 13, 14 47), Hi timeoutHeight 4 F
SRR L. WS 4.2.4 AR, A SCd I HAh 5 2k 6 0E R 1R L SR B2 . (R B A SO A TLA+R30dE 28
RUFNZE RS2 7 O A BT 75 BN AL AN B . oo, ARSI I3 4 1 D ARG BBV H X channel.  connection
F1 sequence FITEE BRI LA K %F sequence il commitment F5 B3 (K 10 28 6. 9. 15, 16+ 17 47). # FRAC@ET
LET %A RIRATE W FH G2 & (B 10 45 6. 9. 15 4T), (157E /54 TLAHCHS b ) LB 348/ channel.
connection Fll seq &A% 5. PLAMEREE T AR 1B R RIIBT . 12450 F BT 7R BR BTE 25 A1 L B S0 AT 0 2 P BT A 4524
I 5, ARSI T — A seq<=MaxSeq 154K IR i 56 7E UL (] 11 28 9 17) F1— Al BhAF & packetLog DAME -1
IR (B 11 55 18 47).
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function sendPacket(
sourcePort,
sourceChannelr,
timeoutHeight,
data):{
channel = getChannel(sourcePort, sourceChannel)
require(channel != null)
require(channel.state != CLOSED)
connection = getConnection(channel.connection)
require(connection != null)
require(timeoutHeight != @)
client = getClient(connection.clientIdentifier)
latestClientHeight = client.latestClientHeight()
require(latestClientHeight < timeoutHeight)
sequence = getNextSequenceSend(sourcePort, sourceChannel)
setNextSequenceSend(sourcePort, sourceChannel, sequence+l)
setPacketCommitment(sourcePort, sourceChannel, sequence, hash(hash(data),timeoutHeight))

10 i R %) sendPacket TS

HandleSendPacket(sourcePort, sourceChannel) ==

LET

channel == getChannelEnd(sourcePort, sourceChannel)
connection == getConnection(channel.connectionID)

seq == getNextSeqSend(sourcePort, sourceChannel)

log == LogEntry(sourcePort, sourceChannel, seq, "send”)
commit == Commit(sourcePort, sourceChannel, seq)

IN

/\ seq <= MaxSeq
/\ channel /= nullChannelEnd
/\ channel.state /= 'CLOSED'
/\ connection /= nullConnectionEnd
/\ chainStore' = [chainStore EXCEPT
!.nextSequenceSend = [chainStore.nextSequenceSend
EXCEPT ![sourceChannel] = seq+1],
!.commitments = [chainStore.commitments
EXCEPT ![sourceChannel] = @ \union {commit}]]
/\ packetLog' = Append(packetLog, log)

Bl 11 BR% sendPacket [f] TLA+HCHD

KU S 2, AR BV EREAE OR B P SCAS ST AT NI SR T, W0 1 4ot S5 0 A0 A 22 R 4, DA T- A8 BA I T
RIS
4.4 FA TLA+HER TR

AR 3.2 WA BAAESHIR T IBC P3R5 Zi 2 FIVER. SR1, X L5 1R AT B A7 75 B S AN Be A T 56
TIE. BT DARE A X L v S % 04k B TLA+ 3, AT AT DA TR B U T B AT 30E. S T W PR % 4 TLA+A
3, A E SR TR R I RR AN AN LR, IR A AT SE A BTN R N 2 R AR e R A, (R
TR RZ A 2 TE A R WA, 17 A2 T St o B B ACRD AR B 1, AT e 8 3R1E
TLA+AR.

AR BT IA I BN T R G AT =B ZI AT B . X e B S i P B R AT DL AT 438 (4 K8
AT LEA).

1) PSS AL, W R oP. i [R B A AR M e br i b PR BT 2: B b 00 S5 AR A T 480 B =2 S5 T IR A

2) P AT AL TEPR 2 ik, X RLA o O PG W B A R 2: WA IR S i A T

3) W PN O AL, R A o(P—O). Bl i E s s (5 30 W — AR B S 2RI,
TS B B BT, R Z IR,

4) WS P AL O 2 or, XA Ko(P—<O Q). BlanEcE G bs e H M 4 iR — MR C 2K,
T AN EH 5 o 2 P B
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BT AR Z A . @R Bk R 558 2 I3 UM, B A U8 RIFAME— AR ARRE T
FEALLRI 295, I AT LUE s 6 A [ P S AT AR & AR 4. ) i R bl P (1 12 0 2: W IR AL M R B R T iR A 22 58
. 0 SRR S R F B IR AS TR AR &, WHZ LI AT LAERIA N connection.state = INIT — < (connection.state =
OPEN), Xt R IR 28 4 A3 (HANR connection A8 FE A FRAEHI MR IS A4 B B8, W% L0 ] DL B Rk O
(connection.state = OPEN), X 87 FiR 3 2 A . XA F A N LFREIE T AH R 200,

LG T TN 2RI 72 A 7. o connection % 7R A & connection [ T —AMIRAS. Bk
TLA+A AT A AP IRAR RS .

1 IBC PG EE R 5T B T LI 24 SRR 4 A 20
75 s b e PRI 29 Lk /N
1. o (connection.state = connection’.state or

1. R 2 FRRAS AAUNINIT, BE (connection.state = UNINIT =>
Feviny B AARFRIRE A, ZAFHINIT (connection’.state = INIT or connection’.state

| ek A IE ) 42 TR AT EiTRYOPENW& ~ =TRYOPEN)))
VLRI A= 2. hn BRE 5 w24 B0 R Z O INITEL 2. o (connection.state = connection’state or
TRYOPEN={ OPEN, I # #23iii 2 4 £ FF ((connection.state = INIT or connection.state
REARAE, E4HHOPENIRTS =TRYOPEN or connection.state = OPEN) =>
connection’.state = OPEN))
—yy aT—
2 U IR IE SR T B 2% WA TSR T B 2 5 T o (< (connection.state = OPEN))

e

U SRR T 58 AR, T A RE b R A B IR &S N OPEN, T 5 FY
3 B MR B A H — B T AR U DL IE (Y R R A R

N . N — counterpartyConnection.versions =
IR #NOPEN, Jf HA A F A5 pattyt.of
connection.versions))

o (connection.state = OPEN =><
(counterpartyConnection.state = OPEN and

. T A AR A Y UNINIT, W58 1. o (channel.state = channel .state or

s N i g hannel.state = UNINIT => (channel’.state =
#9545 INIT O

J%ff&ﬁ;ﬁi” A, EARENINIT |00 or channel’state ~ TRYOPEN)))

2. f B T AR Ay INITER 2. 0 (channel.state = channel’.state or

o RA EHETRSE T . s 33w ((channel.state = INIT or channel.state =
4 BE L 3 TRYOPENE{ OPEN, | iffl i# bifi 2 4 {45
DL A= JRAAE, 5 4 £ JJOPENSLCL OSED\T TRYOPEN or channel.state = OPEN) =>
e (channel’.state = OPEN or channel’state =
. VIR CLOSED)))
j AN I
%Eﬁ?{f?fﬁf%ﬁ & CLOSED. M 3. o (channel.state = CLOSED =>
- channel’.state = CLOSED)
WER B WA R TR 1. WA S VF 6 s, HT46 L HIEIE 1. o ((not allowCloseChannel) => <&
5 i T, VI FT PR T IR TFRA S (channel.state = OPEN))
“ o5 i BN SR T 2. i fovr o A8 18, #)4A1k iiEiE 2 2. o (allowCloseChannel => <> (channel.state
AR TER FIRE R KM = CLOSED))
e s s e 1. QA HTIEE HIR A AOPEN, M 5B ) o (channel.state = OPEN =><
6 - éﬁﬁ%iﬁﬁi fé%‘g& ol 5 308 8 3 bR AR A RN 6 7 3 I FRIRAFUL (counterpartyChannel.state = OPEN and
e E,”J%i{ MRS FiC B8 8 vtk S Bc 2 NOPEN, 1 H B # counterpartyChannel.version =
© [F IR A5 channel.version))
1. 4n 3R 4 w0 B0 B e W B I, W% 1. o ((isReceived(packet) or
7 R A IE i 0 B0 B A 5 B DA k% isTimeout(packet)) => isSent(packet))
RS LSRG 5 A 2. SR Y HECHE A A, X R AL 2. o (isAcknowledged(packet) => isReceived
Ca PRI (packet))
O (((not channel.order = UNORDERED) and
3 HH BT P IEE R, ek W U s E A I, eI receiveLog(packetl).index <
be IR CI RN 2L TRHHR B — E 2 S R 1) receiveLog(packet2).index) =>
packetl.sequence < packet2.sequence)
1 W R M AT 3R A B 2 A BRI, U 1. o (isAcknowledged(packet) => o (not
o M A HHE AN e R I B R B 2T isTimeout(packet)))
A USRI T 2. IR M AT EOE L B A2 T, U 2. o (isTimeout(packet)) => o (not
AR isAcknowledged(packet)))
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R 1 IBC WrSCRR B 2 AT L2 Hox R 2 AR AR A 3K (85)

75 Brlmbnide 4 i 23R UL /N
e RIS, B R RHOR @, e 2 gy § (sSent(packe) = ©
10 BEE iyl gﬁ;‘;‘;ﬁ;fii‘t‘g“k“’ or
L dn R EA AR TR TR [, MHZA 1. o (isRefunded(token) =>
e S T AW BRI A 5 (isEscrowed(token) or isBurned(voucher)))
IR 1 EIIFRRCIC ) oy s T 664, A5 EL2HER 1R 2. o (isMinted(voucher) =
i M il % BT IR K isEscrowed(token))
FRE 3.0 SRE R TR AR T, WK T E14 3. o (isWithdrawn(token) =>
B SRR isBurned(voucher))
12 Hﬂi;;;ﬁ g%}g}f R B AL B A R R S EE e o (Sum(nativeTokens) = initAmount)
H AR B85 38 0B IE SR 1. B ARSI A0 R IR SR AN B YR BE X Lo hers) <= S Tok
1y FURHCIR BB AR T b AR T BB o L(vouchers) = Sum(escrowTokens))
MRS SLEFIOBCR, I H R 2. HbRBERE M AR & 2 gy 2 0 (¢ Sum(vouchers) =
B B VAR AT B Sum(escrowTokens))
RAWE B s T %
= A R NN ERSY o s g ) -1 O (isRefunded(token) =>
14 H%ﬁ;;git BB HE SR qﬁ&ui?ﬁﬂg ; gzx }Eﬁi @T ﬁ@ﬁfl WX 8 (isReceivedFailure(token) or
Y YR e, YA T LR jpree E isTimeout(packet)))
[l R AR T
1. dn R E AL AR T R TR [, MHZAR 1. o (isRefunded(token) =>
A . T B E BRI A 5% (isEscrowed(token) or isBurned(voucher)))
15 e F AL ?% ggﬁii’z ?; E ?z\’l{l{%}? 2. WREEE T EIE, WX A B4 % 2. o (isMinted(voucher) =>
R N v 8 R isEscrowed(token))
3. WTEREE TR AT, M5 B4 3. o (isWithdrawn(token) =>
B S AR isBurned(voucher))

16 ?E‘%gg ﬁgggg*ﬁ’mﬁ B S AR TR o (Sum(nativeTokens) = initAmount)

H AR B 3 1) FE AR 2 AT 1. A —A> HARBESE I (1) FE UL mT LA 32—

17 LB LA XS B2 U B 1 48 AR AN IRBER IR AR T 1. o (Sum(voucher) <= Sum(escrowToken))
KRR m, FFEWE RAES—— 2. B—MEEPIEE AT RLIT LA 2. 0 (O Sum(voucher) = Sum(escrowToken))
P N —A> B AnE i R E
RA W] B braE AL m %
1 kNN RS g g o g g s 11 O (isRefunded(token) =>

18 ?E]%gg WA A TSR ?;i?ﬁﬂg;ﬁggéi? » WA 77 8 (isReceivedFailure(token) or
P AL T, Y55 A T LUR o isTimeout(packet)))
Rl EE 2 AR T

5 FERSTHR

5.1 ELR

PAVE AR T A TLC SUFREBUAPE L. H A, RATIRUE T W R REZ M IEE B ML IR E DA 2
533K IBC PSR 2436 a2 VRIS, I BLPT Dlodad J4el iy S0 Je B0 TE 2 8 5 0. @ . @ I8 18 oy
A ORI RAS S« H 6 A AN EoR B AR AR M a6 Hic #1727 DA E R 240 B AR T e s 5 10 i [a).

R 2 JEIR TR IBAIESE SR S < R A I T R B PR 1 9 B TR, TSN AR
o I T ELB8 UE 1 P D A2 . INIRIE S5 SR, WG A0 1) B4R T FE i 48 T 1T RE 0V SE R A% SO B PT R H 30
BTGB A SR STt To iR I (100 R R A T T e S o 4R [,

# 33— R T RAEAN [F S HUC B T Ik AR A O BT 75 ) 1) 34842350 43 v TiC B 1 2% B ] Q0 A e 2
Ui P AT 36 ) AR 5 AN 4 308 T R 43 T TG LT A T S e 3 o A R P A5 AN B L ) PTG R R R T
) S R A i AR T 2 B AN AR TR AR A 4y T D B A B L DRI TR vy, ] R R AL AN AR AR T N S
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I3RS R #E R 482 Ubuntu 22.04, CPU A 256 #% AMD & & EPYC 9534 @ 2.45 GHz, W17 K/ 512 GB.
TLC 7] LLilid worker Z 80k B £ L2847, A LK BiZ S H0N auto ff TLC BEME 15 R AT BE £ 1) CPU %K.
TLC 3@ R 2R R G010 T REIRAS SR IRTE M T2 7536 2 . DR R A B0 R [ 2 2 R PR EL B FMERad
1 A A RN FER A FPRESFFHKE R M. K 3 o] LUE H R GRS EBER B S 800 0 mi K iE . 41
Wit TR AR RS R, TG R N 1 3K 2, i ERESEET R 100 £, BIEASCH AT A S8 T
A R SH (IR XS IR E CZ R IL IBC PRt v & SRV 2 45HR 1T A,

2 IBC s B 2 Mot J LR 45 2R

TR IGIESE R
RUFHIERL. 3. 4. 6-9. 11-13. 15-17 N
FKFTHIPEF2. 5. 104 14, 18 x

* 3 AFEZHECE TP UE AR ZOA R ]

_ o X REZWIE  RAS R WIERT .. . e BRI
P Joi = [ R Hi?lif‘*ﬁ W?L - > & D., W ét Y f(\\ 7 4/\(:4\\
MRS BT B bR e e K Py o IAEAE R IREE MRS ©
1 1 24 9 2.09
\ 1 2 856 253 410
! K 2 - 1 N - N 679 130 2.83
2 2 83291 10788 5.6
1 1 24 9 1.47
\ 1 2 856 253 3.65
2 K 2 K 1 - - x 679 130 2.46
2 2 75149 10307 461
1 1 24 9 322
o 1 2 856 253 438
3 KB 2 - 1 - N 679 130 3.66
2 2 83921 10788 17.62
1 1 604 128 2.17
\ 1 2 5542 404 3.40
4 B 1 2 1 - - v 292879 18269 6.52
2 2 10535506 190544  13.26
1 1 604 128 229
- ! 2 5542 404 8.06
3 R 1 2 1 x 292879 18269 26.29
2 2 10535506 190544 9235
1 1 604 128 3.87
. 1 2 5542 404 12.24
6 @i 1 2 1 - N " 292879 18269 26.29
2 2 10535506 190544  198.89
. 1 16401 2741 5.98
7 LS 1 1 2 N 2767873 413103 5857
. 1 16401 2741 6.40
8 S 1 ! 2 N 2767873 413103 4059
. 1 16401 2741 5.57
9 B 1 ! 2 N 2767873 413103 39.29
. 1 8531 1712 475
10 e 1 - 2 2267441 364252 6534
o 1 1 1 462 176 4.44
1 mﬂéﬂg“ ! ! — 2 2 N 1552439 230247 332.23
' 2 1 1 104032 33044 28.20
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R3 AFAZHECE TEF R UERPREZAI E (25)

. e WREEHE RZEE RAT  &E2HEE WHKT .. e e, JEER T
PR B o P ; G PRI yrem s s
PP Br@bnidE WAN AN e Py o IEEE R RS MRS ©
I 1 1 1 462 176 3.69
12 Eﬂé@lﬁ; ! ! — 2 2 N 1552439 230247 8131
< 2 1 1 104032 33044 11.65
I 1 1 1 462 176 5.47
13 ﬁ%@f;;t 1 1 - 2 2 N 1552439 230247 566.65
< 2 1 1 104032 33044 131.74
I 1 1 1 462 176 2.98
14 ﬁm’@f;;t 1 1 — 2 2 x 780403 130022 72.56
< 2 1 1 104032 33044 16.86
- 1 1 1 462 176 5.01
15 ?Egg;f 1 1 - 2 2 N 4335329 595849  2815.98
o 2 1 1 99976 31268 48.52
- 1 1 1 462 176 458
16 ?Egg;f 1 1 — 2 2 N 4335329 595849  1041.01
o 2 1 1 99976 31268 18.98
- 1 1 1 462 176 6.18
17 ?Egg;f 1 1 - 2 2 N 4335329 595849  8876.97
o 2 1 1 99976 31268 243.06
- 1 1 1 462 176 3.43
18 ?Egg;f 1 1 . 2 2 x 461936 81908 84.69
o 2 1 1 99976 31268 2473

5.2 SHTFIEIL

FATAT LUE I 3T TLC 45 H AR 1St i 5 S50l A0 ) s R R R B0 A2 Eh - BB T 3 B0 il R, A1
SR T BE A 1) S SRS A, S P UCEOAIE. W SR IGIE BT, TR A 52 IS AR L R R A R IS T
WS R S BRI (I E A BR), BTS2 et FRHERR S p Bk A BB Z /18, Bl B8 BE
TR Bk A B L S AR G T BT R B, BB A T IBC WM OB AEAT A5 R A2 . B 1
REFR A s T il 2.

AR 3 2l LR AR A R BRI BT S B AN A LA S R E A T DA 2 ARSI T YL
HHES 1 R BITEIE SE AR T B R T A SO R BUE 2 A RO AR, 55 2 2R R oR 1 Anfan s it 4
BISRAE EBETt, MisH 3 280N R T R Akt FARRS FF & 1 B
52.1 TR PETF

TR R T 4R T S G AL I AT B A, R IR AR T REIE T IR T AR 24 Ak 8 5o ik, (HR R 2 F1
PEBR 5 031 2 W R HE RO 42 T 1T B Bl T B = T 0 TC AR TR A B eI DT S M IS ¥ 58 K

LU REHR F N, TS TE Openlnit B BOE & OpenTry By BEAR 75 E2 618 — AN (0 7 B2 37 43 oM — AR iR 7.
IR 5 R %A IR EIAR IR HBe A ok G A R A o, that 2 A A IRECE FOE DR T4 fe s & Bl e pl. (B (6
15 505 45 SR 1 /2 3% 9248 7€ Opentnit A1 OpenTry B #0575 22 61 G BT 10 3423 06 o5 FI AR IRAE. W SR bR iR L4
B Openlnit [ B 22 (03 20 5 1 58, IS4 B TGVETE OpenTry My B B BT B, SBURH R T LLSE L.
B, 5 A FEE B ZR R GEBCP A FRIASE. W REE A FEE B ZREATHEIX Openlnit, W5 2555 - #R & B WA INTT AR
ST R (PR R 2% B 0T 1 0 BB PO AR AR, B JEVE AT OpenTry By BORAIE TRYOPEN R (174 52 i 4k
S50t )7 AR T BT G IE B ER S VR 45 7E INIT IRAS, U7 R ok 4k B4 T 8K &2 #1098 F

I R bR TR IR R 0 T B LT AR TR A, BTG E T I, T RT3 C BOAR IR A SR A BR Y.
SR, 25 8 38 5 B 00 A5 W LSORE G T G345 W A B K 2 71 915 B0 R B8 vy ) A R T e F A, X (¥ S A9 72 IR
SR AE AT REMEFEAS K. R, T B ARSI TR PR R B 2 IR A ok 34K 6 35 5 K I . B1 7 Openlnit #1
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OpenTry B B 6 g 32 42 3 /2 58 B4R T A AU 72, BT DAA SCRE AL PR 5T 2 SRERUE 4N SR OpenTry 461/ TRYOPEN
RS ME B2 TR T — 2R s, &5 KR IFFEUIIL. ConnOpenTry B4 H W0 EXT 77 & Beum i SE AL T INIT R
&, MASKERT D408 TRYOPEN IR % Hem 5 H AL X, K5 & $4T ConnOpenTry B (T Itk
T P 4k E R IR IR IR) 2618 £ A TRYOPEN IR HE B i, (52 RAg Hd — A2 ont 5 i AT
OpenAck B BLI Bl 45 52 N H S 50, TS 548 F 55 SRR BE. 8043 10 7% e 2 15 B /E TRYOPEN IR, X
FEC SR A T 48 T 3o 2 v {H SRR T v 58 R o 2 TP F P I IR A

N T HTE AR T 52 U 78 20 25 A, AN SCHE— 2B RS AR 2, JF I ERAIE Wi SR TRY OPEN RS & Heuh CL 48
B JF BA B B INIT R ZS B e, WHERAR F — @ gt 58 . IF H A BB BB F 58 i, W ARAFE LT Y
TRYOPEN R (1 Heuii Al INIT IR ZS 1% Hevi, it DU 2 w2541

TR 2 INIT RS E B 5 2UC A TRYOPEN RS B )8, fif w77 v 2 Se VR H A ME R R 5 1R
TR T, A 2 O 5T I e, a0 SR SR H R S5 0 7 S BR T IR0 T INIT MRIRAS 03 Hem, R
ZAE H — 77 $AT OpenAck i BUK 58 R T+ IXFEAS 75 22008 7 & Heun, T 4% BRI 77 R0 25 g v
TRYOPEN R Z (13 s > 58 i /N 48 F. T 2 A8 TRYOPEN AR M T H 7 155 48T F 1 Il i
TR DAd i 51N S PRI B b 10 1 Ee A 7] R P i o DA 7 FH P SR AR .

AL T R I ARIX P 1, FE48 T B a0, AR SR PSS 2 A 1B OV & 2B A8 52 BR i) TBC Bt i
o P TRYOPEN ARZS B E i A A 5 INIT IRE @ E SRR 5k 142 T —MH P T R G858 R T8
T R AR L, AT S50 5 Teidi e ek B U7, s & it HoAt 7 SRR 1% 5, M & R R R
J A SR Tt A R AR 1% ) R
522 FEIREIMA T

[) Jo A AX TR A R B A AR TR B A AR R R 7 ST PR B IAS S BT AR . I U B H brBl i 3 88 R )
WIS BB GBI AT LA Rl B R R 1AM, SR, 38 2 Fos IIPER 14 #0018 i T A M ml Be7E HoAu 1
T SRR 3% PR A PR A FE A S B I R 4L onAcknowledgePacket HURFH [F] 1) 2% 14 58 X A lack.success,
WA, B IS B2 DI s B AR M. SRR T B RS T R B IR AR B R %Th
IO ANV e, T 20 T A S B4R BT BEAEAE BRI NS S5 {H (sentinel value). 4 YRFEUR BT IME 1)
s e I a2 S 80 AR AL

W Fe A A7 2 UG BI04 77 30, IBC B EHUIRZSHL (host state machine) FrifE & ST B iU 5L
P AEAE 7 2 SR B FIAE BE 2 FAEE EVURSHU R E B AR, s i 05, @ EA R s a)F 5
HATRE R, IBC B BOE 32 5 7 ity SR 56 10E S 5 B 42 32 (4 E WA SR I Wi et 7 40 ¥ B 75 G S S W 17 S4sF 7 e IR A
TX LG IE B AL HE R 8 B AR A AT TE AR B (A AU 8 B2 R B AETER B E MRS AL. R R P uihr i 8 L T H%
J2 3 ] LSS S B iE — N S {6 ABSENSE FAE 7R R SR AR LE AN Re S ARV B I IX DUk, gt & 1, 76— 284
F IBC Wi X B b, fERE SR AR E BRI ER 12 LT B8 BRI . X B R 7E B AR R A5 i
IME B2 A0, = 0 4 AT DABR R 5 T3 77 B e {E R BH . N e B BUSEARAE 1, DRI T DLIE I 2 5 7 it 1 46
E, HHAR BRI AE S, MW E1S R $ onAcknowledgePacket fith & AR il Bl IX AN 2 A B8 YR IR 3%, 1
BE&THA e F R,

N T B E XA R T SR I I SE R W, AR SC 48T IBC X Go 15 5 LA Solidity 15 5 LI, SR
FUAEIX PRSI AP od e i e B TE Al R AR TR B B AT AT 1. Go 1R 5 WA IR SE IR T B %L onAcknowledgePacket,
AR AR BN WA E S fid A T U IXAT g R T R B AR B T W SR R4S 2. Solidity 1R 5 R MY
BTt —FF, TECRN B AN 2 i D I ik 5 A TR B RV DR Y5 X Y v USRS AR AEGIE B, R b AN 35 ZE 0 e H,
{HZ Solidity & 5 WA B SLIE 1T LUK Y X BLEE T APL DIk, FF HI&A X 51556 10F B & 4716 UE BRI & A A71E
IERA. RIGTE BARES R HAME B il, a4k n] DA IS B IR B I o YRR AR 3000, AT A5 R A
N B AREEE A IR B A RIS B R R . Solidity 15 5 MUAR T R BN T REAAAE, Ho I\ AR M4 2 2 e
RV X RN R T AR R BT SR T P SE B
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I i R T SO R S R AR S AR TS S B AR T RIZ AR B AR B U B, BT LA RR
# onAcknowledgePacket FLiE [ ) 4514 1% 52 XA ack.failure. A3 [AHMTF R FH VLR T 1% W RS 2. FF R
EHONT WA R e R
523 Ho A

IBC B SCbRAE S — A B TP R A DXCRES RS T H . b v o 1) — Le AR Rl e B8 A6 A R SE 3T D2 AN T AR AL,
T X U AR AR W] R 45 15 25 B AR det Al TR . 59368 170 N T Ay i AR A 6 0 4 R AR, T e T Ak 4 A A T
DR I BR 56 1F X Lo A QRS E AN T A2 25 491 lor b 4k Fs v v (1) SR 41 pendingDatagrams 78 41|t 2%t A 2 T remoteEnd
RBAEEBFIRE N INIT, 451235 &5 localEnd XF B remoteEnd 7] BEAFTE. SATI SLFR b Openlnit B B il &2 1)
INIT AR A 3% a3 %A 16 1 6 7 823, BT L remoteEnd {8 R A8 null. iX 28T AR AMAS AL JGE 7T A 1%
VMR PRI Rl A AR R, AT UK R A P A OFBIEH remoteEnd A2 INIT AR 3K
ATFFF R AR T IXA ] s E B,

IBC WAL E — RFUFRE. XLEARHEAFERIK, TFACE BB — MR e ] BE 200g 1 HoAth SCTR I ARt 44, 6 e
TR R U R AR X T I BT AR L 1 AR 2 R % connOpenInit (IS H0E XANA. 78T A 7347 bR AERT, 3411
B A TR P A ¥ R A e, FRATRIL T —Bebr i A — S E 0, FEIa o R F VLR T X 26 o) &, H i #8 SpiE
g1
53 [E)fifR ik

BATF BT R BT T B AR 1) R AR BARAR S 45, BAR R 4 Fros. TR F B ATRA TR e 7
VOB THAEAE, (AR TR L6 ] R T R BB E S IRAMEE — 50 B WhSOT K E N, 175 4 F 6 [ in R 138 5 B
FH I 3 PR IASE F Skesle f, TTA 7% BEAE MU B & SR R USUT R A5 T 80w, BLHIT R 3 A LU R R X
U o] B A A AR EE. RS, 5 2 FUF S S Wi AT EE S, H1E IBC W sEPrEfFH & H
L P B DX ) T 22 2 A, (R TT 3 R A B P R R] 1 52 5 A e S i L e T SRR A
AIEARRFF R 2, BT RE N NT S 1| MREAFEEE. KA EROHEESERELR.

R4 BT A IR )b S it

5 T YA i) R REHEBE
. s R T PRI T RELEINITI Be AR R, 5 28I TRYOPENEY i FREse

BRI Bl i R i oy
B S PATTRY OPENR Bt 2 1 1 B 52 ()38 42 5 A1

AT BB, (HIZI 8 CAE

2 RESERIET g, s bR T il bR

3 EPBENRERIT R PRSI RN AR e iEs

4 APBEIRER R AR, S O ARG il ST R AT

. ERIRAN  BRL SRR MR E R A TR,
e s E R B R R

¢ WAL S X S EA 0 0 £ TG e P A
e B LA A LA 7 RO R B RS, O n

7 PRREIRT et m e o s e RER

3 RITTR bR R AR 2 S e it OiEE

5 TR B IR SR 26 o SR T WEEE

6 & 5

ARSONS H HI A )2 IS BE DR TBC B HL i A2 B AT 2 A S ARG, 0] 98 I 25 34T 73
. I, KRBT LR R BT T B A DR BE I, R ) A A B AR AT T T I A e R 3
TFRFEAEX, HA K45 2.
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ARSI 7 At R A RS 1 T A T3 V25 B T 5 B D WO R R 2% 7 A R, T Y 0 A 23 A R AR v 11 22 4
B R B 3t A ARSI TR 1275 FERR AR, AT S A BT T2 47 Fot 21 At O 8 B W, A B DA
TARAE S B O BT A 1 AR
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