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Abstract: With the rapid development of information technology, security authentication technology has become a crucial safeguard for

personal privacy and data security. Among them, iris recognition technology, with its outstanding accuracy and stability, is widely applied
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in fields such as system access control, healthcare, and judicial practices. However, once the iris feature data of a user is leaked, it means
permanent loss, as it cannot be changed or revoked. Therefore, the privacy protection of iris feature data is particularly important. With the
prominent performance of neural network technology in image processing, secure iris recognition schemes based on neural networks have
been proposed, which maintain the high performance of recognition systems while protecting privacy data. However, in the face of
constantly changing data and environments, secure iris recognition schemes are required to have effective scalability, that is, the
recognition scheme should be able to maintain performance with new user registrations. However, most of the existing research on neural
network-based secure iris recognition schemes does not consider the scalability of the schemes. Aiming at the above problems, the
generative feature replay-based secure incremental iris recognition (GFR-SIR) method and the privacy-preserving template replay-based
secure incremental iris recognition (PTR-SIR) method are proposed in this study. Specifically, the GFR-SIR method uses generative feature
replay and feature distillation techniques to alleviate the forgetting of previous task knowledge during the expansion of neural networks
and adopts the improved TNCB method to protect the privacy of iris feature data. The PTR-SIR method preserves the privacy-protecting
templates obtained through the TNCB method in previous tasks and replays these templates during the model training of the current task
to achieve the scalability of the recognition scheme. Experimental results show that after completing 5 rounds of expansion tasks, the
recognition accuracy of GFR-SIR and PTR-SIR on the CASIA-Iris-Lamp dataset reaches 68.32% and 98.49% respectively, which is an
improvement of 58.49% and 88.66% compared with the fine-tuning method. The analysis indicates that the GFR-SIR method has
significant advantages in terms of security and model training efficiency since the data of previous tasks is not saved; while the PTR-SIR
method is more outstanding in maintaining recognition performance, but its security and efficiency are lower than those of GFR-SIR.

Key words: privacy protection; iris recognition; transformation network; incremental learning
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(1) J5 i BERIRH. 55 3.1 5 4 1 A SCHR HH A 6 T 28 URFAIE BT 22 4T 7 R ML BB AR A 5 0%, SR %7 ik
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[, GRAF 2 1A 55 BOUI 2R B8, 75 24 BT 55 VI 2RI s30T DA $18 e 7R F R0 v . SR T =% 18 31 22 2 R iR
B3R, PR R R B2 ORAP Bt JE b AT R AT, SR B SR (RL VR SE B, X IR AN IR, AT T — b
{7 BT AT R0 IR 7 G T B RL PR AP AR B TR 2 4 1 B ARU3 U5 1%, FR9 PTR-SIR, 45 ORAF S BITAE 55 (K111 25
Kol O AT RE. A JTVAAE IR B 28K 15 TNCB KL, AFRKIITET, 08 T BEW% R A7 e BT 55 I ZR 5 ds, 7250
55 R SO IR G W 48 BEAT 9 FRE VI 5, T K RPALL % A8 B 5 R 55 Rl 70 N 22 A, BRI AT 55 (1 i S )1
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i BRAACRIFEARLE P, . RIS R, RN T, (1= 0,1,...,K).
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4. else
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8. end if
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A 55 Y 0 RO R AL DR AP SRR — RS R AT 1R W0 2 10 ™ R I 2, AN TG SEE 3 22 4 1A P97 R LB R 1), R30I 4% [ 97 o 2
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MR _EIRTHEIERT LA ), L BAE S JaFE FE RSH A TR /N, D %08 SHAZAE 20— W, AR
AR OL T, BRI TR IE . Ah, 7858 iehE— B RIS B2 JE 8 — O s BUis 58, 1%0s
PR AR AT SR AL, THROTIE

ReLU(x) = max(x, 0) = { 0, x<0

x, x>0 (s)

gty IR AT LRI, ReLU Bih bR AU TH SO 2 A 0 AZAE 2 56 — WL, 6 T B I SN, ReLU BREHD
S 0, X EIRE Z A AR RIS 2 WU B R 4, RS B AR, Bk, MBEuE R 4 R 0 B, 6
EX AN 0 B RATAT— AN, B LLZ T S Rt R AN Al ).

IbAbh, fEfG— HAARURIBE R B0 H SR G, SR ARLEAT T — IR Rk IE 5, SO TE B — RS i
PR TE N B BB AT e, S A AT 38, B BRI R 0 P B BB M R E . AN H, 7EIX
—HBASREFEERTRZER, R — 25 i R AR 1, iR B 2 J5 125 SR GVE se e 5
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B SE, (R FE A AR 2 5l NR 2. I HAAD S A2 P AR BB B R AFT ReL U ARLR 1S B B 115,
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FULREVR BB DAGIE, S5 R, F 38 w] DL EE 3 M (A AR T J5 S LR . X F GFR-SIR, 4 7 (1
R A M R BT, 1 2k 8 30 8 T R 31 TN 4 AR e 4 o % I o, e L2k SR BB AR S5 |l T U R 7E 58 U AL
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42 HES

AT FAELE TNCB J7vEZEhl T I SOE R R, 28 1 By BUB T PerMIF Si%u% J5 450 A8 UG AT B 4 1)
RS TNCB HFORFE—20 BRI, AR50 RARUT IR EREAT T e B e, HUBTHI IE )R & s B S5 7R #k, A
A G I ID B RL PR A e AR MG T AR B I 5. SO I % AR PR 28 o B SR T R K FE MR, Wik & i
A HE {8 FEE PR ) 55 R R 20 3R W AN L, T TR B 3 AT AR 7 VR AR AR 5 A A R O R

TG, X T Y E AR, TR SRR R M E R S ik B e B R EOR /N b, TR TR
TEFEJ5 1A B m] AR 23D (Wb AN, T TE & 5 1) AT BARISY 9 LHYb) ANH. BT AR SC B e 0 e P 4% o A0 A
IF], R b AN 7 ) ) 3 B BB AR Dy . T A BB AL B 95 2 01 7 v et 7 B A B R R 43 Sl i 9 AT AT
AL, BRI AR B 4 SR I () 52 2% 2 O(m?) . 3 T SRARYR AR A1 B 3 2 500 SR AR Tt LGB Hph AT B
1, B8] 52 A4 FE ARy O(m?). BRI HEAN 43 HL B BB A I TR B2 2% B2 O(m?). 32 3R, A7 VRN T B 4 15 380 1) e 1]
BIATIBALR 2= VB RE R A FIE 5, X FANIS S I [ 52 4% FEER N O(W x H), BRIk A b 5 s frg e 1) 52 2% P&
N OW x H).

BB B2 Hh M R I B R m, TERE RS 2R 0 75 0 B 4 b (10— Tk R R 3G R R Sk AT 2 46t
I EEABOE B2 20 B (W) 18] 52 24 FE R O(n xm?) + O(nx Wx H). TS5 W HI H 950, R AR % e R 34k 1)
B ) 2 AR 2N O(W x H). N THPHE 2580207 A ST HH 1) 7 2 A 48 BB T R ) 7 A A A 2 344 )1 o o ) 28R

(1) BB A7 A AL EEA0%. GFR-SIR 783G 5 2 > [y Bod ik 24 B AE 25 (1 2008 R0 A s 25 U R AE EA TR 2 )11 25,
A BRI R T B — A T SRR, (S T B AT R A T K s, R BB AT AR R R
B — M, AR VR T BRI 2R R A AR 2, o S B 5 AN A7 R AT — 5 I RS 1T PTR-SIR 7E4G—
PRI 2 ) T A R 0 T [ B AR B AR AT 55 R BT A B RL R P B R 224 AT 55 5 40 RO, A3 (1 250975 2 B o ) S
LRPEIGK, 2 T BOHCHE T FR RN B TR 34 A, AT S B 6. I HL7E R Y B2 51 3 P A a3
AEAE AT BB IRS SRAR KBk, BRI 7 V270 B0 A7 A0 A R A% 7 T A — 58 AR PR M.
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&I, TR 4 TAT 55 I BOR 3 o B FA DRI SRR, X — I 72 75 2 VH A — e I SR U (H Bl T B 1)1 5
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TSR] H AT LA AR 55 BT R B R SR AT B, BB BT S TN k, ARSORRAE S jME S I EUESR
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Foh, w; RoREE j TS B b BOALE, 78 BT R G R BN A jMT S AR, AN, AR AT
Chaudhry 55 A PR HH P S 43X —S8baoR PGS AT 55 1 A2 s BT T 2 AT B A 55 R I, i
I8 S 8 SUNAT 5% j AR 5 ) o 2 R 45 380 1) e v AR B YRR 36 5 X AT 55 & HP SEBLAon e 2R 1) 224, A Y
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UE, FULET T A SCHE H 1) 7 VTR SR T RO R R M B 7 TH A R
53 jHREASCIG

AFTERIL T GFR-SIR J732%: BN [RIBLHOG TR 5l E 5 22 (1 52, GFR-SIR 32 2l RHAF 28 RS SR A R AE 22
R R, RSO B T 4 FhOriE T AL ol (AME T AIBEEL) . RRIEZE08 . A U IE B . GFR-SIR
(I P {ofF P 5 A 28 PR LR A BT AE B AR B,

THRRSEE 25 AR 2 B, BT LUE PR 77 v R IR B 3 N RERON B3, FESERGE | BTSSR YIS
ZJa, WAHERG R R BEE] T 22.42%, YiHAIZ 7 VLN T 2 57 2 2 B R1R IR s R 5 7™ 5. RRAE 2808 51k T R i
IR N3 T &M, TR REE 1 85 MY BN ZJG, IRBIHER R AR IEF] 86.94%, X T HLALHOA N 7%,
ZITER R HERR 2R AR R AR T — B FISR T, thah, SRR 45 ST LUE H, B (RS- Mg, %07 1R
FIERG 2T PSR AOK, TE5E A S B4 JRAT 50 R A HER 28 KA 15.36%. A2 BURFIE RO T, MEXS Tk
TR R ZE VB TR EREA A T — B IR T, TETERL 5 e I0Y AT 55 I R IR 5 34.01%, 15t BTAHXT T 4#1E
RN, AE BRI H OB AE SR AR 18 05 5 T B G AR Jt S, GFR-SIR 7 A AR T i THI 1) 3 Fhor ik, 7558 &5 1
Y IRAT S 2 JE#SET T B s B IR BIAERE, 369 GFR-SIR 75 1 AE S AR 10t 5 77 T B0 A 2. ARG T R Herp— AN g
P, ARJPERAIVEF AR T 3K, AR SO I 2 FUOARHIE ZE T R 2 iR T R AE SR L3R A8 4, T A R AIE
HEPOUR MR T RN,

K2 JHESLIGEE R (%)

L RS
ke TO Tl T2 T3 T4 T5
(4] 98.39 22.42 14.75 12.46 11.15 9.83
FRIEZETH 98.91 86.94 69.44 49.08 28.49 15.36
A BRI T 98.73 88.98 78.12 64.64 4529 34.01
GFR-SIR 98.80 95.73 92.37 87.55 78.03 68.32
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PODNet™, WA, DER™ . FOSTER™. FeTrIL"") fii Fj FFIFHESE PyCILI™ IS H, 45K ] ResNet32 28 AF B
THEHL, 3 AAE FH BA SR A B AA R B M R SR AT 9 IRAT 45 VI 5. KRB FERTIA I e R4 R EY R
RSN Rt RE Hh, 25 5 B A W BOs B 1 52 1) 100 B0, N IS 32 (A7 I S AR D B0, (LA 30 0 440 LG B 2 S 5 i A A AR
TR S WA 5 AR A BEHEAT, DR b AR SO R 8 1 2 7 5 v P A A SR B — M RE AR DU B3 26 5 T I i 1

PEREST s ae g5 R AnSK 3 Fiow, W SCEER B A USRI IR MIPE RS LT3 R B%, 7E58 1R 5 S5 19 R Il 5
ZJE IR ANHER AR 99.48%. TR GHOR I VETETE AL S 504145 I8 RIIZR 2 5 MR A HER 3 9.83%. It
Gh, T3 HRIRA I T 5 A4 8 P S 2% 5] J7ik LwF. iCaRL. EWC. PODNet. WA. DER. FOSTER.
FeTrIL 7 73 55K FH B SCEHE 032 (R4 B I 2R 0 1 0 T ikt L 285 3R Horp, LwF. EWC 595 7E B SCEUHR S 0 58
XS AT HY RN R JG R B vE 6 28 45 B&IR 2 82K, 1 iCaRL. PODNet. WA. DER. FOSTER. FeTrIL J7iZ
FEBSCHAR LR 52 5 AT 45 109 TR I 25 5 1R S HERR 20 T PR MR BE RSN . AR 16 R F 32 A4 B0 E AT M 2R 1 1
T, SFEG I 8 Fh T ik R v R 2 KR B T BR, e DER J7 LA B 54.86%. A SCHEHLIK) GFR-SIR J5 L7 %
AT S BR A HERR R AR TR AR EAR AT IR ik R LB M T, GFR-SIR HiERIHER LT
43K FH B SCEAR N 2R J7 28, 1B GFR-SIR J5 A AE To AU AT AR R 46 AR B 1B 00, 0 Refie G Re i el
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ST 5 X AL T B m KR e 2., 1 B B TR R Y 2 Ak, Ak, MSEEG g FaT LU H, AL H PTR-
SIR i PERE RIS B AT, 7E5E /K S AT %5 I 85 21 2 5 R v 3R T RIETE 98.49%, 1% L 1 Fo At
%, {H PTR-SIR J7¥% T 75 BN RIRAT S S 136 45 X 245 I A7, AHEL GFR-SIR J7 AR N 2%, AN B i, DRIt
GG R R R R, 45 BT, ASCIR R PR T AR LR A A B AL 22 A A L R SEBL T B e 1 i
2R 58 B AT R W G AT 55

* 3 ARETTFERA R R (%)

. S RS dRT
ek AR TO Tl T2 T3 T4 T5
A2 B3 99.70 99.68 99.64 99.54 99.56 99.48
T fli B L 98.39 22.42 14.75 12.46 11.15 9.83
LuF B3¢ 97.85 85.71 64.93 48.10 39.93 33.58
SR HAE 70.93 44.70 27.40 19.96 15.86 14.48
— Uib'a 97.98 51.58 31.94 21.15 16.87 15.08
ZARIHAE 71.18 40.01 20.00 13.96 10.07 8.05
(CaRLEY Lib'a 97.85 95.07 90.15 86.49 84.54 81.20
SR H R 70.93 55.17 38.90 35.15 30.82 26.43
PODNef™! I3 98.61 96.02 90.97 87.58 84.64 82.64
ZARY KR 65.66 53.23 36.71 29.26 25.28 20.17
WA S 97.85 93.36 89.01 86.59 85.07 84.09
ZARYHAE 70.93 66.13 54.99 51.43 48.93 45.90
DERE B 98.86 96.03 94.09 94.87 93.90 93.63
ZARYHAE 71.18 73.21 63.79 61.01 59.27 54.86
FOSTERM 3 98.86 94.06 88.56 84.07 82.86 71.89
TR EE 70.18 48.69 33.16 29.94 29.67 25.99
FeTH L™ S 98.23 97.22 95.81 94.84 94.84 94.83

SR HAE 68.80 54.58 50.22 46.48 4231 40.83
GFR-SIR LR EE 98.80 95.73 92.37 85.55 78.03 68.32
PTR-SIR AR EAE 99.12 99.06 98.83 98.74 98.39 98.49

6 = 4

nws

B U R S ASE B AE 4 i S A e 0 o M PRI S, 30 T 5 0D A T R S R 1, AR SR R T R 4 D
1 22 AT R 0 5 V04T T SO AR R, SR H T R T B RL R B AR A e A mT T TR R v, 4
T A O 224 T R MR 51 7 %k GFR-SIR A1 T B FA (R AR BB A1) 22 4 ] 3 R ML ISR 1) J5 925 PTR-
SIR. H 1, GFR-SIR 77325 N\ 1 A BURHIE B JECRVREAE Z8 0B P P 7 Y G2 A b =2 2 S i B ki =, 5 TNCB
EARFE A, BT7E 2800 BOR 8 EURE S 5 40 883 00U, TR AR g2k v 3 3 A 7 400 X 4 SRR AE JEAT A
AL DL AR R FA R REAR, 5 450 ) 2% TR 2 8 5 0 e I 4R 45 2011 PTR-SIR J5 i 24 DATAT: 45 iU 2R 88088
WO BRI AR 2 J5 AT R AT, 75 S5 24 AT 55 (0 1R 00 4 28 e 88 TSR A BR3P IBHAR 2 5 24 BT 45 R 51 W25 F )1l
Sk, WIS ARFIR B . TERLREIR 4R b SRt SR i, BT ot th IR b U7 R AE ORGP H0 a0 B RL 1 R IT,  2 % fiR
THNB R, F RSB T I RAT S R IR AR R 5. BT GFR-SIR 7 iEANRAE S8 BT %5 1 I S 558,
F R E e VR, IR R T N AE TR, JCHIE A T A SR PR R A 34 5. AL R, PTR-
SIR 5 R AE AR 43 98 1 2 ST 3R ) v ff 2 05 T e L B0 A, vl 2 A T I SO B B & N R B T VA R B T 0.99%,
DR1 b B 3 P T 1R 3 i R R v HLEL £ 70 B AR I R 3% 55 TEASRIM AR o, 5 8 3R R W Fl 7 RS &
B RS A T 5 2 AR B R I 2 AT R AE SR,
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