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Trusted Verification Mechanism of Smart Contract Behaviour for Consortium Blockchain

ZHANG Jian-Biao'?, KANG Shuang'?, ZHANG Zhao-Qian’, LIU De-Tian'"?

'(College of Computer Science, Beijing University of Technology, Beijing 100124, China)
*(Beijing Key Laboratory of Trusted Computing, Beijing 100124, China)
*(Institute of Science and Technology, China Three Gorges Corporation, Beijing 100038, China)

Abstract: To address the issue of untrustworthy behaviors resulting from malicious attackers exploiting security vulnerabilities within
smart contracts in the consortium blockchain system, this study introduces a trusted verification mechanism of smart contract behavior for
consortium blockchain to conduct trusted verification for contract behavior integrity. Firstly, the proposed approach takes the system call as
the smallest behavior unit and describes the historical behavioral state with the behavior sequence based on system calls. Subsequently, on
the premise of ensuring the trustworthiness of contract code release and the execution environment, it performs trusted verification
according to predefined behavioral rules during contract execution. Finally, a theoretical analysis of this mechanism is carried out, and an
experimental evaluation is conducted in the Hyperledger Fabric environment. Results demonstrate that the proposed method can effectively
achieve the trusted verification of smart contract behavior and ensure the credibility of behavior within the life cycle of smart contracts.

Key words: consortium blockchain; smart contract; trusted verification; active measurement

X Bt —Fh 23 oA 1 23 A SR IR AR, BT SES, B W, B RRE . R B A A B E X
Yok L REREARYE 2% PF E BHAT BT SEALARES ), 7 T X HUBE R Th ARG R R 1E K B BE AU, R A 20T LASCRES:
AL R ML EITE SRS R C L B R T AR BERIAL T BE B — R T Oy R, B I 0L,

« FEETH: AL B ATHAEES (M21039)
RIS 5] : 2023-10-17; AU [H]: 2024-04-01; KA [H]: 2024-10-28; jos TELL R [7]: 2025-04-30
CNKI 4% & % I} i) : 2025-05-06

© TEBREEEEIEDT  htp/ www. jos. org. cn


mailto:zjb@bjut.edu.cn
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
http://www.jos.org.cn/1000-9825/7311.htm
mailto:jos@iscas.ac.cn
https://doi.org/10.13328/j.cnki.jos.007311
https://cstr.cn/32375.14.jos.007311
http://www.jos.org.cn

KER & QBB F RS HAT A TR N 4613

225 R Vi P S S U LA G BE, BRI EE S T B S R RS, B N2 N 5

TR, MG A — B2 B2 EE MR, BEeE QAR L& —Fiit SRS, AT A7 7RISR TR, 1X
O H RTAT A 20T S (F R B B0, 2016 4E 1 DAO S EME L 6000 153 ILHI LUK Tk ™.
2018 4, W # 5 tf Spankchain % B & 20 R A2 B NIGHE, JF#E 165 A ETHY. 2022 4, #4535 8000 /536 7t (114 4
¥4 Fei Protocol AT 2 LR IS e K i BN T 32 35 U0 R S R R R T B e S A T B 2 4
TR, B X BBt R Aa e . TR, o HoAA P 22 4 75 SR I I BRLBE B 370 5, 9 i 4RI . S mipLA 4,
AR A7 B T SR A R A 240, T 7 SR 2 BAT A T,

XRG4SR, FAT N 3 BRI X e A B AE b A SCRH 330 nE TR S, TR HEH
0 [FI I AT 22 4Bl 3, S AT S HUR U R, B RS LT N E RIS S QAERITIERE % R A AEME
RZAHN . KA ECEE WIRAE, fei8i L 21T SUR. B aeA 247 MR T — BRI AAT v, B ReE 24T N
AT, — BA A4S R X e b, st ik e Sk, & e & 247 2 AT EBT, A AT LEEE
ZY RS, BB A LT NS IR T T, A LG B V5 R A AR Bk 55, R A8 IE I TE M H: O 5 4RI AL
. ERCEEE D, B A QAT NS T AR TURR B : (1) 75 L0 TR U 5 20 A0S o 47 75 32 48 A i B 22 AR T I,
SHEAPBEHEF; Q) A LESUE: & LFETE X HEE, IBATTEARR DRI IAET P, X Bt 2 V046 1 i 72 ok
BB, 13 A QI RIRAT 45 B R AEHR. FIan7E S a3 5t U, Boadi 3 R & 40 50 (8158 26 30R T it
B, SRESUANTE RETUAN 7 R A, SRS A ST R R 4 DU SR B 3 s 3 B 1
(R bk, PRIEES B BE R Goh B R A AIAT N nl {5 o E B

SRT, I HI 8 g & IR TR I AR FE A 58 408 T A B s 22 A W SR B BRBE N 3 5. — 7T, Rk 43t
Fe 5 & U E R A 2O AR IR TR AT, AR B A 2 1 A VEREAT IR, TR R A L0 AT S M BT AL D
H—77TH, BT REA LS A R B TER A A ERATIAE R & AR R R, IR B RELIT R
A{E. thAt, BT T T RANAE & L5 B R IR TR, IR 75 B A L8471 22 4 1) .

SR BE B LIRS0 TSR AL 7 37T 0B, v (5 2 B KN 22 i, R RN A5 2% AR 1] 5 1R oK.
At 2.0 b B A H B B S SR G0 S N P AT B A ATS IR O TR, SR T4 e A R — B DU 2
RIS EER, IR BB E R KRR 24, Bk, 2T X YUEH R @ 1 B BE B RG220 2 X Rt i F2 7
FIFS IR ER, TR Be & A1 AP e X SEE D) RE i EZERR, FRe& LT AMATE LK 5 5 X St 24t
PTG, SRR & 2T NHAT A S IIE S S b 2 &,

B b3 ) AR AR, AR SCHE T AT TSR R AR B — P D e B R 1A e B AT AT B IR UE AL, 7EE 21 FT
BAHPATH AT I nE IR, T3l B EUE L TUHAT AFN, 1 9AT N TG Sk AR TR . fEA AT iE R
HRONAT AT E B, BT HUAT U H AT A A RS IR E, fRIE T e & A RIS IEAT. JAh, AR T
A AAT I RIFERIR, HEHF Hyperledger Fabric 31358 T B A R MG LI0E TZ ALK KT AT . STih g LR, &
SCHEH IR e A QAT N TS S UEATL S BE B8 78 X HLBE R G b g i B S L, B AR A 21047 i B TTUHPAT .

AR FBETTRRA T

(D) MAT M ES TR B &2, IR e B LT ATERIE X, ARG FAENR/IMT NE8TG, AETRAW
HBAT AT FIIR & 21T A.

(2) Pe BT BN E T IR B8 & LT AT B IENLS, SR IR 45 & 20847 B I R G0 AR S AR 1k,
FRYE FUEAAT R BT B 0S5, LI & 20T (S R 5 3090, 1A B & LR E 1.

(3) T£ Hyperledger Fabric ¥ 85  #EAT SEERIHIE, Sooa 4 R0, TATHE H B e & LT AT B I IENL | 5e %
BRI G LT N IGIE, B BE A LT AR FFA TR M.

A1 WA HEF R TAE F 2 WA HE SR, 8 3 WA HBITRE RS LT A EIR
EALHI BT 5 SEBLANT. 28 4 W FmiZpLm 22t 55 5 s SEIR TP ZALR R ROR. 26 6 T g eSO R
HEARKTAE.
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1 HEXIIE

HATEE 0 2 Be & 2T AR AR A . HLEs 3] BT EREORSE . RISk 3 BEAFERFS AT T
ALIAE . OIS, Zheng 25 N VR I T — AN TR R A L4740 XFF5 $AT (038 FAHE LY Park, 32 218
SEERF S PATIL AR A 08 2 ANHERE, I 24 CPU %0 R M AR, Hu 25 N TR IV R & 4 TRE RO, @it —
HOHE R 7 vk B A8 & R A7 IR, W MR 1, R0 Sk R A L0047 A . Kalra 25 A USHE H
ZEUS HEHE, LA & 1 SRR AN 1T 5 E TR 56 1) 5 VAN 4 R A 20 HEAT B B HII% UL BRAE, AT #EAf AR 98 = 15 A3 1)
PATIE CHEHE A L0478, Ly 5 N VSR T —Fher o BE B B i B A M 7 vk, %071k R B 3 MBEE &40
AN ADPAT A BT AR 5, 27 VAL T GOEVEN . BRI S 7 VAR I G 20 TR (S as S5 M e
AETE BUARFALE ., AR AT BRS80S 23 W45 30 1) G 20 15 25 5 A0 R AAE -5 R 0E 2 0 AT TG T SRA 5 5 1 XU PR SR BT L
B, a4 T AR 3. Ding S5 AN POBEH T — R TR BOR (1 Hyperledger Fabric % B A 2080 M J7 v
HFContractFuzzer, % /7 ¥5# F MockStub 275 A1 5L 2 R4 204 LR A, R 0 Ae & 20 i S ool i L e
WILAEE PE, 285 TR LA S N B Re A b, Fi g 5 30 PRI AT HU s LUK R A 40 b (138 38R
] AR A E SR P DA Al S 5 240 TR IR s R P XS, (RS2 A QRS AN e 8 76 & 20 350 B HN & A AT IR IE, oK
2 REA LB TR BPIRES.

Hu 25\ PO T —ANETHLEE 5 3] LSTM R I 6 & 20 IR TR TN 7 8, %07 RME LI 54T b R EL
AT AR, I REAN B BT AT R AE SRR 7 H A . Liu 26 N PPHR T — R s & B 28 0 28 6 SRR
(BT TRV AR B R 2% VA — 4k T B X EIRRAE, RIS IR 5 o % KA A 45 & DU AR e 4 R R 48, g
B4 2 0 A 2 U TR ) A . S 5y AT DA R ) L A 2 B (IR, D R . NG
ACFRAE, TIHE B RE G 20 R 2 A, B TGVEA I B G 2002 T i SR ek, TE iR 2 B R B N 1) e

— SO T R A ATE TR AR R & 2038 4T AT {5, Chen 25 N PR TeeSwap #48 fit & 1R In#k £
A {5 $hAT IR 5L TEE (trusted execution environment) H1 R ARE R fE & L1128 173 B2 P I BR AL M. Cheng %5 A\ PY$E H
Ekiden 24038 4 8 A8 A 2PIRAS N R TEE Hh, MR E2E 5 $hAT AT AR 52 20 Yan 25 A P21 —Fhod ik
TEE 2 HF4E_FALEE M A R G0 it 77 % CONFIDE {341E 4 AOAL 28 4 A1 58 %44 . Brandenburger 25 A PO H 3
SGX (software guard extensions) 5] BEFA 2 AT ZLRI TN 5 B, 1% 228 0] LUIE B Hyperledger Fabric #3X, 31484~
87 P B 7E 22 A B B A BT . Keleket %8 A PTHR HH —FhoEE T SGX (% & Fabric B8RS I A5 AT HR 55 4 @ 07 12
E-Fabric 224, E-Fabric 7f Enclave FF ¥ ATHEIS I 22 4t e /5 7 BdE, DAARIEBEISIZ 4T I I Ba L 20 4. IX B 5 v2:
) P RS SR PR B A P 22 4 B B L), S BT L e G 20 R B s BRI 43 5 X B R, AT 2 1 2 e 6 20 O IR 5 1k
FTE A, X 2 T AR T il 5 A 9 3 e A 4 GRS B I BATBR B, I RXTA L4147 NI AT 5 HEAT 000, A4
FHE 211 22 4 M 2088 A5 M S BRI, B N0 2 I W v 2 e TR SR LA ) e R 22

KT E LT AT, AT E G LS LA 1 52 Bk, B R 5 & A B ITRPIRESFT R, IS &
N R LT NS SRAL T — s i L.

AT NENASERITH, CHM AN E ERE ARG RS M ER IR, S50 53ha0 4. 7 g,
A IEE BT =L R AR A SR P ST R E NP4 K RGRAENF EFH BN ZER, Bk RgGEAE
HIE A AR FEAT N, Forrest 25 N PhK UNIX R G0 HERE A IE 5 17 0 58 SCAHERE T2 42 R G0 A AR 9. 8 4
G3 BT R — FhIE I 52 e 13 e 3 A VR R AT 1 2 A DT EB R 0 FH B R e R e 71, AR U FH 56 SR 45 o
P13 DL R A R 7L £ 7 K. Onwuzurike 25 A B0 7 R 5 J5 ARG 2E 4T 5 A48 20 M B APT VA L 20 Ay i
17 RFF, Hdnt SERRAT 5 AT N VCEC PP AT N AT 5 M. S T R IEE VD F S B R PUTIE T, IRIIE1TH 1)
7R, MR I3 52 AT 4 S A5 A S B T 2R e R L P 90347 2 >, AT AL 8 TE 3 A7 A8, Mishra 25 A P4
— PN M1 VMAnalyzer 38 HUITE R0 M G 777N Z RGO 74T 8.

BEFAT ARSI RN G E WA FRAME T H AR E B AT, B A MU R RIZT IR TE,
MIEE AN A E AR e & A BT AR E & — R AT 87 2
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2 EAhEnR

21 XREREREEY

X B2 25 O I B 7 58 B AR, el DX BRBE I 26 (1715 sl AE R P 20 AR T SR R 4. SR B RE 5 R
IE DX BB 0 2 b S AR R T I R R AEIA B R, JER A R R & R UE ST IR A R A, LR
L RFE RGO AMR A — 48— IR, DXBRBE A (K52 2 4 ORAZAE — DA K AT e BB R, RSB 4
A& TCEIE . BIRER AR F55 00 Merkle PAFFE 85 BT — ARG 7 8 LA R e & LoD AN ELE B2, (X Bkt
IKAKARL R 1 s, — B 5 KA, (AN Bk

s . o

| e ] Merkie 1| I | Menkde B | R Memle B |||

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Bl 1 XYk AR 454

X Pt RGURIEH I BAR NS 5 EEA R, WA~ G 8. BRERE KA GHEX 3 MIEd. Hd, AF X
B NFEIR, SOVHEAT AN W28 32 5 X GRS F2, DAk B3R, FAE B a4 i 3R ANH s, R 2 A 4
X BRI, 17 A 56 A 52 A A A, A 2H AT DL RO R T B B s S R U B BB T th 2 MM B X
Yok, WA —HA R CHIERNZ 585 A A REER 5, X032 B R SR A 7 S 4 iR fAte . ATy R It A4
K EE VT R . R, K28Rl EI7 NSRS X A 2, B ATiAT 136 5 X 58 7 5 F Hyperledger
Fabric, Quorum, Cordite 2.
2.1.1  EREE LA A

1994 4, Szabo K B & 2 58 SUNIAT & [ 25 2K M ML A 5 Tl B X B R 1 % J8, B e B 24
L FRAE X Sl o B e 2008 B A 507 Z IS5 R IV E BT & R, & 20 DARE P ARSI % 2 5 H A TE X
Pk b, 25 X HusE R SR MU IERRSAT, 35 i SRS, 103 AE X BBk . Hyperledger Fabric®WE Bk B 45 1
R, HBEGEE 2 NFR B (chaincode), F] Hi JavaScript B Go & S5, RS AR EME N EEATEEY
g RATFIRA.

(1) BLIM A48 H— X HEE RGBT SE AR B 5 B & L g iR 48 1 a5 IR, Gl — N a4
RS 5y ik B X YUk R Gorb i A s E T 22 B J8IE.

(2) BAR KA R H— X YE R G AR AR RIT RRE B R S AR5 )5, WL 5
X Pt EIE X R A 4.

3) BARRALTE — AT AKEE R EL AR SR REEL), LIRN SRR R e & AR 5
J&, WAE %A ) I X BUEE K AR 1 3R ECE RS, FEARHL G A PAT IR (BN, Docker H4556) HIZITH
e, RN RB BN AN S ;% G A& a5 AR GITaE— AN XY, 35 X P X P
DX £ 2 32 DU e 4 (1) R AR K
212 HEELAATETAH

R LARTEAT NI G TR IT IR P R S AR AT, B LA 4 R P 4 Wt 2 0
1, Refs SCIL R e G LI DI RE. SRTTA L) g ht i 72 v 72 Py 2 e 42 1) 7] e 3 3006 2 BB, B0t mT Rl i R IR
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LICER NIRRT, SEE RS AT HILIE. B A7 77 R8N GG LTS Y b, A ST
il AT YR VR AN B U S8 R IX 3 A7 TN B e & AN ATEAT AT 404

(1) Vil A LB Z BRI UE AT S 202 AR 3 10 8Os 30T R Al = R . 90 a0 i A R )T R AE S
ITEREE BASRS T FIEEE LA —8, REBRBUN T sk B gaId U inl 425 1] 50 U in] X U 53R,

(2) ARHE IR : % Mty 2 R A A R R R i . S 29 5 — AN G 2R, W iRE 2R B e
BIH, WG PR3 T HARTR = AR, GG B & 1) EHRE, SEGHERR A ARE GO HR B — g EE
PAT. B A = R BRI A 24, TT RS0 52 36 4 ARSI AT, Bead A i DL EE 53 3R A5 AR

(3) BEURTEBEME: Bk H A B e G BT I AR P R BR E BE M. A A IS AT I R S R B S 2 AR ) e
T, B AFEE X EUEE B, BAREG A B S R ITEMFREUE U1, (B2 EE bR ) I 72 2 A 7T Re bl SRk
1. & GG 4 — BOSATEERR B IV AE o, — BIEIEAT R R AATE & 2 Ak Rl fl AL A 78 35 46 0 3, Bradiag ]
W REBREAANRE, AL AN 5 S, FIHFELRBELABTHER BB, 1o, B AKX
HRUBEE PN RN A R TR, B G X B SO A R 2 TR L TR AR L SE R M 0 SR T sR BN RTAE 1
AMER TR, T RE X X Hedk R G0iE B
22 AMEIE
221 AMEEX

RIS TR — R LR 2 N FE R, DLl (50 N SRSk B B8 T LR G r] (5 M B s A A5 B 2 R B2,
WBEETERGT G THE—MENE TR ANEER, HE S E AR E IR RNREREG e Py R
JZ R, AT AR THE IR e B FIAT R R A, B AT, 8T S MR g — 2 X, A A g 7 =0 P
AN, Hp R BARR RN BT JUF.

(1) "5 HE AL TCG (trusted computing group) € X AIME A: W1RSLAARAIAT N B A2 LTI A 75 =X, S2E T A
1 AR, 2 se ik ar 45 B,

(2) TLERERE 1 UG A NP RGMEEAR T ESh R a5 R B H A RN 3T 2 &R, U
B HE R SR B iR RS E R R AAEETIRE, KRG E S Mgk Sy, AR HeHE R AL
A EDR, LT AMEEERAEE T o], A BRI NEE R XM TR RS R SR &
B, B 7 RE TS 3.0 B 518 5 IFAT I 25 22 4 F B B T 4.

222 ATHNENAER

T {5 P — P S o v 1 560 U B e e 1 SR A SEARAT N A TR R I (e AR Ak s DT, E B AS
P ANGNAS R P RS B R 2 B e R N S AT AT E RS, TS R M B T T RS
GV, TR TR M E S, BAEE ORI E RGBT FZET R, AFE1T RGNS
AR NS ERA—FEERFL. SIS TR, SIS ESARY I 4 MER R, Bk, BEM
W, A B R RIBITIERES, B0 & GAH R BRI e R ST NS 2 B0 QBT RS
AEVEAL. AT BN A Bl AT N RHE S B B TUIAT AR, B AT N I A5 SRS BRAT AR, i LR S AT AR
ST N — SO SHAT AT TS VAR
3 BEEAYNITATEIRIENS
3.1 HEESMITHERENX

AR SCHRE P AT X 24T N R AT A5 SRR AL 1 SR AR B 4T A & T, 2% 8RR AT N R AT e CBY, A
FLUAT AL A 2 R SR FE R AR 4P 5 0. B R & LT N B A R S B E LT LR,

(1) XHEERGUREEE S = (50,51, 5,), XKIBEIRE N 503
(2) AT RICEE A, AT HIC a R BT IR T R AE R G A
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() BAELINATNE B, AT o AT N IT a TR
(4) TUWAT RIS PX), FUPAT ISR RUE T & L9047 R 1F & ORI B R, Herb X AT 9 o P il 2 10

TAKAT
TE M1 BT 58 SO A R B0 2 AR AT 484, a2 5 ().
A ={action = (s) applies (f) to (obj) in (env)|s € subjects, f: functions, obj : objects, env : environment} D
Horp, subjects NERIE, functions NEREULE, objects NERIE, environment JNIRBEIRAS. Hop B FEIR &L, iR

HUEFZIR AL N B MR BURE (WIaGA, A, IERES), 20 d 2 SR XU BE K A s AN R 55, P13 3 E AR VD
FEAE, B 24T e SO 2l A B R 00 X BRI AR BEAT B B S #R A & 21T IR IR 20 SO R 481
Fe g, BRI, X TREAMT NS IOR Y, FARGR RG A, B2 U, B RGN SO T R 5 55, 4R N
RS,
TEX 2. BYTAFFIE LG LER AT R RAEE R P TR K R G R 751, A= (2).
a=a,a,..., a, a;€ system call 2)
Hrp, o RERERESAN—MTA, aras, ..., a, FARZ AT NPT IERE P ik 5 19 R G P75 S 492D
A A BOR SEEL I, 25 RS B AT ST AN IEAA, 1D Re o 4. LG 45— R e Thag, HAT N
Fe 42 [ %€ 1. G FAER AT Jy /e 5 75 & B 7 i BA B rRe bk, Rl 20 R 400 M P41 5 U ) 22 =
KFE—NEARBE. RETHRYREE A X PEERG R V5 R BHRIE R, BIaRIESL 5 35 58
RIS AV BREE, 2 5 2917 A E/INVRLEE, & AT LASR BB A0 2R 58 B 47 915 8, BRI T Bhs i W R i 41 5
TI 0 22 3 SR FE 5 04T R RIS, B R & QARG — B BBV, & Gl RS0 AR & 2947 R A, ik, A
VARG AR & LR MT R TE, LRSI F I8 & 2178,
X 3 AT NAAE I E SONAT A& T, A= (3).
Vi=1,2,...,n,Ya;€a, Actual(sy,a,a;) = Expected(sy,a,(P(a;),a;)) 3)
Hh, Actual (so, @, a;) AT N a FSEFRIAT S5 IR, Expected (5o, @, (P (a;),a;)) RS 1E#H R FUAAT MK 644 T,
179 o S FUIIT A5 . SRR, M T4 0 o o IR R G603 2 BURAT MU, B 42047975
AU, R T AR . &L RIAT 9 15 AT S 2 AR AT 9 B Te ) ZR GEi AT 4 FUAT 90 POX) B 2 1
JE M. B QAT A E AR B —MT N B TCHI S A R 1, IE BEE FE AT, LA & H B Bt $UTH
BEAE 2 2 AR
3.2 BRREM
B 2 LT 9T S TE LR R A, ] 2 . 2 T U B 3 s WL BB 40 2, 3 e i T4,
IR E RS AT RIS B AN, 3 U AR S 2T N, GAITNERE. SATRAHER 3
ML
A BB R LAE S QARSI B 2 2Rk k.
(1) PR B A AR A A 2T 42 R IR, T ORI AR AT R SR IBUBE R,
(2) A7 NFFAE SR BURER L2 17 B AN, i 5 240 BOTIUIAT D9 0 0 K 5 1 0 R 12 31 3l e F ML
(3) B LT IR B RA B A LIS 4TI 1) 2R G0 F SEIR & 20 11847 I 4%, AR 40 45 L St 4 .
(4) B LT R P BT B B SR e P LR [0 AT D9 (5 B B, IR B A SR A& B A E k.
(5) B LT R H AR 7T {7 35k v P A B2 B RN 5 01T N AT 455 52
A HEE B e X XCHRE SRS R E . AR RS SE R T BT 6, XCHVE SRR AR (H AR T
MR SRS
AT N FEAEPE: TR A F R A, A EAMYR TR e & UG . S 20 Ehlim Bl BT o ) 5
AU . A ST Jy R PR I SR BRFE A DR v A3 (3L IR TT i B BT S A 47 W AR I, FExt-& 24Tl A n B
BT 7E BNk R, R 58 B K B R A A BT B HE .
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BIEER U

g R L 1T #it B
ki whE A |
e b JL
T | ITTTTTTT T
LA ELAT AR | IX P e :
" ! i V| A R AR ! A
It ! 4
" s | | : l £
W : 1 — L] |
I | - L =1 kg | | | | &
| ALETRHE | 17 Syt | ! i
|
e | o | | L mem 7
| AR | | T R |
L LRI A

K2 BEEALT N E RN A2

33 ARIY
331 FEihil EAE K

P A B S T 44 S R AR 4 G — P EE 5 T A T AN S 1 2K, DU S5 Sk nT DL E R Hh 3R
A 29 B TRHAIAT 9 PP ) B LR, 2 F) 3 P A RS B i N & 20 JRAR A, B HR T & A B SRR 1, S 2
LR IE, IR T &L MHAT IS RRRIR S ik

il B CFG (control flow graph) 181 F B FF 5 Sk R IGARED, SO T AR 1) 25 44 R0 3 BE 14 0. bl o P
Se—/N A ] B, AL VR IR AR B RAT B A SR L B T s BT B AR, DL — SRR Bk ER I, o
FEARHOR AR 2l R GoR I H0E ), BRER (I RoRiB A Z M DG R, JRTM, LIl 75 5 o i B GvE
5T, Ta BAEBHASPAT IR ik % 8 A5 A R R e YA A B 1 R e AR 2R AT 43 T I AN AT ARG, e i i sk
RUG RN REAT A7, AW o] BB BRI AT v, SR, B0 AS AT vk IR 7 1 se BB AT iHE B, P fEiE
TR AT BE 2 B P AN SNSRI SR R R (IR, XSS R R IR RS T P s &% [B 2. Rk, B& o ik
T BT (9320, BhASPAT IR s i Al 45 G EL 22

a9 AR A R S 3 S e T R o B U TH B, B0 % TR RS E. LR G T, T
F) ) 26 ZR At B g 320 AR A £ P9 8 U8 FH O 2R R ) 45 400 A s U B, 45 2038 AT I 19 R G B F P M L&
ZHUE B, XA LD ReBLEIEAT 2 R, o ERAS 4 15 B (R i AT R Ak, S8 K AR R B R 4R AT A
PREUBLEL.

M A 2 F il B 2 4 N R D IR

(1) HIE AT, %R E AR ThEE T KRR L IRe, & L0 YIGILRE 17 R3S,

(2) LB LIThEE T Be s il & 2250 VB A) i 5, Rl S A B,

(3) MRYEIE AR EL RS o R MG IR, SR A LT R GHA, A R E R KR, ek
f s ) P

(4) BB AYON R, W R g0 A L

R E AT PO A R T

CFG =<V,E>
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V=(v; [BEANT R v 5 ARG —— X R)
E=(<v,v;,>FR RS | BIRGHR] j AR HIBUE )
LRI E G R 3 R,

EHTT A 0

A6 @
BARYT @

(a) AT 15 (b) PEHEA L5 (c) RYA I
B3 RAES LAl E G R

332 AT NFHERRHK

AT AR SR BB B S N2 P I B, A T & AR PAT I REFIRAS e 3. 47 R REAE 2 USSH ) 4 He 2 Tl
HIAT AR, EH/IR T & LM THERTT AN 2 4 TR m.

THAFT R ] LU PO SC 21 3R 7R Rules=(F, S, KP, SP), 4> Ml F LU T %

(1) BLIMINEERERL (function, F), BI & Z17] USZEL A R ThEE.

(2) BLRITUHAT NP F (sequence, S), RI-EJFEATRES Th REASEHRIN P & 1) ZR 48 18 FH B L 91

(3) EAHIFHSHE (key parameter, KP), Bl -G 27EHAT I il R A RS0 FH st S 40

(4) B LN LA KW (security policy, SP), BN -G ZITERAT &S R G0 1 FH I FT 78 196 A2 1 22 4 26 AR B R

AT R SR U 1 i FR T

(1) fREEFE w0 2 3254, R or B QAN [F DhRE A, flin— AN AREG AT Re A IR & 4. wE B,
WEBILA. TR S. IRNEE. BRE SR

(2) X TR TR, i [y F A2 Hi I B B A 8 L, K BRI TR $AT 19 R G0 1 P e R SR A i Th Ak
BEHLTRIAT J9 7 51, 450 4n 6 12 24 Th REASEER 1) TS 47 9 )32 1 AT LAt - open, write, close 4.

(3) FIH strace My A UNE G LM RBT IR IEFH W AR R AT, I8R5 & KRG H S HUE G, $EH
KRR A S MR RS RF SRR AAT R, T B0 & 2GR AT IR, Linux REHNAFE 393 4
REURA N, FEA M B, MK WS SO FEXEE SR RS mER, N T R
TR R, AR R S SRR

(@) X TEAE LI TIRE, 7387 H T B8 122 4 SR, 9 2R G0 VR U )43, 39 5 S i 3R, 1 5 SR S IR 4%

(5) IR TIAT AT A . RS H L R A L) R AR A LI TIRAT AR, HAENTTEAT N
B, — NMEIThREGEE — N TUHAT R

AT JIRRAE SIS R A28 sV P rh S8 5 240 ) PSR AT S, 480 G R b A 3k AT D i o g DR J Al ]
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DA TE B 240 (1) SIS AT A2 15 R T, 38 3ok T (906 20 TROIAT 00, m DA A A IR AR SR AT Dy, RIS
2947 e T T, FT DA AR SO VAR F.
333 BT AE

FEHIALA R 3 sh W ALE R FE AR N O, #hd B EE RE & A R G WA AT, SRIBAT ARG 34k %
ey AR RERSEME R, RN R IG5 B AL E BT &, 2 A E U A E 45 3, dATA 50
P, A0 Hook W53 ARAE #2385 Linux %4 #iHt LSM (Linux security module)™! #2285+ £ 488 4% 1
(U, G B S MR U T SO A Z1E AT I AR 1 A R G0 A 3 s, of M R B B — S
RYA A . 12050 LA ISR A 10 R G0 A, BRIEX 5 L 52 briT A IR 1 58 & 1.

T 2, TR S NE LRI AE G P SREUE RE A LIRS, WA LR ZE S RERIUA LN, TR AT R
PR F MRS B REEEE R LR, BRI G BRI 4G G 21T MR, EuE
[E R G ARG LT RAE L, P b LR IS 2017 9 ) e SR Bl 4T T {5 ) 45 R, HARAE A e 45 R
X U 22 50 S SIZ it 42 1) 4 .

334 BLATAE

FE ALK B SR S s AL A5 3 B & AT I R R R RS I B R, B E. S
R MRS R IEAT B &, JRN S 4 BRI B e ML AR SO BB v R R [ % 5005 SM3, [FE R X R &
BAFEE B G LT IS R R flUR 1 RGO LA DRI AR R AE
335 ALITRAE

E LT A E BHERIUE LT NI R AR, 456 TRHIAT AN X Bt R 402 4 SEnE J e & 21T e & vl
AT NEERRTRA: W R A AR, R A MBRELRBUR, &4 & EHATIRER (.

JLARHT AR BB A58 5y, INTRIIAT R SR & 20 S, 58 1 RUR T A 0 A LR E BLRR . 3% 4
TR G, TEPIT B LI Z I A LIs T UL R A A SEHEE T I F 5000E, 7R & A RBAT B B IRl T,
XA AT AT RTE SR : FEAR SO 24T 9 MR B B SR IR [B] AT S BT 45 A A8, RIE & LT 2R
FEE TRAAT SR DL K X HUt 2 4120 4 SR . 25 6 AT NN FF-6 TRORAT S ) Bl AN 5 2 IX e 3R 40 22 4 S s, T
WFAE 5 FHRE, I R—BOW & L1417 N0 (5.

G LT HAIE BB AP BRI R,

(1) SRIA LT N o WA Z G a, 103 TEAT R0, THEAT N 50 a 7ETRAAT 80 00042 il 1 1 79 34,
1T8ME b = Expected(a, P(a;)), B H b= a(RVTHIT a) B b= AP RTEPAT a). R b =a, WHHT RGRAH T
G THAAT RN, AT BB (2); %5 b= A, WSHT R G AR WIS, ARHE 1 ) HEmE St ], HEfr il 2 1S5 12
BN J5 AT IR,

) BTN o F—HREL BN RFWHH, BEDE (). HLHPATER, WELTHE, H 4R
SR FAASTIE, TERI 2 I AT 5 14 52 B R 5 AT 4R

WATHN a WLRIT AT Na=a 0a,0...0a, WARYE AT RN H o X RTI4TN B = Expected(a,
(P(a),a)). HEX 3 WH: B=aoao...0a,, HFNFAERMN a, B P(a) ROL. TR 25 {51 H S LI IE
R 4 FroR, E 4 H i B R s X SRR A, [ P2 ) (R i Sk s Al R 4 R e, 3 Bl ) [ 2 2 3R 7 S B
SRR FBIRIE R &R, 24 HAL 4 S2br AT B 2R G018 F 5 AR ) ELisE A2 22 4 SR i, Rk T — R4
WH.

a, a, as a, as
o S S S, ? S3 Sy Ss

a.p(a,) ‘ a,p(a,) ‘ as,p(as) ‘ agp(a,) as,p(as)
B T, T, T, T; T, T

K4 FEEeaQT N ERIE
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4 ZES

ARSCAT ] ARSI PR SRR X 3 AN T T LA S T A b, B T AR SCIR I
IO UEALH BE A5G AT & 24T N2 B RFE U, TRIR X Bt R G < A F e BT

W 12 7 A D R A B — AR B S U vl s ) SR U ) R 284 AN X B R A R A 4.

IR SIREIRZ G G PAT AL, BASHW A D 2B KAEIEA&AMEIR, R EHITA L. HA G
BT AR WG 24T R B G, A A B A A RSO G AT g R M R G WA L&
S BII RIB LS LA PIEN R, RENS XA & B R S5 F 1 S B S HUR T 2 20 42 56w, IRILiZ & Q1T AT S,
ToikEpE RATEOA .

Vst 2: Wil W & 28 IR TR Se ] B, BuhEE T —ASEE S Mallory, IR — AN IEH
G4 Alice RIE V4. 24 Alice B % 45, 2R Mallory 1) [FHE EEGHEATHEIA. 7E [HIE %+, Mallory
WA Alice K% % 4, T3 Alice B UK Mallory FI[R11E B %L, {13 Mallory AT BLZ K M\ Alice H I ZT 4.

AR T ZE W TIAAT 0 A 48 5 I B 20 90 58 HIAT 97 1 LA I TR o 1 P I8, e 7 B RT
1 bR R AR R AN RIS BT B, 2k B & 240 140 1R o B0 P RS 7 & TROAT I B, 158 BR B B & 20 14T
ANEAE, ZI7VE R PO ORI H v] BN B, G A 1 Mol ny E O X H e AT B

Wi 3: AE X B B E 00 B 2R G BOAIE 1 AT A5 A 4, {0 R 7E X Bt S 3 AR M BT ISR Rl AR, A 2m]
REMCE RO, iH PUTHE A SRR R RN, SRS AMIAT SRR AR, & AT ISR T 2 SRR
BRI, Bt vl R L U M R

AR SCHE IR R A AT RS SR UE AL B IS X & QRS . A PAT IR A R Y e R AT (S
i, BRI R E R R S O, — FARMI R A2, BATHREE . AN SR e A M BIRER, A RV A AT
JEBARAE, REBLRIE & 25T,

5 SCRLaMAR

A HT Hyperledger Fabric #522 R B R 4, #EAT WS KA. Hyperledger Fabric A& — R A & B
by TR FRTEIE S MR EEA L TR IR MU 4 0 X B EEHE 4L, JE T Hyperledger Fabric A0 2 1)
FME R E AN TS, i A5 Bt 82 S S I [ 2R 4% X B 1 6 <[X B Al 45 09 286 1 ] P 50 28 TG B, 0%
Hyperledger Fabric 1E 41 L& B 19 X BegE i H, 7] W, Hyperledger Fabric & [E P43 )2 A 0] [Fl b, A S0
e & 21 £ % Hyperledger Fabric ~F & JE T

ARSI B AR 64 £ Ubuntu 18.04 #:4E R 48, WA 4.15.0, 8 GB W 17, Intel(R) Core(TM) i5-
8250U CPU @ 1.60 GHz 1.80 GHz, Hyperledger Fabric iR A&/ 2.3.3, Caliper iR 44 0.4.0, Docker iR 44 20.10.7,
Go AN 1.16.7, strace fiiA~ N 5.3.

ASCE X B BR B Hyperledger Fabric HUEE A 200 FURTS 4 M F 5%, W R 5. Rk, S5 Mk
BAEPAT AT B BEE RSO, T2 5 RERE — P A RIRE S AN FURES, TG E 3R A2 m X HUg Ik 41k
AP REETEREAE, W EAHZFESRE, H Go i 5 WA Shim 2 0 LIAZ 0L %2 %, Shim £
PRALT stub.PutState 5 stub.GetState 2554 APT B S5 AR E i X P4 AR, 1IX 86 AP fE AT I & fill &k
read, write T ARG A HIK & QFEPATH read RGEHAHSFTFELICHE 1T RS M UGIEA IO KA
KA, write R G010 FHRE ST DN 45 R BN XK AR, 183 strace fig 238 ERA LIE1T I ) RF A I 456
XYt HES T R GHHSHL

T VA AL B R0, BATTR A L IKAT AT IR, 7E mychaincode W H 5| N T B R 2, X258
AFEETINAT AT, mychaincode A ZITEIGLEM . K THREIRID . HEIK-& L H i A s an i 5 BoR.

ASEIG oy I B 1 IR RSO E TG, 56 2 AT AR IR, (B S BUE AT &47 N, 4351
T4 N contract]. contract2. SZIG LS R K 1.
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type ABstore struct { X i ‘Aval = ctx.GetStub()‘GetState(A)|
contractapi.Contract ifunc (t *ABstore) Invoke(A, B string, X int){
} Aval = ctx.GetStub().GetState(A) @
fURE (t *ABSEAFS) TIRLEC) &rPeR () Bval = ctx.GetStub().GetState(8) ’Bval = ‘t"-GEtSt”W>-°Et5tate<3)|
func (t *ABstore) Invoke() error {} Aval = Aval - X
func (t *ABstore) Delete() error {} Evall = Bal & X ‘ctx.GetStub().PutState(A Aval) | @
func (t *ABstore) Query() error {} ctx.GetStub().PutState(A,Aval) 2
func main() { ctx.GetStub() .PutState(B,Bval)
} } ‘ctx.GetStub().PutState(B,Bval)| @
(a) AT ERI 5> (b) invoke JETY (c) FEAHLI 5y (d) HEA B 1 I
Bls R BeGLURRD 2 1 S5 B
®1OEBESATUT N SHAT ISR
IR Read Read Read Write
/hyperledger/production/
/fabric-samples/test- fusers/Admin@org exampl ledgersData/pvtdataSFore /hyperledger/production/le
S . e.com/msp /hyperledger/production/ . .
RS network/mychaincode . . dgersData/chains/chains
/users/Admin@org.exampl  ledgersData/historyLeveldb
/fan10 . /mychannel/blockfile
e.com/tls /hyperledger/production/
ledgersData/stateLeveldb
/hyperledger/production/
/fabric-samples/test- fusers/ Admin@org.exampl ledgersData/pvtdataS.tore /hyperledger/production/le
. e.com/msp /hyperledger/production/ . .
contract] network/mychaincode : . dgersData/chains/chains
/users/Admin@org.exampl  ledgersData/historyLeveldb
/fan10 . /mychannel/blockfile
e.com/tls /hyperledger/production/
ledgersData/stateLeveldb
/hyperledger/production/
/fabric-samples/test- fusers/Admin@org exampl ledgersData/pvtdataSF ore /hyperledger/production/le
’ e.com/msp /hyperledger/production/ .
contract2 network/mychaincode . . dgersData/chains/index
/users/Admin@org.exampl  ledgersData/historyLeveldb
/fan10 . /LOG
e.com/tls /hyperledger/production/

ledgersData/stateLeveldb

R 1 AGTARTIAT ARG LS, (I HER]E contract] . contract2 17 9 J& 75 AIE. SIS L5 SRR,
contractl F)SEFRAT N 5 FUHAT AHIFF, Bt A contractl HIAT NI {Z. contract2 ) H write R4t 1 IS %5 A

— 2, B contract2 &2 A IKAT A AT (E. BRI, ASSCHEHS (193

MR EYE, I H R B i nEs e, BA SR OE.

5.1 XfEEsr

ab
RE&

AT TS AL BE B AR 1 1 E 5 2017 N

ARITTREHATCA BT N ER A AT MR, FERIE. BURIE. 2T 6 Fhfl ik
ATXTEL. G553 2 ATUAFE Y, AT 77 S B A LU LA 7 T 3.
(1) Az i 8 0 AR SCT7 S8 0T LUK & 205028 B BORn & 208 HIB BetE AT IR AIE, B 1k 280 nl (5 3R 0 & £ B Je 7E 5

FIA I IEAT R T AR BB R A AT A R R

(2) 1779 WELAT LA, $Eth LUR G R DRAT 9 e, ARG A S HER ik & 2917 8.
(3) AWKLEEYE: ASCTT SN A 21 AT IR P (K R e 1 AT Vb AT S, BERS BN AL IEE Hhxs 5 40 3 3E AE AT 1

FEHEAT P52,

(4) R BRAIE: X 15 208l 58 BV A S AT o e BEMEREAT B I S s A M2 P 52 5 20 2 B A 6 T,
(5) BUFRIALE: X HRBERR YR 1 5 75 SR FF4E40 D7 Il P2 5%, e S22 R G0 A MR &2
PR, RS0 R 75 BA U7 1 B IALR. B RE & 20 B T 00E T -SRI SE R 5 8 T 79 m R P BUIR.

(6) At ATy SR M M AU BE S MR S8R R O 54
TN 3 25 SO R AT s 58 B AN AT DR S8 B A, RE 6 A Rl 14T X & 20 S i .

IBAT R A RAT N HEAT

© hRBIEB IR
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% & o T YL T S R ATE
Kalra® A1 x N A% FA% A% AT
Hu AP x v FEA& FHEA& FEA& RH R
Chen A x x RE%& A% A% R
KT % y N A% A% A% A

52 MEEESHR

A5, B0 A TR I 3 A s IRAI AT T R Be A 94T N TS SRIEALHIXS Hyperledger Fabric [X HUs%
RATERE MR, FRA 1@ L X mychaincode A £ IK A By #EAT M, FFH0Z AL T X HUEE RGNS 5 1Ak
IR, B U7 g0, 16 A LPAT RTTCHES UAAT 0, 754 L0447 I U AT X BBt R G0 22 4 SR BT & 2405k
SRR, A A APUTITIC R E SERE. H X AR R, EFR, %, TX3MEA T
AT LB VA AL P e

RS AS FH Re v 17 5 X HedE T & YERE RO 36 ME T E. Hyperledger Caliper 78 LA T 3EAT IR, 0T FH £ 2
A LevelDB, M558 5 32 1 SR A2z 050 7 f) st ) 22,

AT SR FH B TA) B SR AR AR SCIE 7 7 2 B VEREVPAN Fabm, JHCrh 51 R I 8] 438 ) (R 3% B A 4 AN 8040 (1) Rk IE
W2 G IRFERT R I 18] £; (2) 3R SCHE RGBT FE IR 8] 25 (3) UCERFUA4T 9 B F I 1) 455 (4) RGETR AN
BB AT AE B A1) ¢ DRI, AR RETFES N DA L 4 35843 A

BRE G LT N EIIENL A R T8 5 5 3 81 5, H 2 3E T RS0 AT I 3% & mT 15 B )
SEATN. FIH strace fn 4, 456620 00E0E BUH AR AH O R H A IEAT Si v, A SCIEH read . write IXFR RSt
W AEATURAAT RN ZRIE. 2 FR P28 R G5 1 A A 3K, AR R G0 F S 800 Hom i S 47 vl 45
FE i, FEARE AT AN A € % RGP HAT AR AE. . haE. BG4, 0 R0 N RS0 H#0E
96+ 37, 100 AT SRE VAL, ASC A & & L 9B TELE 3 AT & L1184 T I PR RETT 4.
(1) 3B MR T B Hyperledger Caliper lli & £ 1E #1847 22 5 A B 4E ¢,
(2) @i strace Ay A FREUH IR R G0 FH (WIS T8 4, 903K 3 P,

®3 RGEHS

RYHH €1 FERT (s) SUREI (s)
read 26 0.0000126 0.000327
write 11 0.0000200 0.000220

(3) N T iRmETERE, RX 5 G LIBATHREBR RIS AT B &, RIS Z0WCF . i S e $ . XK A
S5 ARSI [ 5 A SM3 BEAT e BEME R, 3R 4 45t T R R CIR e B B A TRV AT 15

R4 SEREVERE RN

Pl LR/ (KB) FEIT (s) SFERT (s)

.20 (B4)) 3.5 0.000034 0.000034
pem% (L HAIIE) 0.78 0.000020 0.000260
blockfile (K A%) 105 0.000570 0.000570

(4) UCHCH [8] ¢, B2 777 8 LU BB TR AT, W38 5 ARE &1 Se e id A% v 22 SIS 21 101 1.

N TR RN, SRR A BRE XK ELIAT T 5 R, s8R WK 6 Fros. il LLTHE A7
M5 8 BB G 2947 4 ATAE S AL E A [7) & 2915 100 T RO B[] VS AR5 0. 76 1 505 20 T AT Y FE I I (8] A4 LU IX Bk
IEHAZ G HEINZ) 0.0025 s, £8 HF A 20 R AT AR [R]RH LU X BRI H 52 538N 20 0.014 s, fE R &2 N HUT
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TH AR AT I [E)AH EEIX BB IE 3 52 B8N 2079 0.038 s. PRI, 127870 SEB 45 R Ui W 1 R IR RE & L0479 AT R R UE AL
ZJa, X T XCBUEEE RETT A IR AE AT SV A, R R VR RE T 1.

x5 ULECFERS
SCARRTY SCAF R/ (KB) FERT (s) SEHIRERT (s)
.20 (B2) 3.5 0.00001649
pem%E (F1HAIE) 0.78 0.000016 65 0.000016
blockfile (K A%) 105 0.00001678

L2 o X ERS 12 0 o RUEEER5 12 0 o RgEERSS

LT b o XHEEAT SR 5 L1t XEREEN (525 LI Lo KBTS 5

1.0} 1.0 1.0 A
- —_ Ty -— .,
= 09} :‘_l”/ 0.9 = 0.9
.;_;Z 0.8 § 0.8 ;é 0.8
807 207} e 07
0.6 + = 0.6 = 0.6
Ix x|

0.5 x 0.5 = 0.5

o4t 0.4 0.4

03 03 L . . . . 03

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
SERR T (IK) SISV (1K) SEIG VT (K)
(a) T A L0 0T (b) & 25T (o) HAALI ST

Ko B RES LR R E 7
25 L ig, e x BrR R BE & £04T7 9 AR B UEAL A EAT AN, SRAAT N AT SRR LS B X R GE AT (5 52

LA

Gy WS RIS T84 0, L3 10 RO 8] L AN 26 P B 7= 2R 0. A 5 20 R 2% BE RO N, ML vl e A R e & 2047
NAME IR, DR RLGF Bk RERS L.

6 B £

AR H P 1] B B B ) R A 04T 9 TS BRAE AL, % 7 VARl X U R TT(E T EEOR, B ER S b
MBI EET RGP T A0 AT N ahAS B A R, ) 6 BRI 0 — B AU 7E & 4 e 2 R
LT OUT, e e & 21T 0 58 BEME Y 1 3 MR 4R L. S8 B0 2 A RS2 B8 VR AL 1 AR SCER LA, AE
Hyperledger Fabric ~F &5 15256 45 538 B, 1ML Be 0% A Rtk il AN 756 T 94T 9 7 31, 5230 17 X Re & 2047

AR ETEAGE, B B A LT N AR SAENLH L BAT REFIORCR, JEA SR KPR RETT 4. S TR LL, BE
A 27 LR B A LB X X PR R G AT G G, PR IR B E R G 2 A k. A =i 0 EE xR g

ELAT ARG VERAT I IT, AR V1T 00 S 4 R P ) R, ORORORE HE— 2P IR R 0% ) .
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