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Safe and Efficient Scalar Multiplication Algorithms Based on Two New Scalar Representations

CHENG Shi, HU Zhi, TAO Zheng

(School of Mathematics and Statistics, Central South University, Changsha 410083, China)

Abstract: Scalar multiplication is the core operation in traditional elliptic curve cryptography (ECC). Scalar representations determine the
iterations in scalar multiplication algorithms, which directly affect the security and efficiency of the algorithms. This study proposes two
new scalar representation algorithms. One algorithm is ordered window width non-adjacent form (OWNAF) which combines traditional
window non-adjacent form with random key segmentation and can resist energy analysis attacks while yielding better efficiency. The other
is called window joint regular form (wJRF), which is improved from the traditional joint regular form. The wJRF algorithm is applicable
to multi-scalar multiplication algorithms, which can reduce computational costs and ensure sound security compared with the existing
algorithms.

Key words: scalar multiplication algorithm; side channel attack; window non-adjacent form; joint regular form

AR 1 25 25 0 (ECC) B2 — R AR BRGS0, 1 1985 4E H1 Millerl" V1 Koblitz' 43 il b7 B2
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HH RGN 2 A B DA B Sl AR 1 R R, AR B bs e B2 wNAF B3k PV i 15 55 e 4
B ST R R B 5 — e S IE S B, BB 0 LR . Rtk S i 4k 4 PR v o oy 2R b EE Tl LV R
A [ o 248 25 i o g BT AT ) R

Wi IE i e br IR IR KRN [KIP =P+ P+...+ P, k2 — S, P RME L LS. A ERIEH
NMEFRN B IZ S, FH sSOI0RD £ o5 P A i A8 5 S T AN 3% 50 A 2% AT BRI % AR I3 58 AR Rtk
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TR [ 1 28 5 Teis B 1) AR N 22 A Ve T T T A

HT4EAH4B B R 7N (non-adjacent form, NAF) AHH — 3 il 7 e % Jk /> b5 B I L &2, R AT % 1)
NAF 5% feh% B E IR mhr B EEME. Okeya 25 A Anagreh 25 A PIAI Hu &5 A 5@ i3 0 bR & k #1T 7 NAF
gl BER T k PN E L, 3D e T BIERCE.

I 2 1045 38 e o5 B AN T % 8, 3 T T A THRE 40 AT (simple power analysis, SPA) Bt 7, 23 G 54347 (differential
power analysis, DPA) Bl M50 %500 H7%38E B 7 B R 8, wNAF 509 1 2 A s b F i 55 3%, o P el e A7
TE A A5 30 95 5 e ok 5 I AR . 2022 4, Cao 25 A Phi it —Rhdr Jg M2 49K R Moids 735 T wNAF () SM2 %44
B 2023 4E, Ma 25 A "5 Flush+Reload il Rl i 5 T wNAF () ECDSA i,

Rk, V2 2538 DS 22 4 5 P B 1 77 T X AR [ il 284 it Tl B2l AT A A, LR RN NAF 4l i) 28 4 i U
BHERL TR, kS NV T — R T 80 wNAF 1bR & 3 527E RWNATF (refined width-w NAF), 4 556
WNAF B4 K NAF 75048 50000, 45 Bh#ERD, SeBL T 3T SPA, DPA 25X i [ 2 4 br IR H%:; Yao AN
TESCHR [10] B2 o SR AR % 1 NAF RIAL3E, BrstEli) FWNAF (fractional width-w NAF) BB T
RWNAF 592 % 77 it % 8 (0 ) FH) 2 o s sl e N U7 3 At b s ad S PR A 1T BR A 3h 25 7 10 7 325, BT s B )
DWNAF (dynamic width-w NAF) 532 K K> 1 Flvh S8, (5 A2 OB B[R]V #FE AR, RWNAF Fl FWNAF
SULTE R, EH TR T A AR S EER BRI R . B oA LAED, Sl NAF ilid 1) 22 4 s 30k
K55 RWNAF Sk, RWNAF Sy R A BEALRETD ) 7 20k JLikE DPA Xit;, £ 7E# Flush+Reload Bifi it
MR EUE AR FAE BT RS, WRTE RWNAF Syk i8R al bt 17& M rt AL, s ae s 25 sk, B e mE k.

A T BV AR SRR (5 288 % 0 A o PR B 2 T 40, W RN N [K1P + [1Q, Ho ke AL R84, P, Q
FER MR B2k B FRE TS M R, Y 2 L E T AL AR 2 BRI, Lee T R T
—Fht SPA £ bR, Ciet A AN Liu 25 N "HBZA 1 T AR R AOHT SPA £ briE ik, B A% A
FEBLIERE PR T — RSO Sk, AT T 2RI SIAN R, Akishita S5 A VTR T —Fh 44 N ECE IE TR
3 (joint regular form, JRF) 5%, H5E T St 740 SPA MIZfrm ik (HEHATN ER S hHRERFIERLEZ R
£ X SPA BT %A % & DPA, RPA, ZPA W4, 182 4t Bk A Fr /R st

AL FBET/EWR.

(1) 2 7 —FH ) NAF A BiH 3% OWNAF (ordered window width non-adjacent form), Jfi#id 4 A H
OWNAF J7° ZI| Fl BE ML 2% 51 23 B0 (0 7 15 5230 1 380 16 v b = e B, 386 0 — 5 A0 R4 IO 2 iy 3@ A 7 o h B AL
2[RI RE A RO AT SPA, DPA S UETE L, % Flush+Reload Hiti /727242 7 — & HITHA.

(2) M JRF S84 57 H s it O, S 3 6] s B e S92 IO 278 4k, 45 B JRF (e A br s afe 5%, TEIR
W2 AR AERETF B RN, B E 6 5 e R 7 BT Z IR IR B, JF Bt — 2044 JIRF #E4 wiIRF, 43
T WIRF $th —Fh 22 & w2 bn i g Sk, R0 = 1 R B 2K BT DPA, RPA, ZPA EMIEE B, #Em
TaRAE

AN WEENFIHFEMTE AR, 5 2 W EENH OWNAF W4 AL DU N bR 2 R F 1%, 5 3
Fifiik wIRF fr 25T wIRF ML 2k, e 884 .

1 HafEnR

ASLFTHE T ST RWNAF SE RIS 1E M QA AT Ak, T TR A M & A A i T DA A 4.
FHIRAF 5 W L5 S0 1.

1.1 RWNAF {8 5%

ERHABR S (NAF) A 7 40— 28m7%, 19148 58 S, NAF 28R i -0E 0 (L ASREARAR, BUEA (0,1,-1),
SINE CURE DY WNAF J3X, E TS0 w ARl 24 1 i3 0. #— M k Fm I NAF (R = > k2
R, HoddE 0 (0 & A BFEH. (k) < 2.
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K1 F5ULH

5 P

k PR e i op bR i

PO IR 2% i R

[k1P TR 28 A5 P RO kA3

w Cink
NAFy (k) bR k FIWNAFE R
NAF vy (k) P k FIRWNAFZE R
NAFow (k) bR k FIOWNAFE R

A J=yi b

D a5

sgn() 5 M
MSB,,(k) HUbR & k I8 — EHI RS 5 w A

g A=1-2""! mod 2""!

VA kI wNAF R ERnEE 1 FR.

K 1. bRE k1 WwNAF Zafig 5750

BN bk, B 5 E w;
Hith: NAF,, (k).

1.i<0;

2. while £ >0 do

3. if k /EA 4L then
4 k; < k mod 2";
5 if k; > 2"! then
6. ki =k —2";
7 end if

8 k—k—k;
9. else

10. ki < 0;

11. endif

12. kek/2,i—i+1;
13. end while
14. return NAF,, (k) = (ki_1, ki, ..., k1, ko).

HI50E 1 THEAF 21 NAF,, (k) FIRLEUR K n+1, n 9 k B9 eI R A3 7256 B w 9 NAF,, (k) Tk 0
Her im0 1 (w+ ). i wNAF T2k BIbR R EVE I SIE 2 .

B3E 2. wNAF brEafe sk Pl

Wi bRE k, AR 2R E— S P, TR w;
itk (k1P.

len—1

1. 115 NAF,, (k) = Z k20 /% SR 1%/

2. WHE P =[P, i€ {1,3,...,.27 — 1};

© VBRI hupy/wew. jos. org. cn
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3.0« 0;

4. for i =len—1 down to 0 do
5. Q<210

6. Q< Q+[sgn(k)]Py;

7. end for

8. return Q.

FE 2 PP LN N A Ra i M5 6 B k= 0 I, AT SOIE S 1024 & # 0 I, BT — RS INE S, X5t
ST =0k # 0 EHHIL T AR5 2, B AR, P, Bl LUE T i 40 Flush+Reload Bl 2, it
[ETEAT R, FIWG &, RS ET 0. d s NS A, 5 BUS SR D, WX wNAF BT — IR B fa kil L3R 13 254
“DADDADDDA ... I s INFNRS 55 B 8E, 38 X PO KU 45 285 2047 20 A, SR BE SR IUAR = k 11 wNAF 7R
R AR 0 JOE (k) VAR k; SRR RSB AR AR i, XA T3l 3 SCHk [8,9] R A& J5 i FL 3 3 i BHNP [
BT SRAR, 2 ) Buds Ja BRI REUE S AE S AL S B

TRiEgE N VR T —Fh T SGH wNAF AR RS RWNAF, K 555 wNAF 503525 M NAF 5514850
T, & BhBEHLFERD, SCEL T 5T SPA, DPA S5 ()22 e br g %, Horh RWNAF i Bk Wi 3 Bk,

B 3. FRE k[ RWNAF 4fid gy 10,

N bRE k, B w;
il NAF,, (k).

1.r=0,i=0, ry=w;

2. if k 91H %L then

3. k=k+1;

4. end if

5. while k> 1 do

6.  uli] = (k mod 2**')—2";

7. k=(k-ulil)/27;

8. k,[r+r—1]1=0,..., k,[r+1]=0,k,[r] = uli];
9. r=r+ryi=i+l,r,=w;

10. end while

11. k,[n]=0,....k,[r+1]1=0,k,[r] = 1;
12. return k,, [n],k,[n—1],..., k, [0].

BB T 4 R T LAIE ST RWNAF AR rfE 5t B
R=(0...110...5]...10...b)R M)
He, b=-"-1), B4 R = [bIR = [- (2" - DIR A T WA, Bl B A 1(R) = wD+A. ILH], TTHE R KA
BN E ={P+R,[BIP+R,....[(2" = DIP+ R}, Bt HIFHN t(E) = 2*' A, b ETRFIE ML 4 Fis.

&3k 4. RWNAF R ey,

HIN: NAF,, (k), T # 28 -— & p;
i (k1P

1. R = RandomPoint();
2. 0=k, [cl]P+R /* Ht ¢y NAF,, (k) FFFIHR A 0 B EERF I B K75+
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3.for i=c—1 down to 0 do

4. 0=12]10;

5. ifk,[i] #0 then

6. Q= Q+P'[il; 3 P [i] = [k, [{]1P + R AT E I 5/
7. endif

8. end for

9. return Q—R.

12 BEENHEAEZE
BE Kot ko) A Loy do) 7339 ke RNL I A5 ZHEBIRROR, W62 k+1= 1(mod2), IF H AR TAER 4,
i UL S5 2 (Kiy 1) = (0, 1) B (ki 1) = (1,00, 0 (Kirs o) AT (L o) BRATBRE TN (JRF)) JRF (04 A
RIS 5.

Bk 5. JRF ALl

BN — X (K, 1) W5 E k+1 = 1(mod?2);
Wi JRE (D)2 Kooty sko)s iy o).

1.i—0,s—k,t< 1

2. while s >0 or k>0 do

3. k=smod2,/,=tmod?2;

4. if (k;,1;) = (0,0) then

5. ki—kiy, ki e— ki, Le—1_, 1., ——=l_,s—s5/2,t—1/2;
6. elseif (k;,l;) =(1,1) then

7. ki—1-kiy, ki, —ki_\, L—1-1_, 1, ——l_,s—(s=2k+1)/2,t— (t-21;+1)/2;
8. else

9. se—(s—k)/2,t—(t—1)/2;

10. endif

11, iei+l1;

12. end while

13. n«i;

14. return (k, ,....ko), (y_1s..,1o)-

BT JRF A RUEA R 2 bR B EE IS 6.

B3% 6. IRF 2 hri ez,

BN WEIRI R 28 BT P,Q, JRF (k,D): (ky, - ko)s Lty <y 1o)s
i (k1P +[00.

1.R« O;

2.for i=n-1 down to 0 do
R=[2]R;
if k; # 0 then

3.
4.
5.

R =R+ [k]P;
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6. else

7. R=R+[1]0;
8. endif

9. end for

10. return R.

MELE 6 WA, R Rk AL JRF R R, THE 2 hr B IRIER, WIRAORIE k, A 1 e — AN £ 11 55— MR 0,
EFEAESE 2 20 5 AR kAR A 3 AR B T B — RSN IE AN SUE B, SR8 T — B S0m-£% 53 (double-and-add
always) #1F, iI5 2] T Hi SPA BUki &R,

1.3 ERMMEERE RER#H

1999 4, Kocher 25 A Ui H — 5 (0 = 33k 1) b 525 308 S0 2 40 30 vk RNV e Ak R B A 3 40, Tt 4 Al LAAE 4
—REA R s g, SRR EA(E B, T v 5 77 A B HRBu OIS 3 Mo . 3X 72 — Floas o 43 A 2 i 1 2% it
e [ 1A TE AT S SR HE W R0 0 2 5 43 BT 7 v, [RIINE =2 o D0 ) 8 RS R e O 1, ARl % R RIS
AT AR A5 TS B R R . TR A R R SR AR 8 B ARVE L X T A [ o 2 b i o B, L I B
mr.

i LR R 0T (SPA) T 383k 40 A7 DI FE 4ok 35 B A S5 AL (5 B B, 2445 F double-and-add i
IThR RIS, W B 2 Re e M DAE M 28 b [X 43 U ME AN £ RS B, 3 n] LASREUhR & (0. F TR /A R
FHAEH, — BN RN ARG

Z oy R B AT (DPA) ' edds: i FI G i H AR MR R BURL 25 455 5. Soads 3 0 S 300 15 4 LB 2 NN 1,
O AT i I T 1) 2 P4 000135 0 00 20, et AT K 2 T off 6 R X 22 S v 4 R 8 B, R P A
NS, BEALCA R AR, B2 EH /) 5%

BIEREE T (refined power analysis, RPA)!' X i FF7 25 (x,0) BR (0, y) Beai LA SR AR bR 10 512, ik
A Moty % W] LAl DPA BUs 3KIUE B, AHEL DPA X 08 B 2R S i B A k. B it A . ik iR, B
BUEEH 53 #14.

FAH S AREE T (zero power analysis, ZPA) ' W li: X Rl By AR T TUFE 4, TR0 4T BRI &R
R AR IR AS T 1 H 2 5 L A E AR M R IR B BURRAS B ZPA 1] DATE 1 4% b TR THFE B T FE R A i i3k AT 2K
o, A% T DPA B EP M, (HARFE DPA X &% B BR B = B 5T 2. RBP4 it : 2L s8R, B ML 25 2
e

Flush+Reload Bt P 1% 757 0 Yarom %5 ATE 2014 459 YK . L5 FRR R FH BLAR AL 2 25 10 SR AE AL . Tt
SIS R E BAE 2 B AR B T 1 S e N EAE B BR (Flush), S35 ML R U5 I 16 0, A4 i
FEUR VT 0] 3% S B4R B, Mk 35 0) LU Ik 0 462 175 1 B (] F 22 S5 SR BT 1 25048 (9 BURR (S 2. (Reload). 3BT AW E S
Flush 1 Reload [3d 72, Brii & T LUZ LR B i & b 40, G2 A5 8URE B, FEET A Bt 77 X
R TE B A i
2 ET OWNAF WL eBIrEREES R

2 FETE wNAF Fl RWNAF S50 1 R J b it L, @i % NAF 751 B9 A2 B 2SR HUARMNAE i B,
G BRI & (1 NAF JEZCR BES i B RIE H 45 R, St 2 4 s ulin e Bk, B N LA
2.1 Tt EMEE

B, 75 RWNAF SykfgEat b, x5k R o (8 i BUE G B3k AT UR 2, (R ik — 2 ) A B AEEE °] BEA7 70 T
FAt 4y 0 BRI HiHI OWNAF Sk insd: 7 piw.
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BK 7. bR E kB OWNAF (k) 4 .

N BRE k;
il NAF,, (k).

l.a<—0,i<0;

2. while k£ > 1 do

3. T[i]=(k mod 2"*");

T[i] = (T [i1-2" - MSB,, (T [i])) mod 2"; /* MSB,, (k) &~ BUbr & k B —HEHI RIS w L */
T[0] = T [0]" ((=((T'[0] == 0)&1))&(2""T[0])); /* T [0] = (T [0] == 0) ? 2" : T [0] */
t=(T[i] == 0);

Tli-11+=2"-sgn(T[i-11)-t, T[i1=(1—1)-T[il - sgn(T [i—11)-t; /* sgn NG5 EREL */
ke (k=TI[iD/2";

kow[a+w=11=0, ... kow[a+1]1=0, ko, [a] = T[il;

10, a—a+w,i—i+1;

11. end while

12. return (ko [a+w—11,... kow [1], Koy [0]).

e R A

T OWNAF BUEMR R THRE k I NAF,, (k) Row, BT LR w TP 51 R #E TE010...0a B, FHh

0 <lal < 2", BEA I P EEN n, 245 2107 F17%
[n/wIAF 751
0...04/0...0q]...|0...0a ®)

H 7€ RWNAF Sk 3L L A% T 7 (] (MEUE TS, OWNAF H ik RWNAF Sk i & 44 2 E
R = 1-w)A, T E G Frigim. OWNAF ik e T RWNAF EfFH 4 R Erh w2 —1~0...01 /771
A3, [RITT A2 BT 51) OWNAT (k) FST- 3K BE /N T [RIFE B 12K/ RWNAF B4 17 51| RWNAF (k) 1°T
B, R T4 H A e .

EIE 1. OWNAF A i) /75K B /N T-55 T RWNAF.

ME B A — M, AR k> 0, W OWNAF 42 )7 FIHC BE K T- RWNAF A 7 5K BE, e B4,
% OWNAF /37312 —/N i DR, B

OWNAF A 8751 NAF,, (k) = (0...x[n+1110...x[n]]...|0... x[0]).

RWNAF 4 75 NAF,, (k) = (0...y[n]]0...y[n—1]]...]0...y[0]).

X Tk MR R, AR T DL AR

(W BE xn+1]=1, H 12050 = (2" — 1) 2™ + (2 = D20 4+ (2" - 1)2°+1, F:

= DGl 7127 (101429 = 301 2 3

T RWNAF 5L 3% () 7 5IME —, #4056 x[i]+ (2" = 1) = y[i],1 <i<n H x[0]+2" = y[0], Hf RWNAF J*
FUTF yin] = 1, Bt x[n] = ~2°, BB OWNAF A4 xln+ 1= 1 Mxin] = 27, SARAT LU n | AN BT LIRNS
n AN O TR E 485, B OWNAF (k) = (0...x[n—1]]...10...x[0]), ML OWNAF 4 5t 7 51K g B4R /N T
RWNAF [FHIE R IIK B, 7 J&; x[n+1] = -1 [RIEL

(2) BB 1 < fxln+ 1] <27, ZEAR ELREHIN 4 (il + xln+ 112" = 1) = y[a], B0 y (i) HOER {802 1 8 SR 3 T
RWNAF S5 HIUETEFE [- (2 - 1),2" - 1], TJA.

g b, AT RMEEAS R, PRk OWNAF A2 B 7 91K i/ T4 T RWNAF. il 5.

BATHET OpenSSL SLIL T OWNAF Al RWNAF 51 A 12, BHO6EAN (] B KK BE AN B 1158 FEREAT 10° I
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R, A= NAF FF 20 G B ek 45 SR An &) 1 iF7~. OWNAF EEAH% T- RWNAF Z L 1R 2 12 2o A0 28 2 s L T
AEMS L CRIE Z A AT T2 TR bR 2R EVE T E R4, B(E SLI8 M55 3R B7R OWNAF SE M4 )7 51 P& &
2tk RWNAF 5948 3 5 AT 7w

sy 145 ey
§ 140 | = OWNAF . s —_|
= - RWNAF T e
B 135 + - e L = —
E 130 r e i /G,,/,/* \e /\ ~See ]
Z 125 . . . . . .
2 3 4 5 6 7 8 9 10
B 98
(a) 128 fir
270
% OWNAF -
= 265 |~ RWNAF e
* — -
260 | e s |
=~ _— e
< __— —
Z 255 I S , . —~ .
2 3 4 5 6 i 8 9 10
Ciak i
(b) 256 fir
#2530
¥osas b
w520 |
& SIS |
Z 510
9
(¢) 512
Bl 1 NAF FAIKE

2.2 BEMZEA S EINER
{E%Fh DPA X5, BEHLEE 5> BURAEHT DPA 1 m805 75 Y. N % E7E OWNAF L THE kP (I F2
SINBENUEL r, 25 18 k BENLESEH 2 815 0
k=1|k/r]r+kmod r “)
[k]P = [Lk/r] 1P + [k mod r]P )
TESLVE 7 W Bt b HEAT RS, S NbR & k5 AR S P4 NAF BEHL #1541 K, K, , BE 5 18I xS 7 514
& SEHUbR RS, WA 8.
BK 8. b k ) OWNAF BlHL o 532

N bR k, B OE w;
Hih: KN n P4 NAF [F51 NAF,, (K)), NAF o (K>).

l.a«0,i« 0, r — RandomlInt();

2. x« |k/r]r,y=kmod r;

3.whilex>1ory>1do

4. T, [i]=(x mod 2"*"); T, [i] = (y mod 2"*');

5. for j=1,2do

6. T;lil = (T;[i] - 2" - MSB,, (T [i])) mod 2*; /* MSB, (k) F&/RHUbr i k 1 G158 w AL */

© PEBEEG T
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4550 HAEFIR 2025 5% 36 A5 10 49

7.
8.
9.

10.
11.
12.
13.
14.
15.

T,[0] = T;[0]1" (—=((T,[0] == 0)&1)&(2""T;[01)); /* T;[0] = (T;[0] == 0) ? 2 : T;[0] */
for j=1,2 do
t;=(T;[i] == 0);
Tili—11+=2"sgn(T;li—11)-1;, T;[i1 = (1 —t;)- T;[i1 - sgn(T;[i— 11)- 1,5 /* sgn FFF5 R &L */
end for
end for
x = =T[iD/2" y < =T [i/2";
Xowla+w—=11=0, ..., xpy[a+ 1] =0,x0y [a]l =T [il;yow [a+Ww—=1]1=0, ..., yow [a+ 1] =0,y [a] = T, [i];

a—a+w,i—i+1;

16. end while
17. return NAF, (K,) = (Xow [12] , Xou [n = 1], ..., Xow [1], Xow [0]), NAF o, (K3) = (Vow [1], Yow [ =11, .., Yow [1], You [O])-

2.3 tREFRMEL

FESEIE 8 X PIRENL > BRI IEAL_E, 45 B SRk o fbr i sfediik.

&£ 9 OWNAF Fr i e sy,

BN bRE kMR E— AP, B ow;

i (kP
1. i1H5 NAF,, (K)), NAF,, (K,); /* 5% 8 */
2. W P =[c]P, i €(1,2,...,2"};
3.0« 0;
4.for i =[n/w]l—1 down to 0 do
5. Q< [2"]10;
6 C — Xow [T W]+ you [i- W]
7 Q «— Q+sgn(c)Py; /* sgn RTES AL */
8. end for
9. return Q.
24 EESWH
(1) wEMEoHT

fE OWNAF FILI5 4 2 b R b s AN sUS 502 D... DA 53855, Wk % Joikid@id SPA

WA RBUE TS S IF H it TRENUB I r SRS FIFP I, PUF S NAF,, (k) A5 3FAA S, B, Mot okt
DPA SEHUEATAE B B & A BEAERR R BT — b B Tyl HEWT H 0 B AORF I A0, BRI AT AR RPA T ZPA; 1
I, BT 5E 8 SRR A NAF, (K)) (= 1,2) THIEE 0 U i THRENLEIRIE, 5 wNAF 5L B AR 0
TEERAA, 245 3CHR [8,9] IR T EG B TR, REAE — R LRI A0 ECC 2844 5k i My

Q) W E I 5T 0T
RWNAF FiE M HE IR 48 3 35 Tt HBENE R = —-Qv - DR, TiitHEX B FifreRiEEzHE ¢, e

BB ITEE 2 R t(R) =wD + A, t(E') =2"'A, t(s) =n'D+[n' /w]A, Hd w A RWNAF 534 5 i1 7 41 K
M OWNAF Sy I8 0 N0 8 NAF,, (k) W BT R E AR R IRILIs S s, CATRHE T84 2 31
HNtE)=wD+Q"=1-w)A, t(s) =nD +[n/wlA, F n v OWNAF H i HI 7 K . BT 8 th it an
%= 2 Fis.
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R 2 NAF frEIREE I E T L

Hik TSI 1(E) PRI 1(s) STFAY
[10] w—1 ’ ’
RWNAF wD+(2" 1+ 1A n’'D+[n [w]A HE)+1(5)
OWNAF (4) wD+(2" —1-w)A nD+n/w]A

A LAE tH, FE TR B OWNAF HE TG 75 4t B LAE RS 2E 47 Ab 38, 5 bl T 75 20 & k4T 40381, FREHIM
S S TR 5. (AR BRI )71, T OWNAF EE4 B NAF FHI I F K E n /M T RWNAF &
A ) NAF B 3KBE nr, R AE AR B3 7 T P 1 — e i34,

T B IRAE A ST M RS, A SCHE 64 7 Windows 11 $#4E R4 EA$ A C++1E 3 1 OpenSSL PEs2Hi |
R, SEIGFRES P AL F 8RS Intel(R) Core(TM) 19-13900H AbFE 28, 1454 2.60 GHz. SLISFFE IR 3 Fk.

*3 SR

SR i &
BERG Windows 11
CPURL S i9-13900H (2.60 GHz)
{EFES CH++
BAT AT 16 GB

A R A OpenSSL 3.2.0

BV A BENLA s R 128, 256 F1 512 A7 FIBENLEEEL, OpenSSL Hf [E it 28 1 2 4 &3 il i 4 NID_
secp128rl, NID_sm2 1 NID_secp521r1 (3 ZEAF 22 A AIIMGE M £6). -0 AR D, 73 348 RWNAF
Al OWNAF SEHHT 100 b BRI, BAAr B IRACR LA 45 RN 4 For. Bold seie st LR, 22T OWNAF 1)
FrREFRIEAN LT RWNAF FIRRE IR SRIIRIET T 2%—5% A, fEARIE AR 3T T s B REEN

F# 4 NAF brERFEMER LK
KEKE (bit) WA RWNAFEIEFER (ms) OWNAFEEFER (ms)  JELL (%)

128 2 0.332667 0.315723 5.09
128 3 0.287894 0.276295 4.03
128 4 0.264948 0.254496 3.95
128 5 0.259858 0.247743 4.66
128 6 0.240851 0.228241 5.24
256 2 0.668457 0.645516 3.43
256 3 0.572802 0.553764 3.32
256 4 0.524114 0.509962 2.70
256 5 0.496 005 0.479385 3.35
256 6 0.486 888 0.468379 3.80
512 2 1.3763 1.33423 3.06
512 3 1.15138 1.12711 2.11
512 4 1.05936 1.029 46 2.82
512 5 0.995034 0.968719 2.64
512 6 0.945202 0.921907 2.46

3 ET wIRF HIZFREREEFR

3.1 JRF iREBREZEFTR
PERCEIS = ke LB, BB K= 3 o A K+ =20 3 (o= D)2 VAR i) JRE 20K A4 4, St
AHI 10.

© hREE

AMFUFEEHT  httpy/ www. jos. org. cn




4552 HAEFIR 2025 5% 36 A5 10 49

&% 10. simple-JRF.

N — IR (kDR L=k +1;
Wi JRE (D)2 (ks ko), (L. lo).

1. k=(k, ..., ko)»;
2.l=k-10<i<n-1);
3.k,=0,1,=1;

4. return (k,,..., ko), (I,,..., ly).

B k=53, F JRF(53,54): 53 = (0110101) F154 = (100T0To), HoT=—1. Fk, ZFHE 10, TRRE S
1330 kAl k+ 1 1) JRF R, 144 R H — b — S0 55000 -1 sbr S T iR AR R I R,
BEHLHERD 2 (R UE bR TR 15N 52 DPA S 20511, e P+ RARE T iHE R (1 P, fRIEAE TS R o
BEALEE M 7 3% 4 P, 5 e T e
[KIP = [kK](P+R)—[k+ 1IR+R )
Mg bR E T RN L 11,

EL 11, T JRF 51 DPA FriEafe 5y,

BN bRk, AR 2k E A P,
i (k1P

L IRF (o k+ 1)1 Ky ko)s (e Do)s /% BIE 10 %/

. R < RandomPoint();

.T=0,T(1)=-R, TQR)=P+R, T(-1)=R,T(-2)=-P—-R;
. for i =n down to 0 do

T =[21T;

c—2ki+l;, T=T+T(c);

. end for

.return 7+ T (-1).

{I51H A k = 53 A, Hi 11 i S 2 dn

© N AN LW N~

i 6 5 4 3 2 1 0
c 1 2 2 -1 2 L] 2
T() -R P+R P+R R P+R R P+R

R -R P-R [3]P-R [6]P-R [13]P-R [26]P-R [53]P-R

BB [E R+ T (-1) = [53]P - R+R = [53]P, S Tili4 S —35L.
3.2 JRF iR REE S

(1) waMir

Bt BT R M k+ L3R — & B4, 385 simple-JRF SyE4456E T EA T BES IENE R, BT & M
LR — T EF 1A —H%F 0, it c =2k +1, 20, T(c) # O, XFETEAR B [k]P 13 T2 A 1 BRI R #8440
REPAT —IRE RIBE M fUg &, R SPA Xiili; BT 5IN T BENUED R, TiTH & SIE R IRIAT A # <
RAARA, K RETE— E R _LHLAH DPA K AZFh RPA il ZPA.

Q) HHEITH SIS AT

HiE 11 £F IRF, R EWHE 4 AN SFSZIL T Pt DPA Bl I % b Bl F0E, B T JRF A4 ERZm,
UARIER T B — R S s S ANGS B, THEF A nD + nA, [RIL, 536 & S50 R IX Rl B IR 2 BR I 8 37 5t
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3.3 WIRFfr2FR
AR JRF F0k R B T kA RORT7 2 AT EARAE JRF WA E A7 B E#H 2 — DR 0, n— 1 1.
WA b, K O R B AR R B IRF L, AR IR AE 0 EARR T £1, & X wIRF 1R : #%
Kty ko) FNLyy. o do) 500 Rk FIL BIA #F5 bl 3R, & 0% E Aw, WL FL#HEkmod2'=0 H
Imod2"'#0. HXFAAREie[l,n-2], k ML W2 (k1) = (0,£2"72) Bi(k,, ) = (x2"72,0), BLBSHE (K, ko) FH
(s I FROATE D BEE ENIER (WIRF). T2 b &/ wIRF A 40~ B E MR,
IR 2. wIRF {775 HLfE—
UEBA: B SGiE B wIRF IAETENE, e EE IR 40— /M5 wIRF S5 M.
X TS BEHL (k, 1) % /& k mod 2*~' =0 H Imod 2*~'# 0, 7 JRF iKW FEAl 45 H L wIRF Hik: BHL,
BT 25 (kD) W B kmod 2" =0 Himod2"'20, B8k, fl, — N0 miHm—ANIE0, BikdE 0 Hova, e
0< A <272 XA T4 A wIRF REER &k mod 2! =0 3 H. /mod 2" £ 0, XFF wIRF 20 HoAth A7 B ) lE
018, BARRA 21, BRI TR, B RMES (k1) FITEL.
() Y ki, 1)) = 0,0), N T HHIEAE TR R 5 45 5 e — 8, 4 A= 127" mod 2", ki s B R I
PRSI —:
ki ko ki koo ki ok ki ko
0 2 _ 22 00 _0 0
0 0 0 0> 0 2 XS]
Lol L L L Lol
PR RAR 2-2v 1+ A= 2" = A, BTG RN &S R — 2, MR TSRO AR P s RO ¢ O TR A
(2) (ki 1) =(2*1,2%1), & A=A-2""mod 2", [FIKEHL, J9 T i /& w-JRF ¥, AR < SBUT i i #4751t
Z—
ki ko ki ke ko ke ki ko

PX| 0o 1 220 20
>0 Tl g 2¢t a4 T o 1
Lo Lol L LI
BRI &R L3 2 T WIRF A% 2R, (EE B4R s Rl ¢ TR AN TR AR BN i I 201, TR s (s — 2K, +2771)/2,
e (r=20+2"h/2.
(3) ky AL, —AR 0 T 73— 0, i 2 kg =X, IR HET.
(4) W FAEEM (k1) (1 <i<n—1), BT AR E AT REAEAE R 0 308 27", BRI bR X} A fr b 7 s
bR BSR4 T 2= —d mod 2°!, 55 JRF Sk SRR, iE .
NTIE R wIRF F M — .
BTN KEN n (AR wIRF KR

{k:(k,,,, ..... ko) = (K,_ s KD) -
(AN Y (AN |
JURR, R Rk, # kB # 1 B ME IR L
5= (kncrs- o kg) = (K. )
" ) ®
t= (s 1)) = (010005)

FHT ke AR A4, AR — P, R K, # k. I ARE k; bl k_’]. HE 0, Jorh ARy 2, Ay e e
P, B £, = 2,k = —2- SRS WIRF 7 AT 1, = 1, = 0.

JH:HTJ‘, 'fE,%VXL S = 2w_1 mod 2w+1’ *Eﬁ WJRF Eg’/‘:EXﬁ kj+] = OH k_’f+l = i2w*1, iz*iﬂ%ﬂu?%ﬁ le = izw—l H l_’fﬂ — 0)
SRR L9 1= 2 mod 201 TilJE #0911 = 0 mod 20!, 07 I R WIRLWIN LR %, L 5= 27 +2 mod 207,
FFUREFT LA S IL5 6. 1 — P A,
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34 wWIRF ZIEREEF R

SEFE 2 AEWA T wIRF AF7EME—, X B I /INE 3800 H R 78 46, BT DAAS B AH B (Y wIRF % 3, Svgad f2 H 7 2
T [22011P, [P AN [P X 4 AN A (A= k+1mod 2*', A= 1—2""' mod 2", wIRF [¥4E s EVE I B 12.
B3k 12. wIRF AR By,

N — X REE (k, 1) 962 k mod 2"~ =0 H. I mod 2"'£0;
it wIRF (k,D): (ks ko)s (s D).

1.i0, sk, t <1

2. while s >0 and 7> 0 do

3. k;=smod2"", [, =¢tmod?2"";

4. a=sgn(k),b=sgn(l), c=(-((a==b)&1)&1); /* c=(a==b)?1:0%/
5. kiec(@2"+(1=2a) ki) +(1 =) ks kioy — ki

6. Lie—c-(b-22+(1=-2b)-l,_)+(1=0¢)-1;, I, <—TI-_1;

7. se(s—(1-c-2a-¢)-ki+a-c-2"")2,t e« ({t-(1—-c-2b-c)-ki+b-c-2"")/2;
8. iei+l;

9. end while

10. k;yy = sgn(s), Ly, = 1—sgn(s); /* sgn NTF5 BREL */

1l.ne—i+1;

12. return (k,_;,.... ko), (Li_1,...,1o).

T £ bk i Fe vk 0 bk B AL 20 S AR T A K, TR @ o BE AL AT 1 7 R 4T DPA Xl HE
[KIP+[NO+R, R MR M 2E_ L IBENL S, Jeit 5 wIRF (k1) : (Koot . ko) s (Lucys - Do), BEHFIT R A0 25 e
R=(111...1)R )
He, T=-1,%4 P, =[[]P-R, 0, =[{|Q—R, i € {£1,22,..., 2"} KA & LMk S BT HHEL, BEm bz
BRI RPN ISR K. ' wIRF (D) F & ANE 0 NARX MM AR ERVEE AT, W ¥k #0 B, j=0,
T =P, RZj=1,T'=0Q,,%:
TP = [T+ (22T + .+ T (10)
b, iy iy, i, SRR AKE R w B E O &SRR 0 48, shis Rl I8 B E R bR R BT & D R bR (e, Ho
Ak 0 LT 227, N HH R T ERAAME /N 2. 35T wIRF fUPT DPA £ b & Je ik insiyk 13.

EX 13, 3T wIRF KUt DPA ZhrEIesik.

fiN: WRIR M2 EP R P Q, B H R w, —XTEEE (k,D);
W kP+[10.

1.t 0;

2. while k mod 2"~' =0 and / mod 2*"' =0 do

3. e+, te—1+1;

4. end while

5. R = RandomPoin«);

6. T =[i]P—-R, T} = [i]Q—R, i€ {x1,+2,...,+2"};

7. TS TR = (2T 4 (22T + L+ T i e [£2071], j € [0,1], se[1,2,...,w];
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8. TH B wIRF (k,I); /* Bk 12 %/

9.T «R;

10. for i =n—1 down to 0 by w do

1. T=[2"T;

12, IRAEE DONRIS BHE i, ..oy M i, oy, ji FIBUE;
3. T=T+T 0

14. end for

15. return 7 —[t]Q — R.

PL 52 139, w =2 A, LR EATTH wIRF 2784 (102020) F1 (ozoon), AR RANC SU oy

i 5 4 3 2 1 0
ki1 0 2 0 2 0
;0 2 0 2 0 -1

T O [2IP+[2]10+R O [I12]P+[10]0+R O [52]P+[39]Q+R

BZIREI T -[01Q - R = [52]P+[39]1Q, 5 AL R—5. Hisid & D&k 6D +3A 58K 1 1HE, A 23
T Z bR R,
3.5 wIRF ZirEsREAD

(1) ZAMENHT

TR SE 12 A8 T kR L wIRF #6305, THRZAREIRIE (k1P + [11Q B, IR N 7 Z T — Rk Siniz Hfn
% IB L, SR T — BRI SN0 AR IR BV, AR T I SPA W IR, Bhik 2 Ah, T RRIR VARSI T
—/ANBENLIETD R, {415 DPA Bl iR 3R BUA 2Lt e B ih 28, BETT 5578 DPA Zili. 51 ABENLIERD R il 15 £ AR E Tk
TH AR PARAEAEAAAR Y O B IR i, N6 A B 2 A7 28, BB 40 RPA A1 ZPA Tk,

Q) THE I SR TS 4 A

PAVGENE 13 50H WERIHTRE XS L, Hxt 455k 5 fw, ik 13 155 FAREEAE HBR T 9t SPA I
A AR JI40, I IEN T X DPA, RPA 1 ZPA Tk (HEHURE 0. tHEFFEN D + [n/w] A, FHE OB BIEHIAR E TR
BT, BIEm T Zhradeis BN ER.

RS DhRERFEARAN

B i S £ b BRI HiSPA HiDPA HIRPA LZPA
SCHR[13] 5 nD+nA ~ X X x
SCHR[14] 3 nD+nA ~ x x x
SCHR[15] 5 1.384nD +0.692nA N x « x
SCHR[17] 2 nD +nA \/ x x x
Fik13 ow+l nD+[n/wlA N N N N

4 B %

AW T T wNAF FIAREIRA L OWNAF, 3T JRF AR EIREVEAIZE T wIRF fIZARERE % OWNAF
FEARSR T RWNAF SVETEAAAH TR EA g, (A vH 5203 5 &, 7EHK48 SPA, DPA S5 X di i) [F] I, Befe— & 72
FEHLAH Flush+Reload W if; =T wIRF (2 Ar B IR SIEAE A — @ TR AR T Res1T BT Z hr R e siik
FIRkER, HLBEIRA SPA, DPA X5, AR AR 75X L ik i S Al o 1 — 25 sl D 77 B T RS FR TR 528K,
SIAR I 2 s B 3R RN 22 s B SRR AR ) ek
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