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Abstract: Existing adversarial example detection methods based on image transformation employ the characteristic that the image
transformation can significantly change the feature distribution of adversarial examples but slightly change the feature distribution of
benign examples. Adversarial examples can be detected by calculating the feature distance before and after image transformation. However,
with the deepening research on adversarial attacks, researchers pay more attention to enhancing the robustness of adversarial examples, so
that some attacks can be “immune” to the effect exerted by image transformation. Existing methods are difficult to detect robust
adversarial examples effectively. This paper observes that the existing adversarial examples are too robust, and the feature distribution

distance of robust adversarial examples under image transformation is much smaller than that of benign examples, which is not consistent
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with the feature distribution laws of benign examples. Based on this key observation, this study proposes a dual-threshold adversarial
example detection based on image transformation, which sets a lower threshold combining existing single-threshold methods to form a dual-
threshold detection interval. An example whose feature distribution is not within the dual-threshold detection interval will be judged as an
adversarial example. Additionally, this study conducts extensive experiments on VGG19, DenseNet, and ConvNeXt models for image
classification. The results show that the proposed approach is compatible with the detection ability of existing single-threshold detection
schemes, and yields outstanding detection performance against robust adversarial examples.

Key words: image transformation; adversarial example; feature distribution; dual-threshold detection; image classification
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P, TR 2 A R O AR AR S 45 R, RSO VAN G PR R A S R M B TS IO PR AR, SR R
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A A i b S 56 N AR R AR B A3 R RE AR B R ). Ry 258 N P2VU) 8t 5 T P 450005 e B0 00 792, 3885 A N
FEATEAT ROER PR/ A B, TSR AR USR5 284k 3 K g X ke AR,

X HURE AR AT LA BUS T — s BRI, SR, B X PR AR I BOAR (AT 5357, PR A S b
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Tl 2 T P 1) B R BB Y. R P B A R T o A SR AR T LB 3l R 0 B S AR AR Hh AR o BURE AR LI
ARt RE WA (1) Fio:
Xoay = X+ &-Sign(V, J(0,x,y)) D

HA, X RITPREAR, x REIAFER, y & x W RIARE, & ISR, 0 RS, Sign(-) RIS,
J(0, x,y) R KT B HUR REL, V,J (6, x,y) BT FFEA M 455 bR U BA BT

(2) FEAIEARTT I (basic iterative method, BIM). BIM il P& —Fh i WL AIEACH Hi e ik 7732, & 2% FGSM
Bk M SoEE 59 . BIM 38 I 75 B JOSEARGD FR R R 0 BB B2 e 00/ 3D, FRTE JRER REA (0 — i Y0 1 N 3R AT 385
B, B B bR AR %0775 ASE I AR 2 H R Y B B X, A R 3 TN Bk AR, BIM B i
PR RIEM A (2) Fis:
el = Clip, |y, + - Sign(V.J(6, )} @)

Horr, xRN N GERIIUR, o RARTIRBEINNEK, Clip, RRTERITEH & AT

(3) ¥EHR S T BRI (projected-gradient descent attack, PGD). PGD il M2 FGSM X (£ 454k, &3
TSR B T B 1 77 QA B PR AR 2B R4k 1) . ZEAFOEAR I FE TR PGD 2R3 10 FE 1) I J7 11 3% R
BB KB D TR AR, SR 45 St 2 5 aa Pt sh 2 1), LR AR LR 3 K/ NASEE I s PR 1. PGD M T
KppREWM AR (3) Fior:

= ]_[{ Ny Sign(V,J(60, x5, ) A3)

Hp, s ZBENILD, r[ s TR R E IS B x + s PIABIRIE L 1Y

(4) DeepFool % 7. DeepFool Bifi PR [E - LA L ¥ FGSM. PGD 25 Tk 2 1t 2 o, 5 Mgk J5 38 6 T b J
fAT. 752 43 25 1A @ 1, DeepFool AN 432830 Fi FIAE A4 1 BE B9 R 9 0038 70 AR 25 1 S /N B, S8 st A Wik A5 otk
, 7] LUK R GG REASHE [F) s SR AL, A ) 200 e By . AR AR R B BT R, DeepFool Bl A= BUKIHE
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(5) CW (Carlini and Wagner) 37, CW Jry P7H2 — R 3 F00 Ak (0 Moy 77 ik, "6 J00RG F 7 JE0 v SR F 7 /> Ok e
H A%, B PURE A 5 JR UG AR 22 5 R AT BE/INFIXT PURE A B A 1S 1 DA sy B 15 5 o 2 . W Bt DL BRI B AR
HATHCE A, B8 AN B bR R 4, 85 B /Mb B AR Bk SRR I B s, x5 kT Las il R T S 4L ok
25 1) A O BURE AR IR H 20 558 B R B A BE KD, DLRRIE AR O30 40 e B B - B |l T 75 2 2 5014, CW B A4 ot
PUREAR T FEE AN, CW 1 L, T8 v b RIEANA R 4):

{ min (|6l + ¢+ f(Xaav) “

S.t. X,y =X+0€D
Hrr, 6 BT, ¢ & MESEH KRB RN TUR KRB B KRR, f(xa) EX AT (5):
S (%) = max(max{Z(x,a,); : { # 1} = Z(Xaav)is =) (5)
Ho, Z() —BEBLN Softmax ZHiH, A2 ARSI, k 26 EEEES L
22 B AR
TR G X 28 AR IR 1 A B 23 R W T2 3R T 1. i TR P o 2 IR0 445 1) T8 7 SRS B T Dol s )3 (¥ 11 2%, B
= M\ G B v 2 S G AR E R s AN 43 I8 3. P B R A 28 I 4% (convolutional neural network, CNN) &
5 T BUR O AT S5 IR 5 25 SRR, el 22 2 46 AURI AL SRR B MG U5 P 1) R S04 AE, 48 5 il i A s
JEHEAT 0 2R AT AR G MG 43 S5 CNN g 3 £ 22 S RIS E IR Z IR B E SR, L
OB TR ) B A SR s AR AR SR, BATTAE VGG192Y, DenseNet™ Fl ConvNeXtP™iX 3 4337 1 CNN 4324k
T I J R EE.
VGG19 J& T VGGNet £%1, H Simonyan 25 A\ BT 2014 R4 . %8R ST A5 FLIA J2 45 Ha R0 345 1 £ 48 48 22 44,
BB RAES T RILH BE R VGG19 H 16 MEFUEM 3 M ERZ AR, 19 NN 21 6 Mk
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Ko (0 2 280 DL S R SR AL, AR I SR ANHERIE R T, VGG19 THEE BT RO,

DenseNet # R R #% O AL A B SR BR (dense block). RSBt 2N ERURLLK. /% G, BRI 52T
PR JRARE, To s S ek, AR T A B T AT (R AL AR DR Fr 8 — R, ORI 88T, 55— AN E A=
JE)Z (transition layer), H 1x1 FIEAREA 2x2 f-F B0 AL E A B, FH 904 AR PR RS R G 3 T PR A A52 7
(K12 B FEAR T 57 R A4 L. DenseNet [ 2% 4544 1 22 > 3 SR BN 2 2 B, B2t — > 77 (-1 Bt AL J2 A0 4
HERR R AT r IR, DenseNet 3 i 1 55 A1k A 16 AT ESCE 6 32 I 17) A% L AR RS S Bt 5% 0 CNN AN,
DenseNet H4&E—JZ #fi th AMUE N T — RIS, & B35 J5 8006 J2 FURHIE AR E . X0 S S5 0 A 2R
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[SREREEEE EROE PN
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SIS & T A G RAE S BT B, B A 1 (10 X 48 S5 A4 AN i R R SR BURE /1. ConvNeXt B2 MG
BRI — L2 AR, RIFRAERT 3x3 BRUZANE E P 18, IF 51N R sm | ZiAa e 1. Hoal LMl i 7k 2
ARSI R IE AR 3, f i 4 R b AL 2 AN AT B R HEAT WK G ARG AR R AN — AL LA, ConvNeXt
HEIN T 2R B RVRHIE R IR BE 0, a5 1 B0 BE SR MR AR I AR, B BB R AR RS it S B T R N AE
AT I F R EOK, HHAERGR D BARS IS LRI R,

3 Rz

i3 T G e FURE A I B T — A S L 5 T ) PR AR 3, 20 X 4 4 A 6] R A AR A [
Wt BN E, T ST UREAR AR T 45 AR LR, TR, R Ik T 5 B A 6 1 S5 b 28 I 4% 23 2 B A o 4 SR A T
TR B, FE L —ANEE BB, TT LA RO AT BOREAS . 8] 4, 481 T 4 A B V38 et vk 2 B N 5080 PRS2 R 8 B
FA 25 ()P 8, S TR T3, B, 38 P o FERE RN S Aa i N 5 A B i N T 285 SR 1 72 S 5 T
BRI, YR HH R A PR AR A SRSt R A P A4 g P T o s U OV s )1 5 1 4 2 o i N BRMG Bcdim A7
RS ALER, SR 5 T B AT S N 2 A A B T e 22 e, IS 08 BB ERER, DAL TR A 1 T
FEAR.

REZHPREARIEL T FIR BUG AR5, 4 P45 2 28235 B0 T 45 S & I 2 1 484k, 7 AR 0K I TR0 R
B, AT S BT I 78 ROR . D Geid I Bk I T B, B 38 T RE T 11600 BIR BB, #id 5t G B ek
AR E ISR SR X PURE AR, BIETES I 2 F UG AR e 5, 1% S8 X AR AR AT B DA A5 B iR 5 40 S Y. Xt &
M P T RE A T PG e T P40 TR 9 30 A S AR TR AL, [T T e %% 5 e e AL

SR, X RS M PURE A IR TR AT o, B AT 10 UG AR AR AT 1 70 R T8 RS T P A . FRAT TR K
W, RYEREARTEG I MG AL HE 5 FRFIE 2 R AR AR AR S o508, T 480G O T PR R B PE X BORE A, |l 55 R AR
i FA20E, 3G I TR EE 253 /. S T BRAF bR, BRATLA KL SO/ N TN AL 2R 3 A 22 S I Fa s, =4k R 1
A5G S PURE AR 2 [F] TN 28 43 A 22 5. SR EX 100 5K R FEA KB IE PGD. BIM. CW # DeepFool B i 4 A1 %}
PUFEARATH L. FEARGALIR )8/ N BRI AN B IE S R 5 8 AP R 7 )5, BATTTH8 T AR AR S 6 5 5 0 46
oA ZE e E.

NT HH ISR PURE A S R FE A Z [ 1 0 A 22 5, A0 T KL S AL B 1l LA 3] |
FEAR LS 558 PIREAR I Z 52, I 1(a) EIRIZ KL BUSTE 0-1.4 Z A5, B 1(b) BBl ER T KL BUEE
0-0.01 Z M BIREAR A A i L. 0T LG 1(a) I 1(b) FTRLE B, RMEREARR) KL BB 4310 32 B R 1R EHEE, T CW
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Al DeepFool X HUAEA I Afi W1 8 i+ RAEREA. X —BUR R, 8L B b BEAT B T4 D& B 1R 4 55 (X 0T B
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T BB 17T T VR0 5 P R o O TR A

0.010
Lar - R - RYEREA
12t :ggspFool 0.008 | ot :233pF001
10} : y &

el #0.006 F
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Bl 1 558 R U A KL 23 B
R A 000010 BLPERE A
. g N . [ ~
0.001 50 | .PGD 000008 | ° - PGD
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T HUREAAS DN A L, B L P R 00 S 5 0T ORE AR 1 BRI 7735, 78 5 T PR A 480 ) 0 B B R A
N7 12, B RS MO PR A e PR AR, 73 AR A th BB = A o HH D 38 22 5, LT e 3 K T
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(RT3 AT HZH P A O, THEE P A Q Z 1A HOBE S d, T H= T AE BB XA (7, 7,) P A A 12 DX TR) D040 5
ANFEADN RAEREAR, 75 MR HUREA.
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R4 EE x

ToE ) & P —l Yes—» RAPEFEA

fem i TR d @

Y
T e O 4T No—» X Hif A

3 T AR 0 i 0 BB BURE AR DI HE 22

B RA X

4.1 E&ITHR

B AR 3 & — P i oo G AT B AR AN AL 2R 77 X, AESCR R AL S A SRR AT, TE X PURE AR I 4535k,
B A Syt 2 T B ) €0, VR 22 SR A A I 7 V28 2 ) MG AR S B A R B  BURE AR 5 R MR AR 2 111 22
S, FEEATRI. A SO A B 0 MG AR e TV E A LR 9 F

(1) i, 7645 S x FR i g s, 15 2 g 5 (0 BUR . DL RANE 7S SRR e TR A L T RA IR R L SR
ARG | VR Mg R AT M e TR S i A R MR o NN LG R T 0 A TN T T RA TR 7 5 A RS N
FEE TR 53 AT T 75 8 L. BRI 75 i B AL MR 038 0 18 BB AR B KA 1. AU 75 i BE ALK R R o 18 R
HARY 0. VR &M o A SR 7 L5 ARUE 75 (R 44, B BE AL R b (R AR 3R A B KB 1 B3 B /ML 0. B okt i

X =x+N(u,o?) (6)
b, N(u,o?) R 3ME R u, J7 7R o (1 E i 7 Aa.

(2) “FH g T T B x PR RS AN, 15 B0 IR x B INE . W LRI BT AR
Wrogue . mORMEUER . BMEEBE . P EIE BN IR B, v i A P v e R AT IR 1, B
BRE B E S, RN OREE BUR  RER G M RIA A5 B, SR IEPCK IS & O A PR R E B o s DN R
18, BEA RCEBRGIMUGS . i/ MBSO BB & DN R R E B O & D NI R/IME, BEA R BREE, (B %
FEEGAENE. P SO IR B T N AR 3 (B O S A (R R, BB K25 R R e 75 R R e 75 . SR ik
KW DN R R AE B O s DA I, B R0s RS (H ] B S BURHE B, DL inigson i, JoE itk
Rk AR (7) B

X =Gsxx (@)
Hrh, Gy RAREE N 6 EITHZ, « R BIRERIE.

(3) LR FEWE /D Gl FEAR R P AR SR AE AR R FE, SRl R BB R B R FE 9 0. — ek (L -G
RGB =18, # N HE R AR 8 bit. U0 FR AL R CE 1 bit, FIMGOR XA B B RS, (R 2™ k.
RLER BEJR D () B AR W] LA 3 2. B S e B ME 3R T BE I R OKAE nppi = npp — 15 BB x Ll npp,, 28
Ja PO TN ZE i AH L R B AT B i, FEBR BA np pine 75 BIOLIR BE IR J5 B Xqior- Xproa 8 BLIR I J5 1 A

(4) ZEEB. W E @O R A IR ISR . PRI, DR SR A SR S, i S AR TR
ek R 7 S e B AU, a5 150 T RS R 80 @i s B AT i R, HRR B P s B, 45 e e K
B x FL IR ratio, 25 mHUKs x PREEASTGER x, IR SRRE, TE b RiE A (8) Fin:

, decode(compress(encode(x; X 255), ratio))
* 255 ®
b, encode 72383 DCT ¥ G HBIIR R R, compress TR ERIELER ratio W/ F RN B &, XHE
kAT 45 SE IR R U U decode Y 46 5 (18503 646 28 2 A1k, SIS0 mAs . R 48 ANARAD I A2, Skl B4
R AR ST, A7 BT R 2 R B 4. X Ee A P 7E B i AN B il b ST kAT

(5) 2. K BRI KT 05 18 A2 B 7 17 8 80, SR B PR R A9 AL B 3T 788 Ja e R a6 R 30 57 1)

BHRIATEEY, = W EAR R AT 0 #RAE.
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(6) T 5 BRI 3 /KT B T T 7 0 AT BB R . o LI BB B A 3 R X, AP BIS . T ELRREE A
KPR BRI (et 180°). AP RIS K MR 1T IR B0 5 O AR L BAR B0 AT 20 e, T 0 B ) 2 4
BUR A — B R A 5 H O B EAR AT A0 e, /KPR T B U2 S AT /KT B 0T T RS,
e AT T LRI PEHEAT K TR

(7) W 46 PR P 5 o i 3 B — 5 1 A4 S HEEAT W, oK 2 PR AR v S g B 1. PSR e i —
MAE-360°%1] 360°2 [A].

(8) ST S A 1 0 8 R 5 MR B — 5 43 K5 8 FOTIR. A SO K S B 7 2, A L KT 7 T R AR
FEAREL .

(9) A 4550 — 5 A LA PEUR S ORI 20, S5 23R 1 5 5 PR A 1R Ok /NPT LR
42 FUNBRSHER

AT R LRIt B A e BT 1 TR 2R 40 (0 2 5, BRATTEIN T KL BIUEE P20 Sy 5 T 2494 22 5 109
F. KL S AR AR R0, 5 P B d AN A 2 )10 2 sl ML, BB a2k A R (9) BT

D.(PIl Q) = Z P(i)log % ©)

Hof, AT Q BT MR, i A A P AR, PG) Bon P AR | ERIMER, 0G) FoR @ S
i EHOMESE. 1545 B8, D (P 1| Q) 5 FI K F BT MESR 40 A Q L4 BLSL 40 A P 72 26 1A% S A5kE. JRATME
D (Pl Q) KF Rt EUR AR, 43 SRR O TN M 6 530415 Q %o 5 4 PR 20 432K MR A s 1) T A 22 3
Hi P 7R FRFAEAR 2. KL SR B AS, B 28 0 i PSR P E A 28 ARk KL 0P (LIS, e B e T 1
1R (RVEFHE 53 A S A .
4.3 H{EIEE

TERHREACK I, BREL A8 — P — A T O, 62 B R S 0 732 e B R YB3 1 B M1
BENEAT ROTAG SRR ZR AR AR 28 TR TSR P SOUBR (Rl L A BB R 745 2 — AN F B TEs 2 A B A R i 2 X0
WA, 36 AR — B0 MR 28 R R R RR 28, (AT R T 28 Ao . BRI, 5 26 A 48— S B R B 725

TR E I, 9 TP AN BE LSS, X B IRANR L T — M ISR BTN RS S, Bt BRI A 5 (10)
PR
TP
S =TNX m (10)

Hdr, TN KR E = (true negative) R IEHHR A B HEFEA NS &, TP RN EIEH] (true positive) B IEAH R 3% T
FEAR i, FN RN (false negative) I X HURE AR R R4 B AIERE A RHCE. WP HEFR S S8l R E X
1 5 B 26 B SR AR AR B AR AN U B T il 75 5 RN BURE AR R B 70, [RS8 FE 3 70 R AR A IRl B
PRAL T A T R e T A T T AL . PRI, 24508 BUE RSP AR AR S o i, B X E R R X 4 R
PEREAR TN FUREAR, CRAUFAS I35 1 15 45 28 AR R e 4R AR BURK P

A ERME R BRI R,

1) BB WA RAEFEA AT BUG AR e, T3 AR T 5 BMEZE 20 A0 R B, A4 R BRI 51 2%

2) VI FEBUAE T, UL 4EAR S

3) 3 RAEARIE SR, THE R RE SR E PR Fe R S.

4) AW S B/ ART S, &S KT S0, BHT S, A Ty, IREIEE 3) 255 B EHHREIH 3) 25, B 2w [ 56 BRE F %
VIES

5) i tH B A BRME T,

1E RAERE AR 98 S M P S A2 B R 4w, 00 328 OB A T B R0 R BB AR A o T BB A7 SR
T RAER, HAE B A& B B, RS X 7 R AR S S FR IR B SRR, TR FR AR S IS
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HORAA.

B BAVE VR B 0 BURE AR, R BE 67 95 PR 0 1 95 S R M (RO BURE AR, DA R PERE AT R SI256, S HUR
TN B BN 43 A1 P ) b B I B 2R, T LA BIME R IR IE I 2 (false positive rate, FPR) 5 3 IEI 23
(true positive rate, TPR), 1] ROC #iZk, 454 ROC HIZEKE] FPR /RATHE/N . TPR R Re K 1 BB 2 2 L I 1H.
It Je 5o S PO R IX (B3R AT S A, 5 5% 08 ) o 0 (A R D 28R

5 SCIEHR

51 SKIRE

T UEWIA ST IR D7 ik e U P e, 1 HRAE 2 AR AR AN 3 A0 SRR B EAT A, Hd 4R 1% 4% CIFAR-10
HHE A ImageNet HHfE. CIFAR-10 & — NN ER - BB S, S68 10 MAFZENME CEg, Hha
A 6000 KK, &k BB I3 PR N 32x32 14 5. ImageNet £ 4672 KR KNG 0 B4R, 8 &g
1000 A5 1 B, S EG AR 100 /5K, &5k BB PR 80l s £ LB G R L b, 20 SRk A0 H
WIZREF ) DenseNet #8, VGG19 B8 LA I ConvNeXt #5414 DenseNet #7043 F T~ CIFAR-10 45 5 1) 4 K4
%% &, VGG19 BRI ConvNeXt B8N F T ImageNet Zi#fi4E . DenseNet #7475 CIFAR-10 £ 4E b #EHf &
Tk 94.84%, VGG19 Al ConvNeXt 7 {E ImageNet FdE4E_EUER A 71.34% 1 82.30%.

KT X PUREA A B, FATIERE T XA BB AR K & B SR AR B HURE AR, SR A S8 2.1 17 B0 5 Fhi
T A B B 7 vk, B L BRSO B 38 23 RE AR EAT W, JF it HH Moy sl D R X e A kAT J5 2L S50 #£ FGSML.
BIM. PGD Iith, ¥ &8 e 478 0.1. 0.2 F1 0.3 2 [i]. 7E DeepFool B, K B B K % B1E 0.02. 9
16, 7E CW Hradith, ¥ BAGESH k 245 HI4E 0. 0.5, 1.0 Fl 1.5 Z [i].

B A e I S AR B R i SN 75 (¥ 28 R Dy s B0r e 75, P i I A P A DR DB, I Wil D 16 T ik
DR 7 bit, 2 @A R B E R 0.9, PRI E N | MEE, B3 K PRI, et M B oN-15°, KP4
VIZE 0.3, 40 E K 1.1 £5.

AR S (1) B R o, JRAT AV Mot & AN B AR RS B, BIERE RN AR . S8, Bk T DR YE B
FRELRY RM5 BT e B U, (RIS RE R HURE AR 2% 1) LA 4015
5.2 FiEts

AKCFH FPR. TPR. ROC (receiver operating characteristic) i Z5f1 AUC (area under the curve) ™25 #73K
Ak A SRR I 5 1 R 38 DA R 5 R At S 0 5 v A80T E.

(1) FPR EARTE A SEB5 9 57450 B 4 b gk B 132 150 D TE 9] ) B As, FEAS SCH HR B R VAR AS b b R 2 58
FIRFUREAS 1 LU, 2B R /N SR oA 75 v IR R 0 B AR A e k. FPR 11 AN T

FP
FPR= —F—
FP+TN

oy, FP RN (false positive) RIK R AEREAFS URIUNAXT HIREA B
(2) TPR FEARAE A S b 1B BRI A b 5 IR A VR 9 D IR0 EL 481, £ SC b 38 BT A 4 UREAS s g IR IR 590
XTHUREAI LA, 2B RS TN 7 2R B TUREAS (1 RE ko, TPR T2 SR T
TP
TP+FN

(3) ROC HiZ A1 AUC. ROC M2k I TPt — 73 FAER G PEBE. ' BL FPR J9tiihl TPR 92\l 33 X AR (1
GrRBUETH XS R FPR 5 TPR, F4 1% 56 % BRI ROC #i £k, ROC 22 AE % EL b e AR A4 72 AN 5] B B T
MIPEBERIL. AUC /& ROC £k T IR, % F T A R AR ) 70 SRV BE. AUC I8 B BUELAE 0.5-1 22 J], Bz
1 WA BT 2 AUC DY 0.5 AR 2 TR 7p SR BE 0338 TREALSS I, 29 AUC {HN 1 I RoR i 7y
FoE A L.

1)

TPR = (12)

© TEBREEEEIEDT  htp/ www. jos. org. cn



X4 5 BT BRI 3 04 S BMA AT AR AT 4873

53 SWERSHH
53.1  ANEEBAR T R T R R

s, FATRA UL 5 MR FWBUL 5 VEE O BURE A, 8 — Tk Iy A AE B8 IS R S 50N A A 50 5K
FHPUREAR. AR SCHI SRS BB 3L 16 B RS A A, IRk =2E 800 Jkt Pkt A, Xt 44— Rk, FoA 16
BLIEFE 100 FRXTHOREAS, T FOAH R 50E 1Y) R PR AR AL 2 BeIE A, DA T Al A SC BT S e U 245 R P e

ImageNet 2545 L SLIR 25 UKl 4 B, )N VGG19 B4 ROC 12k v] LAE B, A SR 75 106 T 05 45 B
B AW T RIF AR IIECR. Hod, AR BRIk /> AUC 1E Rk 0.86, 6 I K AL BRI/ fE 8 4 2 (-2 VGG19
HEARXSPURE AR Tk 1% T ConvNeXt #55Y, SF FT G 45 3% e 8 3RAF 5 4 B Rar U 8 R, AUC B T3k 0.89. Kl 14 e
BZE R TP A  Em R R AR e, H AUC B VGG B 1 HF 0.4, 7E ConvNeXt BEAY | A 0.31, FoiiR
S W BUREAR. S BB AMR A LE TmageNet 3038 48 L 1R, FA TN [F]— ML X AN ] P45 20 H6e 1) SO B A T
AN TR AR L Stof T[] — ot PR 3 e (R RBURR B2 B AN [ DRI 2 S 0 ) — S 28 S o) R PR 4 I A 0k R A AE — o 22
S, [Fl— A EUGAR AR AN RSB B PR T 1 BB AR AF7E 22 5. W% AR 4 7E VGG19 " AUC BN 0.72, & IUF1H
STHREAAG IR, T HAE ConvNeXt BRIt AUC {8 R AT 0.46, JL-FToikAER RS I X Pt A

1.0 ———— 1.0
0.8 | 0.8
0.6 | 0.6 |
N NI
& &
0.4 0.4
—_ ALT(‘:O.MD {
0.2 — FF (AUC=0.85) 02 L
: — i (AUC=0.84) !
— Jigt (AUC=0.72) — lig# (AUC=0.46)
— 1] (AUC=0.76) — H§P] (AUC=0.66)
0 N N £ (AUC-0.85) 0 T N N — i (AUC=0.89)
0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0
FPR FPR
(a) VGG19 (b) ConvNeXt

Kl 4 ImageNet bAN[R] MR AS G T Al & s 4 fie

7f CIFAR-10 $#R 4 L szi 4t s SCE 5(a) fitaw. v LLG B, A0 H: 58 55 07 (10 AR ¥ 2 PR 0 e, H AUC 8
RN 0.88; Rl e i 22 A7 4 N, AUC SRR 0.61. % LN R 2R Bkl 45 5L, AT R AR FE
Wb SR FIAE T AUC (B R, TP BRI R 25 BT AUC B AR B, S i 25 Ut i, Wik A2 id 1
IREEWD . SPREAZETIGX 3 M G, LSRR EE 2 Bl ks, 1 SRR 3 B A Tov2 4 2 . ST 3i dildpde A 25 v A )
T ROL IR TS, (AT LIFE— e R Bl RS ahix f sl 5. R FAT 82 2, 77 41 % CIFAR-10 (19
For A8 2 5 1% ImageNet FRIASI, 8 B A SCREI 0 TN RS 1 BRI R SR B AR
53.2  N[AAR SR T R T A AR

ASLIEFE 9 Tl AR e o R N AR A e 1 PR G R e, SR [ A e R AR g v M R R s . P, X
DenseNet B8, oA LT B AL, X HEHPR 1-7 BR ZMIEUR, K ROC #Z & 5(b) Fias; X T VGG19 1
B SRR T ATIRFEWCD, S LG IR BE I D B 1-7 bit 2 (A RCR, H ROC #Zk Wi 6(a) FizR. %+ ConvNeXt
T, B T 4T, W L AR BN 1.1 B 2.3 IR, H ROC #hZk an &l 6(b) Fios.

1F TmageNet $U4E 5 b, AR 88 % FH A7 18 BE i /b S I I RE 0645 RO I 4T F VGG19 BB ST k. A hnig
FEWD 2 7 bit I BUR B IF, AUC H =175 0.86; 07 Bk B/ B 1 bit B R %, AUC {E 5 0.51. FRATTAT EUE 3,
W 5 ST % P Uk /0 P 5 P 18 K, A0 88 P R AR IR N B ALK B o 1 bit I, BN B A —E B, it
R A FEAIE SRR PURE AR, 2850 AR A 7= A ™ B (MR AR B 2R, 5 SUI 3 T 5 BB TN 2R 23 A1 22 B AR K, AT B
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SCHEAT S PUERS I, T F ConvNeXt BEHY, J5 T 45 e SE P BOAS I 5% 1 RE SRt 4540l 1.1 39 3] 2.3 W, 460
P AUC HEEETE 0.9 KA . i S HUAS I 23 7E ConvNeXt AR T [ #6114 B B M A 587N, X5 T CIFAR-10 %
YA, BEE FRAL E 130, K 3270 % DenseNet A7 () 4 vh, AUC (B 263G /0, 5% 4 4 S0k 3 &

KAE 0.91, ZRIL e (45 A Rl g

1.0
0.8}
0.6
N I
& —— fHEEE S (AUC=0.61) &
04 —— LM (AUC=0.68) 0.4
T A7 UC=0.83) - —T# 1 px (AUC=0.88)
—— T 2 px (AUC=0.89)
—T# 3 px (AUC=0.90)
0.2 — L (AUC=0.81) 0.2 —— T 4 px (AUC=0.91)
—— Jie# (AUC=0.78) ) ——T# 5 px (AUC=0.85)
—— ) (AUC=0.79) ——TF5 6 px (AUC=0.83)
0 i (AUC=0.87) 5 —— 18 7 px (AUC=0.80)
0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0
FPR FPR
(a) A AR AL (OENEES:

5 CIFAR-10 AN [E]AS 3 AN AS 6] 55 5 T A6 0 2 o Ae il 42 /e

1.0 1.0
0.8 0.8
0.6 0.6
5 I
& &
0.4 I/ % 1bit (AUC=0.51) 0.4 — 47 1.1 i (AUC=0.89)
— % 2 bit (AUC=0.66) —— 4 1.3 £% (AUC=0.90)
% 3 bit (AUC=0.78) 41 1.5 1% (AUC=0.91)
08, % 4 bit (AUC=0.82) 0.2 — i 1.7 5 (AUC=0.92)

— i

%5 bit (AUC=0.80)
% 6 bit (AUC=0.82)
VEIE I/ % 7 bit (AUC=0.86)
. L

0.4

0.6
FPR
(a) VGG19

0.8

1.0

— 4 1.9 £ (AUC=0.91)
—— 4 2.1 £% (AUC=0.91)
— 41 2.3 i (AUC=0.91)
0.6 0.8
FPR
(b) ConvNeXt

0.4 1.0

16 ImageNet FAAN[RIZAS 43 B2 T AGH I 4% o Asr ) 44 e

53.3 ATk TR T iE MR

PAVEBAE BRI E B T WA R B TR 6T ImageNet ZUHE4E, K ARk 28 7 SR SLILAAS:
MZE, R VGG19 BRI IREAR I SR8 INE 1.7 (SR SEOARN 2, (747 ConvNeXt #%4, %FF CIFAR-10
BAESE, RFACIRFE R 2 4 A7 RSEIUA SC AT ST R IES, SRORY DenseNet B4 4 JA5 8. £ I 25 7E ImageNet
HEsE Ei ROC thiZ &l 7 fizw, 7E CIFAR-10 R 4E LK ROC £k tn & 8(a) Fis.

M 7 ATLLE H, 7E ImageNet $dE4E b, AR SCH I 7725t BIM. DeepFool. CW il PGD Krdh F B H R 171
Kz . Hor, 5t PGD AL CW T, K48 3430745 AUC {EAE 0.95 247, S5 RER W, AL m] DLk R Hh s
M HKER 2 PGD #l CW AHPUREA. 8T, % T VGG19 B8 FGSM By, farilll #5 3k 75 1) AUC 15 R A 0.62, 1548
HHB5r FGSM X HURE A RE 08 FUBERL I, 7E CIFAR-10 £54E &, Ml 8(a) W LAE B, T PGD ik i A 2% 1)
AUC {EiA F) 0.98, F AL AN/ G AR AR, BE95 LLIE R = 20 U PGD ST HUREAR. T FGSM i
I, ASAG I 2% 7E CIFAR-10 i R I 72, (B H AUC (HATSREIE 0.8, BAKT 5, Hw A R 2R B st ey, 4
SCHIRE I #$7E ImageNet Al CIFAR-10 3126 I 0 1 % 58 (6 0 g
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1.0 — 1.0
—————— ——
0.8 0.8 l
0.6 b 0.6
N N
& &
0.4 H 0.4
—— BIM (AUC=0.89) Jr —— BIM (AUC=0.92)
0.2 —— DeepFool (AUC=0.88) 0.2 —— DecpFool (AUC=0.89)
—— CW (AUC=0.94) —— CW (AUC=0.96)
—— FGSM (AUC=0.62) —— FGSM (AUC=0.85)
0 —— PGD (AUC=0.95) 0 —— PGD (AUC=0.94)
0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0
FPR FPR
(a) VGG19 (b) ConvNeXt
El 7 ImageNet b7 [FXcds ~ A2 (1Rl 4 se
1.0 1.0
e
0.8 1 0.8}
0.6 0.6
N N
< &
0.4 0.4+t
— BIM (AUC=0.91) — BIM (AUC=0.01)
02} — DeepFool (AUC=0.88) 02| —— DeepFool (AUC=0.89)
) — CW (AUC=0.90) — CW (AUC=0.91)
— FGSM (AUC=0.80) — FGSM (AUC=0.81)
— PGD (AUC=0.98) — PGD (AUC=0.00 g
0 I I L L 0 1 1
0 0.2 0.4 0.6 0.8 1.0 0 0.2 0.4 0.6 0.8 1.0
FPR FPR
(a) X EA I (b) H R (ARSI

K8 CIFAR-10 AN BBk T AW 25 ks il 4 B

5.3.4  SHAMAKRITT AR E

4875

T RBRASAS I 5 92 (A B, FRA TR e 5 S B AR O AT X b 3RATT3E$% T KD+BUM, NSSPYL FSP,
SFADPS I DNRECHL 5 Ffii /K SE (A8 77 75, 78 CIFAR-10 £0R4E Fik47 L. Hof, KD+BU 1 NSS J& T
KM J53%; FS. SFAD F1 DNR J& F MBI 5 v, 3 A S v ) R 1 B E R PR A 5 o o A 2 B 2

PREE AT, HoA X JIREA R AT S (1 5 RBGEAEAN A S ET AR, RAEREA 53 FUREA SR AN .

M 1 R LLE Y, AR SCITIEIRS T TPR N 61.99%, e T HeAMURS: W 5 k. 33X 35 W A S0 7 5 oAt 7 v
AH ARSI S IR AR 10 B8y S, IR, AR Ll At 57, AR SO YRR I HH PR e AR SR B 5 S 4 1T, b 5 R 1
AT 80k I, At o 0 255 SR A 22 1) CW SRR R, ORI 38t Bk 1) 39.50%. A LG T A SCRH I 732, FAh VL #84E
TE W 2 IR AEAR . 40 KD+BU 77256 F CW Fil FGSM 48 X BEATIN 20.00%-30.00% [IXTHIAEA. NSS Fi5TG
A 2 PGD Beads, FExt PGD W HURE AR 2 KA 25.61%. FS J7ik HAERLIN H 4.54% [ BIM X ke A M
32.50% [ FGSM X ke 4. SFAD 771kt R AEM I 31.74% K BIM ST HUEEARI 32.81% K PGD X HikE 4. DNR
Jii R BERE I 10.67% B BIM X HUREAR. BAREAIHI L3R E T m ) TPR, (B [FIB S 7 B R i FPR. X 3
AR SO I 5 VAT AE B R IR R, MR T KD+BU M FS 5L 5 7R iR 3. (B @ it I 8(a) T A 2, ASSCH:
77920 DAEARUE /NS FPR TRIBT, X BIM J PGD PR 0% A AR A 1) R A (A T AR 1 AR SCHVEA TR
DA ATTASE 2 e 25 A N0 015 U8, DR G S 7 P o 5 4 BT DL ARG I 7 v 45 6, DA B9 R R R A 49

ALFRRY B Y 90.00% LL_E [ PGD 5 BIM Sk,

© P EBEEG T

http:// Www. jos. org. cn



4876 HAEFIR 2025 5% 36 A5 10 49

£ 1 SHAWEI TS CIFAR-10 54 EXTEL (%)

ORI WARFS P AR BIM DeepFool CwW FGSM PGD Average

FPR 1.13 1.44 4.94 2.97 4.52 3.00
KD+BU

TPR 92.01 54.02 29.37 22.78 47.55 49.15
FPR 6.56 6.56 6.56 6.56 6.56 6.56
NSS TPR 69.95 50.15 44.51 95.73 25.61 57.19
FS FPR 5.07 5.07 5.07 5.07 5.07 5.07
TPR 4.54 39.18 56.26 32.50 49.68 36.43
FPR 10.90 10.90 10.90 10.90 10.90 10.90
SFAD TPR 31.74 89.57 59.78 80.14 32.81 58.80
FPR 10.01 10.01 10.01 10.01 10.01 10.01
DNR TPR 10.67 30.20 35.62 30.23 23.67 26.08
FPR 6.67 6.80 6.00 6.71 6.67 6.54
KR TPR 88.00 40.82 39.50 40.30 97.33 61.99

53.5 THRARSELG

T TRICT BB A SR W 7 3 RO S e, AT R 32 PR 7 480 P P Rl L o) B ARE A A 0 7 v SR AT 0 L s
B, FOARH I 7 v 1) S R T SR N AR TE MG e T S %) RO ARE 2 4 4 T ) BE B, R R R S T E I E
HEAT PO W SR BE B KT BRMEL, U4 40 o okt A 0, e o RVEREAR. %3y Seie 08 528 5.3.3 T
WEAMIR. B 8(b) M 9 iR T AR Bt T 5 BIEA I 38 ik U e
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