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T B ZAMAR P OBBEEEFTRTRRERE, ORAMFEFNETEZARIS. R, AR5 HHMER
BoAn RRATAZ 0 FH Z 5 3t A P A ALK B, R4 R P I8An, i@ F J6 e % 4035 B Ak, 1245 Sode B3
KA R FE X TLFF T G S 4034 & . A4 T 44 % A2 % (public-key encryption with keyword search, PEKS) 4% K /£ &
BRI F QR B, TRERZL LR, 2d TF X488V, 4% PEKS 7 £ Hil < X488 550 =L
& . A4AIAIE T 3% & A (public-key authenticated encryption with keyword search, PAEKS) /£ PEKS &9 3L ak £ 3| A
NEBA, TH—FRGLEM. Am, AA PAEKS 7R X % A TESERI K, FASRBEDHEAH
ZRIH L E R ILT B SMO & i SMO-PAEKS 7 %, @ it THf %t ik b M, AR B 444 2 TR+
T EHIR S5, A BRI Pk R AR SRR T AR T AL F ¢-BDHI #= Gap-g-BCAA1 %4 RiXEH
g eyt RE B A A £ 1 R AW, 5F £ 5 £ @45 KM R 69 F E48 L, SMI-PAEKS 14X
e 96 F F B KM F T, Bt T4 T £ ) 1K) 59.34%, 3 K433 Fa 17 A AR 69 T BT A8 IR L 2
RFH, HA T155% BTG EEFEG LA, BT H &Gk 8450 E SR RRER SR AT
IR AAAGETT IR A E; SMO An B Bk, IaAARIE; Sk b, = Ak
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Abstract: Cloud storage has become an important part of the digital economy as it brings great convenience to users’ data management.
However, complex and diverse network environments and third parties that are not fully trusted pose great threats to users' privacy. To
protect users’ privacy, data is usually encrypted before storage, but the ciphertext generated by traditional encryption techniques hinders
subsequent data retrieval. Public-key encryption with keyword search (PEKS) technology can provide a confidential retrieval function while
guaranteeing data encryption, but the traditional PEKS scheme is vulnerable to keyword guessing attacks due to the small number of
common keywords. Public-key authenticated encryption with keyword search (PAEKS) introduces authentication technology based on
PEKS, which can further improve security. However, most of the existing PAEKS schemes are designed based on foreign cryptographic
algorithms, which do not meet the development needs of independent innovation of cryptography in China. This study proposes an SM9-
PAEKS scheme, which can effectively improve user-side retrieval efficiency by redesigning algorithm structure and transferring time-
consuming operations to a resource-rich cloud server. Scheme security is also proved under the random oracle model based on g-BDHI
and Gap-¢g-BCCA1 security assumptions. Finally, theoretical analysis and experimental results show that compared with the optimal
communication cost among similar schemes, SM9-PAEKS can reduce the total computational overhead by at least 59.34% with only 96
bytes of additional communication cost, and the computational overhead reduction of keyword trapdoor generation is particularly
significant, about 77.55%. This study not only helps to enrich national security algorithm applications but also provides theoretical and
technical support for data encryption and retrieval in cloud storage.

Key words: public-key authenticated encryption with keyword search (PAEKS); SM9 encryption algorithm; privacy protection; data security;

cloud storage

AR, LI PR AR R TG, ) 0% o PR 500 S BIRAREOR L 2 22 R ol DR AR ALE . D9 At A bt B 0 ol ok
A T 77, Bk Bk 22  F P e 38 S N A% 2 At SR, B0E — B 2 v, BWE P AR5 H
O IFE HIAL. BEAL, BT WS IR B8 2 2 RN SE =7 ZAFAE TR AL P AN S8 045, FH P AN N B AR FA T
i T 5 (0 5 B k. T3 46 BELRS 2= 17 O R R RS FH, 25 770 AR 25 2 A1 78 76 SR EDUAE L 1 22 4475 e LA P FE P B [,

TR 22 A, F P I S B JG AR, (AR GUX B/ AR R IN 2 BAR A B SO R T 5 S0 B A
R, L, H AR EE N EEA, SRS R R, B P AR RROR, %07 N &5 R M 2%
TR HFETHE S AR IR EL. thah, P nT LUK 2 S ROR 4 o RS 4%, BRI & 10 2 i o8 U 2 S ke
R, AR T I 25 53 e 22 A AR A0 22 o 2 75 2 06 T A5 46 1) R 38900 26 0 ) [RI i, SR b Pk RIVBE M H R 2k
N— RIF RIS AT Z % (public-key encryption with keyword search, PEKS) ${ A K H R 7 ThRETE
RS SE L, BN R BRI e —.

H A, Bl PEKS HAR A S FCIS T — R IV T5 AR P 4R, b a8 A3 v 8 1 i B e b,
PABETE Sl & FERAL 3000 4. (Rlik, #5458 PEKS 75 5 5 18 2% 5 2= IR 5% 2 A ES IV Y B O A 08 I ek, AT it
5 FH P RO R BB () SR, xR P I BEORL 3 A K B Y. A IE T 4% 2 0% (public-key authenticated
encryption with keyword search, PAEKS) 7 PEKS (735l [ 5] N i A FAEH, 430 T S g iR Fe 171 RN DB 1] 2% 52
AR BT B GE TR, 5 IR S A TO R AR G B DG RR R S, AT AT R N DG R I ik, A R
R G (R, B PAEKS F R KZHT H ML, ARFEREZEHE AR B 330K R 7K. 1Ak,
WA 24 PAEKS J7 Eh H P o R 2 AR I8 5, AN T 6 W S5 453 (1) e B R % (S . O Tk — P AR
FA P B [ B R i B P S T Rk T e 5 R, ik 75 T [ P2 s A B W22 A S A ) PAEKS 7 .

BEXT IR RN, A% SOt T % SMO [ A FHIAUE v 3 07 &2, AN T I B A i 2 3 T
EPTRT PAEKS 7 RN B, W H RURRE S AR RGN 22 et S Se I, ATk T

() ¥ & 5= FHZ RS Thas b, 3R T 5 AN T E 2% SMO (19 A 8HME T 2% J5 % (SM9-PAEKS), % /7
R SMY HETS LI & S5, 7T S5EH SM9 RFEDI R LI TERHE, AT HEHE LR
RH, B3R AP AT RN HOR W B A2 RE

(2) #EBLRBERE M Bty, SMO-PAEKS a8 5] AL 5235 47 (1 77 2, 72 B 25 SCANFA T AL BB B 0 ) 51 N KR
&7 RN RL A, SEBLBT OB TR I B AR R, B P O S AL L 5 1 2 IR 55 4t T V2 R A S B T A
By, TR & 1 224t

(3) RTHH A B AR, P R PAEKS J7 G e 5 T SrFeIy XA PR AT 18 S vt 1), F P i e o 3 2
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Z HREN 1A, 1X FER R RCRAVE. SM9-PAEKS Jy Sl id HBr e i HOR S5 ), KAt e B 2R I e =
i e 55 4%, RIESETH 1 F P i ARG 28 20, B3 1 WK 0 S5 A0 ) A B 2 e 46 A . RIS, 3t m] D[R] R 7 58
ok RE LA S it k.

(4) IEW] T SMO-PAEKS )22 4otk ASCHEET-RENLI 5 B4 ) 1 07 SR e AV VR AR W] (R, bl se
IEEh 7 SRR, AT T KRB BNNK, PG L5 & St 77 AT VAl SEIRss R, 5FKTT %R
FaEE A iR A LE, SMO-PAEKS 7ESUE AN 96 7Tl AS AN I OL T, i H ST T 2 /D FRAIRZ) 59.34%,
Herp G R B T AR T EOT A IR 20 77.55%.

AL 1 5% PEKS A1 SMO 2 55 5HE MM % TARHEAT A 41 35 2 TR AT R R Xt . i, &
GUREAY ARG AR EAT A, 56 3 T VELRST 4H SMO-PAEKS I BRI IS, 3R HOIEMTE 5 2 Atk T
RN, B 4 T ER R A AT R0 B SE M A 1 2T SMO-PAEKS #EATVEAL. 5, 55 5 Thf 4 SC AR AT S 4,
I Fo B R T 4R ST R ¥ A

1 #HxIE

2000 4F, Song 25 A Pl B H T M RN ML, FEA AR AT RN T R B, KR S
KN TFRE. 2004 £E, Boneh 28 A\ U145 & 7T 14 R0 5 A4S0 22 (05 &5, 421 T PEKS MM &AM TH
A~ PEKS /& A5 PEKS I E ZHF 7R, e SR 2/ A B 18R PEKS I AR ICR, 285 4
A AT AT [ P SMO BT S i 5 BIR.

24 2003 4F, Goh 25 A Vg Lt T AT BN A 1K) 22 Ak 5 3L 2005 4F, Abdalla 25 A IH - BaoRL 1) 2% FE 52
SCT PEKS (48 Z A5 AR, 2 U0UR SR 7t b e 0 8 Rl 28 10 22 45 5 AL 2006 4E, Byun 25 A PR i
FUAI I 2 e e 370 75 00 A ok O MR &, X5 SCHR [6,10] F 7 R 3EAT 7 MUy, 2010 48, Tang S5 A U 7 R AT HEHT
PRI, 2008 4F, Back 25 N IR R TR B T 4 A5 IE RO RTIE T, #%E PEKS 5 %, JEAERENLIS 75 B Rk 3L
U5 R M2 A, SR Z AR R 22 42 A A (R B Setth Frh 942 45, 2009 4, Fang 25 N RN 5 REE LT L4215
TE 0 [FI I, 22 4 PEATE B S 75 A B BE LIS S AR Jeong 25 A W b T4 ) S48 R 45 AV, 1548 PEKS TR T
EIRPUOSHERE M M. 2016 4E, RSB G M Mo s, Chen 25 AU ) Y XUIR 45 234 X, DT ARt 75 el b A R
%258 . 2017 4F, Huang 25 A\ U5 S HY PAEKS J7 %, 38k N0 2356 43 BL 28 470t ) 7 3, 16 R4 A 2 50 A= i
AR T BT A B 5 3% AL, A B R 45 2 o R gl AT HRp T SRR IRk . 2019 4, Chen 45 A\ UV 42 H 6
T XU 45231 PAEKS J5 %8, S8R ILIC 500 1 P /N IR 45 2 B0AT, i 4 1 B IR 45 2B 48 P 3 3500 S S 1 0 I 25
o, 7R AR S 22 4. 2020 4E, Qin 28 AU X) PAEKS #HAT 724N GE, $R i T 2B SR X LG
ANATIX 4y, FE45 T 996 2 52 U 5. 2022 4R, Li £ N VS ZE L7 BE 7 e 363 B4 32 A BHAGIE 25 SO 37 T 48 20
B, Gl N OGBSk B AR K163 10 5% SO o R — T2 3K, M SRR BB BA T TR &R, FRIKR ZE 5 4.
2023 4E, Liu 25 A\ UV 3 F IEUE 54 Z B0 160 7 G230 G 7 4 v T4 1100 02 ot MO B, 2 T 28k o5 10 [ e 2 B 11 A ot
FEF B NBEHLEL, TR TH 5 % b S BRI RA 1] 1 22 421k Cheng 268 A\ PO 3R 1 PAEKS V84 % REAR 0T ey, 5 i
FH P BRI B 1) & Bl {5 B B, JRE ML IERE R 45 H T AT HRG U 40 M BT 1) PAEKS 7.

KR 2004 4F, Boneh &5 A R H 14N S FF B SCHIAK 2R (1) PEKS 75 &, X A& B L il A 2. (A
RGN RS B AN v, A8 P AR 32 IR, 2005 4E, Park 25 A UOHR H S #3342 S0 1F] () PEKS 5 %, ARUERTT T
K25 . 2007 4F, Boneh 2 A\ PV 3 H S FR V0 B S A0 7 5, Shi 25 A P2k — 5 MR H T SRR 2 4 P AT VU LG
R R, 2013 4F, Xu 25 N PR 7 520 Se4 R A 05 5, 120 T AR R TC VRS HE R G ISR 2014
A, 25X N PY SR ST R M0 PEKS 7 laE SRR, K45 B E SV A R 4 9 A7 6 25 ). 2023 4F, Chen
2 N VR X B . 0 A I U B SRR SEEILR 2R 4 L R S0 IR A BHs 3h A T

SM9 D5k SMO %At &y 2 T 1 UM e B FE AN 00 Sy ik R AR N FH 1 72, 19 31 1 B bR e JZ TH K
CHE, R E B EWR R E AR TR B 2 EVERE T B [ i B R M, e R A B
ARSI BB R DL AR NS VIR 4 ANEEE . B AT, SM9 B0 5L AR SR AW AR 118 £ Al
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T.2019 4F, ChengP? 5T Gap JEIFME bl FEA>H7 T SMO INa5 Sy 142 4. 2021 4F, Wi B2 A\ PHE] T SM9 %%
LB A, R T S R SR R A T 2 A IR, 2022 4F, BRE ARG PR T TR SM9
PRI 75 %8, 1% 75 ST SEBUH F U7 l BURR (0 Bk 45 B 2023 48, 4B B 2 N PO R LT SMO Y@ A 44,
5 2 I 5 R R R A, 7 LRI AT RER AR 1038 5, [FIR SEEL T AR U 1) 45 ). SRS N PO BRI 44 A
SMO 244 HIE O EOAR, JHEET S0 IS4 5 %, 7 RIBE TR 5PUE 7 ZALRRE . iR AR
FakE S A B2 Al AR R 7R3 T 35T SMO 18 PEKS 7 &, (B3 ML G A W 38 R e 7 &, TTIEIkHT
SRR B U, 5 E A, AR WIE T SMO ) PAEKS 77 S HIRIF 5T SR AE [ 4RI B ATF R %

25 LRI, PEKS/PAEKS FAHSGHT 5 QLA HUT T RFVRTE R, HILA K45 PAEKS 77 S ARHET [H 41 1) 2%
P BVEE T, A E TR E SR HAR B E AT 10 R 8 K. SMO ARifinas & 3 [H | BAFR I — R 513 T FR R R 256
vk, A RIFIATY TS PAEKS HiARSE &, DUHAMILZ 3T |5 % H% PAEKS J5 % (145 6.

2 FE IR

2.1 WekEwt
W N NKEL, B G),G,,Gr 38 N M IEIREE, 1, £8 G M4 RIT, MM ¢ : G, x G, —» G, R 2T
3 M.
(1) WM LR ILE P, € G, P, € Gy, a,b € Z;,, 53 e(aP),bP,) = e(P,, P,)™ fE L.
() AR BAFFEICR Py € Gy, Py € Gy, 253 e(Py, P,) # 1; FXOL.
Q) TFEE: X T VP, € G|, VP, € Gy, THTEAEZ T M L5 e(Py, P,) 1AL
#r Gy = Gy, ML ISR MEBEFR AR IR LR, 75 W) g A% R L M, SMO R 41 Bvk w4 T A PR X 2
B, B4 Py APy ARG, TEAEA RURIR RS w(P,) = P,
22 RE|E
ARG L REMIER R Z AR, 4 BP =(G,,G,,Gr,N,e,P,0), o P, Q 735N G, G, AT
A A NRG L AESH, negl(l) T A (RITT 20 5 %L
TE X 1. ¢-BDHI &% 5 g+ 2 0% (P,Q,a0,d20, ...,a*Q), THHEF G, HIIGE e(P, Q)ﬁ, Hbaez,.
S FAT B %R 22 5 2INHA] (probabilistic polynomial-time, PPT) BT A KA e(P, Q)+ FIHEZR LR Z0E (1), HY:
PtLA(P.aQ,d*Q.....a"Q) = e(P, Q)] < negl(1) )
FE X 2. DBIDH 4%, B4 Tt v, =< Pl,Pz,[a]P,-,[b]Pj,e(Pl,Pz)]i > MV, =< P, P,, [alP,,
[b1P;,e(Py, P >, F a,b,reZ;,i, je (1,2} K43V, A1V, RINHER. X TAER PPT #F A BINX 45 Vv, FV, 1)
R 3R S ] 22 ), B
[Pr[.A(V)) = 0] = Pr[A(V,) = 0] < negl(2) 2)

E M 3. Gap-g-BCAA1 2245 Y. E%ﬂﬂu?fuéﬂvs=(PI,PZ,[x]P,-,zo,(tl,%P,) ..... (t,,, al P,)),ﬁqﬂ X, q,
1

x+t,

t, €2, j€{1,2). [ 1H DBIDH i1 5 HLEUIE LT, 15 e(P P RFAMR. X FALE PPT #F A v b
A T R A3 T A T, B

Pr{A(V;) = e(Pl,Pz)ﬁ] < negl(2) 3)
2.3 PAEKS FREXSARGIRE
PAEKS 2T PEKS i, 7 I8 1] 25 ST RN B A B 171 28 BB B 230 51 N R 3% 5 RVER IR 28 77 A EH, BRI T ¢
BRI AR R, T S0 T T P S B W Bt AR R PAEKS U7 %, WS RIE DT, AR E
# (data owner, DO); ¥z 077, BIEHE 4 FH 34 (data user, DU); I {5 AP0 Fl 2= 5 IR 45 281X 4 ANSEAR. BA7E6E T N
F PAEKS B LR RG] 1 B,
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A E AR CIEEL W AN AN C A Oy
- - T
S RGSH = B SR S 1 REEERETT
[ Do Gueex Qe [ s |

1 RGHA

RGBATRAEI N : © AHEH O NI SR R REGEZSH. @ DO 5 Je s W SO, JH/ b a5 o
WHEEL K. B DO A FH GBI 25 3L, FH B CBIFAAF] DU [ A0 3 SRR, Bifl 5 4 O 8 1) 25 SO0 5 4ot
LR LR BIRSSEHAEE. @ DU FER RS 5 SR B i, 1 F G fa T T AR LR, B A SRR
I DO WA BOCEIAIA 1T, BGRRBIA A BB R REGH. © = RSB M ), 4 ILim
EAE, A @ VE RS, T2 Y 12 50 B 1) 2 SO0 L B0 9 i I B AR R N . e, RS 4 i d i 1T
T 0 PR B8 % S iR [ 45 DU

PAEKS 77 ZE4E T 6 2 W 1w 5%, BRSNS e L.

(1) REWIUHIL params — Setup(1Y). WL L RG Z 2 S8 A NN, ERRAATFSE params.

(2) B T B AR R (sky, phy) < KeyGeng(params). WWEIE UL params NN, AR TT AR (skg, pky).

(3) RIETTEEALE I (sks, pks) «— KeyGeng(params). WWHIELL params NHIN, R ETTZEANT (sk, pks).

(4) KEIF % C,, « PAEKS (w, sk, pkg, params). WWHEIE VT w e {0,1) RIETFAEH sk BUTT A4R
phg MNZEL params NHN, A BOCEIE %3 C, .

(5) KB P T TAHE KL T, — Trapdoor(w', sk, pkg, params). JoE5CLICEER w € {0,1) BT FASH sk Ri%
Ji A pks MAGSH params NEN, S REERIFE T T,

(6) FLECIAR {0/1) « Test(C,,, T, , params). SLSHE LR %L C, « KB T, MRFESH params N
N, # C, FIT,, A8 15 — B, WA 1, 75 W%t o.

24 ROMR

ARG T R 2 A RE S 2 2R, ¥ PAEKS J7% N PAEKS = (Setup, KeyGeng, KeyGens, PAEKS,
Trapdoor, Test), HETF A SHEE C 2 [A1EAT BN xR %I PAEKS 77 1038 %4, Hoh CI-CKA Wik e X
T ORI B SCANTT X A3, TI-CKA U8 ST B A T RRRA 1.

CI-CKA ¥ xk: BV IE o 5 33 S B 1) Mo ah T 1 G B8 1] % SCN T [X 4314 (ciphertext indistinguishability under the
adaptive chosen keyword attack, CI-CKA), FRUFHTF 3R & #LSCH 1R %S0 R, kL P& i ocstin G 8, Bk
O3 R ST

(1) WIUEHEBYBE. C B 61847 Setup(1') ik, ARG F M AFFSH params, RGBT H AL MEIE KeyGeny
(params) F KeyGeng(params), 73 5 A BB TT A FAERT (ske, php) TR IETT A FVEAXT (sky, pks), 126 4 A 1)
(params, pky, pks) KL A.
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(2) IR BB 1. BEF B, ATLSr“r_&cﬁhﬁiEXaéﬁ%ﬂwe 0,1y, F1a ¢ AT N W R[]

1) IR % SO 1) O, A KIERBEIFZ C, C 81T PAEKS (sks, pkg, w, params) S5 OB w % C,
FHRIES A
2) REFAPBET TN O . A Ki%Ew e (0,1} %5 C, SR)G C IB1T Trapdoor(skg, pks, w, params) BIFA OOCEE TR w ]

bl T, JFAiks A

(3) BhikBr B, A W] BARE TINS5 R BRI B B 1, B S B E A BEAOCBEE wi, wr € {0, 1), BLAL PR S A
N wgl = twi| BB OGRS AE W BB 1 gl . ¢ YR BIBRERSCHER S, BEALEEL b € (0,1}, SRR BTN
Bk PAEKS (w;, sks, pk, params) A R 1] 25 S Cu:s Ja RiEH A

(4) W RIBY B 2. BUBY B, A RT4RSE W C AT R 1] B B 1 A0 i), L b Ak PR ) HG 380 1) (1 QB w € {0, 1 A
Re PRI, BT w ¢ {w, wi).

(5) FE. B2, Aft b e {0, 1} /E9% b BISE L. 45 b = b, W A AT CI-CKA Pk, 75 U R IK.

i, A R

Advpaiks(D) =

Pr[b’ = b] - l| 4)

EX 4. FAEE PPT 8T ARids LRk i IL 35 vl Z2mE 1, BRI Adve-Ska (1) < negl(2), W% PAEKS J7 %1
JE IR B SCANAT X 43

TI-CKA i xk: R R 08 5 50 5 17 Mo N F O B4 B 1) AN T X 43 (trapdoor indistinguishability under the
adaptive chosen keyword attack, TI-CKA), i /& I 22 2P 7] fRIUESE PAEKS 77 &+, RIE 2 PG A (B A IsE
(R 3 () 2= i i 55 4% ) SR ICE SR SCHERI A 115, TGRSR i A0 3 Y O A5 5, RAA ke SLn .

WIRALBY BE: LB B S CKA-CL ik I aa A B B — 28

WP B 10 Bh BE S CKA-CI R v Il i B 1 —3L

PRskb B A v S5 R FaR i B B 15, Bl B Bk OB TR wi, wr € {0, 1), BBAL [wi| = jwi| I BBk ARG B
%A BB 1 gl i . ¢ W BIBk AR OCHEIR JS, BEALIE I b € {0, 1}, SR G I8 4T 4 [T A2 i 25 Trapdoor
(wy", skg, pks , params) 4= bG8 B8 17 FE ] T, FRIEE A.

W R B 2: 5 CKA-CI & 0 ] B BE 2 — B8, (H e A B 1) 360 170 (¥ SC 88 3] wo € {0, 1) ASRE A BRI B 1],
Rlw ¢ {wy,wi).

T e, A%t b e {0, L AE0S b RA5 M. 457 b = b, W) A BRA3 Ik TI-CKA xR, 750 K.

& IR, ARSI AR

Advﬂjngé\l(s =

1
Pr{b’ = b] - §| 5)

EX 5. LR PPT 8T A A Lkl xR 55 2 vl 2, BI AdvTESKA () < negl(A), Wi% PAEKS 77 %1
JERBERI A [ 1A AT X 43

3 ET SMI BINMRINIERTEEMEZ R &

3.1 AERER

BT SM9 I ASHVIE #8227 & B fisan .

(1) Setup(1?). BHIEUZEZH A NFN, ERRGETRIATF S B RIEDOENEXN T BP = (G,,G,,Gr. N,
e,P,Py), 3 G|,G,,Gr NE N N GIHE, e AR VERLS, Py, P, AN G, G, E’Jiﬁiﬁ: HBEAEMNG, B G, #
[FEZS WL ¢ 15 w(P,) = P,. WG EHUG A REH, - {0, 1) — Z;,, HHIRAEREH, : { — {0, 1}¥en, ot klen 1y
SMO H i F AR 25 A 25 B B SR U5 1 e T IR UAIERD B 5 MAC. hAb, 3R ER 8 tb#%c%%rﬁ’]%A%ﬁEﬁ!z Bobr iR FF
hid. %%, ZEFHH RA S params = (BP, hid, H,,H,, MAC).

(2) KeyGeng(params). AREELL params NN, AR AFAVERT. B AEBENLERR x € Zy, SRIGTH xP, . 1
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BT RN ske = x, NN phy = (xP),g), B g = e(ph, Py). T2, HMG AN HNTT, BA A7 FRLEH.

(3) KeyGeng(params). ZZEIELL params ¥, FBRKIETT AR, ERBENUEI y e Z;,, SRETHE yP, . X
BT RN sks = y, AN pks = yP, . T, ST ATF A, ML TEAEFAH.

(4) PAEKS (w, pkg, sks,m). ZRELEVL B w e (0,1« FBEIT A phes RIZTTA sks« BEHLELEE m e {0,1)
MARRSH params NN, £ RICHIA % L. B EETRENR.

D) HHE Q,, = [H (Wllhid||V, N)IP, + pkg, F:HV = [yl pk.

2) EMBENLEL r e Z;,, ARG S €, = (110,

3) W u =g klen = ky +ky, I ky N EHINEE R EHIKSE, by T BANERD 2 H K.

4) 115 K = Hy(C\llu,klen), % K, N K WIHT k, A7, Ky BTk, A7, 25 K, 2205 0, W H ik BEHLEL r 0T
#.C, = Enc(K,,m).

5) W C; = MAC(K,, Cy), fit i SREEIA %3 C, = CI|IGSIIC,. BeJEH €, RIBEHLELEE m K% 2 2 iRk 55 2%

(5) Trapdoor(w', pks, skg, params). AR E 5L w € (0,1} RIET AN pky« BT FAEH sky FI RS HL
params NFIN, AR ] B TF R R R.

D) B4, W5 4 = Hw \hid)|V' ,N)+x, ZoH V7 = [xIpks. 75 1, = 0, W EF AT KeyGeny BI2A A RARE, 3
TR AT BT SR — 25

) HE = x- 1, AT E IR BTN T, = 4P,

(6) Test(C,,,T,,, params). 535 LT %L €, KRBT T, RIRASE params NN, B ZH &k
AR S — BT VSRR, B R T

1) % C, ¢ Gy, WZEF IR E b = 0 LR ILECIAA S, BUHE v = (T, C)).

2) W K = Hy(C\llu, klen), klen = ky +k,, 3 &y 9or HINE B0 E, &, 9 B IAEE R 2 HKE. 4
K, FoR K BIHT ky D1, K, BN B) ke A7, %5 K, 4208 0, MK RS IR E b = 0; B, F—25.

3) iHH m' = Dec(K],Cy), #5 m# m', WL H IR [E b = 0.

4) T C; = MAC(K;,C,), 45 Cy = Cs, MIRE b =1, IR w=w', TR E b = 0.

TERA M ST BB AT AR AR G BRIAI A 1, R B OGBEIA B SR A0 H 3 B & oA AR R, A4 — e vl
T DU RN R R BB T RIETT AR AN (phe, ske) T (pks, sk ), REER % A C,, = C|IC5|IC,, K
BEEITA T, , J7 R IEFMERIED T

u =e(C,T,)
=e(rQ,.t,P,)
= e([r- (H,(W|lhid, N) + x)| P, [x-1,'1P,) (6)

SYMTRIAN, B £t = (Hy (W' lhid, N) + %)™, M EAN S w=w B, 5w = e(P,, P)" = g = u IR, BT K = Hy(C |,
klen),klen =k, +k,, % K| &7~ K WAk, S, K; BT Wk, 67, B m’ = Dec(K],Cy) X Cy = MAC(K},C,). 24 HALHY
w=w I, m =m, C;=Cs, M VCHCSIE Test it 1. 22 b, AR5 239/ PAEKS 77 R0 IERATEEIR.
32 REMSH

AATXF SM9-PAEKS #E47 % AV 43#1 5 E B, @ E B an g B 1, EAS 7 5 B A SR B R 2 S0 B X 4 M R
SRERAAIRA 1A AT X k.

FEIE 1. # ¢-BDHI M Gap-g-BCAA1 ZAARBEMAL, W] SMI-PAEKS J7 28 AL 4 % SUA ] 4 PEAN G TR AL

R E R 1 REE A R 4% 5] BEUEAR, FCAR I BE 1 UEBR 7 SR I OGS B SO T IX A 1, 51 B 2 RO RO
A [ 1 IANAT X A 1

5138 1. # ¢-BDHI AR &Ko7, IF4 SM9-PAEKS #& CKA-CI Z24xf).

LB AR RAELE PPT HF AW gy, K61 LG BE LAAS AT 208 (AR 34 B0 SM9-PAEKS /7 & (1) CKA-CI %
A WPk E ¢ Bt S AAZ T, IAT] ZBE IR A 4# o g -BDHI A, C ¥\ g-BDHI K3 7 #SE4] (P, Q,a0, ...,
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a?Q), AR THE e(P,0), C 5 AMEMAEZ TR T.
o WIHAMLIN B, C BENLIEI ke [1,q), By € Z;,, RFIEM g -1 DMAFMIBENE 11,2, o tit, tinry...ot, €28 KT

Vie[1,q\{k}, i+ B; = B, —1;, FIR AR F 2T f(x) = [—[(x+t)—2qxi, Wi 5 R 4 TR ¥ i 80 S 461 15 . SMIO-

. i=1,i#k i=0

PAEKS JrEHIMFLHLHL, P, = f(@Q = ) c(d' Q). P = y(Py) = f(@)P, BHITEITNAYTN phs = ) ci1(@ Q) = aP,
=0

i i=1

AR o AR, I Hp(Q) = P AR € [LahK, & 0 = L0 = Zd, AT U, = Zd(aQ)

@0 =100 T WA T 4R 1= B4 . Ui LNk ) AR H 0. BOJR 34 57 phe = —phs — BLP, =

—(a+By)P,, LRI REFERMBEE T sk =y =a,sky = x = —(a+ By). A5, EI—F TR R R A 1% R F0br iR
¥ hid. )5, IR [F| RASH params = (Py, P,, g, N, hid).

o MG B B, BhFTBY, A RIE S P B OGHE ] w, € (0, 1) 7] C BEAT 40 I MG A 11 17

(1) H, W1a): AR A B, C 45 51% L =< w,, V., B, >, MBI < w, V, > fEFEFIZR L, B, W% 1B %
HESR ) B WAL, 15U, 3w, S5 i AT OSBRI R 1)L K H (willhid||Vi, N) = B;, S #41R [F] B, 3T S8 4132

(2) H, W1): &% A KRB ZJ0H < Cow > WIH), C AEREFIR L, =< Cryu, K, >, MR W R < C,u; > FFIEFIE
L, MR IR FIR A 3% 1 K, WS, B, ¢ BENUIERL K;, ¥ H, (Cillu;, klen) = K, [R5 L, .

o i I BE 1. hBY L, A BTG B R EOCEE A w, € {0, 1) FF 1) C AT an R iR ).

(1) KB 2 SO O, B %6 C B0 A W I BER] w, & EESIR L o, WRAAETE, MR |7, W m B
A B RBEAAD RRIFR I, TR ¢ AR IR I, HIGVE T v, = [xy] Py, BIIE V, = ». G015 i = k, B 2RI 750
C i BENEL r, €z, THE Q, = []1P, + pkx,C\ = 1;:Q,,, W5 T8 PAEKS A4 o817 % X €, = C\||C5||C, IR
%5 A. 5 SM9-PAEKS J5 & 7 i) S8 1] 25 SCAHH L AT 501, O, Wi 7 0 55 1) 5 S 5 B S0 5 v ) S 1) 26 SO AR
A X 431,

(2) REEF AT T Oy, : B 56 C B A W1 IR R BAESIER Ly b, W SRAAETE, WL R H, ) n B B A
FRICEIA N BRI, BT R C AR, HEITEIETEE V, = [xy)P,, BEE V, = ». 0HR i = &, Hrd K06 S

C AR VI BB, = By 1, wﬁ( ) SETTT C T o 576 4B, Pa - BU1>=(BI,PZ—%P2)=

1
Tx+ B,
Py. 53 HT SM9-PAEKS 7 5 5 I S8 3 B 1T SR 5 4L O,

(B,»,LP) B4R, C R B AT T, = —
X+ B; B +x

i 7 F T 2R, AN A B R BT 5, AN AT DX 43 1.

o BRAFNTBL. A PRoE 4 EIR W S, S HOPEAROC B I i, wi € {0, 1), |wp| = [wi]. € lﬂﬁmﬁgﬂibe 0,1}, W
wi # wy, C AR MLKAERL, B NERBENLEL r € Z3,, K- € {0, 1}, 13 C; = —r' P, H W = —, I T RA R BB
KMBEET x=—-a-B,, H C: =P, = —r'aP, = r'(B.P, + pk). M J5, 1% SM9-PAEKS ﬁ%ﬂiﬂﬂ’] PAEKS Hit4
B Cs, . 5 IR B RBRER % SC CHICHNCs . AN A RIS FET 5, Bl 26 SCRN L S8 SRR R IX 401, B R bl 72
MAEIER T RBEEATTX 4. BRAE A W 55T u = e(phe, Po) FIH.

o BB 2. 7EILIBE, A T 4k 7140 [ B B 1 B30 1], (ER e A B #1) A 380 16 BRI 558237 wy ¢ {wigo w1 ).

o IR B, A Hi Hh Stk b it O B ] 2 S Hh SRR (R0, A DR W A RS IR IR, 5 USRI ¢ T2 A
(IR, M L, BTl < CLu K, >, BB RTCALE w RN 1/qy, . HT ART X5 BRI TS &,
TR e LAAS W] 220 FE AR 34 i) H S5 T w HOAH.

Wb B3 o, ¢ mTE st T Ty XA v R X 1) sz 4

U’ =e(pkg. P,)" = e(f(@)(-a—By)P, f(@)Q)*

—2(@)ar* —/Z (@1* By,

=e(P.Q)
=e(p,Qy T )
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HTHA fa),r, B, #E S AR, WA:

q-1

fax = [Z c,-a"]f(a)r*

i=0

5 - (®)

faxr e e < ¢t
— =[Z Cind + ;O)f(a)l* =f(a)t*~zc,+1a +[cot ch“a + 0—]
=0

i=0 i i=
I, iR ur nIgE— 2 RR N

L2 i L2 iy’
=B (f(a)* X cimpd' +cot” ¥ ciprd'+—5—)
i=0 i=0

u' =e(=1"Py, f(@)Q)-e(P, Q)

g-2
=e(t' Py, f(@)Q)™" - e(Bit' (P +CoP),ZCi+1a"Q)’] :

)
i=0
A5 ¢ -BDHI [ 8 (1
q-2
e(P,Q)" = (u - e(t' Py, f(a)Q) - e(Bu (P, +¢,P), Z Cind Q))”ko 10

i=0
MR M MR L RUE BT ARA wy = wy, B A JEFE wy A BT IBERN 1/ gy, . H5 A BELIAN W] 20 1

3% e B SMO-PAEKS 75 Z ) CKA-CI %41, W C fift ¥ g -BDHI [F 3 5] 85 L 340
Advems . Lo L an
qu, 44, 4u9n,

51 H 1 iEHE.

5|32 2. ¥ Gap-¢g-BCAA1 ZAA{R B AL, A4 SMI-PAEKS E.4 CKA-TI %414,

IE A AR AEE PPT &F A B AT 2088 A 3 i SM9-PAEKS 77 1) CKA-TIL Z 4%, Wk C
S A ZH, DAAST] 20 A A T Gap-g -BCAAT PR i S48 C % N\ TR 36 1] R %WJ(PI Py, [X]P, 1o,
(tl, xft Pz) ..... (n,, [XL ]Pz)), Hr 1 ez;,,iel0,q]. C AT #) DBIDH i1 5 Hl Oppipn, 75 H R THH e(P), Py) 70,
C 5 AMAAELEEREMT.

o VIUHELI B, ¢ R SMO-PAEKS K [F # 1] 7 SE 51 4 B R 48 5 50(Gy, Gy, Gre, Py, Py), DN AN
Pk = [xX1P,, BEHUIEEL y € Z;,, THEURIETT AN pks = [VIP,. S8R5, - HL—F 715 R IR I FAEH A bR BObR IR 5 A hid.
Ie)a, iR E RG AT S HL

o A I I Y B BER B, A T IE S S BOGEEE R w, € {0, 1) 1) C BEAT I W KNG A5 18 1),

(1) H, . NN A 1, C EFFFIR Ly =< w,, Viot,, T, >, WRH IR < w,, V, > fEE5I3K Ly, W% 85
R by WAL I, A2 w, 2 iSRRI AL B H (wllhid||V,, N) = £, 2R E] ¢ W L. 2 kel,qg+1],
F9g w WL T, = 1, IO T, = [m]”

(2) H, WA &% A BEMKTIOH < Cpou > N, C 4EFFHIR L, =< Cyui K, >, WRE RN < Ciyu; > 71F
R Ly, WHZIR AR At 10 K, w82, B, C BEHLIERL K, 3£1% Ho(Cillw,, klen) = K, RIBT BT L, .

o BB 1. MR BE, A FT3E BV % BOCHEER] w, € {0, 1) FF 10 C 34T 1 R BFhifg i

(1) B SCH ) O, . B 56 C B A )i [ RBET w, R EAEFIE L, P, WSRATEAE, W H, )i Fr B
AR SOCBRARI N L R T WS i = ke, 28R, B C IR HBENLEL r, e 2, TEE Q,, = [P, + phs, C) = 1:Q,,, HIZR
PAEKS HEAE S CHER % C,, = C||GSI|C, FFIR [FI%5 A. 5 SM9-PAEKS J7 5 H ¥ B 25 SCAHEL AT %11, O, T
R ) DR ] 5 S5 L S 7 R v ) DR ] B SR AN AT X A3 1.

(2) AT T Oy, . 58 C AR A W IR 5S8R ARSI Ly P, SRR TEAE, ML IR H, 6 i B B AR A
SRR W=k, SR AT £, 50, € 046 1, st 7, = | | feomiianan
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145 AL 3T BT BB T TR Oy, WREFRIRATT, MECTE 0 A K AN AT X 40 1.

o PRERRITBL. At 4R BRI 5, SRS wy, wy € 40,11, |wy| = |wi|, PhEHE C BENLIEE L € (0,1},
WA wy R R E AL T, # 1, ¢ bR GEAESAE Ey). SNEREENE e 2y, T T, = rPy. A
AW EETT S, Bl o B i) 8 SORN B S0 SR AT X 431, B 3R AS4DList F2 A0 B 1F 1R 5 R B AN AT X 43 (7).

o AT B 2. 7R B, A FT4RSEHEAT [R1E B B 1 FR0i) ), LR A BR A w; ¢ {wo, wi )

o HEMBBE. A i H Xt Bk S B A B S P SRR RSB . R 0 T A, ) A BRAS IR R, 7RI T
L, PN TCH < Croup, K >, C AT RIS ML Oppion B < [X]Py, Ps, [t + X1P1, 7 Py >. W1 Oppop 3R 18] 1, B4 C
Hu ' A Gap-g-BCAATL PR ] BESE I (A, WUERAFAE X FER T GEAEF A E5), T4 C vt G, " IBEHL T
=AE N

MRS 2 A WS LIRIER AT E,, 1R3E LR 517H PrEy|Es] = % A3 (12) BT
Pr[E,] =Pr[E,|E;]Pr{E;] + Pr{E,|E;] Pr{E;]

<51~ Pr{Ez)) + Pr(E |
_L + lPr[E]
Pr[E,] > Pr[E,|E;]Pr[E;]

1
=5 PrEs]

1 lPE_
=5 Er[ 3]

A RELIART] 2SR 3 6, B SMO-PAEKS 77 %[ CKA-TI %4, e <
kiR, & E, WA E,. C ff4k Gap-g-BCAA1 [ 7] B3 SZ A AR 25 09
1

Advgap’q’BCAAl 26" qj (13)

1 1. —
Pr[E, — 5‘ < EPI'[E3], HARYE

5|3 2 JFEE.
g b, B S B 1 55 B 2 5E R T E B 1 AFRER. SM9-PAEKS H. 4% CI-CKA 1 TI-CKA 22414,

4 TEREDR

AT MRS B A S AT B P AN 11 X SMO-PAEKS 5 [RIR Y £ il )5 Stk 4T LU A, A 7 S A0 S 4 o
KERR R, Gt 77 R A JEFEN BUE B 5. T 5 OB MR IR %5 5 EVERE, 4|, AT, | 28 IR K
B B SCK BER G IAI M T TR, Gl (e {1,2,TY) Tl G FEA TR INKEL, |Z | RoR8BA 25, TTRINKSE, |PK]
FoRAPAHAKE. T, #8G, FINRRIFRERIZH, T,, TR G, THRIKAFEIRIEH, T, Fom IR T2
B, T, F0R8 Gy LIMRIREURHEH, T, FoRVE A AR 2% L — R
4.1 BLHh

BT R EIFRS (W3 1 FIR), 2 2 S0 2E By BE SM9-PAEKS X7 3 X T, Al 1 X T,, Huang %5 \ 1"
(177 RFE IR Ty 3 WK Ty, 1 Qin ZE AT RFE 2 IR T, 2K T Jo 2 IR Ty BT BT T AE LB BR
SMO9-PAEKS X5 1 K T,y F1 13K T, BES T mFERTN T, 385, T Huang 25 AU TR Qin 28 A V7 7 AL 75 2
T, BT 1K T,; 4 TUCEMAR S I%, SMO-PAEKS (X7 1 X T, a5, Huang % A\ U7 /e sh 36 mt B3 1 1k
Ty, JBH, 1 Qin ZE N RFHE 2 KT, 1BH.

FESBEMRNTTIH (3R 1 FiR), SMO-PAEKS HIFHEIA [ [ 14 BE N |G, |+ 2/Z;, |, Huang 25 A U1 Qin 25 A7)
77 b B S BRI B T TR BE 20 50K 21G | BIG |+ (2] . SMO-PAEKS H 8] B 11K N |Gy, Qin 25 N V5 oA
|Gy, 1M Huang 25 A\ "7 5N |Gy | BEAN, 36 1 IRFIH T A7 e b TR 22 4 .
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*1 PERELEEL

Yy em—— T,
TR PAEKS d‘ﬁajriiidoor Test |PK| J\—TZ' j:lﬂjl [Ty B
HuangZ5 \['%) Thop+3Tm Tyt +Tp 2Ty, G 2|Gy| |G| DBDH. mDLIN
Qi N 2Ty +2Tm1 +2T5 T +Tnop+Ty  Tiap+Ts |Gy IGII+IZy |Gyl CBDH. CDH
SM9-PAEKS 3Tm +Te Tim1 + Tima Ty IGil  IGi+2IZyl  |G,l  ¢-BDHI. Gap-g-BCAAI

254y EIREE /MR, SMO-PAEKS 50 oy AR b, BLARTE @510 A s, (0 /e 5P 4 it g
BT — RIS T, U R SR A T4 B B M RS2 TH 22 . kAL, X SMO-PAEKS & & T E % Hykdil, &6
[ R B A% Co e R 1 3 B R Al R 7 3K
4.2 SEIMK

N AR B BE 0 S AT E 1 P ALt S, AR SCTEAH A SR 00 PR8N 0 54N 7 RHEAT T 0 SRR, BAR S0 R
B HP N AZECA i, Windows 10 #1245, CPU A i7-9750@2.59 GHz, 2465 2 H # i MIRACL Z5h4 4%
O (https:/github.com/miracl/MIRACL), 4R 2R 1% F C++1E 5. iEF Fase L1 BN #h£R, RIILSLHE N Gy, G,, Gy M
Z:, PIBRA TR K E 3008 64, 128, 384 il 32 1.

S S R R & T RGBS AT, ST & PAEKS 7R S, A Sie i f8 i e B S0 . AR
LA B EAN 0 B 2 Fios. 1 2 W%, SMO-PAEKS (26 4 1] %5 S K BE Rl 5 SM9 hnas Sk 4 b — 3, ik
JE A 192 7745, Wi T 56 B A 7 %, Huang 25 N USVRT Qin 25 N\ U7V 5 v 10 G B ] 35 SO KB 20 3o 128 745 A
96 “7-I7. SM9-PAEKS HIFf1 T AT Qin 25 N\ 5 2344 64 745, 1M Huang 25 A U550 384 7745, Qin ZE A1)
75 F RGBS BN, 160 45, SM9-PAEKS A4 256 71, 1ff Huang 25 A\ 15 R EIEE 00 A 512 735, 55Xt
bt 7 22 S AN AR A Qin £ A\ VI L, SMO-PAEKS AGHAS A1 T 96 745, 4R1 5 Huang 28 A "5 %
ALk, SM9-PAEKS HIEBAM IR T 50%.

SRIG, BN Al — SR 31K AN 7 R IR IE AT 1000 YR B S0k B UORE R 1S 2048, seab gt R 3
B, HH B 3 R) A, R T Sk 85 S0 A R, SMO-PAEKS B YREERS 7y 62.71 ms, 1] Huang 25 A\ "0 Qin 25 A1
J7 Z 43 HIKERT N 30.10 ms Fil 264.77 ms. X T <58 i8] [ 114 s, Huang 25 A U0 Qin 25 A U705 240 T AE I
132.86 ms 1 137.03 ms, i SM9-PAEKS {7 30.77 ms, 5 5 ¥~ J5 S AH LUFERT BEAK 2 55l 76.84% F1 77.55%, Af
DLAE BE Y Bt SMO-PAEKS [ 5 T4 MK 5.3 . %t T VLR 509 SM9-PAEKS. Huang % A "I Qin 25 A U705 %
S RIHEIT A 120.48 ms. 234.29 ms F1 124.36 ms. % F 4477 ZFEN 1T &, Huang 25 A U0 Qin 25 A\ U715 %4y i€
i} 397.25 ms 1 526.16 ms, 1 SM9-PAEKS ¥ 7% 213.96 ms, 5 5l %9 4> 77 2 M EL FE I 73 5l FRAIK T 46.14% Al
59.34%.

600 600
[ Huang % \1'9) [ Huang 25 A\[3)
500 L Qin & A\ 500 | HH Qin E YN
Il SM9-PAEKS Il SM9-PAEKS
£ 400 2 400
& 2
=
& 300 | = 300 |
= =
TR 3 200
= i)
0 0
B K- i Bea 1K MK PAEKS Trapdoor Test Total
FHE5 T BB
K2 @EfERm B3 SFIgFERS
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4282 HAFFIR 2025 FF 36 K% 9 &

2% E 1, SM9-PAEKS 5556t b 5 58 il {5 AR B AR 1 Qin 25 A7 52 UM EL, SMO-PAEKS {5 AR 418 i1 96
FHRIBIT, 7RISR BRR T £ 59.34%. FHrh BRI B 1) AR B RE R RS IC K B35, 2908 77.55%. ik,
SMO9-PAEKS #27+ TR & 2%, G T T SR s . et g S 2RI B&. &5, AT E 4
THI b 53 BT 5 ZE BT R, A SCHE IR ) B 3] AS B  0 F ,  8 AN SRVREAT T 22 W DAL 5% 45 B9 Bt D ] 4
A A F IR ) R84 A8 A 5 0, SB6 2 SN 18] 4 B, % e Huang 25 A UURT Qin 25 A 17177 52 HOHE IR 886 K A% 152, SM9-
PAEKS - BHAAE SR AN EON AR LR, SVEFEIT AR P22, 1X T 245 25 T SMO-PAEKS J7 EHh &% 5k
W R R R 2 B b

300 300
Huang 25 A1) Huang %5 A\U9
2501 —* Qin YNl 250 L Qin YN
—— SM9-PAEKS —4— SM9-PAEKS

100 ¢ 100
o / 50 |
[ J — n L L L 0 n L L L
0 200 400 600 800 1 000 0 200 400 600 800 1000
R (1) KRR (1)
(a) PAEKS (b) Trapdoor
300 600 A
Huang 45 A\ 1% Huang 4§ A%
250 |~ Qin & AT 500 |~ Qin AN
—— SM9-PAEKS —4— SM9-PAEKS

2 200 2 400
= =
= 150 | = 300
g s
100 1 200

50 b 100 +

O 1 1 1 1 1 O 1 1 1 1 1
0 200 400 600 800 1000 0 200 400 600 800 1000
KA H (1) KRBT (1Y)
(c) Test (d) Total

K4 AR HOR T RRR

5 IE\ g:é[:

KT R G S A PR 22 4 PE o, LR SMO s sk Ak atl, #H T SM9-PAEKS 7%, S2HL 1
[ % 54 7E PAEKS MIZhReMEY &, £'8 T SM9 B HVERIN A, X /& — /N F SM9 ) PAEKS 7 &. A CTERE
Plifi S8R, 3T ¢g-BDHI #1 Gap-¢g-BCCA1 M ] 43 SIER] 7 SM9-PAEKS F 8 1] 25 SCAN AT [X 43 G
TR TR AT X 43 1. @i 54 4 PAEKS J5 A L, BEAE 40 MR K B 536 45 B0 2R B AR S 07 RAE sk e /N i@ 1=
R BARUEZ A PERIATR T, 7 R EAH 7 B PR, TR B RA T AR B B, A TAE R B T E %
BEDIRe MY R, RIS T 2R 25 A A A0k A s in 2% 54 R SR A 3 S a5 BOR ST

Feok, FTHISEF 4 B, WHRR SR AR G . VA WS R T AR T B % 50 PAEKS £,

WeAbh, A 75 5 vt IR 55 4 T RE T4 T SRR R A, JR [R5 32 45 R P A B bt 2k, BRItk
RFETFHREXEE, WReE4 . ANLEREEARLEETRIYREEE. AEERRPIATFRRERS, AHE
A AR BT R3S
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