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Abstract: In the Q1 model, this paper proposes a low-data quantum key-recovery attack against Lai-Massey structures, Misty structures,
Type-1 generalized Feistel structures, SMS4-like generalized Feistel structures and MARS-like generalized Feistel structures. This attack
only needs to select constant-sized plain-ciphertexts, analyze the encryption process of block cipher structures, and recover the key by

searching and calculating some intermediate states and round keys using Grover’s algorithm. This attack belongs to the Q1 model, which
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is more practical than the Q2 model since no quantum superposition query is required. For the 3-round Lai-Massey structure, compared
with other quantum attacks, this attack requires only O(1)data and belongs to the Q1 model, and is even reduced by the n2"/* factor on
the evaluation of the complexity product (timexdataxclassical memoryxquantum bits). For the 6-round Misty structure, this attack still
retains the advantage of low data complexity, and especially for the 6-round Misty L/R-FK structure, this attack is reduced by the 2"/
factor on the evaluation of the complexity product. For the 9-round 3-branch Type-1 generalized Feistel structure, in line with other
quantum attacks on the evaluation of the complexity product, this attack still retains the advantage of low data complexity and belongs to
the chosen plaintext attack. In addition, a low-data quantum key-recovery attack for SMS4-like generalized Feistel structures and MARS-
like generalized Feistel structures are also given in this study, complementing their security evaluation in the Q1 model.

Key words: Lai-Massey structure; Misty structure; Type-1 generalized Feistel structure; SMS4-like generalized Feistel structure; MARS-like

generalized Feistel structure; key-recovery attack
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HEFH 20 5 y) LI R, A (1) Fiw.
X OY) =X @ Xy BV D Fip(4))® Far(4) ® Fop(y) (D
TETHRT 3 % Lai-Massey 4584 LU, FRATT4A H a0 3 3 W SOl 3085 1 25 A IR B It il 2.
(1) EFEHI S Py = [, o]l @] FA Py = [ay, @ [y, ], 2 U H LT R 1) 25 5, AR4E A3 (1) AIH s
X(Po)®Y)(Py) =y ® F1([0,0] @ k) ® Fo ([F1.([0,0]1@ k) & F1([0,0] ®k,), 2t ® F.([0,0] ® k)] © k)
® For([f1.([0,0]1® k) @ F1£([0,0] ® k), a0 ® F.([0,0] ® k)| © k),
xg’(Pl)eByg(Pl) =a,® Fz([0,0]® k) ® For ([ fi.([0,0] ® k) ® F ([0,0] ® ky), 1 ® F 1. ([0,0] @ k)] D k)
& For([F1.([0,0]1® k1) @ Fix([0,0] k), a: @ F1.([0,0]1© k)] @ ks),
AT HEH PAF AR
X(Po) ®Y3(Pp) ® XJ(P) ®YIP,) =g ® vy ® Fo ([F1.([0,0]1@ k) @ F1([0,0] ®k,), 2t ® F1.([0,0] ® k)] D k)
@ For([F1.([0,0]® k)@ F([0,0]® k), g ® F1.([0,0]® k)] ® k)
@ Fyo ([F1.([0,0]® k) @ F1£([0,0]® k), a, & F,.([0,0] @ k)] D k>)
@ For([F1.([0,0]® k)@ F([0,0]® k), ® F . ([0,0]® k)] ® k) 2)
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(2) fBi:
Bo = [F1.([0,0] @ k) @ F1x([0,0]®k;), a0 ® F1,([0,0] @k,)| & ks,
Bi = [F1.([0,0]1®k)) ® F1x([0,0]®k,),a; ® F\,([0,0] ®k,)] ® ks,
23 3% (2) AT &5 pk:
X(Py) ®Y3(Po) ®X3(P1)®Y(P1) = g © a1 ® Far.(B0) ® Far(Bo) ® For. (1) ® For(B1) 3)
Hpyop =10,a0@a]. % By =: x, x € {0, 1), AR AN (3) H38& BREL:
Gx)=ay@aDF; (X)®Fyr(X)®F5;(x®[0,00® @ ])® For(x®[0,a0® ;]) “4)

BT R F, AT, HEHM (P @y(Po)@xi(P)@yI(P) M ay o, B, W@ Grover Sk R H x
13 G(x) = X2(Po) ®Y2(Po) @ x3(P)) ®YA(P)), Bl B, 1H.
(3) IEFEHISL Py = [0,0]ll[ o, ] T Ps = [ero, ON/I[0, 1, EEHIEA TR BLHH 3L, HA PR (1) —FE, Kt LR {E:
xé’(Pz)EByg(Pz) =ay® Fir([ap, 110k Fo ([ ® Fi([ao, 1 1@ k) @ Fir([ag, i [@ky), a1 @ Fy (g, a1 | © k)| © ky)
® For([ag @ Fi([eg, a1 1® k1) @ Fir([ao, a1 ] @ k1), @ Fi([ag, a1 1 © k)] @ ky),
xg(P3)€By(3)(P3) =y ® Fir([ap, a1 10k) ® Fo ([ fir([ao, a1 1@ k) ® Fir([ag, 1 1@ k), a0 @ a1 @ Fy ([, a1 1O k)] D k)
® For(Lfi(lo, a1 1@ k1) @ Fir([ao, a1 1® k1), @ @y @ Fii([ao, 1] @ k1)@ ky),
T3 B IS 21
xg(Pz)GBy?(Pz)EBxg(Ps)GBy?(Ps) =F5 ([ay® Fr([ag, 1 1@ k) © Fir([ag, 1 1@ k1), a1 © Fi (g, a1 1@ k)| © ky)
® Far([ag ® Fio([a, 110 k) @ Fir([ao, a1 ]® k), a1 ® Fi([ao, 1] © k)] @ k)
® Faor([Fi([o, 1 ]® k) @ Fir([ag, a1 @ k1), o @@, ® F\([ap, 1] k)] @ k)
® For([F1.([ao, a1 ]© k) @ Fir([ag, @] @ k), a0 @ @) ® Fi([ao, 1] @ k)] @ky)  (5)
(4) FIFEBE:
B = [0 ® firlao, 1@ k) ® fir([ao, 1 1@ k1), a1 & fi([eo, 1] © k)] ks,

B = [fiL(lao, a1 ]1®k) @ fir([ao, a1 1® k1), a0 @y ® fi([ao, a1 ] k)] S ks,
A (5) v LA S Rk

X(Py) ®YI(P,) B X3(P3) ®Y)(P3) = Fyr(B2) ® Far(B2) ® Far.(B3) ® Far(B3) (6)
H B8, = [ap, @l @Z/ﬁk&ﬁz =:x, x€{0,1)", WA A (6) Hi& BREL:
G'(x) = For.(x) ® For(x) ® F . (x® [, @ )) ® For(x® [0, a]) @)

BT R F, AFFCH, H (P @y(P,) ®x2(Ps) ®y)(Ps) May @, 8, W ET Grover Hik# R H x
5 G'(x) = X)(P,) ®)5(Py) @ X3(P3) ®y5(P5), Bl B, 1.

(5) 173 g, M g, HH)E, B A1

Bo®Ba = [ay® F([ap, a1 ]1@ k) ® Fir([ao, 110 k) ® Fi.(k) ® Fir(k)), @) ® Fi([ao, a1 10 k) @ ay® Fi.(k)].
Lk = x, MG BREL:
H(x) = [ay® F\ ([, ]®x)® Fr([@, ] ® X) @ F1.(X) ® Fix(x), @) ® F 1 ([, @, ] ©x) Dy ® F(x)] (®)

BT CHATFREF,, B®B,, ap M o) 8, Wilid Grover BVEM R x 2 H(x) = B @B, B Ak, 4.

(6) BRFG ky fH, FIHEIE By SR &y, FJETHEH ks

AT, i R K B B i R T A, R R SO B, AR I M AR 4 AT
{Py, P\, Py, Py} R REF % SO A K 3 4. IF HAESE (2)« (4)s (5) A HIH Grover SVEA% Z A I i 75 1 1] 73
A9 0@22), B LA TR 52 2% 9 O272). BhAb, #elis R FZ U O(1), 4o dLA7 A Bk L vl s AN it

5 Xf Misty AR 2 AR E WS

ASCEFXT Lai-Massey 54 (15 4 875 5V 52 0t J8 AR R B T DARRORE F 21 Misty 4544 L.
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5.1 ¥t Misty L-KF #8925 40 ik & Bid

TEATATH, FAT T EZELL Misty L-KF 5 /E 02t B bs. Wil 8 Aizs i 4 & Misty L-KF 4544, K Fi(x, ok)
(i=1,2,3,4) NECERE, k NEEHH K =n/2G=1,2,3,4), (x0,y0) N 4 ¥ Misty L-KF Z54 53 303 H. 1(x0, yo)| =
n, (X4,Ys) YEN S .

Yo

Vs

Xg

K8 4% Misty L-KF 544

FRYE Misty L-KF 254 Fm e i 72, AT LS BI85 (e, v4) FIE:
X =Y ®F 1 (x®k)®F2(00 k) ® F3(yo® Fi(xo k) ®ks),

Vi = Y0 @ F1 (%0 @ k) © Fy (3 @ k) © F3 (3o @ F1 (X, k1) @ ks3) @ Fy(yo @ F (%0 @ k) @ F(yo ® ko) ® ky),
W8 S x, Sy, RBUSE 1S
X ®Ys = Fu0o® F 1 (X ®k)® Fr(y,® k) ®ky) )
AR AT (9) AT R 2L
G(x,y) = Fy(y® F\(x® k) ® FL(y ® k) ®ky) (10)
Hodr, A58 x 1y 4355 R B SE xg F yo; x,y € 0,112 H.G(x,y) € {0,172, E4 38 (10) FIFERE_E, A7 AR HT 1
4 % Misty L-KF &% AR Z id, ARdfEuT.
(1) BB (e, yb) A (e, y2), FEAT U R 2 5. AR A 3K (9) (10) 7T 45
G(x\,yh) = Fal @ Fi(x} @ k) @ Fr (v, @ ko) ®ky), G(x),y2) = Fu(2 @ Fi(x) @ k) @ F,(2 @ k) B k).
B’ B =y @F (x\@k)®F,0)0k)®k;, B=VNOF (x\0k)®F.(02ek) @k, WG,y =F.@B) HGx),2) =
Fy(By). BT CAIATRELF,, G(xl,y)) FIG(x),y2) 18, FIFH Grover HiEn[# R Hig, 18, 4.
(2) B, 1B, UG8, 08, =y, @Y @ F,() @ k) ® F,(2 k). T CAATFRELF,, B ©B,, y) Al y2 {H, KR
w] | Grover H iz 2= B k, .
) X FF IR EEH ky, kg T ks, ATKUIE T Grover LA R Hik.
RREEAAT. B IR B R B i R m N, FAT BT 4 AN, HAE— 2 H 1 Grover # &I 724
O(2"4), TULEL RIS ] 53 2% FEAR SR D9 O (274 FBUR B 2R FEA U O(1), G JUA7 it 5 A i v] 2 ANt
WRAFE r— 4 BRI r B Misty L-KF 8544, AT 96 5528 ks — k,, XSBE— UM ks —k,, EE DL L 3 PR, &
RENI A S ky — k, #RRe A 2 SRR AR 2, W BT A 50 %5 80 &y — &, TR BB, B IR E R IR W2
PR O -2y HUE A AR FERIREACR O(1), HLE SUATAil B2 P ] 2L ATt
5.2 xf Misty L-FK £ Z AR S BH
FEARTT Y, AT SE4S HERT 5 % Misty L-FK 4544 (41 9 FrR) I35 48 Wk 8 Bt 74

Xs

K9 5% Misty L-FK £5#)
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HRAE Misty L-FK £ R/, nTAG 2135 (xs, ys) BIEN:
X5 = Yo @ F1(xX0) @1 © F2(30) ® k2 & F3(yo © F (x0) @ k1) @ k3 @ F4(3o & F (x0) © ky  Fa() ©kr) @ ks,
¥s = X5 F5 (90 ® F1(x0) @ k1 © F2(y0) ©kr ® F3(yo @ F1 (%) © k1) @ k3 ) D ks.
TSI 2203 x5 AT EAR 7 ys BRI AS:

Xs®ys = Fs(o® F(x0) @k ® F(30) ®ka @ F3(yo ® F1(x0) © k1) ©k3) D ks (11)
WA (11) 7T R H:
Gx,y)=Fs(yoF (x)®ki®F,(y) @k ® F3(y® F 1 (x)® k) Dks) ks (12)

Forp, A8 & x Ay 43 BKE R S xo A v, x,y € {0,112 H. G(x,y) € {0, 1}2. 7E AR (12) HZERE F, FATAT LA @3 K
5 % Misty L-FK &5if9% HIKE B, BAAERWT.

(1) SEFEIIL (xl,yd = Fu(xd)), (2,32 = Fi(2)), FFEWMHEZ S ARIE AR (11). (12) 4 RIEATIHE, IFxt % gk

17 R ] 13
G(x},y0) ®G(x3,y5) = Fs(ky ® Fo(yy) ® ky ® F3(k)) ® k) @ Fs(ky ® Fo(y3) @k, @ Fi(ky) ©ks).

Q)L =k @F,0)) @k, ® Fa(k)©ks, B =k ® F,(32) @k @ F3(k)) ® ks, W B, 85, = F,(y)) @ F,02), G(x),y) @G
(2,32 = Fs(B) @ Fs(B, @ F,0) ® F,(02)). HH T 2RI A REFs F,, GO,y eG(2,y2) i, y) Fly2 {H, g
Grover kR H g, 1H.

(3) ¥ g, EAA (12), ATV ks.

@) FETHE M ks J5, TP ER (1)-3) U TR IRKE % &y, ks, by FH K, .

TR, TEX] 5 % Misty L-FK 450 (% S0k 5 Bdiid 72 o, AT TR e 3% 2 A% S0k, HAEERIRIRE
B ks — Ky BT TRVEL 28 BE 4R #8024y, &5 b, TATTHI B SR I (R B 2% B D o2y, B = 44 58 o(1) A
2 WA A V] RS AN

FAE 5 & Misty L-FK 2504 (REEGl B B8 0 »— 5 %8, WG 55 2850 % 80 ko — &, FREE R DL FODIRIR S FoAh4e 2%
BH, I FH B 85 SCHEAT B0 UE TE AR It . TR I (i) B 2% B DR O(2r/++-9m/2) i 52 2 FE AR 0(1) HL& A7 il R 24
A 2 WA
5.3 ¥t Misty R-KF £ 32401 8 Bldr

& 10 F7Ri¥ 4 6 Misty R-KF 544, b, F, (i = 1,2,3,4) NREREL k N E k) = n/2 (i = 1,2,3,4), (X0, )
N 4 %6 Misty R-KF G54 (B3 ST\ H. (o, yo)l = m, (o, ) 1E N2 ST

Yo Va
Yo == X
ky

K] 10 4 % Misty R-KF £514)

FRAR Misty R-KF 2544 (I35 3 72, 19 1% 3 (o, ya), FEH 5855 x, A F50 53 y, FEUG AT
X4 @y, = F3(F 1 (x0®k)® F2(Fi(x0 @ k1) @Yo @ ko) Dks3) (13)
A (13) W& R AL
G(x,y) = Fs(Fi(x®k)® F,(F (x®k)®ydk,)Dks) (14)
Horp, AR x Ly 5350 x0 Fll g, x,y € {0, 112 H G(x,y) € {0, )2 AKIE A 20 (14), FATERH U EXT 4 % Misty R-
KF 518 185 P = 7R
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(1) ZEFEIASE (xd,y)), (xd,y2), FERT IR L2 3, AR AR (13)s (14) T H:
G (x5, Y0) = F3(F1(xg ® k1) ® Fa(F1 (x; ®k)) @y, ® ko) © k3),
G(x),y2) = F5(F\(x, @ ki) ® F,(F, (x, k) @Y. @ ky) ©ks).
(2) W B = Fi(xy@k)® F,(F\(x;@k)) @y, k) ®ks , Bo = Fi(xy @ k) ® F2(Fi(xy k) @y k) Dk; il G(xg,yy) =
F5(8)),G(x),y2) = F5(8,) , FIFH Grover BiEK i 6,1 g,14.
(3) ¥ B, FB, RBUGF1RB @B, = Fo(F | (x\@k) @y, @k) ® FL(F\(x\ @k)®y:®k), W 6, = Fi(x)®k) @y ok,
6, = Fi(x)@k) @y ®k,, W6, @6, =y, @y2. FTFIH Grover Hik:R g, @, = F2(6)) @ F,(6, @y, ®y2) HARRAIES, .
(4) ERERASC (2, 5)), (a2,y2), FFET W FEXT LI B3, T E
G(x5,Y0) = F3(F1(xg ®k1) @ Fa(F) (x; ® k1) © y, ® ko) © k3),
G(2,)2) = F5(Fi (2 ®k) @ Fo(F, (X @ k) @y @ ky) © k3).
G BB =Fi(x@k) @ F2(Fi(x) @ k1) @y, @ ko) @ ks, By = F1 (1) © k1) © F(F () @ ky) @3 © ko) @ ks, WU G (3, ) = F5(Bs),
G(x2,y2) = F3(B4), FIFH Grover HiERH 8,1 B, {H.
(6) % B, M B, FREJGE RS0, = F(FI(X2®k) Dy, @k)®F,(FI(X&k)®y:0k), B = F(ok)®y ok,
6= Fi(Xok) @y, @k, Mo, @6, =y @y;. WA Grover HIEK By @B, = F2(5:) @ F.(6; @y, @y3) THARKIES;.
(7) BARBI 5, A1 6, S BUG AI1F 6, @6, = Fi(x) @ k) ® Fy (2 ®k,). R Grover HikR HH PR M= £, .
®) IE T H &, )5, iKUK EH &y, ks Ak,
SRR PE M. TE0 4 % Misty R-KF Z5 4 2 4R Z B il v, JAMN R IE#E 4 NI% SO0, BAEB T (2).
(3)~ (5)—(8) HFIH Grover HiEM R R IN &L, T — AR AT RNy 22, By AR — 3D HIB (0] 52 4% B4R 4 5 N
0"y, 47 b, %I T i) SIS TR 53 2% FE 5 0274y, 38 52 24 5 8 0(1) B4 776 55 2% i m] 2 ANt
FAE 4 % Misty R-KF &544 L3860 r— 4 56, WIAT 5655 5850 % 80 ks —k,, T B 5 DL OB HAbL R %54, F
P BR 5 SO IE IR M. U RS G BT R] 53 4% 5 2 O(2r/a+o=9mi2y | H 4 53 2% FE AR AR AN R O(1) B4 L A7 it 52 5 5 W] 226
it
5.4 ¥t Misty R-FK £5#8 2501k 8 o
WIE 11 fiznif 5 % Misty R-FK 4544, 2 Fi(i=1,2,3,4,5) NEEEL, & NREHE |kl =n/2(=1,2,3,4),
(%0,¥0) A5 %6 Misty R-FK Z5 M I BISCHIA B 1(xo0,y0)| = 1, (x5, y5) TEAE ST H.

ky k ks k, ks
y D, X Va NI A, B AN,
0 NP P N D

B 11 5% Misty R-FK £514)

R4 Misty R-KF £ 4 UM ILRE, 45 235 (x5, y5), HRE 220380 s MR8 57 ys 578U AT 45

Xs®Yys = Fy(x;) ®ks (15)
XA 538 5 ys ik 3 Fs AT LRAR:
X4 = F3'(y5) = y3© Fy(x3) O kg (16)
BAR (15). (16) FHa 15
FJ'(35)®xs @5 = y; ©ks Dk, (17)
HA1 vy = Fy(F 1 (x0) @ Fo(F (%) ®y, k) ©ky). TTBEEREL:
G(x,y)=F(Fi(x)® Fy(Fi(x)®yok)®k,) ®k, ®ks (18)
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Hodr, 258 x 1y 53 B BE xo Ty, x,y € {0,112 H. G(x,y) € {0, 1)72. #KHE A (18), FATHEH LA FEF%F 5 & Misty R-
FK S50 1 B A S i A
(1) IEFEHISC (x),y) = Fi(x)) BT (2,32 = Fi(x2)), FEA )N R 2 50, AR A (15)-(18), Al iHHR#E:
G(xb,yb) = F3(Fi(x) @ Fy(F (x) @y} @ ki) @ ky) @ ks ks,
G2, y3) = F3(F1(x0) @ Fo(Fi(x2) Y2 0 k) @ ky) © ks D k5.
(2) ¥ G(xl,yh) T G2, y2) 5 BUG AT 43
Gy ®G(x2,y2) = F5(F(x})® Fy(k)) @ ky) @ F3(F\ (x2) @ Fy(k)) @ k).

(3) & B = Fi(x)) @ Fa(k)) ks, By = Fi(x3) @ Falky) ®ky, N Bi@B, = Fi(x)) @ F1(x) ,G (x5, ) @ G (x5, ¥7) = F5(By)
OF;(B1®F,(x)® F,(x2). T CEIATFRELFy AF,, G(x},yh), GG2,y2), x) Fl x2 {8, W FIF Grover Hik#E &R A
HIE B .

(4) ERERASL (), v (32 # Fi(x))), FEE RS B3 S0 ARAE A (15)-(18), I H R4

G(x),y3) = F5(F\(x}) @ Fy(Fi(x}) @y, @ k) @ ky) © ks D ks.

(5) ¥ G(x},yh) BT G(x}, v S EUG AT #3:

G(x0:Y0) @G (x0, ) = F3(B1) @ F3(F1(xp) ® F5(F1(x) @y, ®ky) @ k).
FFEH, 7 Grover HIEH R HARME Fi(x) @ Fy(F (x) @y, @ k) @k, {H.

(6) 4 B, 1 F\(x}) @ Fo(F (x) ®y3 @ k) @k, BRI 1T Fay(k))® F(F\(x) @y ®ky), IR TTH] Grover 5k %
HRFIE &,

(7) R & 5, AR R R &, — .

SIS, FEXT 5 4 Misty R-FK Z5H0 10 2 4 S e i #ep, FRAMN R34 3 AN A% SO RIS 26 4, H.
TR (3) (5)s (6) THFIH Grover HIE R AR AT, & — AN RENE RSy 2072, Bt LASRE— 5 1IN 18] & 2% B2 4R 435l
O, 4L, AW E TR S AR B 22BN 027, BHRE 24BN O0(1) HA SU7 ik 2 R v B AT

FAE 5 % Misty R-FK &5 FF36I0 r— 5 56, WAl 56 55 5850 B 80 ke — k,, 7 B 5 DL FAB R T HAL SR 354, F
FH A 5 SCHEAT IR IE R M. T BRI 8] 2 % 5 SR O o912y Jille & 24 BE AR SRR O(1) HL2Z S A7 i 2 2% & ] 22
WAL

6 I Type-1 BUJ~ X Feistel Z54H0 %5 $A 1R & i
Wil 12 Fr7n i 3d -3 % Type-1 B X Feistel-FK 4544, 730 0K B A n LLFs, KBNS X 5REHL (i=

1,2,...,3d = 3) ILLRE RN n/d, F ORERREE, M ERR iRoR88 i (1= 0,1,...,3d =3) %&, A5 j &R j (j=0,1,...,
d—1) N3 B (39, x9,.. . x9 )E AN, G0 3d — 3 5e 0 J5 43 31 85 50 (x4, x4, .., 000).

A Type-1 B X Feistel-FK &5 N2 #2, AT FE % SO 693 F g2 #53, HT AR/ X = X, =
X == A R, A
X7 = 20 = Foy (D) @ X, @k, 13 = Fay y (Fag o (05 © X, @ kog ) ® X, ® kg (19)
FATRIL 2303 PR B Foy PV IESF A2 32 AH, W AT R A TF BREL Foy V5L Foy (339, 355 X3 EUR
CIESE

Fo () 057 = X @k (20)
BT 0 = 2 = xi2 == it

Faa () o™ = x5 @k (21
T 5 = Foy(Faa( FI ()@ X 0k, ..) @ X, ©ks0) @ X @kyoy, M
Fai@) @5 = Fu(Faal Fi(x) @ X1 @k1 . ) @ x5 @ ko) @y @ kot @ (22)

© TEBREEEEIEDT  htp/ www. jos. org. cn



PIAN 5 20 AL LE AN G IRALIE B T B AR A S E 3333

d—4 rounds

d-3
Xo

d—4 rounds

2d-2
’ %4

2d-1
Xo Fia aTES

Y

d—2 rounds

xa:#}

3d-3 3d-3 3d-3 3d-3
X Xa-3 Xa-2 Xa-1

K12 3d-3% Type-1 B) 3 Feistel-FK 454

ATHRAE 2~ 3K (22) BERR
G(P)=F \(Fyo(... F (DO @k, .. )1, @k, 0)®X | @k @k (23)
b P=(,x0, .00 5, x9,,x0 ), Pef0, 1) HG(P) e (0, 1y ARHE A 30 (19)+(23), FATHE th LU £F%F 30 -3 %
Type-1 B4J~ X Feistel-FK 44 ¥ 1) % 53V 2 L 2

(1) SEFE S P = (0,20, .., 20, X0, X0 ) AP = (0,50, ., x5, (X)X ) (X0, # (xS,)"), P ) JHL %oF 7 ) % 5.
IR AR (19)-(23) IkE:

GPYOGP) =Fy (Fya(...Fi(D® @k, ...)®x) , ®kss)
OF, |(Fio(... 0@ @k, ..)® (X)) @kys).

(2) W B =Forl... FIGDOX Bk, .. )X, @Ky, fo=Fur(.. FCDOX Dk .. )0 (X)) Dkyn, W B @ =15,
&(xY,) . G(P)Y®G(P') = F i (B)® Fu (B © X, ®(x,)), FIFIH Grover kK i g, 1H.

(3) EFEHIIL P = (9,40, ., (0, X0, X9 ) AP = (a0, ., (89", (3,), X0 ), BT 7 1 25 50 HRAE A
3 (19)-(23) AR5

G(PYDG(P") = Fy((Fyn(Fual.. Fi (DO X @k, .. )@ (3 ,) k) @x), 0kys)
OF  (Fin(Fus(... FiOD @@k, ..)® (X5 ,) @kys) @ (x5,) ©kys).

(4) W Bs = Fya(Fus(.. Fy (@@ k.. ) D (X)) ®kys) DX, ®kys, By = Fuo(Fus(... F (D@ Dk, ...) & (x5,
Dky2)® (X)) ®ky, W B3 @B = X0, @ (X)), G(PYBG(P') = Fu i (B)® Fyy(Bs® x5, @ (x5,)), W FIH Grover H i
K gs 1A

(5) TN B, A B AH, S Elm W] 5
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Bi®Bs =F i (Fys(...Fi() @)@k, ...)®x  dkys)
OF ; »(Fys(... FGD o 0k, ... )@ (5 ,) ®k.s).

(6) W6 =Fus(... F D@Dk .. )X ®kys, 0= Fysl... FI( @Dk, ..)0 (x5 ) @k, W6 @5, =15,
B ) L B18Bs = Fua(6)® Fua(6,®x)_, @ (x,)"), FIFIA Grover HiZsk 6, 1.

(7) 5016, B A XS A, WA H ko, = B @ F (6 @5,

(8) W HE S UL FRUL TR, KKK S H AR R0 % 4.

FHEHT. TEXT 3d — 3 %8 Type-1 BYJ X Feistel-FK 254 2% SR S Bt i AR b, AN R4 4 M2
SRR E A B ks, HAESTR (2) (4). (6) HFIF Grover HILIH R A&, N RAEMFAES 2774, BT
B — P (I TR B2 2% BEAR 40301 D (224 Tk 52 FL At 4 BH P a5 e 35 B T R B S e, JRATTARE S I e 2%
Key_p FITAR INT TR AN A SCH i B AR BF — 8, R T RETEAR, 4, v A SR IS0, 25 b, 2% Sk B Bk (1 S s it
)2 2% R O, B B A BE N O(1) HL& SLA7 ik 2% FE T RS AN T, T B R /2, Zou 25 N\ PURIRFERH T /F
Q1 AT Type-1 BJ~ X Feistel-FK 25 M T %AW E Bids, HEFREIENE 1 AT, B TAfIER T
d? —d+ | Fe R TR SCIX 40 s, AR R BGE B Tk 5% S, TRAT T Bt AN 75 2408 Oracle, BIVE 5L
Yohi. M0 3240d = 3 0, AT BEE R LR G S Zou S8 NS R —3K, I B, BATH A AT DL 2L
Wi R B A AE 2 FE N 02 BRI EI O(1). A, Hd > 3 1, BATHIB AL T Zouw Z NI B R E 4 01

7 %t SMS4 I X Feistel Z5#H0 240k & B
Wik 13 FioRif 2d — 1 528 SMS4 |~ 3 Feistel-FK 4584, b AN X S5 FHA L(i=1,2,...,2d- 1) FILEK

FEN njd, F; REERE X 0 EbRi FoRB8i(i=0,1,....2d- 1) B, TR j 2RE j(j=0.1,....d—1) D732 WL
(0, .0 ) ME IR, 283 2d — 1 BN Je 49 38550 (21, 320 2 Bk d R EL

| 2d—3 rounds |

2d-1

2d-1
Xa-2 Xa-1

B 13 2d—1%3% SMS4 |~ X Feistel-FK 45 #4)
HRAE 2d — 1 5525 SMS4 | X Feistel-FK 45 ¥ )0 2% 33 F& Al 40
X =g @ F, (24)

Hor,

d-1
Fi=F\(& x))®k

J=

-

_ 0 ! 0
FZ—FZ(xOEB]_:zxjeBFI)@kz 25)

d-2 0 d-1
Fi=F/(0x;®® F)®k
j=1 i=1

HWIEA (24). (25) Ali&EE:
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w0 d-2 0 d-1 . k 26
G(P) =}, @F /(8 X)®'8 F)ok, (26)

H p= (0,29, x9 .20 ,,x0 ), Pef0, 1} H.G(P) € {0, 1)/, k4l A (24)~(26), FATHR H A FEXF 2 -1 #6256
SMS4 J~ X Feistel-FK 454 ({13 4K R i 72,

() EEHL P=C(c,..., ca), PP=(c,..., c,a)(c#c), TRHIT R ZE . FiHEH G(P)=Q®Fd(c®l§ﬂ)
ok, G(P') = aeaFd(c/eB‘jejal' F)ek,.

2) & p = c®f§ Fi, B = c’ea‘jél Fi, M B @B =cadc, GP)OG(P) = F,B)®F.(B8, &cdc), " FIH Grover 5k
R ARAE B, .

(3) T %1 B, 18, TR A (26) K HFHEEA k.

(4) Hoft e 2w id i PA L U 7 s VR HE k.

SHRPEHT. AEXT 2d — 1 #8298 SMS4 | X Feistel-FK 4514 (1) 2 APk 5T Wb id FE o, FRATML TR 4% 2 A2 500
BV AT YK S 5 B &y, FLEEB 3R (2) "PFIF Grover BIA48 2 AR i, I 81 24 B 02/ St Tk 2 HoA 4o %8 1)
T PR T e I 1) B SO R, FRAIARAE SRR A &, TR B TRVRD B SOR R AR R — B 4 b, SRR
(i e AR B 18] 42 2% FBE Dl O(202), B 52 24 5 O(1) HL& LA i 2 4 55 vl 28 ATt Cui 256 N B4 T 02 SMs4
I~ X Feistel-FK Z5#4 (08 FHHAWREBE, BARSZ R IR 1 H2, MATM G5 R T Q2 %, X Buti# ke
BUREE. MhAh, MUGER R = B, BATHI BT AE 5 2% B A U5 AR L TR AT Bk 7T A 02n? /(r— 1)
22000y BEAR SR O(n2m oDy, AR, 24y SO d AN BT S0 B RV B, BATT 0 o 7 A2 2R P IR AR O THKE 4 R (2772
XF.

8 X13 MARS ™ X Feistel Z5H00 4k E B &

A 14 FiR i 2d—1 %35 MARS |~ X Feistel-FK 458, AN T 58 EH kLG =1,2,...,2d-1) K HLE;

KIEA n/d, Fi AR REL x 19 EAR i R i(i=0,1,....2d- 1) #, THR j &BH j(j=0,1,....d— 1) D532 B3
(0, X0, .., XS AEAMEN, & 2d — 1 3N J5 45 2% 30 (24!, 324, K2y AR d B

i i1
X Xa-1

A
AN

| 2d-3 rounds |

Dek

2d-1

2d-1 2d—1 2d-1

2d-1 x4 x4

Xo

K 14 2d—1%3% MARS ]~ X Feistel-FK £5#)

FE4R 2d — 1 #:2% MARS X Feistel-FK 4544 (K025 1< F5 7] %01
ngil = x?i—l @Fl €Bk| D. ..@Fd,l @kd,l @...@Fz,#] ®k244

B =eFekho.. OF,0k®...0F,  ©ky, @7

L =X, 0F 0k ®.. @F,0k®...®Fy,®ky,
HT d 2B, W)
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e el =xe.. . 0x,0F,0k @

d-1 d-1 o _ ’ o
Hrp, Fy=F,(5 @ @91 F). T Gj Fi 10, x0, WHRRGE, AN XS, 52, P IeR L

d—

1
GP)=x\®...0x5 ,@F,(x) & ® F)ek, (29)

o, P= (00202000 ), Pef0, 1) H G(P) € {0, 1)/ A A3k (27)~(29), TATHE LU F4F5f 24— 1 563
MARS | X Feistel-FK 45 #1250 K E i 2.

(D) BRI P = (.., 20, x) ) FP = (1, ., () )X, # (X5,)), EHHR R B S0 IR GP) =
XN@... 0, & F, (%), @feja: F)®ks, G(P)=X)&... eangzeaFd((ngl)'eafe:B: F)@k,.

(2) BB =x;, ea‘,él Fi, B2 = (xgy) @E Fi, M@, = x) @), GP)BG(P') = F(B)®Fa(B1 ®x_, ®(x]_))),
AR Grover HikRH K= g, 1H.

(3) B g, 1H, FTIRIE A (29) R HFHH &, .

(4) HAthfe B A m i LA - A0 5 sUR YR k.

BB, AEXF 2d -1 528 MARS |~ ¥ Feistel-FK 45 M3 8K G Wil 72 o, BAMY 7538 2 N2 3
SRR IR R F %k, HAESHE (2) R Grover BIEAE R AR MG, ) E 2 E N 0224, St Fk & H At 40 24
{13k 75 B 75 B )R BR SCECEE, BRATHAE 5 R 50 %80 &, TR BT M A B OB E B AR — 2. 45 b, 2P E K
i (R PR (8] 5 445 0 022, Bl 4458 O(1) B4 MLA7 i 52 44 5 m] 20 ATt 2425 SMS4 | X Feistel-
FK 4549, Cui 48 N\ ORIBEHE 1 T X528 MARS J7 X Feistel-FK 254 B8 T 29k 5 By, BARE 4 BT L3R 1. [AlRE
M, AT R T Q2 AR AL, X Ui R A B R B R, BeAh, MBGR R EEN =y B, SRATTI B TR R e
T AR B FARATR B o7 AN 0202 /(ry = 1) - 22/00-0) BEAIL A O(n2/0t D) AH A, 2453 324 d AIB R SO R, 3R
AT BGETE 2 2 FE AR Uy T 23 v T T B,

9 B £

WLAER, B X o LRSS 1 (W & T B A 5, F R AE Q2 %Y MR A T Simon HiAM & T X 7328, IFH
Grover Meets Simon J7 75 & B 2 5050, (H2 Xt T 5 A SEhrE AT Q1 LAY, 43 #1434 25 6 45 A 1) — LS s, P-4
DL Sk s vH 5, AT S35 R k52 B0t AR e AR 2 . A SOt e RIS 25030 4 AR Wk 5 B8t vk T LA R
PEAG > S EE I AE QI BB [ 22 4. 1% 3 % Lai-Massey £5 44, #H bL T A & PR, A S5 AR
O(1) %t 0 HJE T Q1 LAY, 755 2% AR (I 7] < Hu bl < 28 A7 fif < B 7 LURR) PRAS L BRAR 17 n2/* A7, X 6
# Misty £544), AT 7 AR SRR B B IR B B 2R B A 35, JLHL2 6 %6 Misty L/R-FK 45 #4), 7555 2 FEafefA vl b
FEAK T 272 7. X5 T 9 8 3 593Z Type-1 B 3 Feistel 4544, 5 H A& 7B 1252 44 B e fUTAG LR —3%, &
SCHIITEEMCOR DR BE A6 (R EIUE B Ak FE R 35 HLUJB T 85 A SC BT, hah, A Ctgh 15 XF 28 SMS4 |7 X Feistel 45
FHRIZE MARS ]~ X Feistel 544 FREE % H K S Bt 772
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