RAE2EHR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

2025,36(5):2270—2287 [doi: 10.13328/j.cnki.jos.007210] [CSTR: 32375.14.jos.007210] http://www jos.org.cn
O EBLEABE PAFRT T RRBUITA . Tel: +86-10-62562563

ETFREEZNRERZR DEFAULT FitHUE 5
AW AR xR £ R, ExE

R ENUR S SHER 2B, 1 201620)

(RSB A RS TR, FiF200240)

(EEWAY RIS R E SRR (RSB AN, B 200240)
(WG R R G AR A E ALl s (LIAGEA), 1 200240)
B E1E# 228, E-mail: weili@dhu.edu.cn

7% Z:DEFAULT &F 2021 £ FBF 50 PR & ey —F 312 B FREL A&, ERH TR DI F 69 A
G MIER B AR B F RN G h . R TORE A A AR, 45 DEFAULT A4 8 T —AP 2L TR
X R R BE AT 77 . T R AR ALE T SRR 18 3 R A K A 4G MR AT R SR AT B
R]IR A& 6 e it oA B AR AR IE B A, ok, R AD 3+ 5 BRKIES (AD-SEI). AD #3-# KA k54t (AD-
MLE) #= AD #5- X & & (AD-HW) F# A XK 5 %, R VAUE 1344 AFEPT VA 99% BA k64 Ry F %%
Foikty 128 tiF R4 B4R, Fib 5T A L34k R & 9, DEFAULT %A R Agdk I FARELE A 0% 8 54 edg 5k
. IR A E BT B MBI R AR T A A 5%,

J4#17): DEFAULT; 28 BB 2 4%, BANHT; it BT, Rec X 2

hEE 523 TP309

tacs R B, B, AR, EX, Be®. ETAERRNEE R EDEFAULTS R4 1. 8 fF223k, 2025,
36(5): 2270-2287. http://www.jos.org.cn/1000-9825/7210.htm

L5 AR Li W, Qin MY, Gu DW, Lian S, Wen YH. DEFAULT Lightweight Cryptosystem Against Statistical Fault Analysis
Based on Algebraic Relationship. Ruan Jian Xue Bao/Journal of Software, 2025, 36(5): 2270-2287 (in Chinese). http://www.jos.org.cn/
1000-9825/7210.htm

DEFAULT Lightweight Cryptosystem Against Statistical Fault Analysis Based on Algebraic
Relationship

LI Wei'***, QIN Meng-Yang', GU Da-Wu?, LIAN Sheng', WEN Yun-Hua'

'(School of Computer Science and Technology, Donghua University, Shanghai 201620, China)

*(Department of Computer Science and Engineering, Shanghai Jiao Tong University, Shanghai 200240, China)

*(Shanghai Key Laboratory of Scalable Computing and Systems (Shanghai Jiao Tong University), Shanghai 200240, China)

*(Shanghai Key Laboratory of Integrate Administration Technologies for Information Security (Shanghai Jiao Tong University), Shanghai
200240, China)

Abstract: DEFAULT, a new lightweight cryptosystem presented at Asiacrypt in 2021, is designed to protect the information security of
Internet of Things (IoT) devices, such as microchips, microcontrollers, and sensors. Based on the ciphertext-only attack assumption, the
statistical fault analysis of the DEFAULT cipher with the algebraic relationship is proposed. The statistical fault analysis uses the random
nibble-oriented fault model. It not only combines statistical distributions of the intermediate states before and after the fault injections but
also takes advantage of the algebraic relationship and novel distinguishers, including Anderson Darling test-square Euclidean imbalance
(AD-SEI), Anderson Darling test-maximum likelihood estimate (AD-MLE), and Anderson Darling test-Hamming weight (AD-HW). The
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analysis requires at least 1344 faults to achieve the reliability of 99% in the recovery of the 128-bit secret key of DEFAULT. The
theoretical analysis and experimental results show that the DEFAULT lightweight cryptosystem is not resistant to the statistical fault attack
based on the algebraic relationship. This study provides an important reference for the security analysis of the other lightweight
cryptosystems.

Key words: DEFAULT; lightweight cryptosystem; cryptanalysis; statistical fault analysis; algebraic relationship
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.END FOR
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8. END FOR
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11. END FOR
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YR 1. Bh 3 F 454 DEFAULT %2 R4 F) 345 058 FH 5] — 3 BHEAT N %, 72 0 18 5 i) 1508 3 30 N
i, WSCSRE e T e R T i (1) 2855, Ry N R B A2 I 3 BT,

PP TP TP TP T PTLTT Y [
S
58

<,

oy Wiy
% A
!',“'i,," “ o\ \

ilfiaNaIaARIARRIRR RIS | | T I T TT I I T T L

K| 3 DEFAULT %t i P56 0 28 i 14 2 271 e o 42

B 2. W RSN MRS R B SO, 2 AT 3 FIE B A, T DU SRR 3 LU B oz
B By, . Hord, BRRME S SIS RT 3 B E 4 5540 24 LIS, L35 RKo, 100 16 LS. RK 10 4 LU AN
RK, 1 4 LEgy. RIEA:

B;; = AC;'(AK™'(D77)
=AC;'(AK'(SC;'( PB'(AC;'(AK ™ (D))))))
= AC;'(AK™\(SC;'(PB™\(AC; (AK™(SC; (PB™'(AC; (AK™' (Y)))) (8)

WP 3. BEh LR 4.4 TR A K X o as, XA P RS, 30 3RAT 6 R IX 73 B, A FZIX 73
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i FRT BB SR H PPk I e 5 9, RO IRl 3 . VN b (o B 5 P W R A B N R R AN 4 TR, A5 E By
M55 0 1. 24 3P i N, S n I R feJm — S0 s SIAR R LB 16 PUAs. Mo i@ i 3 fieJa — Fe 3 p I

AZ AT LAY 8 5 R

K< 2%
[N A (R 350 ] E (R 250 T @ YR (LR 3]
LGRS LR S IR 5 EZ e RS

(S VN A VAR LIRS K 2 I VARV S

R

EAB A

==

YR 4. ki 2 IRAE By BEATRENLE 7T SR E N, I RO IR 1-3, BRI T BLIRTS RKHe B 16 EUERF
RKs [ 4 LURFAT RK,; 1) 4 EURS. MR B 4 s BB T R f e 3 B3 B LURF O D 50 3R, A B BRUCGRIU B

JG 3 RSP E R, BB RK,, « RKqs M RKqe B35 B0 I0 4538 128 ELAF SN 3554,

AUR 5. Bk SARBUITRE, IR S AR A AT B R M. DEFAULT 5 65 A [7) %8 i 4 1 (%€ 5 41
ZIAFE R AR R R, PRI R R TR, e)m 3 S A1 70 508 RK, « RK, M RK; , BI85 2 (3 4]

ST R, 3 N T AR R A
RK, = AC (PB(SCL(AC(PB(SCL(ACL(PB(SCL(AC(PB(SCL(RK))))
RK; = AC(PB(SCL(AC(PB(SCL(AC(PB(SCL(AC(PB(SCL(RK>)))N)))

©)

(10)

AR B IGAT 4 5 S SR LR B MBS RIS S, Oy TOIPRSR R R, Moty AR A R R A

AR R, R PR SR HE S50 o+ 1 B S B e, R BB S 9 s 5000 o i R ARBUT R

(1) S T E
Ry S @K RH S G HE RN N N IREOTE:
by =aVa/" @ala @d @a) @} @ @ala)

4j+1 47 4j+1 4j+2
b/ =a’®a’" ®a’

phv? 4 4j+1 4j42 1 4j+2
t

4 4j43 . 4j+2 4j+3
=a’a’" ®a’a;"” da, ! ay

4j1 4j+3
®a," a’"®a," ®a,""a,

443 4j+1 4j42 . 4j+3
bR = i ed P o ab

H re0,3],/€[0,31], k[0, 3].
(2) L% B
R 478 B 00 B2 ) R Pk 2 ST G R AR B R

© PEBEEG T

(1)

Forh, a7 R B Gy MR R B AR SR T AR o1 8 S @B A VRS R HPRES A A S @RIES K LR, JF
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&3k 5 L FAREK R 09228 BE ) DEFAULT %t #8541 2279

b?Z((i+4—i/4) mod 4)+i mod 4+4(i/16) @Ci — 0 (12)
Hodr, b e o RoR B HRHER R B -1 50 Lods B 3 i A RS R RS 12 i s, R Hrel0,3],
i€[0,127] .
(3) ®HHm
SRR O HE S R 8 o B A AR S 127 A Ee 1, MR & Hom A o5 72
PedVel1=0 13)

H, e R 417 4 IR SIS T e B SO IR A R AR A 15 127 L, L re [0,3].

DU TE 0 056 3640 (RK, RK RK) A 2218 2 Fd 7 R4, (8O RS R, 494158 1 4 T AR R

U R 7 PR, AT 26 01 3 SHT3EAT 9 0, F PR 9T 45/ 0 5 0 6 2 , 7 th TE % 359 (RK,, RK, R
R, Bt A A S, LSRR K A

K = SC,'(PB/(AC; (SC;'(PB™(AC;"(SC;"(PB™(AC;(SC,'(PB™'(AC; (RK)))) (14)

3.4 X593

ARIAER TP ITRRIREE B . BOR LRl iF . U S A 20 X 43 2%, I HLJE T 22 s AR A0 & B A 56
(Anderson Darling test), #&H} T 3 FlUfi Y20 & X 73 2% AD K 560-"F AR IREE S . AD A58 -HOR LR fli TH A1 AD K5 56-
DUV E
341 R

(1) “FITERIKFE B (square Euclidean imbalance, SEI)

WK PR B8 SURRBR L R AS BE B8, F Tl =3 8] iy ;R BE 8, FLF 5 E 8~ F 7 BRIREE B, B %027 2K Euclid $2 .
2013 4F, Fuhr 5 N\ UIE AES %61 (1t ME 35 SCHOS AT o0 8 U 1 43 2% SEIL X 43 28305 500

w=1

ng) 1Y
Ege = Z(Tw - ;) (15)

Forbr, o NREN G BT A RER  EPIR A B, w R 1 I AT REIDUE KN, m E NS EE, n(e) FoR
H[EPIRZESE A o (/% SEL X 23 & F T H SESCBR Ge v AR AE 70 A1 5 B0 35 50 43 A 2 8] (R BE S, R N,
S P RLAR A5 10 43 A 22 0 2535 53 53 A1, i LAIE 25 $H X 1Y SEI S vt s B A B KA.

(2) MR ABLRAE 1 (maximum likelihood estimate, MLE)

PERAIRAG T 1821 AEH& HH, 55 T4 Fuhr 45 AU R F - ME S5 SO 53 BT P 121X 40 2 B AR 6 0 5
B —HFEAME IR % H L2, MLE [X 43 28 %7

Ewee = | pe) (16)

Forb, m NIENHRECR, e, 35 ANHEEHES BRI IRRESE, ple) FomTIRESHEN &, BB, 24 MLE
AR R AR IR, 2 70 A FH 2 5% B 0 [ 1) # RDR 2SR A B 1) HH BN 2R 850K, T DA S KA S 0 T %o IO 1 A i 5 4 By
TERf 5.

(3) N HH #H & (Hamming weight, HW)

DU E R Reed T 1954 SEHEH, T iHE k#2778 1A 50 ™. 2013 48, Fuhr 25 A\ UK LN A T
AES ARG M. IEHAB ST, o IARIRESE 0 R 1 & 35 5 43 A3 1, W eid i fe i 57 i 7 RE NG,
2 S EPR A E <0 BB 1 RIS, BT DA IE B 2 A HE S 0 oh LIRS AR b 1 B AN B0 D, T IE 7 35 4
X I L B R B dME. HW Rk 50

Eqw = ) hw(e)) (17

Hor, m MEANMIFEE, &, Fom 8 A MIRHE T BRI RRRSE, hw(e) Tos &, KUY A,
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342 MK

AD K% (Anderson Darling test) /& F Anderson Al Darling T 1954 4% H f—FhAESHUE I8 5%, 8% H TP
A B B 5 3 AT TR PR UL A R B 00, x4 s (R M SR AN 23, 4 SR A 5 R X B0 A5 e, AD RS0 ot 7
AEBUNKGR TR AZITERIZ R TS AT SRR DR S R U S . AD A6 1 ik 2

w=1

Exp = Z; [u(@) = (@) p) (18)

Hr, w R FWIA W REUEAN L, o ABMPBREN G A W e AR, w(e) X RMRESE N T ¢ LR
MR, v(p) FaRPIAPRESE N T o FIELEHER, plo) R hIERSEEF T o EBRER.

AD Gt & A T s P PRSE 5 B0 o0 2 M SRR, RA B B S SER0 hRSE
3 A A BRI BACHE =R 73 Af . DRIk, 506 FH AD KB, TR A 3 R B 45 v d /M.

(1) AD #256-"F J7 BX [IKEE B (Anderson Darling test-square Euclidean imbalance, AD-SEI)

SE BT, ASCIR M SEL X 4348 Ik ik 5, v BREA i 28 o [EDIR 2 15 B8 20 A0 IR . 2k SEI
AW

w—1

Eger = ZO (% —p(tp)) (19)
Hh, po) RRHEPRESEA @ FIFEIRMEZE. 2 SEI B/ ME R, ARFRZ BN B [BRSE S R o R A
B d5c v, BT LA SET dpe/MELG N 3% 25 65 4 IE R 25 4H. AD-SEI [X 734544 AD #46A1 SEI X /r#fb &, B X 15 2
() R B RAS B T BT L) AD S0 Gert i, X3 A AT VI IR, SR 5 X R T (8 A v ek S 1 SET 4eit
B, B/ IME XL 2 BRI IE R 25 8.

(2) AD 558 -t RAUSA Ml T (Anderson Darling test-maximum likelihood estimate, AD-MLE)

AD-MLE X3 #5il& | AD s AR ORABUSAG T B8 5 (RS 5. T8 26, W T SRERR 15 I AR 20 rp RDIR S A, B &
THEAERE) AD e iegiit &, ORI R BN Gt B A EH, DLEAT 2 GRE I, 45 1 ok, T3 4 ) fige ik 2%
B, 53 AT EEATIN B BIAR KA SRS T St S AE, S R (B PR 32k %5 H B TR 25 4H. AD-MLE X 43 % 7T LLid
i AD A EGA] A TR N5 25, AR /NR AR Ak T DX 4345 PR 97 12 3

(3) AD #5-7X ] # & (Anderson Darling test-Hamming weight, AD-HW)

AD-HW [X 73254 AD A5 Fy B 5 X 3 2 AH A &, Je i AD A6, o4 20 i 126 4% §R 15 3 (1) v () RFS (L E
ATIRE, TREAS /N AD K56 St v S E X L1 7 106 % 41, Ta-180 0L B o 88 X 40 28 0 15 3 (R e 2% SR 0EAT /R a2k, 0B 3%
o/ B B0 R B, BRI IERR A EH. 3R 6 g 1 AR SO 0 X 23 2% BB 18 00 DA R 7 B i R 150 B

R 6 ANIF DX oA A HUE AR

O WG T
SEI R T AR A 2 T L, F s TS R RO
MLE Rkl i AR Ot B, 3R R P
W R e AR A5 003 T B P 000 B MO G P
AD-SEI N S FADAISEL FHAHERL N ADAE Hof S B BRI 4 L NI HHEA
AD-MLE DL S EADAIMLE, 5.4 55 NADI ELA IRkt SUBESK B 5 A
AD-HW N S T ADATHW, T 25 5 M A DA EL IS B R0

4 Lo

A AT EAURE I SZ I DEFAULT %580 ka4 it #2, i B 9% % CPU A Intel(R) Core(TM) i5-10400F,
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A3k 5 R FARHE A 09825 BFE A DEFAULT %it #4547 2281

HHRRE S N Java B 5. AT T 10000 KL, GRFEREEN . FHRESHES . X8k, SN
WA FUR B AR R SR R 24 X 0 3 1 B B o R U 3R, 125 VT LA ik HH T 50 35 4, HLIX 4 345 B B S5
AN BRI ). BT FE R SRARET AN 2% FE AR TS50 2 130, RIAE B B8 S5 AP AREUT 7R SR AR BT
IR TR) B I ) A 24 B 3405 1980.26 h Al 2658 | DU EF 4.1-4.4 ¥ FFONFRER A 3250 S5 0 10 2% T d R A, ELAR bl 5%
= A1 FIFE A2 s,
4.1 HFEH

T P I VP A TR 23 BT S R I 2 AR AL, FRTh O T K S % B B R A b S . BT R R S R
b, i R B AR RS Sz Xt @B S B, SEI A MLE [X 22875 AT 11X 4 88, BE % s (4
in, REeIA 2] 6% 1 84% WAL IIZ. Wik 2 fiR, 54X /45 MH L, #r A X /345 AD-SEI. AD-MLE #I AD-
HW Y75 2048, 1408 1 1344 /N, RITT S L 99% (18 Th 2 5aiik ) 128 bR 4. 18 R Mo s $ioy i, 77
X 728 B BRI, Hidr, AD-HW [X 7 28 i il 8 i ob.

2200 F
N\
2000 | §
21800 | §§
Sl N\
= 1600 %Q
= 400 %Q
N -
\ #
1200 + §§§§ 32
N 3
1 000 PR S5 E— S8 22
SEI AD-ISEI MLE AD-MLE AD-HW
100 100 100
—+ AD-MLE
4 50 M w - ADd 298 W
5 Ok 5 80 5 90
ﬁ wr —— SEI ﬁ §
o 20 + —& AD-SEI F0p =8y ::&HW
0 leanbaty M“M Aph P 60 ) ) ) 30 ; ;
1500 1700 1900 2100 1000 1300 1600 1900 1000 1200 1400
WL (1) WU (AN) WA (A

K5 3% X0 as b R i ks B P ot i e i S i B 36

4.2 FRINE

R F AR TS RN R Th B M S A MR . 5 S0 6 AN X 7 2 R TR R 5 BH IV R oh 5 L,
FHRE AR 2 53 Ay e R B 35 B A RS 2R A3 AT RT A0, SET [X 73 2% O B DI 23R — BRI, B s SR 6%; 24 fisl
L3 2048 4, AD-SEI [X 723 BE ST 99% KIS IhER. FIF, MLE [X 7% (R 2 3R — EL7E 80% L F#3h, i AD-MLE
W45 A AD R, MEREUN 1408 AN, RIhFIEF] 99% K UL b FERTE X 4r 88, AD-HW X 4 25 7540 [R i
[~ B IR, BELL 1344 NS 99% K UL E IR Th =R,

43 &

FEAT R Fi AT N Al 5 )4 5 o (R R A A IX 4 L2, T 3R A5 BT 540 %5 41 BT i B i) 1 7
JEOR T EAN AU % X o 28 R 128 LUARR 2 4H A 7R A T8, 3L A G AL B 23 ) R v N IR I MU B BRI TR 48 58
MR R 25 X 0 24 A 11 Rt Ik E]. £ AD-SEI. AD-MLE fil AD-HW [X 388 DL 99% LA E (0 Ih R E 128 Ebk:
ZIRE L, F80F 40 BN 52.16 min. 52.47 min 1 48.38 min. 54 it [X /3 83 AH L, 35 0 [X 9 28 (1K) FE A 45 5 />
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100
90 |
80 |
70 |
g 60 | —a— SEI
ﬁ 30 —o— MLE
x40 e aw
30 |
80 - —a— AD-SEI
2 | 1100 1300 R
—+— AD-MLE
10 t 4 WEEEL ()
0 B s s s 2O PN b s pa i Pl [rA LA —8— AD-HW
0 200 400 600 800 1000 1200 1400 1600 1800 2000
R ()
K6 FIX 4 s ANF kg T K 2 R G S R T R
300
B SEI
250 |@ MLE E
o HW :::
= 200 {m AD-HW ,5: HI
g o AD-MLE o “H'-,
= 150 {@ AD-SEI I || AHHME EE
5 D AR
il il AR
WA HATEEE AR AR
A M R R
AN qiiiiui
SIs! ]
!I“Iiiliili!l alilt
0 400 800 1200 1600 2000
WRBEEL (1)

K7 AR 25 DX 0 2 P R D B (KRR I SR

44 BEZE

P 1) 52 4% 00 5 P o gk 25 2 0B P A7 U 0 R Bk A 2, B E 25 0 52 I R A B BT B T R DT I R U

Hs SR FE AR AE RS 3 DY R b T s (B SRR, 5 A 50 R
mn+2'm+2"'w (20)
2"+ ymv (21)
Horr, m X EIE B ORI A N P (0 SR E, n BTSN AR, u SRR HENCR I EAKIE, 22m A
SRR R HO T A B SCHEAT A TR, w R A ST PR AS A RE BN, 20w X 0 Hh DR A #E4T 43
MTIREL, v ARSI o3 A BE, my 7~ SRBIUSZ 5 5 M) 14 5 SC IR . % DX 408 10 I ) 52 2% BE AN B R B
R T HUR. AEFTA X 285, ASCHEH AD-SEL. AD-HW I AD-MLE [X 735 it i (14 i [) 52 4 P55 A0 52 20 o s A1

R HXFERKE 128 LR % S S B L

X 53 %% ek e i J) 53 i Bl 2
SEI:AD-SEI 6:99 ©0:2048 00:23 0! 00:2*00
MLE:AD-MLE 84:99 2080:1408 3492,3448 241914146
HW:AD-HW 99:99 1472:1408 345493441 152,413

MK 58] 7 F13 7 HIS2I 45 kA, B & X 4> 2% AD-SEI A1 AD-MLE fig#2 7+ SEI Al MLE £ 8t [X 43 25 (¢
BRI, B8] 99% K UL BRI RIhER. Kk, 38U & IX 70 2% AE 28 B0 (R IR 1A Py DURE D () e e, o v i R
LR DEFAULT %45,
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&3k 5 L FAREK & 09228 BE ) DEFAULT %t #8541 2283

5 B 44

ASCHEAR T DEFAULT %09 1) s RS Gt o A A 2 50 B MIMAREOC &, 18 1 T & TRECC 2 MG
B HT 51k, JEGE A AD KR, e T i 4L A X 50 8% AD-SEI. AD-MLE 1 AD-HW FIPERE. iZHF 7C AL AE S LA
99% & LA _FIfI R Th 20 3% DEFAULT 2548, 1 H A& FRARAE 325 B ) W el R 5 2 S22, D3/l R ). fF 5 21
FH, BT REC RS54 B 7T LK DEFAULT 2500 1 22 4 M= 2R B, T — 25 OB 7005 45 &% 35 05 A 35
EIRFC AT Ao AT
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Mik A

AR AH P S E s B SO BE LA AR, %5409 0x0123456789abedef0123456789abedef, 35 B 4 #4541 55 4H I - T
¥ebr, BARGER A1 FISR A2
® Al FXrEIKE DEFAULT %15 24 LRSI 25010 N 2 (%)

%% SEI AD-SEI MLE AD-MLE HW AD-HW || #(%%{ SEI AD-SEI MLE AD-MLE HW AD-HW
0 0 0 0 0 0 0 22 1 45 63 80 74 80
1 0 0 0 0 0 0 23 2 50 67 83 77 80
2 0 0 0 0 0 0 24 0 52 63 84 81 85
3 0 0 0 0 0 0 25 2 53 58 87 83 87
4 0 0 2 1 1 2 26 3 50 66 82 84 87
5 0 2 4 5 3 10 27 2 60 70 83 89 90
6 0 4 4 8 5 13 28 0 51 68 85 87 93
7 0 8 9 8 7 20 29 3 64 69 89 88 90
8 0 6 16 17 14 26 30 1 63 71 91 89 92
9 0 7 17 21 28 29 31 2 65 79 89 90 91
10 0 10 27 27 23 35 32 4 81 77 88 92 94
11 0 9 31 32 26 37 33 2 65 83 87 91 98
12 0 18 37 41 37 43 34 0 79 72 90 93 97
13 0 18 40 45 48 56 35 0 67 73 96 96 97
14 0 10 48 50 46 57 36 1 70 73 95 95 96
15 0 30 54 58 55 61 37 2 72 74 92 96 98
16 0 24 61 64 62 64 38 0 81 78 97 97 98
17 0 30 53 68 58 70 39 2 66 77 97 97 96
18 0 30 58 65 69 73 40 1 74 79 94 98 98
19 0 44 60 62 68 76 41 1 77 74 97 97 97

20 0 37 65 77 75 78 42 0 81 83 98 96 99
21 0 47 63 81 77 77 43 0 77 77 98 98 -
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2286 AR 2025 £ 5 36 A% 5
F Al FX58WE DEFAULT %Y 24 WS BRI R (%)(4h)

WPE%  SEI AD-SEI MLE AD-MLE HW AD-HW || #(%%{ SEI AD-SEI MLE AD-MLE HW AD-HW
44 1 75 72 99 98 — 55 3 82 74 — - —
45 2 80 77 — 97 — 56 0 87 76 — — —
46 1 86 73 — 99 - 57 6 85 70 — — -
47 1 70 81 — - - 58 3 86 74 - — -
48 3 87 78 - - - 59 4 92 74 - - —
49 0 90 75 - - - 60 1 96 84 - - -
50 4 85 79 - - - 61 2 94 78 - - -
51 2 83 81 - - - 62 5 96 78 - - -
52 5 84 74 - - - 63 3 97 76 - - -
53 2 84 74 - - - 64 4 99 80 - - —
54 4 83 82 - - — 65 2 = 84 - - -

# A2 BXEKE DEFAULT %Y 24 LEAFSEM S5 4 HIFER (s)

W% SEI AD-SEI MLE AD-MLE HW AD-HW || #&f%#%t SEI AD-SEI MLE AD-MLE HW AD-HW
0 0 0 0 0 0 0 33 5195 5141 7682 7406  72.04 77.23
1 617 252 807 9.75 475 432 34 53.58  53.00 7844 7741 7421  79.60
2 697 396 7.63 9.01 6.44  6.84 35 55.07 5452 7602 7972  76.15  81.96
3 7.66 534 1015 1088 839  9.02 36 56.66 56.08 7737 8218 7790 8431
4 861 684 1233 1312 1044 11.73 37 5809 57.60 7925 8428 8276  86.58
5 9.10 835 1431 1525 1251 1391 38 5972 59.17 81.12 8533 8550  88.85
6 1027 9.87 1659 17.02 1459 16.96 39 6129 6071 83.09 8737 8752  92.11
7 1201 1138 1862 19.13 16.67 19.76 40  63.02 6229 8556  89.16 8698  93.63
8 13.60 1290 2078 2124 1871 2021 41 64.76 6381 9079  91.73 8892 9721
9 1481 1446 23.00 2350 2095 2234 42 6506 6551 9039 9396 9123  99.78
10 1636 1597 2472 2621 23.01 24.46 43 67.16 67.01 9741 9623  93.89 —
11 1793 1749 2683 2841 2508 26.86 44 69.69 6852 102.10 9838  96.60 =
12 1978 19.01 29.10 30.66 27.23  29.00 45 72.06  70.07  99.05 - 99.02 —
13 21.09 2056 3062 3217 2947 31.42 46 7352 71.63 9791 - 101.19 —
14 2253 2211 3320 3426 3125 33.56 47 7568  73.05  99.59 - =~ —
15 2410 23.68 3534 3682 3330 3572 48 7749  74.63 101.80 — — —
16 2580 2522 36.87 3934 3531 38.11 49 7939  76.15 106.00 - — —
17 2719 2673 3944 4141 3746 4034 50 81.62 7772  109.06 = — —
18 2873 2825 4030 4374 39.65 4271 51 83.79 7811 111.79 - — —
19 3019 29.79 4210 46.11 4153 44.88 52 85.80  79.53 114.88 - — —
20 3179 3130 44.17 4830 4390 47.17 53 87.62  80.99 11651 - — —
21 3332 3275 4628 5035  47.12 4945 54 89.81 8257 120.04 - — —
22 3486 3431 4872 5287 51.50 51.70 55 90.04  84.03 123.24 - — —
23 3639 3584 51.02 53.73  53.88 53.98 56 9236 8560 125.87 - — —
24 3800 3741 5247 5632 5532 56.53 57 9407 8722 128.66 - — —
25  39.46 3889 5449 59.03  55.09 59.12 58 96.24  88.61 131.04 - — —
26 41.09 4045 5658  63.31 5727  61.09 59 9827 90.08 133.74 - — —
27  42.64 4203 5885 6329 60.60 63.78 60 10041 91.65 136.50 - — —
28 4429 4367 62.07 66.15 61.65 66.26 61  102.17 9322 138.79 - — —
29 4587 4527 6539 6540  63.55 69.66 62 10421 9470 141.45 - — —
30 4752 4677 6595 6944 6554 7151 63 10633  96.19  144.09 - — —
31 4893 4830 65.08 69.81 67.69 74.25 64  108.08 97.80 145.54 - — —
32 50.69 4983 69.15 73.76  69.80 75.63 65 11016  — 149.16 - — —
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