RAE2EHR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

2025,36(5):2254—2269 [doi: 10.13328/j.cnki.jos.007186] [CSTR: 32375.14.jos.007186] http://www jos.org.cn
O EBLEABE PAFRT T RRBUITA . Tel: +86-10-62562563

EFHERA MBS SIMRRIERE 5P
EL%I: ? 1123 2‘3::;%5123 %ﬂ(m % mm

HRTLCEE, WRIE B 310027)

A(IX Pl 5 A e 4 e I E S0 S (WTUT K 2%), HTVL AN 310027)
ST AR KR R 5 S0 5 (WL RS, Wi A 310027)
JE(E1E#: BRI, E-mail: chenk@zju.edu.cn

OB AR AR, A BRG] SR BRI B AL BRI E T RS %ifﬁ?‘” HEZTE K, A
H BRI 3] R GEA # BB A kg 5T 68 3 A UL 64 1 0L, L3k R AT 7T A8 A8 i 3R U0 b A5 69 A AR R (Z 8,
KIRIE S 4G L), AT X — P A HAT T IRABFR. B2, B o LRI ST F é‘J 5 B I VE S P L, 5
N B A R AR TR BB T 3R R T i 0 3R A R B T iR 9 Ak, R, R — A 2 A MR AR KRk
(gradient scale-up attack)” 493 & 7 %, 4 T AR A E R ATIRE. XA E 7 kit B A a9 KR F, 5t
FUR X sk B TR AR & ARAEA B 6 TR, ARIR 2.3 ). IR e, 33k — AP S 2 5 fap o ok, BRI A B
89 ZSEAAA R IR RN BRI F, AT A BT 1A A K s, B iEAf MNIST 4 038 & #4715 A M A7 Ao 2 10 B0 HE,
B4 RER, FTHh e S 77 ik 495 B4R 35 ), TR KL 64 5 o ik AR A SO IR VE A S F e kAT

KRR BRI 3] SRR SGE  BEAR KU BB AL H AN, otk

hEE5 S TP309

OCH A SRR, BRI, AEME, FRERGT, BRI, TBR RETBOK MIBEHS 2 ST OB IR VE B 5 B . AR SR, 2025,
36(5): 2254-2269. http://www.jos.org.cn/1000-9825/7186.htm

H3C 5| M Yue ZY, Chen K, Shou LD, Luo XY, Chen G. Reward Fraud Attack and Defense for Federated Learning Based on
Gradient Scale-up. Ruan Jian Xue Bao/Journal of Software, 2025, 36(5): 2254-2269 (in Chinese). http://www.jos.org.cn/1000-9825/
7186.htm
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Abstract: In the field of federated learning, incentive mechanisms play a crucial role in enticing high-quality data contributors to engage
in federated learning and acquire superior models. However, existing research in federated learning often neglects the potential misuse of
these incentive mechanisms. Specifically, participants may manipulate their locally trained models to dishonestly maximize their rewards.
This issue is thoroughly examined in this study. Firstly, the problem of rewards fraud in federated learning is clearly defined, and the
concept of reward-cost ratio is introduced to assess the effectiveness of various rewards fraud techniques and defense mechanisms.
Following this, an attack method named the “gradient scale-up attack” is proposed, focusing on manipulating model gradients to exploit
the incentive system. This attack method calculates corresponding scaling factors and utilizes them to increase the contribution of the local
model to gain more rewards. Finally, an efficient defense mechanism is proposed, which identifies malicious participants by examining the

Ly-norms of model updates, effectively thwarting gradient scale-up attacks. Through extensive analysis and experimental validation on
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datasets such as MNIST, the findings of this research demonstrate that the proposed attack method significantly increases rewards, while
the corresponding defense method effectively mitigates fraudulent behavior by participants.

Key words: federated learning; reward fraud attack; gradient scale-up attack (GSupA); malicious participant detection; security protection
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(2) ¥ — 5 & 28 F IR 45 Dy s A A 3 UE S 4E Dy, .

(3) FERT e e i = 5 AR MAMBIEE R, o MIUES KRG B ELHIAH .

3 BBEMAKE GSupA

\

31 KEHERE

Bagdasaryan 25 A PR H (0K 38 58 AT IBC R 2 S0 0 R T B AL 1 5 9 b, SR 7 Ak I ZRA8 30 i T Mo p &Y
2 IR A SR BE S DR — 2 MR BE, T AN SR & 5 AR 38 0 I T I8, 1 255 T B A B 1 Bk, Mo
H o B AT RS AT T ROK, SIS IR R B A i e o B AN B, R v T SR A R TR [ S AR TR B OK R 1

FaEEEMA (6):
N n: N n;
e B e 5 B
=1 n =l n
N-1 1. n:
=w”l+Z__ —“Wi—w T+ = -w)
=l n n
N-1 7. n.
-1 -1 J -1
—wle Y =W Dy ) (6)

o, wt Bt B AR ORI R 25, W A TOK R IR 28, e — wet TR IR B2, T A5
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YW —wh) oy PR BETROR A5 5. A 3 (6) 7T CAB S AR AR 3R JLAE A5 2R 4 i O LA 2 vy
T, ERAEAREINN A R B T2 T RIS,

SR AR T S8 TR 1) 7 3 T DA v A A 7R of 4 JR A 2R (14 5 AN BTk, 177 5% 4 Jm A TR Py 5 e R BT R 5 FE i
WURh A 35 BBV ORI, RO OB — & AR B2 vy DLBR = FrRinh . &5 T 0, A SCHR 1 T 06 B TROR Mok Uy
% GSupA KHHTEUBIRVEL S, RS 58 j R E AR ISR 4R Fk A7 1EH BRI 45, I 545 B A H A B
JEE I R R A 1) 4 S B R B AT TR AR B, F JBOR S5 B A IR IR 45 2. B I R A =N

W= yW, —wi )+l ©)
W) = O W) ®

Hh, ¢ R TR E RN 2, p N P AR Z KNG Z, ¢ np' =0, ¢'Up NAHIET 1) B
MR, w,  H S 5% jAMBR R ECR NS R ¢ NSHL, w, R RS 53 jRBOVEI R 2
JZ ¢ BHL Wt B - 1 REFEAT AR ¢ MNBH, w, RE RS 5% jAMBRF R R p S5, W,
RN S5 AR RIS T RO AL B S S B A B S, R B B A BN RSS SRR S5, ¢ N
RAERLBH BE I P ORI 7, My 9 1 B SAR 3 00 45 RS R BORR A, KT 1 BBREERROK, v /T 1B
HER £

AR (7) AR (8) AT, RS 5 ETEIATA ORI B 0] DL BRI B 10 I 45 22, AN A 1 X 2%
R FE AT HOK, 138K VERCR AN 15 R Z UGG, 4388 4 4 280 BEEA T O AS 3 AU B2 T 380 R 2 F £
[, AR TE TR 73 B AL T 2 A7 AR JROK 4 30 I 485 /2 168 P88 T2 e ek 977 A e 36 TR U B8 s B0 SR A B S A5 A L. 497
R 2 3] R Gufd ) FLTrust™ 3R & BRI, 23560 2 15 2 B BE AR FE b AT 9 — TH AR 3L, Tk 8 RO A W 4 IE B B 13
FI AR BT — A AL BR S 23 2R B HRVE SR, Jovi4 wn T aRisUsh, BRUGTE FLTrust AL St 6 P 0K B s
Ry 4% S 0 B AT HOK.

o B ARG FE AT ORIV SARAN S TR AR FE W 4 2 I S B A G, SR Z, Bt i EARMER. A,
o6 FE TR T BELARMMARAR,, RIS BOK BT W 2% 2 (B 2, LA % 00T SR 5SS N R BT 7 BT SR AR AH B B 4l
A RIE.
3.2 MKEFHIEE

B BEOR 3 H BUTBOR K7 TR T B0 BE ORI B, AR RAZRE Byl 1 Mo 20 e 75 18 5 8 45 1) B A Ll
A B 2 R VE B R, TR, KR 7 ik 8+ 4y 2

% 5B TR 2 2] St R VE Bt i, AR U A L © A R T BRI TSR, H R A AT A
EHRE S IR T = RN R A L, BT AT TH SO PR 7 B 7 34 428 3 RV R I AR A TBOR R 7. e R, 2 SR
VR R B A B TR Rl BT 3R RO 3UBh A L TG 323 2 AR 2SR, -4, e PR At ) T8O R [ Rt TG 2 K.
BRI, 2345 2 78 St E SO B I 1 F SO B 7 1 H A 3t 8 e 88 s A0 B SR A L T A

ROR IR F B E S5 78] LA B R R 2.

(1) &k | R, Bods 28 B O I ZRE00E 3R BT RCILI R 5 3], ERTNE 22 0 o I R B4R o N 2
N FEARLE, BT HAREM SN IRFE ) P EA S 5H MBI LR T ISR, LR EiLEE S 55758
R VE R T, 22 RSN F I TBOR BT X 3 88 (15 5 38 WOBh F R AT T8O, S 350 8 8K i T LA d aok 975 AL o 5
L HRVE RO fo TR TBOR R B T 5 o A B 2 ST U R VE B . B TR A 8] B BSOK Rl A A IR S 2 ST RV
Yok B 7% B0V SEAR AR ), TR B L R VE 0 R I I 3 B LU B VE I BT 3R (0l (1 R T X 25 vk Bl e 38 T
P VAR 5 SV T O R 2R ARG 38 B 5T PR B AL F) PRI T 2% ) R 4.

27 I I AR 2 =), A8 RS [ B FBOR IR AT ROV 0t SR 58, AT AE AT 3% (1 0OK BT A v B Re
TERAUNBE S 2 5] = AE I R A LU RO R 7, AR R HILAE SI2 B 19 56 R 25 30 Fp A58 B ZETBOK [R 7 AR VE RUCR 2 f
.
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BOR 1 BUUIBR A I SR ORI 5 (LU RS 53 j ).

Wi AR D, , Wi BOR4E D, , AR RIMOKE T4y list;
it B T v,

L K AN SR 48 D; 72 79 N A>T #dia 4k D = (D). D2,.... DY)
2. BEHLIEFE TR D AR

3. B U R = 0

4. for y in vy list

5. JIBEHNICHE 2

6. RENE R =0

7. for H—#r=12,...
8
9

AT Hdadl D ISR R wi_ = (il wh, . why)

16y Bk w453
10. Wiy = W, Wiseons wh}
1. if W AEEE L
12. RS 5% kR R, = incentive(Wi,» Dv)
13. else
14. R, =0
15. end if
16. R =R +R;
17. end for
18.  if Ry > Ruux
19. Yres =Y
20. Rinax = Re
21.  endif
22. end for

23. return vy,

(2) FEBHR A A R iR 3T HAZAE R M BOR N 7, A _E— 5Ty 25 8 A S 2L £ BB — B 1Y
ARG, 2 R ERAN R BB B 70— SR Tk 3 45 A SR R B3R AT UK, L 80 BE UK 5 mT LI By
AEAILH I HLIRVE BOR S 3 BRI 7 2 FH A B S 0 Ve Ty, 3207 ik U ARE T I e o RS 7R s FE R AT A B
REEE RS 55 NPT R

R SHTCR A 7 1 753 1) B AR A JE BRSSPI 2 18] % 2 5 3 I 2R i A5 R RS 2R EE RO AR, T 23t
R R SR AR FEE i PR TBOK TR TR 5 BE S 75 21 s R BBl A L, 84 A5 FAZTBOR PR 7 X3 — A8 R A gt
TR R HEAT UKt REAS 15 21 B (A OV R

GITERARIR 2 2T L RE P ORI T, T2 21 AT I R 55 4 — o 2 5 38 IR0 F B AR
BRREAT — I (A BR ), A TEHIRIAER 2 58 AR, RIS, 22l BOR B T 8k 2, i e s (7 554X
PR, DRl I ot 2 7 R g S AR TBOK B 1 e 0 e M rh R B S @& IR TCR A

£ Refiner (R RYPEAL ML R+ SBORE 5 AP ARRS I 535 2 B, &5 KN o (B T 00 S8, AR FE TR
K BE 753 38 5 B 4 (RIS Refiner FORERUAE BERGI0) I 2 il ok bk 52 38 N =i ek /s o fE, A0 RB0 L TBOR i BE
I3 B A SR e, USRS P ) o (AR AR B BRI, W DA B Ky (R BRAS B i s ih; 75 0,
VLI H AT Y y K, T EWRE BRI K, 7 280 y AR SR By [E UL step/2 A8 K, RRIK
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I BSOAR 2K KA S IR0, 24 1805 530 450 MO DR F e 2 10 OB B R T (0 B
o BRI, FA5 R AB B 3,0, M RHE IO IR T (T 0 2 TSR IOR TR TR, SR A IR 75
B I TR DR TR B 7 4%, FH B0k 5 L R TR DR 7 7 7 0 SAR AR 5, 7 B i b ek
VSRR LB VAR

BE 2. Refiner 3 t i BORAECR 7 (LLEREZS 5 & j AH)).

BN -1 BB S HHE ARG wily, = wihws L owi 'y, BIESEESE Dy, FIRBORE T v, OK A
THMET;

Bt R T Yo, -

L Yies = 15 Runax = 05 ¥ = Yinics S1€p = Yinie/2
2. while |y, —7y|>71

30 AEH y BOK w138 !

4. Wil =, Wil wict)

5. if w;f‘ Feid I AT ) L B A snh R = incentive(w‘(;elw”,Dv) > Rinax
6. Rinax = R,

7 Yees =Y

8 Y =(y+step/2)

9. else

10. vy =(y—step/2)

11. end if

12 step = step/2

13. end while

14. return vy,

FLDetector 8 # fEE IR 211847 | — @R AU TR NGRS 535, K 25T 2 1 A& R AL, BEZ
AR YRR I — B AT R IR, TR LA (R BOK BR T R BE 5 R LA A A RRROR IR T 22 BE I KL PR IR 2 2] RiT
FLDetector A1z AT a] LA FH B3k 2 S8R R 7, 0T DLk [ 52 ORI 1+, FLDetector 38 1T B i SR A
FHRAARAARRD W EE 3 s, EERES E—RIBCRE T v, FAT L, BN y B IFUG, Wil RS 1%
BAPEVE i R K, RIS AT y AR NS BRI, A48t ie v &, Rl gesl > v E AR, s i e
y B AR TC I AL BRI T 4k SR8 b — %0 (9 IO PR AR A (R 8 R B 7

H3% 3. FLDetector 28 ¢ 01 HRAEBORE T (LUEES 5% j ).

N - 1 A ZEHROAMBERE L wil ) = w2 BB S 5H EAENRAMER w2, =
w2 i), BRI EBOR I T g ORI EREIFR ] 7, SR X TR KV & 5
ot BRI T v, -

L. Yres = yprc; Y= yprc -7 Sle[’ = T/S
2. while y <y, +7
3. Ay HOR wit A58 !

~ -1 1 =1

4 Wiy =W W Lwi')
5. WHEESS5FFIEEEED S qw = (51,52, sy} s = mal_score(Wi i, Wiay,)
6. MRS5S H KB SEYEVE TS AR AP XA [min(S e i) — & Max(S je,izy) + €]

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



REZE S A THERKGBEIRE Sk E sk 5 v e 2263

7. A BEREHCR G BB EAEVE ) s, AL T AR X TR

8. Yees =Y
9. break
10. end if

11. y=vy+step
12. end while

13. return vy,

4 ET L,-norms FIHRE (L 1 H

o6 FEE TBOR Tk F R T el A b RS A5 P88 AT TR SRR i A AR R 4 J= AR F 0, E AL iy DT R AN BT 3R
BORh. BRI /NS I L, (M E R OE, OCHEEEE, 2L L, E A B 210K, RS AT DK BRI B6 B 1 L, (E1E A 6
HREMNEZSE5H.

AR P ELTAE ML T 5 5% TR D L, ERENCEES 54, B b ORI S . 53R
N5 AR MEBIEIESE S, RSS2 E B L, 8, AR ZE P30 L, [HEE R FH R RE, R
BT RMEMBEA R ELRR, 252 FIEE AR AR AT, AEDRREN S5 TCERE B,

REGAL L, [HHRER AR, BN BRES A, RI\EALE S S5HMEN L, [ERRE. REGHIER
WA & 2 5 3 BORRBE L 5 T AL Ly HAES Ly (N) , X Ly (N) AT HEF?, FEHEBR ORI /INE k(k < N/2)
AL EE, B L ERNEESR L, (N -2k, WHE PR KES R/AMEZFZE 6 = max[L,(N — 2k)] — min[L,(N - 2k)],
max[Ly(N —2k)] +6 Bl ETAF BE. T BB (1 k A RROK, 75 2010 BB BRI, 2 50 (R 30 0 1 A0 A% G il 25 35
MRS 5HE N, T HEE T ke E R BB RS 53 R, 7T LR BB R AR B S R e
R B R R, RS AR A I T B E ORI AR I Ly 4B TA] B Z2 KA & A8, B THE 22 M8 f5 M rPod B
fh ZEH BRI 2E o FTE L & FE i AN i+ 1 MEZAKZE), ik EEIN-i.

M5 NAE, 2T Ly-norms MBLANTAEHLEIATFE LAAFHMIBEGE R, AE8 S 585 W 20N E
FUEAS 4. RS 2% 00 4 B, A 00 L, (BR8P 0 25008 0 AR R0 3R I AR B0, AT BARRUNE B, Ak
T8, BLAL, FRE T L, IR R R BN O(Nien) , Hotp N AZ 58 R, len RINGHERFISEE, bt 154
36 L, (B AP AN ST RS 5 AR 55 2 R UL T v] LA SZ 1.

5 SIS

51 XWRE

(1) Btk

AICAHH T 3 AMEE4E MNIST. FashionMNIST?, CIFAR10Z7Sk 45 Hi A48 B JBOR Mo fI2E T Ly-norms
AR B ARS BOATL A AT P4l . MNIST & —A 10 FP3er BG4 B EHRSE, AR AT 5 MU R, & 28%28 KK
FEEA, a4 T 60000 MIZREER 10000 4NIREE. FashionMNIST A8 1 10 Bk B, ElE A 28x28 [
IREEE Fr, BAE R 60000 SUITZREEFT 10000 SIHRAE. CIFARLO 2 — MR OAEGER £, A 10 43851, |
J RSN 32x32, 2595 50000 AN YIZREERT 10000 ASTIHRLE.

AL IR SCHR [28] H 5 G VI SRR 2 BL A D 2 I I AN S 538, IR RIR 4R T o 285098, 1
Z5HBENL B e, — MRZEN LG EIE UL ¢ > 0 HERE B 14, &4 i_;'f MRIRE 4 70 B AR 20, 7E )
—H A, BRSPS B EAN S EE. ¢ B TS 5EFAEAMINGERENTAER, Jg=1/cH, £15
55 2 B S B SR 43 AT 1 (LD, B2 Ah, 43 TC (0 B8 #5 /2& JE 307 [F) 20 A1 (¥ (Non-1ID), ¢ 8K, FE Wk #(4 Non-
11D ()72 B2 At e
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() PFE R E

BREOUT, 5T A BEIR 4R, ASCRBMBOTS 1S 5#55&E N 10, B3 557G 500 MG, 51
PSR R AR ¢ 9 0.1, X 10 M 5555 TS I MZ1TE K. XFF MNIST F FashionMNIST %4
8, A HNEEEIR—AN 4 )2 CNN W%, Wk 1 fis, YIZRI (6 FH 22 20 %58 1x 1074, batch_size 4y 32, &
HNZREEEN 2, 73 BIIEAT 300 A1 400 % %k CIFARLO BrdR4E T, A5 3048 (0 R 28 2 VGG 6P R iAs, 7%
B T JRA AR, N T — A Softmax ERIEAT 2, 4 14 EM LG, KA A& Z A T 7 ImageNet™
HPm e LRIl rAUE, & B 1 batch_size 4 64, ARHLIIZREEECH 5, LA 3 x 1077 195 2] F31145 500 5.

%1 MNIST 1 FashionMNIST {5 F (11| 2455 74 ) 4% &5 4y

REIS PN
Input 28x28%1
Convolution + ReLU 3x3x10
Max Pooling 2x2
Convolution + ReLU 3x3x%20
Max Pooling 2x2
Fully connected + ReLU 100
Softmax 10

S8 T Refiner RI GTG-Shapley! il 73 e AL i, 1 5 Fligih 4 e 5 i2:#8 BAg vl 47 PR AT A4, A
835 S WU - BC I T BRI TR 3R, BRI BORT 12, BAAARERN, BBF IS AT STk vP Al AU 2 B i) AR 58
AN, REAE 15 BBURN R VE B0t 5 B B E A [EHSURD LI T 28028, ARt 5 B A VR )2 3& A . Feh #E Refiner
TR BEE SN 1, GTG-Shapley T i& fT 451 Shapley value B Z: 5 3 it 3K (3R

ARSI IHE ] T 5 FRELA B AEALE: Refiner™ 2T loss MIBEALIEAEHLAI . FLDetector™ . Krum',
Trimmed-Mean 1 FLTrust™, 2 f17E Refiner #1 FLDetector AL T4 H T FedAvg 34505, 1EX LB M LH] K
B 1B EEROR B R, S5 AR H AT Ly-norms AL AL LIRSS LE.

(3) Tt A g 15 B

BRMENL T, ASCBEHLEEL 10% M2 5 FAE TGRS 58 R SEMM ORI &, B 10 NS 5% AEE 1A
BB S5 1L Refiner FIBFHNLEHI T, 25 &5 M8 HHE 2 HHEBORE T, Ay 8 2, 8 0.02, 53 FIHCKHE T
Y6 [1, 3). 7E FLDetector I, Z5&7ERT 10 fo R 2 tHEBCKHE T, Z G ES 3 HHBCKE T, Wi
79 0.05. #£ Krum. Trimmed-Mean Al FLTrust I, 5% & — 56— FERECRET, 205009 10, 2 F1 3. BHXS
B ORI 2% |2, 2 538 FE R FLTrust S8 FTA B AEALE N BOR PR M 28 2 B6E, TFE FLTrust &, 5% R
RO 43 W45 2 IR, A07E 4 2 CNN W& RBCKHT 2 ERRE, 76 14 |2 VGG 16 TR R s UK HT 5 E R
[E. BB S 5% SIS S G — AN IR SE B

BB 2RTEIBAT 2T Ly-norms FIA LA HLHIN Y c HE W B NGRS 5H LR, k=1

(4) PR bR

ARSCAS VT AS Fa A5 R B AR A LG (R) AR K 3 (growth rate, GR). SRR AL (R) 225
FAEFRAE 2] h BEAT RN I VE B IS A5 B 45— 48 PR AR EL 20, e o2 S5 IR 2 > Al AR 3R AT IR R A
LE, 5 B IRl A EEAR EL, BE 08 fa] 5A B et (B tH ZE KRR 2 =) AT RN IR VE 1) 42 Ry e 280, Blsid it s &
BRI A b 2 R0 SR A5 B ARl A L i 7 U A 6 T BB R VE B R e X, B A M. BRI K R
(GR) #2535 HEAT BRI IR VE BU: Ji5 75 20 B S M BN B A4 b 5 48 P o ST J38 T SR AR SR 2 L, A8 B AT
WU VE S E 5 2 5 5 kU R4 T+, [R5 i 1 Sl s B s T E S SeAR, A 53— A B U R VR e
)4 R AR AT A B VTAY, F5 Bl B ECAS BT T ) 2 2.

52 SBRERSHHF
2 5 T IEAS F R BEURD LA FD B AL T, 5 RS [ (0 B SR VI SRR B B 5 5 2 AT B P FBOR 15 21 1)
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AR AR EE AL AU G KR (%) BSRIR AR IRAE SR S5 R, W LA I R A58, B %, iR {E ] Refiner ]
Wb 7 BeHL, 82 85 GTG-Shapley #EAT STHR VAL, 462 FIELAT M BB, A SO H K06 BE UK T g s
A BB THEAUN TUIRIR =258 NSRBI, T8 A R BU A L. 5 =, BRI AU — L 2
552 SR O DL RE W 3 B s iU, SRAS — R AOBUR AR L. 55 =, B EEORBGE /E Krum 45 21 0 S4B
il 5 L A SR A SV 0 i L . S5 DY, 7E Refiner F1 GTG-Shapley P9 SUBIHLEI T K45 (1 4 A Bk il A U AH
FERR, I A R PSR AL AR R 00 20 P 75 3R AN ] 2 0, Refiner FHARESE (K Bl [ € 19, 25 8 AR IR
HOTik o5 T 2 53 SOk AN 1 BT S e, PR U S DR A B B KSR 5%, T GTG-Shapley
2 535 (W T SO 5 ) T L DR AEL, RIS DUmRAELAR D%, B8 T, A6 BE ORI TIEAE AR SCER R4 T Ly-norms 1)
BERIPEA AL S Bed o 2h, i TR EEOR G B Ly A JC 308 AR 5, 2538 Joik B 20a, PR e Ja B i
T R, 15 20 B SR B BA EL /N T 0, Toik i 2 Bk 2K,

R2 AEAFRIBIBLRL S SELE] S AN R B S BEAT B ORIk ) S 36 45 2R (1ID)

e " Refiner GTG-Shapley
(el ek R GR (%) R GR (%)

MNIST 27.42 38.12 0.60 83.2
Refiner FashionMNIST 14.35 51.45 0.43 110.3
CIFARI10 7.23 10.6 0.33 122.1

MNIST 21.63 29.8 0.63 92.5
FLDetector FashionMNIST 17.87 63.3 0.54 135.8
CIFARI10 29.06 42.4 0.35 132.2
MNIST 16.41 2491.0 0.53 193.0

Krum FashionMNIST 19.42 425.6 0.10 429
CIFARI10 53.89 425.9 0.54 166.6

MNIST 27.73 40.6 0.20 29.0

Trimmed-Mean FashionMNIST 8.61 30.9 0.08 20.3
CIFARI10 25.35 35.6 0.18 67.3

MNIST 59.94 159.3 0.16 55.7

FLTrust FashionMNIST 41.43 208.2 0.15 86.7

CIFARI10 53.36 79.0 0.01 6.9
MNIST —40.41 -55.9 —0.38 -54.9
L,-norms FashionMNIST —6.64 -23.7 -0.19 —46.5
CIFARI10 —62.86 -92.1 -0.24 =90.0

53 SREWOH

N T RS A SR 71552 % S B R DL, 70 BIEAS R 26 A T REAT Se 38 R Aer 36 70 A AN TR 2 o6 Bk
JIEAN B A 2 A

B 1 JER TAEAF B AL R 2 5 3 R S0 ) Non-TID 28 X6t B JBOK SOt e 1556, B Krum SME
HABBAT P EBLE T, Non-1ID R 8GR, 6 EZTBON U Frak IR A S A L osk/b, B3 P B oA L s b 22
FE 0 JG 2 AE 0 ZE A7 eah. Fak, BT AN 5] Non-11D 2 FE 1t B 78 Jo I vE Bk IR 1 100 EAT A 2% 21 43 3
WS RN AS [, A7 7E Non-11D F2 B2 ARk 5 SR 0 A FL AR 2y 5 A i 19 K A8 3 58 A AR SR % e, 91l 76
FLTrust #L#| F, Non-IID 79 0.3 55 0.1 FAH ELAE, Bl B A4 B080 A LU BRAIR, (H 2 S A BUnl B 1 3 i A i .
i), fEH T Ly-norms FIFTAHIBLE] N, AR Non-1ID F2 FE A EH 3E4T JRVE Tl 45 21 1) B A4 B0 AR U AT A4
WG KA AT 0, Toikil R MUt K.

B 2 Jeor 1 AEAS BB R SEt 0t 8 S 5 3 BRI B FETROR e s, B v i 0 Al 1k
A HANIC S AU KR B AP A R S 5 E A IO R B R (. AAIET 2 hm] LA 3, 8 7 i il 73 BE ML)
T, EES HENBERE, A IEE T 15 20 0B SR A EEALE AR SR R AR AGERAR, X el T ek
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T BERS, B2 53 2 L AR AR A S0, JCH A Refiner SURMALAI T, &F— 8 Ik 55 2 2 0L 10 BUih
5E, 25 FRYE TN Wi, A S 5 TR EE S, %5 53 TR o PR S PR, B8 B KU st

SN T

80 —— Refiner 250 —s— Refiner 2500 -
—+— FLDetector 200 —+— FLDetector
60 + —+— Trimmed-Mean —+— Trimmed-Mean
—— FLTrust 150 —=— FLTrust 2000 |
40 —— Krum —_ —+— Ly-norms —~
x X
< 100 < 1500 F
= 20 v v
ol : = O 50} 6}
p—t— 1 1000
-20 / 0 g
—40 |~ 70 (N I . - 500 |

0.10.20.30.40.50.60.70.80.9

Non-IIDFE

0.10.20.30.40.50.60.70.80.9

Non-IIDF &

0.1 0.20.3 0.4 0.50.6 0.7 0.
Non-IIDFE

80.9

(a) Bodi s AR A L (b) Bradi S AU 1 K (c) Bt S BRI K2 (Krum)
Bl 1 f8H MNIST 7£ Refiner BRI FIAS R BT AHLHI BT, 2038 Non-11D 2 FE X6 BE K B 52
r 0.50 |~ 100 | —=— Refiner
12 + =~ GTG-Shapley
ol \ 045} 80 |
8t 0.40 & 60t
&~ [~ =~
6F 035 Eé 40 |
4} 030 20p
2r —_ 025} ‘ . . - 1
I > 3 4 1 2 3 4 1 2 3 4
Tuz5E4E RS 5ENE Tuz5EHE
(a) Hrate B AU A L (Refiner) (b) Brati A WA A LE (GTG-Shapley) () Mt M i I

K2 ffif] FashionMNIST f£ Refiner B AL AIA RIS LEI DL T, B S5 8 R B B ORI IR

B3 JE7s 1 AEAS R AEBLA R JBORAN 50 B 198 246 2 A8 PR X L TR R ot (9 5, P A A ) IE AR RS
—RTTURTOR I W 2% JZ 4, BRIt Jm — R TFIRTBOR A 2 25, B4 4 $i 102 RIBOKHT 4 )2 46 )2 86 L.
MR DA I WS4 R 1 2, BR FLTrust SMEHABPT VL] T, BOK VGG16 TR A i1 2% JZ 45 2
5 3 ) o ATl R AR LA i A 50l 18 0 A e vt 4, IR VE L i ROR e . HLIR, A FLTrust B EIBLEI T, TBOK
FIAT X 248 S A B T v il 3 S TBOR 8 70 WX 248 J B B A BE B 488 et I s, XLty R .

—— FLTrust
—— Refiner
— FLDetector

—e— FLTrust
—— Refiner
—— FLDetector

—— Trimmed-Mean
—e— Krum

—40 —— Trimmed-Mean
—— Krum
-14 -10 -6 —-& ” 6 10 14 -14 -10 -6 -2 2 6 10 14
ONGEI=3 N33
(a) it A PURN A EE (b) Zrik MR K%
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