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B 35 B 5% 5] BO4S i [E oh B B R E B AL
Ing' IAW, RRE' 24%° ZER K T

(TR (5 B S TR, DU BER 610054)
RS HEHLR S TR, D)1 AR 611731)
JOLFR K WS ) 420, IR 7 5 266237)

(S 1E#: L3, E-mail: ruijinwang@uestc.edu.cn

W ERIRFIRARLERPF EIRAEE. Anh XKERWEN D BIEF JERGIER. B a1 AT
IR 3] 7 ik FedProto KA R £ BA (HRAMAEE) b, MACER M SGE EANZILRE ). R, 77 kA BT
Fe Aty AR 0 SE AR, T AR g 45 AR 1B 9T A5 B DIl 45 R 3K, Ak, 4 4R & 4T3 FedProto 49454 B F &%
&, Wik FH R F BT F LI G AR 64T AR T AR G M A R E S RIK 81.72%. A T Ak Lid ok, it
— 3 R E G AAE], ) 18 L A fe R AR A AR B SRA HER AR R G4 AE ) T A AR G SR, B
AT % S E AR A a9 I AR ST 15 4%, BARIE An 2% R SRiE AT IH).

FIRIA): BRI 3 SR A S iR R, SRR P E Bk R E G AL

hEEY S TP309

dc s A ER, 24U KRG, B, NS, BRIT. DA R 2 5T fRAE B b 3 B A XCE B L. R,
2025, 36(3): 1355-1374. http://www.jos.org.cn/1000-9825/7183.htm

Hi 5| F#%3: Wang RJ, Wang JB, Zhang FL, Li JW, Li ZP, Chen TN. Feature Map Poisoning Attack and Dual Defense Mechanism
for Federated Prototype Learning. Ruan Jian Xue Bao/Journal of Software, 2025, 36(3): 1355-1374 (in Chinese). http://www jos.org.cn/
1000-9825/7183.htm

Feature Map Poisoning Attack and Dual Defense Mechanism for Federated Prototype Learning

WANG Rui-Jin', WANG Jin-Bo', ZHANG Feng-Li', LI Jing-Wei’, LI Zeng-Peng’, CHEN Ting’

'(School of Information and Software Engineering, University of Electronic Science and technology of China, Chengdu 610054, China)
*(School of Computer Science and Engineering, University of Electronic Science and technology of China, Chengdu 611731, China)
*(School of Cyber Science and Technology, Shandong University, Qingdao 266237, China)

Abstract: Federated learning, a framework for training global machine learning models through distributed iterative collaboration without
sharing private data, has gained prevalence. FedProto, a widely used federated learning approach, employs abstract class prototypes, termed
feature maps, to enhance model convergence speed and generalization capacity. However, this approach overlooks the verification of the
aggregated feature maps’ accuracy, risking model training failures due to incorrect feature maps. This study investigates a feature map
poisoning attack on FedProto, revealing that malicious actors can degrade inference accuracy by up to 81.72% through tampering with the
training data labels. To counter such attacks, we propose a dual defense mechanism utilizing knowledge distillation and feature map
validation. Experimental results on authentic datasets demonstrate that this defense strategy can enhance the compromised model inference
accuracy by a factor of 1 to 5, with only a marginal 2% increase in operational time.

Key words: federated learning; data heterogeneous; knowledge distillation; feature map poisoning attack; dual defense mechanism
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IBCFR 24 3] (federated learning)! A 3 7F Bodis Ba A SR47 J7 THI PRI 24T 52 232 I XGRS 4% B v b 2L
#8527 2] (machine learning) /N[, IHEHR 2% 2] 6 75 K A4 A A £% 28 AR 5245 10 35 = 5 A B P, TR A ML AR
SRR 28 5 = 7 A3 PO AT 20 A A B, AR B ot T VR B T R T SRR B R A H A

SR ST 2 2] R IR L (R4 BT A 6 R AR 4, 182 e AR A B R0 b 3o vl 7% R T e o5 0 4
VR S 4 T K BRI 78 2D AP 9 S50 25 PR 2 3 P MR iy SR Jg . %o e S i B R, 78 R A A Al A i
T rF M5 2 R AR I A ) T DU 350 O — b FE A R R, B e A TR R S AR f 2 B T R, A O S5
AL, 3R BRI AN A R AT 1) B A SO T, R AR BB S B HERA 2R I RO 55— PSR I A AN PR B
% ] (personalized federated learning, PFL)!" "), BJVitiof 4 Jay A 70 A0 A Hb A PR A6 50008 AN 28 0 A= e AN Ak A 28
Bt B TR b, SO R PR U T SRR A P AR 2608 (knowledge distillation, KDY '), JEF AR 248 A e R 2% 5 171
I A FEAR S AN AR R AR 2, 46 BT S [EAS TR 45 44) 1) BOMB R (Lo TR SRR Y, A5 R 7= AR I SR B8 1)
ARAE DAL AR R 22 ) I RNIR B 22— AN 22 AR AR A (WA B R P I S 50 R 2 TS B R B P bR 28 DA T 15
FREEHEAT IR, 18 B 52 AR BB B A AN R BOM RN R 1) H Y, SEIL T BB~ o) rh AR & B K, & —Fhvs F T gk
RLRY S K R 38007 1.

IR BRI SO B A 3] v () BB S A RS Y S A 1] AR E S (R B kAT T e, (R R L S e R R
iz —. Xttt Tan 5 A PO 2022 4E42 T BT R B2 5] )57 (FedProto), BEAE RIS 2 3] b FE 1A SR A B AN TR
R RBRE S WEE 1.2 719, RV BIONRHE ) (3R A, TR T 28049 s 2 RVECHR o3 AT AIASE Y 25 ) 2 S 3 3 o
KT, AHART IR G AR AT AR H AT S5 M AN EE oA, DAl T BB AW S50 FEAZ A RR 7, 48 s D 22 I X 48R
i TR AR RS e M) 1) 25 L BE . R b, FedProto K AR B B8 AN N RRAIE R 3R A, SCRFZS 0 9 s A B R AR 4L,
[F5] 5} 52 1) A5 b 5048 23 AT 55 FURHAE 0L G B 9 7 T s . H T A s 85005 3 2R AT 55 R AR Ak E b ) 324, i DA 2 g
5 AT LATE CRUE A SRR TE 5 W S0 (RIS , e AR A B A0M 4 27 = I AR BB N s 28 AP R (1 T FedProto %
T EHEFIAR Y S A ) 25 At LA R 5 ST i Rk, H AT D& 2 WO AU AE IR IR ER T . oG55 1 B 3 2 B SS9t AT
SEER IR

AR ST I FedProto 32K 25 FE i 21 G 5 A T IR B I AT P, B4 =15 A M) R 52 5 e 28 45 ol 17 4% 8 4
IRIVRFER. Ak, AR SCHRR 7 —PhF A5 R AE B 8 R B BT (feature map poisoning attack, FMPA), 1% [ H
(= (A5 TG R S R A BN R 4 B TV % T B, S AT F. FMPA ) A RRAE BTk DAOR IR IR P 1 e
L, P22 U B AR AR R AL 9 B AR O IRSS AR, DARBER A R AR AE P ) IR 1, e A R T AR 2
AR IR 07 ) SE 7. FRAT T I S SR B, R P AR DR AR B AT vh 3 0 B RO S B A P BRI ) 1 1 R T AR
R BARRIE, TR & W S EGRIBE b E AR RRE B, 2 BrHRN B R BRI B R R TS 2
B, A 28 0 15 R RS VR 28 2B M AR, a0, G i 2oty 9 AR R AR 2 I, AN AR R M 2 2 T B AR SR
PATAE MNIST B 46 BT 7 RESLE, HAARCH, I0 = 217 AU, 20 AN 280757 st (T HERh 98.36%; 4
A 2 AR AT A HAGR 5 54— IREE, U I 98.06%; A 4 4B 4T s HAE 3 fe—Ik
TR, MERE N 88.63%; 97 10 ATt 240 19 st HLAG 1 40— IREHT, HEHA R AN 16.64%, HLL T A2 Bk i)
(KIHERA R R T 81.72%.

9T REATRFAE B B 45 FedProto 47 R K& 3, FRATEE M 1 RRAIE Bl v 23 S0 B 0L B AL (defend
feature map poisoning attack, De-FMPA). De-FMPA MLl 43 ATRANBT B 55 1 B B, I 4 0 iR 78 1 B AR Buige ik
FE LGSR 2T A, IR AT S B RME R (G AR BELE ) IR A AT 4 HRZE TR OR W] LU s
T A S AT R 1) R A RS B P 0 IR SS-A8 1 2 AR AR Y e S N A A B (1 BERT TR AT VA, T DAPRE A v R
e 23 1 R AFAE TG RAT . 58 2 BB, ) FRRAIE B 5 AR R 8 b ORAIE o JIR 55 2542 USRI R AUE JE1 P TE . ZE 0
MR 2525 E4EY T — A F T 20 ARRAE IR0 1 0 1o 22 X 8 AR R, A A B AT DA 2 WA 31 RO R AE ITEAT 20 A A 0 331, LA
WU B A7 LE T AR R AR 1. G SR A D B o B AR AR B, TR R AN AL AT T3 i SEBR B0 T De-FMPA. Bl AL )
CABi 1l FMPA Xrihi. 55T MNIST #ils &£ S 8e R B, 297 — R B S 2000 1m0 3 BRI 1 B — IR E MG 0L
™, De-FMPA 7] DLHRFH A T35 EAff 2.
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I IhAR 5 BRI R A 5] WA AE A P E S E A R E G AL 1357

ASCHIEETTERIN .

(1) FedProto H, FH 4% 33 K iR A R5AE 1B s LUARIE IERA Ve 5o B8t AIE B P 8 B0 FMPA.

(2) 2 T De-FMPA XU B AL, 1l FH 4 038 2848 A4S iE PR 6 501 43 9 I Bk A7 iy 4.

(3) 7E MNIST 1 CIFAR10 (45 4 L5236 K B, FMPA B o] U ARG R T IF 2 2 81.72%, De-FMPA
AT CARG A e & R AL EMPA I3 i R AR R 2 5 1%,

1 &R

N T IR RIS, BATHER 1R 17 ARSI E - A R AT S AR,

K1 FER
) ik
Cij 55 r BUIZR R 21 5 1 OB 0 A HRAE 1
Cij 55 r BN SR 2N R TR j PR A
Xij LU R i TSN R SR
D, ; LI i O T S e
146 LRI B 1 R 1) o S B 8K
C; 55 r BUNZEr R IR SR T4 oK R L83 AT 26 50 104 SR I
Cl 55 BN ZRAR 0 RS B8 5 SR 1 N R S AT AT S 300 14 JR R AIE I, G b B0 T A i 25 1
N; FAT L4 s BN j e e
% 2 G ST (A TR
T ST A 1 TE T
MSE YR R
CE SRR AL
KL KLHUE R4
Fi(6) SR R i T I 4 R

1.1 BX#BZ S0 FedProto

T GENL AR 2 2] 75 102 P IVEESR P PR A I SR A0 A v S (0 rh L IR S5 A%, (B SRRR 5 ks e AR LK
BT, A0 IR S5 25 AE i B R B P I A R, 5 S0% L M BURE St XK. Jvitk, 73 w £ H
Tl oA LR 27 21 5 I 2 33 W IR A o SO VRS A R R R B (K P (RIS 2 > 1) 28 0 1
) T HE ERAE B, BEA I 2 2 RN AR R 5] B il (oA 2 3 5T 7 1A At A A (R RS 5
EHFHHE. BN, FL h— AN RE S AE T&m T LRSS, A8 2RIERIGE R, R E—IER
PIRGSUN LI

() 57 SEF: PO RS2 K17 SPGB AT S S5 AR R AR

(2) FT A YIS B I P I 2T AT T AN A B3 G T L — 5 2R S50, IR AR R I
A HASE Y 4 b A% 25 O RS 2R

3) BAI SR A LIRS B INBER AR A S5 SR B AT 417 AU R S8, TE S i i)
EplEitR

(4) A HOAR B TE T o0 IR G545 1) & 280 1 il N R A TR R A B A R B S 4L

IRHR 22 S vl TAE R AE P LS 2 S DB A R B RARIHR (R4 22 1) 3L, (L T W B 22 0 4 o O ASE 70 S )
B ERPRA R, B R R, BT 2505 > A R &5 22 BT R AEAE RIRA R, SE8Ce g
P2 SRR IR E . F—E MGG S5 OIS BA R A [ S50 A R I AT R A, 1R AR LA
IRABREWE A R R B, H50H e A R HE A [F) 28 19 o B AR b B 2 A7 R 43 A (non-1ID) Y, IR I 8 24 0 15 £
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A R RO ST, 0Tt 0 A M BB 7 ) 030 P SR 015 o 534 M0 B A
b, AN 4 B R IR 203540 50 SR 0 U B

AT R SR, Tan %A P4 5 TREAE 6091 53 IG5 STREZE FedProto, 1 PR F B 8 X 4esbe 10
2 TR R B A0 25 7 3%, 0 LI 46 S50 R 20 5 2 22 W I 2 (I 2 2 S 08 2 B2
0B 22 P24 2) 1 £ e 05 S DAL, B 4 040 A M0 5 2 2 2 M A 1 2 7, 1L
ST o R GE IR AR I, o400 55 35 3R FT A P 38 4 R L, WATIEARR R 5 R R, FedProto
U P 5 A 5 0 0 B2 — S A 2 SRR 0 2502 6 e A 66 0 TE IS, 6 5 A Mk
PR — S0 4 R (B2 b R — S0 4 R P B 5 M ) 6 97, 38 7 g 0 - 7
EBK, 7 b1 FedProto H4HE 5 Mg /R 22 BT A B 1 36 Wi, FLAA ) FedProto 77 v IE T I i 47 7T LA
S0k [20] M55 4 THCOHEEDT 4. i F FedProto 1% 2 MR ATHU SHIPE ARS8, 7050 T R Z AL 2
[T E T AN, 1 H BRI AL 1 50 B0 O A2, 6 PR 0 KO0 ) U2 0 S - 04 B
5 CH R 45 K R S 20 SRR, KL B . 3977352), BR B K T b A S0 R AR, A5 1
15— o A R M DR A 28

L, e B R L F0) , TP £(6) , S 0 RS K. BT, MR (x,y) , FErb x
NEARR, y IR RS, MBI R 0 F (6, x), SRR x RN £(0,x). VRS 36 FedProto
FEARH SR

(1) 234 SO r— 1 b DR 58 R 0 A

(2) L3715 AT A B o B = AR PR, FLPR (0, 24340 2 10 A ) 6 B4 A G 0 x
By, SRR A KRR R R B, G SO 283 AR F(0) 1) 912 £0) 144 7% A I 046G
SOy, BRFA SRR ARBTG5 F S48, 7505 r S ASAS . o, 56 7 46
SR L AN AR €

(3) 2T PUHBESR r— | A R PR A MR P 04807 5622, LA AE A BRAR £ O B M0 — A~ TE
T or, 1N, 5584 81 OB R AL 5K B MR CEF(0,2),9) + Aor,, CE RSB, A AL (A BOkLK, )
o, K TR R K, S5t BB A 1),

(4) HH 0 45 S K 1 R A 1 A MR AE 1, A0 AR TR 4 2R PR 4 4 R . o,

B B SR AR EE 0= 3 Per it srstn D st ) oot e b

N;

R B, N, J9d B 1Y R ORR AR TR M 2

FedProto 5 % b 258 25 40355 45 1 1 ACH U0 B SCIR 25, LT 4o o MU 00 YT 5 B . 3 T
AR L0 5 R 54 DA LA 41, FedProto 75 FLAT A1 T HR 8 1) o0k 2558 e LA o R P 0 JS 8 1 4
T AP P S WAL 2) 5 A% M 25 MOHE L, 45 0 I 00 MUBL B A 50, 7 B T W6 02 >3 F38 5 T .
BRI, FedProto A J9.7 MUK 2% 31 (1 28 SRR V2, J 8 T ARt — S vk 36 b ) S MU BB AR AL 7 42 R BTGB
Tl BRI J00 5 AL 910 M 5 A P2V RO A 1 7R DT 337 A7 8 B 5, 791 B B 5
iR MBI, k. HESR A REH . Chen %8 A V36T FedProto [ 50 SELAEHR M I T I 11 S PR 7 FO R FE
2 S B, T DT R B A R AR LA O S 1 R, Sun 5 A 297 2035545 15 10 5 30558 97 31 ARERAE IE
AR — O TE U, TR0 25 A BEATUBS RE W AR ORISR RE L T e s SR e 01 2
1.2 BEFERTE

et o R 5 R T R 46 T BT R M R TE T SAT (RS 0 50, B 7 11 25 B T
. B2 S A T 0 S OB (Bt 215 2 B 00 S B 0, B0 025 S Ay
S P R, ST o R IR AH Y, o ol 4% 2 T 2 AT 0005 4 A U B3 4 R . g T
SRR A MUY S R A R, DR R MUt 7 E . 03 25 F AR AR, I LT BB
FRHR.
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AR B S B T SR G, BRI A MMV R 2R . Nuding 25 N POETE T 3T 4828 IR OB b 8 et
P BT R L0 5k A IR N D = (x,,y: 1 0 < i < M¥), Forb x; RoR DY R 5R i ANMRFESAE, y, R x,
X B IERIFRES, M* Fom DF KN, — AN INZRHEIRIN batch_size=4. A T MR IISREIE AT F, 4R8I 5 )5 738 T
JRAE M ZRELHE { (X0, X1 Xisa Xis)s Fis Vi1 Visas iea)} FNE A IEFH T U ZRELHE (s Xia15 Xiv2s Xi43)s Dz Vi Vis1, Vi) ) » F R
I ZRECHRE A AR B AL 2 R AIC. S5 LAEAR R, A SCHE H 14X FedProto [¥) FMPA Tt 4 5% A BE ALy 2 E 6L
FHOE B S ERAE IR R &R
13 MR

RN (KD) R RS S R, BB R — A S AL 1 A RS B — AR R R T, DA/
BRI ] I $2 i B A 2. Sl W AR 0L T, SRR GE R PR < BTS2 1 50 2 i) S B S i ) v B e
BN S0 M il S 50 PO 200 55 AN S A AR, SRR T B AE TH S BRI L A () SN S 4507 TR AE BR ). 31X
R fige, T DLASE P 0 R 28 R S A B o (R R R RS B — A TR GRS B Oy s AR ) o DLPE B 32 BR K 1
BLRSRAF AR L RE. 2ERIRZR IR, FOMARLAL A A A 77 St 2 22 AR AR

(1) B H Ay ZOMASERL )4 AR5 e I TN 45 R, 3405 — B 43 AT . S P2 731 B 2 UM AR AL 7E
K R ALE A oS IS B AR R B 26 O M 3 B < I . 27 A A TRl S A 45 XA H b ok o 20 BB R 1) i

(2) RN AT R B T8 ARk, 38T LA F ARSI 4 R b Bk A B 2 AR SR B i S 5 OIS 2R F) i L 1]
1022 . IXAN K B B0 i LA o SRR R AT 2 I D BE B B i, 38 ZE R

I XA ER U7 2, S AR R AU 22 2] 2R 2 M R, BRI MG R, RELR
AL R4S, XA BT 5 e 2 AR SR 2 A RE D N AE A ¢, A8 A AR Y ] e L B Y e 4 45 %

2 FHEEDERE

AR AT LN R IE B R B . B e, MR 0 AR 5% B R 2 0 Y A T FedProto HH AT M, ERATTHIE T A SCH)
MR AL, JLR, FATTHE T FMPA Buk A HE H AR 4 T B IR R, S, AT SLI0IE T FMPA Bk )
A RE, TEA 50% ISR 20t 1 A, f5e 2 m] AR 81.72% MR AL ERf 5.

2.1 EiMRE

FEASC R, B 32 BEICTERFAE P 1) 22 A R TR T i 4 06 3 TSk R ) O i A 2 1 A o B AR A Il R, K1 i,
A DL B

BB 1. BT S 510 30 010 28 0 15 5080 [ 3 by w0 AR 25 48 2 T VR AT 45, 24 o 1 TR 8 o 0 IR 45 AR A1 /S
ERRFAE PSR BB 4 JR R iE P 5 R A A 220t 1

B 2. L R 45 A% A2 I S, B AR 2% R 2R R (1 4 R R I, B AT DU B A ok B 4001 A M AR
HOARAE B 9 R

AN AT b 8 Bk OB A0 B R, A SO Beadi 5  H b s A O\ b 40 a5 A A USSR, A FLAE )
AR F A SRR, RSO TE B PRI, B A AR ST AR HUB AR AT, IR S 80 P A S IR
5%, Tk R T R T s AR SR S . AR AR DL R SR AR, (HL 2 e AN R A5 00 At £ 0 4 A ) AR H
I ES A LA B AR (AR, ety o o v oo JIR 55 85 5t T AR AE T A0 SR JI). 51, v IR 55 388 4 A TR SR A B 0 A9
75 FedProto ZR 4t 1037 BH BE FIAS AL R Bl vl AR © 045 38 A MU ] AT B4 Ve A B RS A PR R A7 20 s,
W& R E ER M. BAVBOR BT B R0 T kA28 5 2, BI04 T LAA] FedProto RAEEN kb MEEA
A A, B AR IR kAN SR 20 A L R R AT S S IR IR AT R R B IR, (R H R A
Y ZRECHR 1 TE AR DA R 3 A% PO A IR AU P ) TE A . 91 2, 306 i 220019 T 6 2 AE SR AT AR b AB R )1 5 2w |
GRBAR AT AR B AL B L, 15 RRAE B R bR 25 2 T8 (%o 6 2R R AR . I LS 2 R0 T U T B A AR k= AR
PP B AIE P o A 5 0o R 45 s, T 36 e A ) A il P BT PR 2 P SR PP AR 25 B TR A 1 A SR REAE
Pt IER 1.
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2.2 FMPA ¥z

FATESE 1.3 WAL T FedProto 7515 A a] 7] FARFAIE P8I R I Xl 24 0 15 At ) 5037 S A RTVSE Y S 9 e 2 SR 1)
Bhik, {52 FedProto F K78 43 S IEUFAE B M IE R 1. /£ FedProto ™, £ 15 i i MM R RALIR R A L, =
CE(F(0,x),y)+ dor; . AT LLWLEE B, %47 2% 0 B052 BB AN B2 B0 — 30 43 b A B )l SR B0Hs 72 AR 1) 28 UM 5 k%
CE(F(0,x),y) , 73— &85> 9 HH A R RHAIE BRI B RAAE B T oE S 038 77 i 22 IR I o, (A 72 B 7 B TR U i T
PRI, LY K E e /N AE . a0 R IE I o, M6 T CE(F(0,x),y) R, B4 L, K 32T 52 1 W T 52, A5 2
A B2 TE IR, [, Gn R IE I o AHXT T CE(F (0, x),y) B0, BER IRALAG 0K 3 B2 52 38 SO ok
AN

NIk, FATTHRE S FMPA Boeh. % 5 22w 45 55 B R SR A WIS AE B, A AR A AT 58, kg IX Ee 004 5 1 R AE
AL AL RS A QR ERERAE ER B 2, T4 0 IR S5 25 5 IX SRR BN 27 AR B R, HE T 3 B0 e 28 o
AT R BRI IE I o, AT F PR AL IS SO R D 1 SE TS I K R 2R FMPA By, SR DR B8
BRAH A BERFIE R 4 RFFAEE . TR TR DA R A5 Ok ek B v 5 0 2 AR ES 5 FedProto 12830 15 s A
TR AT RS ke U, BUMREN j INFRFAEEOE y ), TR 2800 19 /R k 7258 r SO0 B IOARZE N j B A HE o
BERFIEEN:

Ciy = |D_1k,l|x‘;“ﬁc(9k’xk,l) (1

o, RBR THRRE j ZAMOAEEAREE. i TARRE g B AL, B CAULI TF 5 AR RS0 j AR I ¢, A R R RHAE 1
L 7 FRAREN jEIA L B RRE ). N T 158 FMPA BUds (ORI R 40 3 s e h B B &
O JIi 55 4 N FOBMB AT 2 8 KBAE €, = nx C (e R) , LIRS 200 R My 2190 56 233 17 1l S I XF
R IE B BEAT BB R, TR 0 T RUR) DA SR 4 SR ARRAE BT 1R 23 A, DT 58 ) B8] S 248 3 59 U FE AR b v B TR )
TS (R 45 L. IX PG 5 K] FMPA Baf af DA S50 9 28 3 15 mU AR AR A A R b 32 B BE R K48, T S i A 2R
WSt AT R, orb, p A — KT 1 RYSRE Sese b, R BER XS R o (A AN (MNIST F13RA1%E n=3,
CIFARIO0 5 =5).

At BRRHIE B 2 5 B4 AR B R SR A R, 2 SR A R RRIE B T B R 22, R T LA O RS ERTESE  $
REMZEN j A RFHEE .

. 1Dyl ., IDi,l .,
Co=) Gt ) G ©)
keU J ieVigu =Y

2, X T IRSR LI T R, M r 5 PO R S5 4% T R 4R B R BRI SR r + 1 R A RS AL B T 55 I
IR o, = ZMSE(C{;‘,C;,)  AZAE M IO A B TR A0 A 453 2% o By Sl 2 — 00, ol 0 R 4 i 49 e AT TP B AR AR B
KIHRAE, I 3E T BT SREE R K, I ISR 280 1 AR AL A H R i o4, k0 T BEUS AR AL 7
P A G 22, iR 2 S BUSE R TOVE S AT . 38+ 1 e, DRSS R AR H AR e O

L; = CE(F(6,,%),y) + Ay MSE(C[}',C})

L]

y
|Dkll |Dij|
) = LGy + et 3
! ; Nli . ie;U N; M )
Cly =nX p P CED
" Xk €Dr

O | AR T FMPA Sk S AE R, FF AR T WAL, Local_Update() B 57 £43 11 4T, i
ONHILI S K B D, B ST T S T R SR A E . Global Proto_Agg()
BRBLE TS5 5 AT, SL A BT SR S S A E R C ,Cy . CL .y » AERSUR TR
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3048 5 BRIRRA F 3] 69 AR B o s A S E 5 AL 1361

TR A FTA AHAFAE E, A REEE. BATIRUF RAZ A2, 20075 558 AT Local Update() (WG BLE R
AL BWIUE1E 9 0), Tt IR &5 2% S5 AT Global_Proto_Agg(). YR JE R IZRAS B iR PUAT IR

ik 1. W FRT: FMPA SR 5 O ALhg.

BN BRI Rk A HEESR D, SRR ARG VAR j SN T R AR ¢ L Cy
Cp i Cly

it ST I Rk U A R BRI €, RO RS 2 SR G ASHURE AL B 184 SR R AR .

1. Local_Update( k,C"): /* R 23 15 sl AAT*/

2. for each local epoch do /* 7 illl 25 5¢ H+/

3 for batch (x;,y,) € Dy do /*4% JEHE K IRIEHE I S B +/

4 Randomly shuffle the correspondence between x, and y, . /*# AR AL E HL*/

5. Computing C; , according to Eq. (1). /*TH5 A - Z4F4E B */

6. Cp, =n*Cy,(n € R). FBCRA L HBEHRFIE BT */

7 Executing Global_Feature_Map_Agg(), Get C', from server. /*3RHU 4= Rk E*/

8 Using C;, and C, to compute o . 1 FI] 4 SR R B RIAS B R AGE B 550 2 DU 33/
9. Computing loss function L, . /* 115 A MR 1 453 5% pR 450/

10. Updating model by back propagation according to L, . /* 5§ £l */

11. end for
12.  end for

13. return Cj, /*IR [AIASHAFAE B */
14. Global_Feature_Map_Agg(C; .C5 .....Cy .....Cl, ): /*HUU RS ST I & G2 R Rl [T+

15.  for each global epoch do /* 4 /5l 2R 8 50*/
16. for each client i in parallel do /*% % 7 % FEATHAT*/

17. Executing Local_Update() and pass C;; to server. /*THSEAMUKFAE B JF L A%+/
18. end for

19. Aggregating C7; to C’,, send it to all user. /R A HIARFAE 145 3142 JR) RRAE B/
20. end for

21. return C', /*IR 642 RHRFAE E*/

23 LWEE

1) R4 A8 FH WA AT A B0 42 MNISTPY . CIFAR10%F FMPA ik A7 MR, 3/ B8 42 11 4 3 i
TEHSCH K 2 e HR AR ST ] 43 A1 1 15 58 3 A 7E T 240ty 1 0 b AR I 2R 2.

MNIST &5 10 M55, —3HH 60000 MIZRFEAFT 10000 MMHRFEA, BEASFAH 6000 MIZRFEAR,
1000 MUHAFEAR, FEAMFEAER & — KN N 28x28 MF SHFRKER A

FashionMNIST 2 10 MRZ4M2E, —3E4 60000 N NZREEAFT 10000 MREEA, F42K504 6000 AN
SRREAR, 1000 MNMIRREAR, R AMFEARHTR — AN K/ 28%28 (1 B il R3S K FE B .

CIFARI0 5 10 Mr2E5r 28, —3LH 50000 MNZRFEAFT 10000 ANMRFEA, FAA0E 5000 S IZRE:
A%, 1000 NAFEAR, FEAFEARIB R —A KRN A 32x32 ) ZmiE R Al .

2) MR T MNIST $¥ 48, FAME ] CNNMNISTPO MR R HEAT 2457, iR — 345 2.2 FI B4R, & F
CIFARI0 ¥4k, A48 ] ResNet1 8P AL, KA 18 2, — 3L 1170 I B % &,

3) SLIG AN FATEIL T FedProto FIFEAREE, FATH B RIAUSIL T 30 A&l 15 s /BB I s 53,
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1362 HAFFIR 2025 FF 36 K% 3 A

Horh R 58 21-30 (283 N R 10 3 7 20 T . RO REAN & T 5 0 e 1 RO [ 4 A B B0, %
MNIST. CIFAR10 9 ¥IAS [E AR 28 H 08 23 531 350 28 76 A [R] 0 28 3 15 L. FRATE A CNNMNIST. ResNetl8 8 2%}
R BRI AR AT 3, )RR AR 0.001. S T SEBLAN A W AR AL ) S, BARICART ) TAE—
BEPL A BT 3B 0 T A IR 28 0 8 B Y (K 35 03 8 S 8. 7E MINIST i, A6 U2 10 H BB 208 B oA
18, 20 BY 22. 7€ CIFAR10 1, IATAAS B 2o 15 fi i B A RS2 DR, RATEE R A 3090Ti B~ WA
N 24 GB I MEBE AR 55 283047 5256 BTG AR5 B2 Python 1% 5 Al PyTorch HEZLSCHY, ACHY A& 650 4T, JF H4#%
7E GPU _Lig47, S5 4iE B 82 50 a5 S 3RS AT I https://github.com/bo-1ab520/FeaturePoisonAttack.
2.4 FMPA HHSRIEHR

BAVRIH Python FR I SEIUER T REAE B IE R M A RRAE B B 0, 10TV e, e 0 i 28w 1 s i 5
B AT AR I oK b SR AT B 2243, TR AN D 8 8 308 2 4 T o 00 DA R LA TR, ff s rp SRR AE
S F ARSI (52 . 24 FedProto FFA77E I Hh B3RS AE B 22 1N, RIS 3 4R 49 s B0 10 HLAR s N 1 I,
5t e TIOR8 ST 28 3 1 A R R U R R BRI 81.72%. HILTT I FMPA W] LA B0 2 5 FedProto 14514 5 (1
PRI YERf 2R, 3R 2 78 T 7E1# F§ MNIST. FashionMNIST A1 CIFAR10 #4558 3E47 I 2 ) FedProto 1, &3t 100 #&
WIZRIG, 15 20 ANSE & 5 s LA RIS 0 3% B P 2000 30 s R S 5 105 0L R, BT TR RS T i 28 DL
Pt 2E. HoAR, CIFAR10 5 45 HE il S 70 WA B35 (015 00 T v ZR A I R IR 2, AT TR 50 4 42 FR AR <7 6] 43 A
FNA3 T 30 4, REAS LU T A M G2 5 R 1666 4. BT UIZREEER/D, AT LIPS HER R,

K2 OANFEEHEE LA 2 S 100 FeBFIIUHER R XT L (%)

e T W AL MNIST FashionMNIST CIFAR10

0 0 98.36 82.56 59.23
2 98.06 82.04 56.73

4 98.27 81.29 58.39

1/5 6 98.21 81.37 55.57
8 97.74 80.52 53.53

10 95.34 78.94 49.58

2 97.73 81.43 55.16

4 88.63 73.36 47.21

13 6 68.91 57.21 33.83
8 57.80 51.82 32.09

10 16.64 33.84 36.79

2 17.53 34.68 39.02

4 17.36 31.41 28.29

1 6 17.12 30.76 24.47
8 16.90 30.07 23.47

10 16.64 29.17 22.66

2 MBFEIMREVE T, BUE A 1/5 ACRKIHT A 5 BIBEH 1 k. BT BB ATLLE W, P &1 A
B P A 2R (90 A A S R T R o Y B DA R P B AR A oG, A E AN 1/5, BB HER R LT AN Z R, 4%
BEANZR N 1/3, BB HER S0 5 1 B 2 0m 1T 5 DO BRI I g BEAR. 4n 2R FedProto HH ¥ Hh B4 1IE BB R 95 K, 240
W RUK 2 IR A JREE B RO B T VAR SR, AR, /E MINIST #ii4E I, I FMicn | i, AR P A dErf R
HGEPECE 16%-18%, 1£ CIFAR10 [0 4 K ZE 20%-30%. H Uk a] LUHIE W] FMPA Zd vl LA 2005 1
FedProto [ IE 81T, S35 5 H M L7 pa AL R RAC T, H-h SR RRAF B B0, A v A R IS,

F 2 FURJER T S A 1T s AE AN R i 2t R DL A R B N LAY S8 e 3. O 7 T DUE B
PRI, RS 26 059 A AR B HE R S AT B IR T B FRE AR I, RN S ERIES D, ATERE MM
FH A3 R ST 28 015 A 2 HH SRR HE I SR AL ) i 2R . TR B R T BUA ARSR (9 MNIST AT CIFAR10 %
PEAE, R L SR P=2, 6,10 H PE=1/5,1/3, 1 B, #4019 s AAEE 1 #2328 100 50 (BRL M 2 A8 1k .
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https://github.com/bo-lab520/FeaturePoisonAttack
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E 4 5 BRIFRE F 3] 094 AR B P A S Ao E By AL 1363

o MINIST #i#a4e: B 1 BoR TR L E N 2 IEOT, NEFME (5508 1/5. 13 F1 1) Tses
it 1 A R A Y A AR B R SR AR A BRI 1/5 AN 1/3 B, B R AN ECE 2 A BRI,
FedProto H [ 1 BEARFAE B A5 B0/, o] A Ial S 280y 5 st IR RS MR 0 3 T8 s ). BRI JR R, B A3 (3) WT T,
BT P B ARAE B S /b, S 5B R SR BT SR A 0T o %o TS 2 O A0 ) S AR /S, A B B 2 ZE fR I R0
P2 A B AE U S e, It LA 2R A 56 5 0 HH 0 A W R B

— WS — WSR2 — SRR 3 — WS 4 — ISR S — BRI — R 2

1.00 1.00
0.95 | ' 0.95 L "
o 090 090}
2 2
= 0.85 + = 0.85 -
= “
0.80 | 0.80 |
0.75 - 0.75 b 02 |
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
SR &R &R
(a) BERHE1/5 (b) AR 13 (o) #HHH 1

B REAm T R RN 2 I, ANFSEEIERAE MNIST L RSEi0 45 R

SR, ARy 1 I, AR IS rh B R 4 5 A A7) FedProto vE FH AL IE], SEUER 20 S0 (5 I

A RER T ERFAE ], B IE T o 3B AL A RIS 2 OS8R Y. SR or 52 B R 1 4 R R AIE 1 o R
oK, Pt UL HER 3 B

B2 SR T ER R A EER Y 6 IEOL T, ARBEEHER (208 1/5. 13 A1) R 2 sl Ak 24
TR AR A AR, 25 R B R R A BR LR B R B AT A, BT A e B R B IS P (5 ) AR
P (2 AY) BEAT SR AR i 2R 2 ). AR F IR 1/5, T ERRHAE IR A R, SR AT LA S E ] 1 AR
B UBEERON 1/3, BIIZREE IR 50 5, £3m 9 n OB i 3 A W B O A1, s #8100 I, HERR R PGS
70% ZEfa. HEFEHFENY 1, TR A HUR A 2 SR B A, 7 FedProto HH 3 A K A B RFIE B HCR
K, P DA A 28 079 S B0 BRI R R RS O, SR8 ERR AN 15% ot BAKIR AT LA 514 1 fgfe.

— PSRRI — WSR2 — WSR3 — SRR 4 — SRS — B — B2

ﬁu.:

1.00 L0F—= = 1.0
OOV |t
0.95 0.9 WHRATAM 08_&
08} , ,
0.90 | N ML |
g E 0.7 | ™ 06 |
gossy £ o6f
0.80 | 05} 0.4
0.75 ¢ 04 02
N A A N o3b—+4 % & | 7 | “r—r—r—r—
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
SRR IR ARl gREe IR ARG IR
(@) BHIHL/S (b) BAHE1/3 (o) B

K2 BB EEEN 6 I, ANFBEIRAE MNIST _LISEi 45 R

B3 s 1R R IR R DY 10 MRS U T, ARSI (0510 U5 1/3 A1) T IlSE 280 1 m AR R 2
i 9 i BB AE TR AR AL, B 3 B SR R SR 45 SR I b R R gy 2 s ) R AT [ 2.

P 3 ERR AR AR L T 1 AR 2 ORI, BRIy 1/5, A BRRRAE D T S8 4 0m 11 KR AN K,
BT A b1 i B AR TR AT R AR AR, TR W] AR DA, U B8 R IR, 2\ FedProto f)HHERRFAE

P =y
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1364 KA FIR 2025 4% 36 A% 3

PSR ((HR LR & EeR Ty 2 Al 6 I TE2), 43R Rk I v 35 0 B g T A A RFAIE I P DA e 43 5
R R JR R AE BRI B A HURFAE B 545 B IE I o % TR AR IR 8 R RS, A, R 2 m il T
AHBARFAE BB S IR K, P ATHEEIG o toR R ), B U 2o Xt BRI A0 AR5 . A By 1/3 I, i T4
Lo 11 RBCREOR, FrUEIIZRER N 40 I, B HET R ITIRIRIE N 15% Zo. MBERIRN 1, T3 aesim 17
RBCR AR AT BT LSRR A B A, I BAFITA 280715 sl OB HER 3R AE 8 FEI PRI 2 15%.

— USE U — VSRR — WSR3 — WS G4 — SRR S — WREE G — BRE 2 — BRE 3
1.00 F T —T— 10F 1.0

0.95 | %
0.90 | f 081 081
v 0.85 5 .
ﬁ X061 ﬁ 0.6
080 s
=075 0.4 04
0.70 |
0.65 | 0.2} 0.2
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
AR IR ARl ZREe IR A RUNZREE I
(a) BRI L/5 (b) HAFAIR1/3 (c) #HEHIEL

B3 OREAN TSN 10 I, ANFEBEIERAE MNIST _E)SEinsgs R

o CIFARI0 ##E4E: v 7 IEM FMPA udi (83 vk, FREIFE FMPA i B FITE FedProto H1f CIFAR10 %4
V1155 ResNet18 BT S5 b, FHARFF FIR MNIST BHRER LGSR E, WS LB B AR B AR, 45
RUAERf 2 (AR (03 A MNIST S e ERS—3, B4 FedProto HH I HHER4FAIE I A MR 22, B HERAERAIR.

4. B s AIE 6 WoR TIEBRE LR 2. 6 A 10 IUTESL R, AREHRFR (45008 1/5. 1/3 F 1) Tk
S 2 Ui g R R R T A AR M R AR

— PSR — WSR2 — WSR3 — WS i — WS RS — SRR L — R 2

0.65F
0.65 - 0.60 L 055
0.60 - 0.55F 0.50
o 0.55 e 0501 . 0.45
2 0.50 + =045F & 040 H| o4
Eoasl | o401 S 035 -
0.40 Lfi" 0.35 F 030}
0.30 F 0.25
035 ; ; ; ; ; 0.25 . i i i i i 0.20 k.
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
4 IR I R gRER Ik K ERIE RN
(a) BHEIE1/5 (b) FIHF1/3 (c) HEMIFH1
B4 SR Zm Ty S0 2 N, AR SR CIFARLO BRI 453
— WS L — WS 2 — WS 3 — ISR A — WSERE S — MR S — TR 2
0.60 [ 0.50 F 0351
0.55 + 0.45 1 |
0.50 | 0.40 1 AR 0.30 IR
g 045 1|/ g 0.35 FAHIFHS ﬁé 025l
£ 0.40 (Y £ 030+ &
0.35 025} 0.20 F
0.30 0.20 0.15
0.25 I I I I 0.15 ks ! ! ! ! ! | | | | | |
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
A Ja I ZRER IR 4 e IR U AR RER Ik
(a) BEINH1/5 (b) BeEAH1/3 (o) BLEHH]

K5 ERELuT AR 6 B, ANFER BRI CIFARIO L RISEIGE5 R
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E 4 BRAFRE F 3] 094 AR B P A S Ao E By AL 1365

Al LLUE H, FMPA ok o] DURE A 7E CIFAR10 £# 45 I {4 ResNet18 #5741 i fff 26 i KB#AK 36.57% (8 = A
T EEEN 10, HEERN 1). RFEMIZ, ResNet18 HAILE CIFARI0 F¥i 45 b3+ 45 KA i 5 4R 1E B i H A i
PRIE (BB B R BRSO 5 BRI K, #4845 (1) 2 000 15 00 3 K 3 BORVEAR A e B S AT R B S 40
. BRI BRI, B R 2 B B R R IR X — B AR HETR ) (1E 0. T 7E MNIST FE e, T 20
WREEN 2. 6 110 BARRESAN | I, 2 IR BERRAE (R 00 MR ER A R, MINIST 3 SR AH X L a7 52,
A, 15 2 I OB R R B T AR A 1 B, R B E I 2 R 2 BE R IE R Y R
HEBL, TR I R AR RO RS FEAE, 5 8080 FERRME I R & 17 CIFAR10 ¥l &M N S 2%, A& =i
B ARG, AR EG RS T2 ARG, 72T XL E B, 222 EdRE ] LERIE 2 1)
o 55 T4, U o 55 R M (0 JRUG: . MRS TRU ) P 7, ResNlet] 8 A5 780 SR FH 1 Bk 25 34 B RV 5 1) IR 28 65 1, Sk b 25 44y
BTS2 S0 P JR N 10 . B 25 3 2 A0 Vo P2 L D % o o E B AR 3R, D T BREE I RBLFIOK. KA, ResNet18
RO AR R, — 35 18 2, BT 2 (WEMSE. B FETEAL 11T 12 o 58 25 5) M B AN, AT 92D T 86 FE AR AE 1)
KA. T CNNMNIST & A Rz &8 ARG (—3t 6 2: 2 EGBE, 2 BLE, 2 B2EEE).

— W — WSR2 — WS RS — WS A — RS S S — BRSO — BEE S — BEER

0.55 | 0.50 | 0.35
0.50 045 - 030 - N
« 045} o, 040y o W YO Y, b o
L P ¥ 035} 3 0.25 LS NV i\
040 Hf E 30l & i/
& I & - | # 025
035+ 025+ e r
0.30 + 0.25 |- 015+
0.15 ¢+
025 . . . . ; 1 . | | | | 0.10 Lt . . . . .
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
AR INGREEIR ARl ZREE IR 2RISR IR

Ko B TT R EEN 10 I, ANEBREMHRLE CIFARI0 LAISLEER
3 WERHEHH

3.1 FEfEMEEA

A GH XU B AL A, R RS AN B BAE, B 7E B 1R T SRR R N FedProto FT- 3L AR L 1)
AT #. B 7 B T De-FMPA B N LHI AL

© i
@ i @ B ® Fhrh RASER
@) Wik 2 B 1 2 . MH & m
PR | e O A K e 9 PP
oo ”7 Pass 1 ™
e ) P e

" Pass 4 '

O AHBIING, ERAAHER o

oY

o)

= train 4 .é“;’g

AHHEE O

| SN 4

B 7 De-FMPA [ifilvife
1 BB FAIFRZ N TR B (40K 28138 B A B ), H5¢ fAT B v 2 Y i B A MU R S 50 A%
B ARSS B T IR LA R AR, ST AL S AT R S R A P R, FRATGE T X R AR R S B
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1366 HAFFIR 2025 FF 36 K% 3 A

2 T RR AR (0 TR 128 7T LUK SR M2 019 sl A RS R 6 A 25 v iR 55 45 T T 75 AR 1 B T 24, R AP R 9P
THPESAL. AR FR AR EOR 5 &SRR AR PTA A F, AR e RRAE (PR LA 3.2 79). e
R 22 3 1 AN ORI Y R R B S B 0o JIR 55 s B AR S AR AR R v IR 55 R I Ak S 06 e AT R .
SRANET U 358 B34 2% o (0 U R 8008 AN mT D (T REREBE L EL L), IS HINA FedProto. 55 2 i Bt, 1 B B4 B A1 45
AR LN 2 355 sl AR IO A AR AE I () IE A . BAASRUE, o iR 35 & 4 47— NRFAE P BB, 2 i N R R
PIKHE, i tE AR PGS I (RO AR R AR — R b 1 s A A R P 2 o IR S5 A T, oo e 55 45 1 7 X R P
ATHERL WERTMAREE S L0747 5 _EAR I SR EA — 2, MR IZFE R 2 5 R G, BN ATFS5RE H A M %
RFAIE P X R PR SR S AR AT RPN 5.
3.2 EENRFIBEHEM R

FERSHS 2 >0 v B0 s v 75 Tt R 23 SR A P TR L AR A 500 AR 2 25 I A R, SR 5 0] R O A S A
TSR A FLA 2 555 R AR R A 2. Dy 17 T G et 5 20 T s FedProto [RIIN 75 ZEER 47 7 Ba AL, 3
1178 JEAH Y AR ZE R ) 7 3026 0 i 20 35 s O AC I S i R R L. 038 1.2 WA, M Gl z T =2
PR (R R bR R A A PO, — IO ER R R TN R 25 A0 SR BRI UE B S SO R 2%, 53— T el 0 R A
AR A RO R 0Af BT E B KL BOUREAR K. SRy 2, SRS " AR AR R AT DL ) 8 0SS 2R g el %, (E A
A LA S B TR FiR B A LR AR RO AR B85 1 B BOURDY TR i i AR (R TR AR 2 b IR 55 4%
A AR, AN B3 A R R

NI, ASCHRE AR AR EOR, 15 75 B K IR E K A S 7R F) S R e % 212 A S 7R [ I 3t s 2 L8030 B2 iy
P 2 AR 2 R A R R 2 AR A 1] 3 ) e 0 24 3 1 e F) 4 b I R 2R F A 2, T A 22 0 1 e RO
RUE B AR 2 o i 55 4%, 3R 5 AR S Ml ORAIE T 28 3 5 s AR AR (R L 8 BB R et (R B RA . T
AT TR A FR AR AT BATHI — 2 SBR 4R, Ho b R —NRRAE s #0R 28 BOMARRE R (a5
R AR ) Rz AR (pr b i 55 SR D) AOHERLIF a1 Jogins. 4= RnURZS R (8 HI SO i Y (1 5 20 A1

(Fhr2s) LA B AR R 30 AT 24 5, P IR ) Softmax B4, BN Softmax(z;) = izz)) B
eXp z;

logits. 9T B7 1E: Softmax 72 A R BBR N I 2 2% AR TR PR3 463 2% R B0 D ikt /s, ﬁiﬂi&/ﬁ%’?l)\%iﬂ)ﬁ T i )

FEEENREERE SR, TN T 51N Softmax Ja A

Softmax(z;/T) = exp(z;/T)

D exp(z;/T)

23 (4) TR A M R i Y BT HARAE soft label, €& MBI ZRap AR, DU A2 AR AR 45 2K b 4
Frunxa =KL (SOft_label, Softmax ( lo?’jts )) .

(C))

AL, T TR ) B L AR H AR B AR, FRAT A AR E T AR BRRE T (PRSI ST R ) 25
BT A AR, 20 LRI, 24 T B 0.1 B, 5 AR RY 0o 24 0 15 AR B AR 1) 27 = 2805 Bl e 1y 83.50%.

ARR R GIA R F RIS i E vk 2. FVEEEE T Local Pre-train() 1 Full KD Defense() A MR H, 23
AN FedProto Z 1 75 BLAE AT Local Pre-train() BREL, F F A M 4 T 2R A A A . T 2R UG, 1ZAS Hs
R N BOMAR T T o0 IR 55 28 10 S A R AT 22 ) o IR S5 88 30T Full KD Defense(), H A4 280t 15 A1
(PR Y () SR L A 28 2 R AR T s R 2 A R R PR T 256, R JE o A 5 30 W 22 ity 1 S I R 8 2 5 ] .

8K 2. WIEARFP 10 AR 2R i 2.

BN R Tk OB AR D PO IR SS A T RR SO A SE I AEAE AR Dy, PO IRSS 28 T 0K 2R
B A SEIABIGIE Dy , KD HBGIRLE T, 905 £ 0719 55 B P 80 10 2 A R ) HE B 2 B 1 target_ace;
it 2T R A R TR SRR A A AR
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I IhAR 5 BRI R 3] WA AE A P A E AR E G AL 1367

1. Local_Pre-train( Dy ): /*# 3717 pi{E 2 5 3] FedProto Z i I F A b B4 34T Tl 5/

2. for each local epoch do /* A3t illl e vk */

3 for batch (x;,y,) € D, do /*$% /NSRBI 2550 */

4. Randomly scrambling training data to obtain incorrect data (x,y,) . /*FfiHL & LA */
5 Using (x;,y,) to train local model, computing loss. /* {1545 2 B £/

6 Updating model by back propagation according to loss. /* [ [ #%54, S H7 A Hupbi Al */
7 end for

8. end for

9. return teacher_model /*1Z A MU BLIEAE S ZUMBEBLHE T P o0 AR 5525 (1) 25 LR R B/

10. Full KD Defense(teacher model): /*F 0o IR 55 8 04T 4= SR 2818 */

11.  for each full KD train epoch do /* 4= F1IR I ZR4E 1K */

12. for batch (x,y) € Dy do /#3%/NEIRIREUII ZR 50 */

13. y, = teacher _model.forward( x ). /* Z A% 2 T AR 25/

14. soft_label=Softmax(y,/T ). *FIFIRESE T tHH PR/

15. y, =student_model.forward( x ). /* A= 15 B T 4y */

16. According to soft_label and Softmax(y,/T ), compute loss. /* 11545 % p& H*/
17. Updating student model by loss. /* = [A] 1% #5451 2k bR £, B8 AR */

18. end for

19. end for

20. for each full KD test epoch do /*7Fi| FH 2 HE5 5 H2 00K 27 A5 55 T 8 26 (1 e B e/
21. for batch (x, y) € Dy, do /*42/INIEVERBCIIR B dim+/

22. y, =student_model.forward( x ). /7| B X Bk £ 10047 T */
23. acc.append(evaluate (y,,y) ). /* 11 B AERH 2 */

24. end for

25. KD_acc=mean(acc). /* 115 I HER R */

26. end for

27. if KD acc<target acc then /* Q527 A5 45 (1)1 35 HERA 2R AR T Fr ALV 28/
28. return this terminal is malicious. /*I% [B1 45 5, 1% 2oy AT 2 LI SR 5040 */
29.  endif

30. return this terminal is honest. /*IR [B1 45 5, 1% 2 Ui FEATL B BL I SR */

3.3 FHEEREAIFGEM R

AATVEAINAEE 2 BB, SRR TR AR . AR N T 8 2o 1 ml B AR I A R AT I I At 1, 3 S i
A b EEARAE B 5 5 B A R AR R I SR A b B 8 IR T 2 B T AR,

BATHIMOE R TE O R S 2R 4 — MHIE FERAIARETY (B3 3 BERE, 2 B4R AT &m0 s b
FEFRRRAE B 75 TR . 2B R N\ R R AE IR, i H & AR X B AR 2. FRATT e e R A PO RS 48 BRI A
FEEAR S Z BB AT T 25, [FIB7E FedProto 1t 7%, ) FH TE A I 28 ity 15 kAR FORRAE IR SRR BRI SRz AL, LA
R R AIE I TR S A P v T

JE RSB ) SR ALY an 8k 3. VA B IR R B Feature Map Defense(), 2% PR BUTE H 0o iR 55 25 BT, TEFHME
BB AR b, W AR AR A 5 H SRR A — B, MELZFHME B 2 5 G L & Rt B R G B2 H
IINFHIE ISR G, RIS ) AR P 25450 282 ) U AR A PR B A 2, DA v T 0 v 1 26
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T BT 7 57480
OF: bR @) FIWT A HRFAE B 75 E A
4 % % il 4
l HRE ] train
T
FRC A 45 B % I True
p—def—O
ol it
o
4
@ b A A R 8]
23571 g4 & —ly

= KR
IR kil g e i

B/E 3. DiEARFr 2: Y E B A e

BN RO IR S5 S A b 2 3 )RR AL R B 3 A5 A feature _map model, 24T AL I B RFIE I feature_map FIFRZE
target label;
v 2T R EAR A HURRAE 1 2 13 TE .

1. Feature_Map Defense(feature_map_model, feature_map, target_label): /%00 iR 55 B8 $h47%/

2. y=feature_map_model.forward(feature map). /*¥J 2 5 f L= ) 5 B3k AT T +/

3. if y==target_label then /* QISR TTME 5 B STHRZEAH [, WA N ZARFE B E#*/

4 Glogal Feature Map_ Agg(feature map). /* 154 R4 1E F*/

5. for each epoch do /*1E 2 FE*/

6 Using feature_map to train feature map_model. /*FI| Ff PLAFAIE B Y ZR R SEHHIE B 45 A1 55 740 +/
7 end for

8. elif y!=target label then /* 1 S F{H 5 FLIARZEAA [F], WA 9 H g rh BRRHIE B/

10. Abandon this feature_map. /*¥E 45K 1% feature_map 1F Jit 5 4 B RFAE R 19— 3893 %/

11. end if

4 De-FMPA [5fEISCI8 3R

AT De-FMPA BT FMPA Zraty (¥ 55 48 28 R AT S5, A TIERRAE A MNIST Hudla 4k, HAAH S KM
Tk S PO G L AR 7 — B
4.1 E=FMRAZRIBHEHKEMR

o SRR AR L AR T B, FATR A AT 4 AR Z& I 77 5K, 1B A8 DRk 7106 Hh 75 P 8080 11 2
A IR IR (1 0 4 L, D) i SR I P L B BB B TSRO . O T R R R A T s R R AR R R
T, Bl T BN RIEE, R T=0.1 I RJ LA K B R M SR H MR F) R, FEASRHELEE R, BRATTHEBE
WL 2 A2 717 s N BOTR LS B Il ZR I 55 4 22 AR . 3% 3 RSO, 3% TN Im 45 R

R 3 JEEr, ORI Ry 28 0 1 i A AR, TSt AR R A B AR R S A b iR 3 WA, 2 TRE N 0.1
I, AR AR 0 0 KRR BUSCR B, AR AN D0 T fie e ol LUK 1) 83.88% 157 21 8 (S AR AT MR < ik LA
DR R R ). BRATTAR 2 A AR PO HE B R 25 DR UMY 2 75 v 2, 5 2 A R PRl A T2 — A B I
(A R H S b R R AN AR R, ARSIz 36 b et MINIST $dfi 250 B0 60%), B A 1228 3 19 mi 2 M i 200 9 Al
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R3O ONFHERE T AR 2 SRR

RERE mET MBI UERE 2R (%) SEH T UER R (%) ZESR (%)
3 33.75/44.37 12.50/22.41 37.04/50.51

. 1 46.25/67.50 20.83/20.83 45.04/30.86

= 0.1 40.01/39.37 21.87/21.35 54.67/54.23
0.01 43.75/53.12 21.61/24.89 49.40/46.86

3 98.13/96.87 24.50/25.52 24.97/26.34

. 1 95.62/96.87 64.06/79.16 67.01/81.71

H 0.1 97.50/98.75 81.78/81.25 $3.88/82.28
0.01 97.50/98.13 64.58/64.45 66.23/65.68

VE: SEIS R A AN G 1 45 R
o AR IE A AR 2R AL T 100 AR L& 15 &, b 60 AN AR B R i, 147 A bk
ITUNEREE B L, T4 40 AN ATR LT . 3R 4 10537 7N 2 85 I e a1 s i, A SR 2808 B AR BE i)
Y B E R
F 4 ARG T

RHHEE 2T A S IE AR KNI (%)
= 60 60 100
5 40 37 92.5

R LI R R S R IR I B B (8 T BT 55, R 4 FT LA H, AL 60 AN R 4 s i, O e B BOKs
AT 4 FS BT VR T S 2% BT R, HEAR RO 100%. H T8 e £ i 1T B AR HUBE R HE R A K 221 10%-50% Z 8],
EATZ S R R, BT DL AR 2 5] S (3 T=0.1 I, 2% ) 56 U 54% FeA), S E BB (MR 2R
B AR GEFEART 60%), Fir LA AR AR BT T30 7 2 0 5 2 ) 25 ol E B AR . B 40 SIS 63w 5 o, U0
MEB BOAT LR e b 37 AN i 47 L, HERIER Y 92.5%. X T/ B ) SR i) 2 3 15 o, L DR R R, G
FiZ L5 5 LB B>, BRI A 5 T amil &m0 A SRR E R S, SBUR AR 5 R AL
IR, B2 AR HERAR R B,

o FITRZRIH-5 SRR ARIE: t P RIR AT AL, FIR AR T8 b2 A AR (453 5% o Mot & Y IR, BV B RIRN IR 2508
Bk, BARSRR R

Fra = @ X CE(y, Softmax(logits)) + (1 — a) x KL(soft_label, Softmax(l 0‘;’ L )) (6)

oo, y BRI FLITRRAE. AR (6) 5 2RI K B (AR (5) WK GITET, AR L AR
51T TR AR (B ERR), 762 31 T MOS0 AR Rk | T4 A iR 18 12 51 T SR (08,
SRR AT B o O BN, IR AL 4 IR A, D T R 2 2 R S8 7 A LS5O AR, 0 3
e TR YT 07 T A0 2 75 o 2, JRATT A 0 F 5200, B FE 4 4 0.1, KV FedProto 4\ 60
AN B A, 640 R TR SR A R 2 AR A IR R RS 7 2, AN A AR SR b LR
S5 BLE R MR 22 5 PRI T e IR 2 U T T PR 98

H5 AR AR

ES @ R A 1 R S IEWRCR: KRR INE (%)
0.9 60 3 5
HITRZELR 0.5 60 7 11.67
0.1 60 12 20
RN 0 60 60 100

IR 5 W LA, SRR ) A AR AR K bR RO B S o B EDRRAIR, R 2 B 1 1 S B 2t
B, 2 o 09 0 I, SRR 2% BR B R A TR ZE TR, 250 h R T & 100%. HiR] LA H 4 iR 28 TRAE T i
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T FES VR HH AR AAE PR )75 0 ) 06 B R 25, AT R B T AR R Y 4 AT LA 435 5 3 FedProto. 1X FL
PN 10508 75 25 r R P T SR SR AT AN I 25, SR T 50 A% vh 35 (R R 808 . el T 0 P v B 4 1 A
SRR R T A A A AR AT DA B I HE A, B DU K I S8 4 R AR T 81 72 5 /5 421 FedProto.
F 6 R TEERIIZEKA 100 5 BN 10 5B E BN — AR R K SR, BT & SER&E
TEEC VRIS (P RIHER 2. nTLUE H, fERE I BEERAUR T, T30 B & 1 s A MR A HE R R A i G 1 4
HRZR AR N FedProto " 34T #5%, )3 REAF B A B A ML 1) 5 (A3 280 - 340 B 3R S 2 T T AN 8 B 4
MU, I A3 FATR N 1 I, AL BER 30 B AL 72 CIFAR10 A1 MNIST $HE4E b 73 B AT LUK AR S S i ff
P15 39.84% F11 80.84%, 70 4TI T 4HA1E TR 535 A0 P A5 250 1k A o A4

R 6 FEMITIARAE B EA 5 48 05 DL T B A 283 775 mAE S 100 SRR EIHET R (%)

TS R T T R L0 5 A CIFAR10 MNIST
s p3 67.93 97.80
= 42.56 97.16
- P 73.91 97.64
% 35.17 54.93
. = 75.91 97.48
= 36.07 16.64
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o MNIST ¥fiadk: Bl 9 J&oR 1 EA R BLEHR T, ATFERHE E BB I 2 5 FedProto A 23 11 ki A
MU R R AR, IR Oy 1/5, Horp B A ARAE A RT R I N — N A0 rl. T4 5 e —
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75 AL A4 2 1 Sk e R R A . 11 9 S, A E 70 HRIEAS P BN 7 B R AT AU, B TR AR b
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SRR R AR R TP AR N BT IR A AR 54.93%. AH EL T &1 10 o I J AR AE TR0 B A AL ), 2 38 15 e 1 ~F 258
TAER 2 MK 42.71%. 23RN 1 I, FedProto *PE/D B LA AR & T KB I h #AFAE I
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YR AL P2 ) A PR B R AL P 500 IS P R AR M & AT I 1], R 3 W DL 42 b S0 R 2 i 49 o A% P B
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i 19 R BB R PP HE A R T ANE R, JCIL BRIy 1 I, JT 5 A R 28 1 9 1 s 19 M R R A R vy 5.19%.
ANTT T G SR 28 VR 17 A TR A Af 5 O IR PO S R A, T AT (1R R 28 1 R > E N FedProto JFHF4E ] 0o IR 55 4%
A B AL P RV 0 i S5 B AR N RFAE B B, (R 2R R AR I BEIA E 100%, 2 iRA D Hod
BERFE BF SV OO\ 42 R R AE BT R v 35 G SR 20 aad 4 VR 28 0 B0 TR A, U P A S R A Y AR N
FedProto. LI o #RAIE IR thox 9K, iy T4 Ak B B0 AR R 4 4 T 2 15 4 R R AIE I 3R 5 1) o 3 AR AIE 1t 23
EMPop ki 2RSS ANk VPN

T3 J7 T, BRSP4 AN FedProto, S4B AT LA B REMIA m) Lo i 55 4% 1A%
KB FRRAE I, 0 5 2 20 e R AL P 50 SR B DU ) B T . AR T, KRR P ) HE R ™ EEL A 18 R 4
FIIZ AT I 8], A RS SR E, ER 8 1% T R 4L 100 1B 15 BT KB AT N A, 47T 5 4 R A BB i R 400
YT AR B AT I (A EEASTT S 4o ZL AR 4.07 s,

KT RBIFIR A FR A8 B A B R R 1 2l R8 RBITA RN A R ST 1847 I 8]

BEMR  REIEEMINEMEE PR (%) R T IE A Fn iR & VR R PR —FEAEI T (5)
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T, DAE G X S R 28 0 19 U FedProto. fHZZ I BOFBUA fRIES 5 FedProto 28315 ki _EAEE AL iS5
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Kk G, # FEE| FedProto H 8 — R S RRAE 1 IBE S 2% =, T 25 -5 R I 0 2 51 3 38 #48 w] LA 5 BB 0 2
>3 e R S A R AR S K Kk, SRS 3E EMPA B0 Al De-FMPA B fIHLI 9™ 2 25 TG 3 T34 (1 I 3 2
31 BkAb, Ak Hoph SCEREN SRR BB B OB A 72, ARG — 20 it s ie, A ST s v, 1
TR S FIRREEST . TN 2 BS54,

References:
[1] McMahan B, Moore E, Ramage D, Hampson S, Arcas BAY. Communication-efficient learning of deep networks from decentralized data.

In: Proc. of the 20th Int’l Conf. on Artificial Intelligence and Statistics. Fort Lauderdale: PMLR, 2017. 1273-1282.

© PEBEBPHIFST  hip:/www, jos. org. cn



I IHAS 5 BAI R A 2 3) 694 e B P Ao I e A E I AL 1373

[2] Tang LT, Chen ZN, Zhang LF, Wu D. Research progress of privacy issues in federated learning. Ruan Jian Xue Bao/Journal of Software,
2023, 34(1): 197-229 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6411.htm [doi: 10.13328/j.cnki.jos.006411]

[3] Liu YX, Chen H, Liu YH, Li CP. Privacy-preserving techniques in federated learning. Ruan Jian Xue Bao/Journal of Software, 2022,
33(3): 1057-1092 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/6446.htm [doi: 10.13328/j.cnki.jos.006446]

[4] Abadi M, Chu A, Goodfellow I, McMahan HB, Mironov I, Talwar K, Zhang L. Deep learning with differential privacy. In: Proc. of the
2016 ACM SIGSAC Conf. on Computer and Communications Security. Vienna: ACM, 2016. 308-318. [doi: 10.1145/2976749.2978318]

[5] Wang RJ, Lai JS, Zhang ZY, Li X, Vijayakumar P, Karuppiah M. Privacy-preserving federated learning for Internet of medical things
under edge computing. IEEE Journal of Biomedical and Health Informatics, 2023, 27(2): 854-865. [doi: 10.1109/JBHI.2022.3157725]

[6] Wei K, Li J, Ding M, Ma C, Su H, Zhang B, Poor HV. User-level privacy-preserving federated learning: Analysis and performance
optimization. IEEE Trans. on Mobile Computing, 2022, 21(9): 3388-3401. [doi: 10.1109/TMC.2021.3056991]

[7] Bonawitz K, Ivanov V, Kreuter B, Marcedone A, Mcmahan HB, Patel S, Ramage D, Segal A, Seth K. Practical secure aggregation for
privacy-preserving machine learning. In: Proc. of the 2017 ACM SIGSAC Conf. on Computer and Communications Security. 2017.
1175-1191. [doi: 10.1145/3133956.3133982]

[8] Karimireddy SP, Kale S, Mohri M, Reddi SJ, Stich SU, Suresh AT. SCAFFOLD: Stochastic controlled averaging for federated learning.
In: Proc. of the 37th Int’l Conf. on Machine Learning. PMLR, 2020. 5132-5143.

[9] Li T, Sahu AK, Zaheer M, Sanjabi M, Talwalkar A, Smith V. Federated optimization in heterogeneous networks. In: Proc. of the 3rd
MLSys Conf. Austin, 2020. 429-450.

[10] Tan AZ, Yu H, Cui LZ, Yang Q. Towards personalized federated learning. I[EEE Trans. on Neural Networks and Learning Systems, 2023,
34(12): 9587-9603. [doi: 10.1109/TNNLS.2022.3160699]

[11] Dinh CT, Tran NH, Nguyen TD. Personalized federated learning with moreau envelopes. In: Proc. of the 34th Int’l Conf. on Neural
Information Processing Systems. Vancouver: Curran Associates Inc., 2020. 1796.

[12] Wu Q, He KW, Chen X. Personalized federated learning for intelligent IoT applications: A cloud-edge based framework. IEEE Open
Journal of the Computer Society, 2020, 1: 35-44. [doi: 10.1109/0JCS.2020.2993259]

[13] Hinton G, Vinyals O, Dean J. Distilling the knowledge in a neural network. arXiv:1503.02531, 2015.

[14] Zhang Y, Xiang T, Hospedales TM, Lu HC. Deep mutual learning. In: Proc. of the 2018 IEEE/CVF Conf. on Computer Vision and
Pattern Recognition. Salt Lake City: IEEE, 2018. 4320-4328. [doi: 10.1109/CVPR.2018.00454]

[15] Cho JH, Hariharan B. On the efficacy of knowledge distillation. In: Proc. of the 2019 IEEE/CVF Int’l Conf. on Computer Vision. Seoul:
1EEE, 2019. 4793-4801. [doi: 10.1109/ICCV.2019.00489]

[16] Chen DF, Mei JP, Zhang HL, Wang C, Feng Y, Chen C. Knowledge distillation with the reused teacher classifier. In: Proc. of the 2022
IEEE/CVF Conf. on Computer Vision and Pattern Recognition. New Orleans: IEEE, 2022. 11923-11932. [doi: 10.1109/CVPR52688.
2022.01163]

[17] LiDL, Wang JP. FedMD: Heterogenous federated learning via model distillation. arXiv:1910.03581, 2019.

[18] Zhu ZD, Hong JY, Zhou JY. Data-free knowledge distillation for heterogeneous federated learning. In: Proc. of the 38th Int’l Conf. on
Machine Learning. PMLR, 2021. 12878-12889.

[19] Guo QS, Wang XJ, Wu YC, Yu ZP, Liang D, Hu XL, Luo P. Online knowledge distillation via collaborative learning. In: Proc. of the
2020 IEEE/CVF Conf. on Computer Vision and Pattern Recognition. Seattle: IEEE, 2020. 11017-11026. [doi: 10.1109/CVPR42600.2020.
01103]

[20] TanY, Long GD, Liu L, Zhou TY, Lu QH, Jiang J, Zhang CQ. FedProto: Federated prototype learning across heterogeneous clients. In:
Proc. of the 36th AAAI Conf. on Artificial Intelligence. AAAI Press, 2022. 8432-8440. [doi: 10.1609/aaai.v36i8.20819]

[21] LeCunY, Bengio Y, Hinton G. Deep learning. Nature, 2015, 521(7553): 436-444. [doi: 10.1038/nature14539]

[22] Ma XD, Zhu J, Lin ZH, Chen SX, Qin YJ. A state-of-the-art survey on solving non-IID data in federated learning. Future Generation
Computer Systems, 2022, 135: 244-258 [doi: 10.1016/j.future.2022.05.003]

[23] Chen Z, Yang C, Zhu ML, Peng Z, Yuan YX. Personalized retrogress-resilient federated learning toward imbalanced medical data. IEEE
Trans. on Medical Imaging, 2022, 41(12): 3663-3674 [doi: 10.1109/TMI1.2022.3192483]

[24] Sun Y, Shen L, Huang T, et al. Fedspeed: Larger local interval, less communication round, and higher generalization accuracy.
arXiv:2302.10429, 2023.

[25] Koh PW, Steinhardt J, Liang P. Stronger data poisoning attacks break data sanitization defenses. Machine Learning, 2022, 111(1): 1-47.
[doi: 10.1007/s10994-021-06119-y]

[26] Nuding F, Mayer R. Data poisoning in sequential and parallel federated learning. In: Proc. of the 2022 ACM on Int’l Workshop on
Security and Privacy Analytics. Baltimore: ACM, 2022. 24-34. [doi: 10.1145/3510548.3519372]

© TEBREEEEIEDT  htp/ www. jos. org. cn


http://www.jos.org.cn/1000-9825/6411.htm
http://www.jos.org.cn/1000-9825/6411.htm
http://www.jos.org.cn/1000-9825/6411.htm
https://doi.org/10.13328/j.cnki.jos.006411
http://www.jos.org.cn/1000-9825/6446.htm
http://www.jos.org.cn/1000-9825/6446.htm
http://www.jos.org.cn/1000-9825/6446.htm
https://doi.org/10.13328/j.cnki.jos.006446
https://doi.org/10.1145/2976749.2978318
https://doi.org/10.1109/JBHI.2022.3157725
https://doi.org/10.1109/TMC.2021.3056991
https://doi.org/10.1145/3133956.3133982
https://doi.org/10.1109/TNNLS.2022.3160699
https://doi.org/10.1109/OJCS.2020.2993259
https://doi.org/10.1109/CVPR.2018.00454
https://doi.org/10.1109/ICCV.2019.00489
https://doi.org/10.1109/CVPR52688.2022.01163
https://doi.org/10.1109/CVPR52688.2022.01163
https://doi.org/10.1109/CVPR42600.2020.01103
https://doi.org/10.1109/CVPR42600.2020.01103
https://doi.org/10.1609/aaai.v36i8.20819
https://doi.org/10.1038/nature14539
https://doi.org/10.1016/j.future.2022.05.003
https://doi.org/10.1109/TMI.2022.3192483
https://doi.org/10.1007/s10994-021-06119-y
https://doi.org/10.1007/s10994-021-06119-y
https://doi.org/10.1007/s10994-021-06119-y
https://doi.org/10.1007/s10994-021-06119-y
https://doi.org/10.1007/s10994-021-06119-y
https://doi.org/10.1007/s10994-021-06119-y
https://doi.org/10.1007/s10994-021-06119-y
https://doi.org/10.1145/3510548.3519372

1374 RAFFIR 2025 5 36 K5 3

[27] Kurita K, Michel P, Neubig G. Weight poisoning attacks on pre-trained models. In: Proc. of the 58th Annual Meeting of the Association
for Computational Linguistics. ACL, 2020. 2793-2806. [doi: 10.18653/v1/2020.acl-main.249]

[28] Chen XY, Liu C, Li B, Lu K, Song D. Targeted backdoor attacks on deep learning systems using data poisoning. arXiv:
1712.05526, 2017.

[29] Huang H, Mu JM, Gong NZ, Li Q, Liu B, Xu MW. Data poisoning attacks to deep learning based recommender systems. In: Proc. of the
28th Annual Network and Distributed System Security Symp. 2021. [doi: 10.14722/ndss.2021.24525]

[30] Peri N, Gupta N, Huang WR, Fowl L, Zhu C, Feizi S, Goldstein T, Dickerson JP. Deep k-NN defense against clean-label data poisoning
attacks. In: Proc. of the 2020 European Conf. on Computer Vision. Glasgow: Springer, 2020. 55-70. [doi: 10.1007/978-3-030-66415-2 4]

[31] Chen J, Zhang XX, Zhang R, Wang C, Liu L. De-pois: An attack-agnostic defense against data poisoning attacks. [EEE Trans. on
Information Forensics and Security, 2021, 16: 3412-3425. [doi: 10.1109/TIFS.2021.3080522]

[32] Baracaldo N, Chen B, Ludwig H, Safavi JA. Mitigating poisoning attacks on machine learning models: A data provenance based
approach. In: Proc. of the 10th ACM Workshop on Artificial Intelligence and Security. Dallas: ACM, 2017. 103—110. [doi: 10.1145/
3128572.3140450]

[33] Shah D, Dube P, Chakraborty S, Verma A. Adversarial training in communication constrained federated learning. arXiv:2103.01319,
2021.

[34] Deng L. The MNIST database of handwritten digit images for machine learning research. IEEE Signal Processing Magazine, 2012, 29(6):
141-142. [doi: 10.1109/MSP.2012.2211477]

[35] Li HM, Liu HC, Ji XY, Li GQ, Shi LP. CIFAR10-DVS: An event-stream dataset for object classification. Frontiers in Neuroscience,
2017, 11: 309. [doi: 10.3389/fnins.2017.00309]

[36] Wang JB, Pei XK, Wang RJ, Zhang FL, Chen T. Federated semi-supervised learning with tolerant guidance and powerful classifier in
edge scenarios. Information Sciences, 2024, 662: 120201. [doi: 10.1016/j.ins.2024.120201]

MR 3055 30K :
[2] e, BT, TRE K, AR, BRI EE > v i BORL [a) R 70 3E R . B4R, 2023, 34(1): 197-229. http:/www.jos.org.cn/1000-9825/
6411.htm [doi: 10.13328/j.cnki jos.006411]
[3] XUZE, BRAL, XIS, 425850, B ) P BRI B AR . A4, 2022, 33(3): 1057-1092. http:/www.jos.org.cn/1000-9825/6446.
htm [doi: 10.13328/j.cnki.jos.006446]

FERE8(1980—), B, 1, A%, CCF M & FEZE(1987—), B, i, HHoE i, ARSI,

A, E R OO IR 2 5] S R e, R
TR, XHUBE, RR B, (58 24

FE&H(2000—), 5, Wid:tE, CCF 2420, £
BT LGSO - o) SR A 4, BRE T,
W2 5 (5 8 2, X

RFH(1963 —), &, L, #H, 4L T,
CCF &b b, T 20T FeUgon B R 15, eI
2], M HER A

T EERTCIUION Bl 22 AT, IO S SR G
24, XL

FHEME(1989—), 3, ML, GIWFAL O, 1 AR
Jili, CCF gl ex i, 1 BT Lo % 4 2 J7 it
S, wATNIE, BRI ] 5 RG24

BRIT(1987—), B, t8-1:, #d%, 144 SIH, CCF
e A, EE O A A, B 5
BRE 4, XYUE, W4T 4.

© PEFEERK IR s/ www. jos. org. cn


https://doi.org/10.18653/v1/2020.acl-main.249
https://doi.org/10.18653/v1/2020.acl-main.249
https://doi.org/10.18653/v1/2020.acl-main.249
https://doi.org/10.14722/ndss.2021.24525
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1007/978-3-030-66415-2_4
https://doi.org/10.1109/TIFS.2021.3080522
https://doi.org/10.1145/3128572.3140450
https://doi.org/10.1145/3128572.3140450
https://doi.org/10.1109/MSP.2012.2211477
https://doi.org/10.3389/fnins.2017.00309
https://doi.org/10.1016/j.ins.2024.120201
http://www.jos.org.cn/1000-9825/6411.htm
http://www.jos.org.cn/1000-9825/6411.htm
http://www.jos.org.cn/1000-9825/6411.htm
http://www.jos.org.cn/1000-9825/6411.htm
https://doi.org/10.13328/j.cnki.jos.006411
http://www.jos.org.cn/1000-9825/6446.htm
http://www.jos.org.cn/1000-9825/6446.htm
http://www.jos.org.cn/1000-9825/6446.htm
http://www.jos.org.cn/1000-9825/6446.htm
https://doi.org/10.13328/j.cnki.jos.006446

	1 预备知识
	1.1 联邦学习和FedProto
	1.2 数据中毒攻击
	1.3 知识蒸馏

	2 特征图中毒攻击
	2.1 威胁模型
	2.2 FMPA攻击
	2.3 实验配置
	2.4 FMPA攻击实验效果

	3 双重防御机制
	3.1 防御概述
	3.2 全知识蒸馏防御阶段
	3.3 特征图甄别防御阶段

	4 De-FMPA防御实验效果
	4.1 全知识蒸馏防御实验效果
	4.2 特征图甄别防御实验效果
	4.3 双重防御机制的必要性

	5 总结与展望
	参考文献

